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Abstract. The problem of ensuring the authenticity of visual content is becoming
much more pressing in such a rapid proliferation of digital media, when image
forgery techniques become ever more sophisticated, more reliable methods for
achieving this are required. This paper discusses a holistic approach to detecting
image forgery by combining cryptographic methods with a new set of artificial
intelligence (AI) methods. Several limitations of traditional detection methods
such as error level analysis (ELA), which depends on the invariance of spatially
local distributions within individual blocks, are examined concerning the
detection of complex manipulations. We rely on cryptographic approaches to
achieve high integrity verification by identifying alterations through MDS5
hashing of unique hash comparisons. Further, the study employs open-source
contributions of advanced image analysis such as texture, color profiling, and
shape recognition to discover inconspicuous irregularities in such tampered
images with OpenCV. Other Al driven models including Convolutional Neural
Networks (CNNs), Recurrent Neural Networks (RNNs) and Vision Transformers
(ViTs) further contribute to the achievement of forgery detection by leveraging
multi scale feature learning, temporal analysis and self-attention. The proposed
method combines MDS5 hashing with these advanced Al techniques to achieve a
dual layered approach for enhancing detection accuracy and adaptability to
various manipulation methods including deepfake, splice, and copy move type
forgeries. The proposed system is demonstrated experimentally, with significant
improvements in detection accuracy and robustness over traditional methods
shown. Providing a scalable and adaptable framework for preserving the integrity
of digital visual content in an environment with an evolving landscape of digital
manipulation, this research provides a rich set of insights about cryptographic
and Al techniques integration.
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1 Introduction

In our digital world the authenticity of the visual content has taken a central position
due to the growing complexity and accessibility of image manipulation techniques.
However, these challenges are more relevant when this surge in image forgeries
creates difficult situation across domains, including journalism, legal proceedings and
social media where the integrity of the visual evidence matters the most. However,
traditional image forgery detection techniques, including Error Level Analysis (ELA)
and block artifact analysis, have previously proven to be somewhat impotent against
sophisticated, as well as subtle, manipulation.

Over recent times, artificial intelligence (AI) has come up with some new solutions
that revolutionized artificial image forgery detection techniques. However,
cryptographic techniques such as MDS5 hashing suffice to provide robust integrity
verification and advanced image analysis based on OpenCV can be used for detecting
small faults within texture, color and shape. Additionally, the advances in forgery
detection systems rely on dependencies between these Al models including
Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs) and
Vision Transformers (ViTs) [1].

2 Literature Survey

Given that digital visual content is increasingly becoming of concern regarding its
authenticity, the field of image forgery detection has witnessed remarkable progress
[2]. This literature review offers a full review of the currently available methods,
classifying their advantages and disadvantages, and showing the path these methods
have taken. This review involves the classics, the cryptographic ones, and the ones
with Python, MD5, and OpenCV [3].

Most previous works in image forgery detection rely on simple heuristics and
statistical analyses. Basic methods for detecting anomalies in compressed images
were devised through techniques such as Error Level Analysis (ELA) and block
artifact analysis [4]. For example, ELA analyses the error level in each region of an
image, and it therefore allows for the location of errors that introduce inconsistencies
in an error pattern. Block artifact analysis looks at image blocks for irregularities
devoid of plausible explanations other than manipulation [5]. These classical methods
have enjoyed initial success in detecting the basic forgeries but found it less effective
when confronted with the increasing complexity and sophistication of modern
manipulation techniques [6]. Once digital editing tools were developed, these
traditional approaches were no longer able to accurately identify fine differences in
visual content [7].

Cryptographic principles were integrated into image forgery detection to create a
promising strategy for ensuring image integrity. Checksum based methods became
hinged on the use of Hash functions mostly the MDS5 algorithm [8]. The MD5-based
method generates fixed size hash values that uniquely represent the original image
and can be used as a means for integrity verification by hash comparing the image
with the generated hash with the original image [9]. The ability to produce a unique
hash of each input turned out to be quite useful for catching unauthorized
modifications [10]. Unfortunately, regardless of all of this, there were vulnerabilities
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to be discovered in MDS5, particularly whose job could do collision attacks, where
different inputs would yield the same hash, which necessitated a review of its
application to forgery detection [11]. For this reason, researchers have attempted to
find alternative cryptographic techniques to enhance the reliability of integrity
verification in those new threats [12].

With the availability of image manipulation tools, there was a great need for more
sophisticated forgery detection methodologies. This evolution relies heavily on an
open source, comprehensive computer vision library that is OpenCV. To be more
sensitive, researchers have started the use of techniques like texture analysis, color
profiling and shape recognition to detect tiny changes which traditional techniques
may overlook [13]. For instance, texture analysis can identify the small discrepancies
that are inconsistent with patterns and color profiling differences in hue and
saturation across an image may identify problem areas. The versatility of OpenCV
helps researchers understand image features more deeply, hence identifying forged
regions more precisely [14]. This new emphasis on advanced image analysis mirrors
a growing pattern in the field as practitioners increasingly demand tools that can
accommodate the vagaries of present-day digital manipulation [15].

Finally, image forgery detection has come a long way, and the ongoing
advancements show a great need for reliable methods that can cope with the
complexities of contemporary digital content [16]. Researchers can significantly
improve the accuracy and efficiency of forgery detection systems by building on
classical approaches, using cryptographic principles, and employing advanced image
analysis techniques, which will help to protect the authenticity of visual media
transitioning from a predominantly analogue to digital world [17].

3 Methodology

In this research, a methodology is presented that is used to develop a comprehensive
image forgery detection system as shown in Fig. 1. Combining cryptographic integrity
with ongoing image analysis with OpenCYV, it is the approach.

§

1: upload image1, image 2

1.1: compare images with openCV

2: if not similar{different images)
: if similar (decryption)

4: Decrypt with MD5S

5: result(same pic)

6: result(forged pic)

7: view results

T

s e ] s

Fig.1. Process flow for image forgery detection
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3.1  MDS Integration

In this research, MDS5 algorithm is carefully incorporated in the Python programming
environment to go beyond its domain as a cryptographic hash function. MD5 neither
as a checksum for verifying data integrity nor as a component in creating and
checking unique hash values for digital images. The hashes of each image are
generated, each hash is unique and is the digital fingerprint of the image] The tradeoff
is this hashing process will allow quick identification of any changes to the image
[18].

The research highlights the importance of hash values by implementing MD5 in this
way. If a suspected forged image gets processed, its hash value would be computed
and then compared with the one of the original images. Any difference between these
hash values represents a possible way to check for tampering, as an initial filter.
Indeed, the use of MD5 presented here not only offers further improvements to the
integrity verification process but also fits naturally into the larger detection
framework [19].

Compute the hash of the original image: H,,gina=H(1,iginat)
Compute the hash of the suspected forged image: Hy,zoq=H d 1000
Compare the hashes: Forgery detected if H,,,;gi0 % Hpyrpea

Where 1,,,,,, represents the original image, /.., represents the potentially tampered
image and H(x) represents the MDS5 hash function applied to input x.

3.2 OpenCV Analysis

Secondly, the study utilizes the wealth of functionality of OpenCV to grapple with the
images to the extent. Texture, color, and shape are all explored in this multifaceted
examination that tries to understand more of the content within each image. A more
detailed set of features can be extracted than is readily apparent with a casual look at
the surface alone [19-20].

o Texture Analysis: The system analyzes the texture distribution in an image and
determines what inconsistencies between the manipulations of an image might look
like. Texture analysis is used to detect image regions that are copied and pasted, as
such copied and pasted regions usually show dissimilar characteristics from their
surrounding pixels.

e Color Profiling: Color distributions and gradients across the image are also
examined in the study. Indicators of tampering can therefore be any unnatural
variation of color since forged sections might not have the same color palette as the
original image.

® Shape Recognition: The methodology also includes shape recognition techniques
to determine the structural integrity of objects on an image. This type of analysis
can suggest changes in the geometry of the image content to the extent where they
have been tampered with.

This research aims to discover the subterfuge and little-known subtleties of image
content that are sometimes difficult to perceive using these advanced analysis
techniques. Texture, color, and shape analysis combined produce a sound framework
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from which the system can better detect even the most advanced forms of image
manipulation [20-21].

3.3 Fusion Approach

The key innovation of this research is combining the cryptographic validation of MD5
and the sophisticated image feature analysis of OpenCV. The resulting synthesis is a
robust symbiosis that brings a considerable increase in the system’s ability to detect
various from of image forgeries.

With its integrated MDS5’s integrity checks with OpenCV’s in depth image analysis,
the proposed methodology complements a more complete approach to forgery
detection. This dual approach results in the first screening of the images against hash
value discrepancies, followed by a more thorough examination of the image content
as shown in Fig. 2. By combining this layered methodology, detection accuracy is
improved while the system is made more flexible to new and emerging manipulation
techniques. [22].

System dataset User

-~/
Fig 2. Fusion approach by system and user

3.4  Efficacy of Detection

The results indicate that the integrity verification combined with OpenCV based on
intricate feature analysis improves greatly the robustness of the forgery detection
mechanism. The initial layer of verification came from MDS as a checksum which
allowed the quick identification of images that were tampered with. After this,
OpenCV’s more advanced analysis techniques went further into the contents of the
images to classify texture, color, and shape and find more sophisticated forgeries.
Finally, in the evaluation the system achieved competitive accuracy rate, showing a
high percent of forged images efficiently with little false positives. The proposed
system demonstrated considerable improvement in performance relative to traditional
detection approaches that typically depend on manual inspection or rudimentary
heuristics. The increased accuracy of detection and adaptability to different types of
manipulations possible when images can be analyzed in multiple dimensions is a
great advantage of this system [23].

3.5 Comprehensive Detection

The Usage of MD5 and OpenCV has been important to the integration of the MD5
into the entire image forgery detection system. The system merges MDS5's
cryptographic hash verification with OpenCV's advanced feature analysis on the issue
of multiple facets of forgery detection. MD5 is a very useful tool to assure the
integrity of its image content through generation of a unique hash value of the original
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image. This is a form of the hash verification process as a quick filter to discard the
pictures that may have been altered. At the same time, OpenCV analyzes what's in an
image at a much more advanced level. The system is able to uncover the subtle
manipulations that would otherwise go unnoticed by other simpler detection methods
by simply looking at features such as texture, color distribution and shape. Finally,
this dual layer approach not only improves the accuracy of our forgery detection but
also induces a holistic understanding of image authenticity. This provides significant
advancement in the field of analysis of both image integrity and image content,
solving the challenges of increasingly sophisticated manipulation techniques [24].

3.6  Adaptability

Another noteworthy aspect of the proposed system is its adaptability to a diverse
dataset. The system shown in Fig. 3. demonstrated effectiveness in detecting a wide
range of manipulation techniques, including copy-move forgeries, splicing, and
retouching. This adaptability is crucial in real-world scenarios, where forgers often
employ various tactics to achieve their objectives. The ability to recognize and
respond to different forms of image manipulation underscores the robustness of the
system in practical applications. The adaptability of the system can be attributed to its
comprehensive methodology, which leverages both cryptographic and image analysis
techniques. As the landscape of digital forgery evolves, it is essential for detection
systems to remain flexible and capable of another advantage in the proposed system is
its adaptability for a wide range of dataset. It successfully detected a broad variety of
tricks, including copy move forgery, splicing, and retouching. In real life solvers often
resort to different tactics in order to meet their objectives which requires the option
adapted for, and this was a requirement. In practical applications the ability to
recognize and act on various forms of image manipulation demonstrates the
robustness of the system. The system's extensive methodology, which combines
cryptographic and image analysis techniques, account for its adaptability [25].

upload image1,
image 2
- Decrypt with MDS5
/—’ﬁ S ——
User -
compare images
with openCV 1T
J result(same pic)
/—l— ™ ~ @ 29 \-l
ataStore
if not similar /'|
(different images) /—[—\
System result{forged)
—
¥ similar '
(decryption)
view results
~—

Fig. 3. Block Diagram indicating process flow for image forgery detection
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4 Advanced Al Techniques for Image Forgery Detection

The proliferation of digital content and sophisticated electronic media editing tools
makes it next to impossible to be sure of the authenticity of visual media. While
effective for basic forgery detection, traditional methods such as Error Level Analysis
(ELA), block artifact analysis, simply do not work when more complex manipulations
are embedded within the image. Robust solutions for addressing these challenges
have emerged: advanced Al techniques which leverage CNNs, RNNs and ViTs. In
terms of analyzing and capturing subtle artifacts in manipulated images, we argue
these methods excel. Using cryptographic hash such as MD5 based cryptographic
approach combined with advanced AI models, researchers were able to implement
highly accurate and adaptive systems that can detect quite sophisticated types of
forgeries like deepfakes, splicing or copy move. This enables advanced Al integration
shown in Fig. 4. for safeguarding the integrity of digital visual content in the largest
leap forward in a long time [26].

Cryptographic Approaches MDS Integration |

| Advanced AL CNN, RNN,

VITs Conclusion

Start Traditional Techniques Fusion Approach

Advanced Image Analysis OpenCV Techniques

Fig.4. Advanced Al Techniques for Image Forgery Detection

4.1  Convolutional Neural Networks (CNNs)

Convolutional Neural Networks (CNN) have been proven to be highly effective in
image network detection by leveraging their powerful feature extraction capabilities.
A popular approach is to fine-tune pre-trained CNN models, such as ResNet,
VGGNet, and InceptionNet, on a specific web page detection dataset. This transfer
learning technique optimizes these models for fraud detection. Reduce required
computation and training time to achieve high accuracy. For example, ResNet-50
pre-trained on ImageNet can be fine-tuned to detect manipulations such as copying,
moving or splicing. Similarly, XceptionNet excels at detecting deep forgeries by
analyzing fine-texture inconsistencies on faces, while Inception-v4 performs well at
detecting multiclass meshes on a variety of datasets. One advantage of fine-tuned
CNNs is fast convergence during training. Better performance on small datasets
Specific characteristics must be separated and include suitability for the job [25].

The Table 1 shows a comparison of models in the dataset, highlighting their
strengths and applications in networking. ResNet-50 is highly accurate in detecting
duplicate moves splicenetworks Excellent in detecting texture mismatches in altered
regions, XceptionNet stands out with an outstanding performance of 99.1% accuracy,
making it highly effective in sensitive face detection and texture manipulation in
Deepfakes such as batches. FaceForensicst+ data appears here Inception-v4 is
versatile in multi-class spoofing detection. It works well on a wide range of spoofing
types, while VGG-19 specifically specializes in detecting fake images generated by
GANS, with high accuracy for synthetic face recognition [26].
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Table 1.Statistical performance of Convolutional Neural Networks (CNNs)

Model Datas Accur Pre Reca F1 Applications Key Insights
et acy cisi 11 Score
(%) on (%) (%)
(%)
ResNet- CASI 94.3 92,5 93.1 92.8  Copy-move and Excellent for
0 Av2 splicing detecting texture
detection inconsistencies in
tampered regions.
Xcepti Face 99.1 98.7 99 98.9  Deepfake Superior in detecting
onNet Foren detection subtle facial and
sics+ textural
+ manipulations in
deepfakes.
Incept CoMo  96.8 952 95.6 95.4  Multi-class Performs well across
ion-v4  FoD forgery diverse forgery
detection scenarios.
VGG- Real 92.7 914 90.8 91.1  Detection of  High accuracy in
19 and GAN-generat  identifying synthetic
Fake ed fake face images.
Faces images
Efficie Deepf  97.5 96.8  96.2 96.5 Real-time Lightweight and
ntNet  ake deepfake optimized for mobile
Detec detection and low-resource
tion environments.
Dense Splice 934 921 928 92.4  Splicing Effective in handling
Net-12  Net forgery small-scale tampering
1 detection in high-resolution
images.
AlexN CASI 89.5 87.3 88.1 87.7  Basic forgery Useful for
et Avl detection introductory
applications but
limited in handling
complex forgery.
4.2  Recurrent Neural Networks (RNNs)

Recurrent neural networks (RNN), especially long short-term memory (LSTM)
networks, are powerful tools for visual network detection due to their ability to
capture time dependence and sequential patterns. LSTM analyzes inconsistencies
between video frames to detect spoofing; helps identify deepfake, frame level
manipulation in videos, etc. Video. In addition to being highly effective in forensic
applications, LSTM has also been applied to still image analysis. This helps identify
spatial anomalies that occur by splicing or surface irregularities. Their strength lies in
their ability to model long-term dependencies. This makes it possible to accurately
detect complex network situations spanning multiple frames or domains [23].

The models mentioned in the Table 2 demonstrate various strengths of counterfeit
and fraud detection, especially for video data, LSTM achieves strong performance
with an accuracy of 95.3% in deepfake video detection, which effectively captures
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temporal inconsistencies between frames. Bidirectional LSTM improves this by
processing the sequence sideways front and back. This increases accuracy to 96.1%
and provides improved feature extraction. This makes it ideal for deepfake detection
in more complex situations. This class has the highest accuracy of 97.4% for tamper
detection.GRU (Gated Recurrent Unit) offers a more computationally efficient
alternative. It has a slightly lower accuracy (93.8%) compared to the LSTM model,
making it suitable for applications that require lightweight detection [27].

Table 2. Statistical performance of Recurrent Neural Networks (RNNs)

Model Datas Accur Precis Rec Fl1 Applicat Key Insights
et acy ion all  Score ions
%) () (%) (%)
LST™M Face 95.3 942 948 94.5 Deepfake video Captures temporal
Forensics+ detection inconsistencies across
+ frames effectively.
Bi-Directio Celeb-DF  96.1 95.6 959 95.7 Bidirectional Improved feature
nal LSTM deepfake extraction by processing
detection sequences forward and
backward.
Attention-L FF++and 974 97 96.8 96.9 Frame-level Combines temporal
STM DFDC tampering analysis with attention
detection for forgery localization.
GRU Video 93.8 93.1 92.5 92.8 Lightweight Lower computational
(Gated Forensics video forgery cost compared to
Recurrent Dataset detection LSTMs, with slightly
Unit) reduced accuracy.
Soft CASIAvV2 927 919 915 91.7 Splicing and Highlights forgery-pron
Attention copy-move areas with distributed
RNN detection attention weights.
Hard Deepfake  94.5 94 93.6 93.8 Sparse Focuses on specific
Attention  Detection attention-based  tampered regions,
RNN deepfake improving
detection interpretability.
Seq2Seq UADFV  96.7 96.1 96.4 96.3 Audio-visual Detects lip-syncing
with (Deepfake forgery detection irregularities in deepfak
Attention  Dataset) videos.
Stacked DF-TIMI 97.2 96.5 96.7 96.6 High-resolution Handles large sequences
LST™M T deepfake with better temporal
detection coherence.

4.3  Vision Transformers (ViTs)

Vision Transformers (ViTs) provide a transformational approach to image network
recognition. It leverages a self-attention mechanism to analyze images as a sequence
of non-overlapping patches. By splitting the image into fixed sized patches and
processed into tokens through a transformer encoder. The global ViTs relationship
between these patches is to be captured. This ability is critical in detecting subtle
changes that would otherwise be overlooked by conventional methods. A
self-attention mechanism allows ViTs to calculate the relevance of each patch to other
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patches, allowing the model to focus on precisely altered regions. ViTsare very
effective for global network detection. This is because it can identify small
abnormalities due to splices or deep forgeries [27].

Table 3.Statistical performance of Vision Transformers (ViTs).

Model Dataset Accu Preci Rec F1  Applicat Key Insights
racy sion all Score ions
(%) () () (%)
ViTs-B/16 CASIA 948 937 939 93.8 Global forgery Effective for
v2 detection capturing global
inconsistencies in
spliced images.
DETR FaceFor 96.2 955 957 95.6 Object-level  Combines attention

(Detection ensics+ tampering and and object detection
Transforme + localization for precise tampered
r) region localization.
Swin CoMoF 974 96.8 96.6 96.7 Multi-scale Performs well on
Transforme oD forgery multi-scale tampering
r detection with hierarchical
attention.
Hybrid FaceFor 98.1 97.6 97.8 97.7 Deepfake and Hybrid approach
ViTs ensicst+ GAN-based enhances feature
(ViTs-CNN + forgery extraction from both
) detection CNNs and
transformers.
T2T-ViTs Celeb- 96.7 962 96 96.1 Fine-grained Captures intricate
(Tokens-to- DF texture texture
Tokens) inconsistency inconsistencies in
detection GAN-generated
images.

Table 3 is summarizing the performance of models using Vision Transformer (ViTs)
for counterfeit detection. Highlighting its strength in handling different types of
spoofing, ViTs-B/16 performs well in detecting global spoofing with an accuracy of
94.8%, excelling in identifying global anomalies in DETR concatenated images (
Detection transformer) combining interest and object detection. It has an accuracy of
96.2% and improves the localization of tampered areas. This makes it highly effective
for object-level spoofing. Swin transformers are especially robust for detecting
multi-scale spoofing. It has an accuracy of 97.4%, benefiting from a hierarchical
attention mechanism resulting in different levels of tampering [27].

5 Comparative Summary

A comparative analysis shown in Table 4 for fraud detection techniques reveals
specific strengths and limitations between the methods. Fine-tuned CNNs are
excellent at feature extraction and provide high accuracy with fast training. But a
limited understanding of the global context. This makes it less effective at identifying
large changes. Multi-scale feature CNNs address this gap by detecting both
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fine-grained and large-scale change modifications. However, when applied to large
datasets, Sati can be computationally expensive. LSTM specializes in capturing
temporal or sequential inconsistencies, especially in video data but they can fight.
Missing issue in very long sequence Attention mechanisms focus on areas at risk of
fraud to increase interpretability. Significantly improved detection accuracy. But the
need for computation in real-time applications. The obstructive vision corrector
provides superior global context awareness and excels at dealing with large and tall
Images with resolution, but training and estimation require a lot of computational
resources. Each technique has different advantages. This makes image selection
highly dependent on the specific requirements of the counterfeit detection task.

Table 4. Comparative Summary of Advanced Al Techniques for Image Forgery Detection

Technique Strengths Limitations

Fine-Tuned CNNs High accuracy, quick training, Limited global context
effective feature extraction. understanding.

Multi-Scale Feature = Detects fine-grained and Computationally expensive with

CNNs large-scale manipulations. large datasets.

LSTMs Captures temporal or sequential ~ Prone to vanishing gradient
inconsistencies in data. issues for very long sequences.

Attention Focuses on forgery-prone May require additional

Mechanisms regions, improves computation for real-time
interpretability. detection.

Vision Transformers Global context understanding, High computational cost during
high performance on large training and inference.
images.

6 Conclusion

In an era where digital management techniques are becoming more complex and
widespread, improving image fraud detection is important. This study presents a
comprehensive approach that combines cryptographic methods such as MD5 hashing
with advanced Al techniques, including OpenCV-based image analysis, and recurrent
Convolutional Neural Networks (CNNs). Taking advantage of the unique strengths of
these methods including Artificial Neural Networks (RNNs) and vision Transformers
(ViTs), the proposed system provides a robust and scalable framework for Detecting
various types of counterfeiting such as defaxing, splicing, embezzlement,
counterfeiting... The two-tiered approach combines integrity checking via MDS5
hashing with in-depth image content analysis. It greatly improves detection accuracy
in adapting to real-world situations, combining advanced AI models with images.
High resolution video and manage access to holes both internationally and locally. It
improves the system's ability to detect small artifacts and abnormalities...
Experimental results prove the effectiveness of the proposed system. It shows
improved performance compared to traditional methods and adaptability to a variety
of datasets. Integrating cryptographic Al techniques not only guarantees a high level
of fraud detection. But it also opens up avenues for future improvements, such as
machine learning Algorithms to summarize beyond complex manipulations. This
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research contributes to ongoing efforts to protect the integrity of digital media and
serves as the basis for the future development of web image recognition.
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