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Abstract. With the acceleration of the digitalization process, data sharing has 

become an important driving force to promote the development of various indus-

tries. However, organizations or departments involved in data sharing usually 

belong to different trust domains, and the differences in trust domains have 

brought a series of security challenges that cannot be ignored while promoting 

data sharing. By establishing a perfect cross-domain behavioral traceability sys-

tem, it can contribute to the rapid localization of the problem after the occurrence 

of security time, or the analysis of the traceability data to discover the potential 

security risks in advance. This paper proposes a cross-domain joint traceability 

scheme based on layered blockchain, which realizes the traceability of the target 

user's information about the privileges received by the user in the system archi-

tecture and its cross-domain access behaviors in a multi-trust domain scenario. A 

method for evaluating the comprehensive reputation value of nodes based on the 

Fuzzy Analytic Hierarchy Process (FAHP) is designed. From the perspective of 

multiple factors, it realizes the ranking of the reputation values of the nodes that 

execute authorization behaviors. Finally, a security analysis and a performance 

analysis were conducted on the proposed cross-domain joint traceability scheme 

based on the layered blockchain. 

Keywords: Blockchain, Access Control, Behavioral Traceability. 

1 Introduction 

With the rapid development of information technology, big data, cloud computing and 

other foreword technologies are deeply integrated into various fields and widely used 

in various scenarios. With the rapid development of information technology, big data, 

cloud computing and other foreword technologies are deeply integrated into various 

fields and widely used in various scenarios. This trend has led to increasingly frequent 

interactions among enterprises, departments, organizations, and users. Whether it is the 

collaborative cooperation between enterprises, the information sharing within organi-

zations, or the interaction between users and devices, all have become closer and more 

efficient, thus establishing a complex and dynamic cross-domain interaction network  
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[1]. In the digital era, data has become a crucial asset. As one of the core means to 
ensure data security, access control plays an important role. The aim of access control 
is to ensure that only authorized entities can access specific data resources. In traditional 
centralized systems, access control mainly relies on a central server to verify users' 
identity information and authorize their access. However, it has shown obvious defi-
ciencies in complex cross-domain environments. Moreover, the differences in security 
policies between systems complicate cross-domain identity authentication and access 
control for users. At the same time, issues such as data privacy protection, audit trace-
ability, responsibility tracing, and compliance verification become particularly promi-
nent during cross-domain data sharing. These challenges require resolution through 
standardized cross-domain collaboration mechanisms and technological innovation. 

Increasingly frequent cross-domain data interactions have prompted people to ex-
plore new solutions, and blockchain technology, with its decentralized, non-modifia-
bility, and traceable features, has brought new ideas for solving cross-domain access 
control problems. In terms of access control, smart contracts can be utilized to precisely 
control the access rights of each role to data according to the cooperation agreements 
among all participating parties. Only users whose access rights meet the restrictions are 
allowed to access the corresponding data, which improves the flexibility and security 
of access control. However, access control based on blockchain technology is not with-
out flaws. With the continuous increase in data volume and access operations, the user 
access records in the system are also growing rapidly, which makes the tracking and 
review of users' access behaviors more complicated. In the face of massive access be-
havior data, it is difficult for administrators to quickly and accurately locate specific 
access events. For example, in a cross-domain collaborative project, the access rights 
of users with different ownerships to the project data vary depending on the project 
stage and their responsibilities. The decentralized storage of cross-domain access rec-
ords has increased the difficulty of sorting out and auditing these records.  

Cross-domain joint traceability is a method that integrates data, technologies, and 
resources from multiple parties to achieve traceability of the entire process of access 
control between domains. Every link, from the access request initiated by the user, the 
granting of permissions, the verification of permissions, to the execution of the final 
access operation, can be clearly presented. It contributes to the discovery of potential 
inter-domain access control vulnerabilities. In addition, cross-domain joint traceability 
provides strong support for auditing user access behavior and checking access control 
compliance. In the current context where data security and privacy protection are highly 
concerned, the regulatory authorities can conduct a comprehensive review of the access 
behaviors of users from other departments to data resources based on the accurate trace-
ability records on the blockchain. This can effectively prevent unauthorized access be-
haviors and truly safeguard private data from being infringed upon. 

Aiming at the above situation, this paper proposes a cross-domain joint traceability 
scheme based on layered blockchain. For the joint traceability of the access behaviors 
generated when users conduct cross-domain access in a multi-trust domain scenario, a 
layered blockchain cross-domain joint traceability architecture without an authoritative 
center is designed to accurately achieve joint traceability of a certain user's cross-do-
main access behaviors within the entire domain. A node comprehensive reputation 
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evaluation method based on the Fuzzy Analytic Hierarchy Process (FAHP) is adopted 
to elect consensus nodes, so as to ensure that the access applications, authorization rec-
ords and access behaviors of users during cross-domain access can be reliably recorded 
on the blockchain. 

The remaining structure of this paper is as follows: In the second part, the related 
work is introduced. The third part presents the cross-domain joint traceability scheme 
based on the layered blockchain and its joint traceability algorithm. The third part de-
scribes the method for evaluating the comprehensive reputation value of nodes based 
on FAHP. The fourth part analyzes and evaluates the scheme proposed in this paper. 
Finally, the fifth part summarizes this paper and prospects the future work. 

2 Related Work 

Establishing a comprehensive data management and sharing framework is of great sig-
nificance for data management across trust domains [2]. Cross-domain data sharing has 
been widely applied in various fields, yet it is confronted with enormous obstacles, 
mainly the privacy issues. Aiming at the problems of role naming conflicts, inter-do-
main management conflicts, and difficulties in cross-domain sharing brought about by 
the traditional Role-Based Access Control (RBAC) model in the complex multi-domain 
environment and in the face of numerous users, Li et al. [3] proposed a role-based ac-
cess control model for inter-system cross-domain (RBAC-IC) in a multi-domain envi-
ronment. They divided roles into abstract roles and specific roles, and designed the 
operation process of the access control model to achieve fine-grained cross-domain 
sharing. For the scenario of frequent authorization changes, Jiang et al. [4] proposed a 
Spectral Clustering (SC) and Risk-Based Access Control model (SC-RBAC) to quan-
tify the accuracy of the risk of user access behaviors based on the user's historical access 
data, and then assigns access privileges to the user through the constructed access con-
trol function. In order to control users' access to cross-domain data resources, He et al. 
[5] proposed a cross-domain access control protocol CDAC. According to the user rep-
utation evaluation strategy proposed in the protocol, the network management node can 
evaluate users' cross-domain requests. The security level of users is evaluated based on 
their access behaviors, and different priorities are assigned to achieve the cross-domain 
access control of users by different gateway nodes. However, it cannot ensure that users' 
historical access behaviors are comprehensive and reliable. Their historical access be-
haviors are easily tampered with, which will affect the true evaluation of users' security 
levels. 

However, the lack of a unified trust standard and collaborative mechanism among 
different domains makes it difficult to achieve efficient and secure cross-domain access. 
Scholars have utilized the unique features brought about by blockchain technology to 
provide system stability and security for cross-domain access control. Aiming at the 
identity authentication and security trust issues faced by the Public Key Infrastructure 
(PKI) system, Zhang et al. [6] proposed a lightweight blockchain-based PKI identity 
management and authentication architecture. They also designed a trust chain based on 
smart contracts to replace the traditional Certificate Authority (CA) trust chain, so as to 
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avoid the communication pressure caused by the transmission of a large number of 
certificates. However, it is difficult to ensure that there is no risk of data privacy leakage 
in users' previous cross-domain access behaviors. Sun et al. [7] constructed a block-
chain-based trustworthy and efficient cross-domain access control system. It inherits 
blockchain and role mapping technologies to achieve a reliable and verifiable cross-
domain access process, and uses smart contracts to make access decisions according to 
the roles and access policies recorded on the blockchain. However, it fails to achieve a 
comprehensive traceability of the historical access behaviors of roles. Aiming at the 
problem of potential privacy leakage during cross-domain data sharing, Yao et al. [8] 
designed a blockchain-based intelligent cross-domain access log system for doctors, 
which is used to record, query and analyze the cross-domain access behaviors of doc-
tors after authorization. Through the DBscAN clustering analysis of doctors' cross-do-
main access logs, abnormal phenomena in cross-domain access can be detected, so as 
to dynamically control the cross-domain access behaviors of doctors and reduce the 
risk of data leakage. However, the process of uploading the logs to the blockchain is 
completed by several fixed and unchanging nodes, which cannot prevent internal at-
tacks. 

3 Cross-domain Joint Traceability Scheme Based on 
Layered Blockchain 

User nodes have access behaviors to data resources in various trust domains within a 
multi-trust domain environment. Based on the access behavior information and author-
ization information recorded and stored in each domain, the behaviors of all users ac-
cessing data resources can be traced. This can provide guidance for the cross-domain 
access policies in the entire domain. At the same time, it also plays a role in supervising 
users' authorizations and their access behaviors. In response to the problem that in high-
frequency cross-domain access scenarios under multiple trust domains, centralized au-
thentication and access services are prone to security risks due to malicious attacks or 
single-point failures, this paper proposes a cross-domain joint traceability scheme based 
on a layered blockchain. This scheme aims to achieve joint traceability of users' access 
behaviors across the entire domain, ensuring that access behaviors across different trust 
domains can be accurately traced, verified, and authorized, and safeguarding the secu-
rity, integrity, and traceability of information. 

3.1 System Architecture 

The authentication for cross - domain joint traceability is carried out by means of iden-
tity signature authentication. A non-authoritative-center signature authentication 
scheme is designed to achieve decentralized, reliable, and secure authentication and 
access for tracing the access behaviors of users across different trust domains. The ar-
chitectural structure of the cross-domain joint traceability model based on the layered 
blockchain is shown in Fig.1. The multi-trust domain system is divided into two layers, 
the upper layer and the lower layer. The lower layer is composed of various trust 
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domains. Each trust domain will conduct a comprehensive evaluation of the reputation 
values of the nodes within its own domain, so as to elect a group of delegated node 
groups. The delegated node groups elected by each domain jointly form the global del-
egated node group, which becomes the upper-layer entrusted agency center. The dele-
gated node groups of each domain can communicate with each other, transmit data in 
the upper-layer center, and jointly maintain the cross-domain access policies of the en-
tire trust domain. 

 
Fig. 1. The architectural structure of the cross-domain joint traceability model based on the lay-

ered blockchain. 

Description of elements in a cross-domain joint traceability architecture based on 
layered blockchain: 

(1) Ordinary Node: Ordinary user nodes that fail to be successfully elected as dele-
gated nodes store the data of the authorization chain and the access behavior chain of 
their own domains locally. When a node conducts authentication joint traceability 
within its own trust domain, it first needs to send a traceability authorization application 
to the delegated node in its own domain. After obtaining the traceability authorization 
certificate of its own domain, it can conduct access traceability on the user access be-
havior data within the authorized scope. When a node conducts cross-domain authen-
tication joint traceability, it needs to hold the traceability authorization certificate of its 
own domain. It sends a cross-domain authentication application to the delegated node 
of its own domain, and the delegated node of its own domain forwards the application 
to the delegated node of the target access domain. After the node obtains the traceability 
authorization certificate of the target domain, it can conduct joint traceability on the 
user access behavior data within the authorized scope in the target domain. 

(2) Delegate Node: There are multiple delegate nodes in a trust domain, which are 
elected by ordinary nodes with high comprehensive reputation value. In addition to 
having the rights and interests of ordinary nodes, delegated nodes also have the 
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responsibility of issuing traceability authorization certificates to ordinary nodes in mul-
tiple trust domains. 

(3) All-Domain Agency Center: The All-Domain Agency Center at the upper layer 
of the system is jointly composed of the delegated nodes in all trust domains. It is re-
sponsible for transmitting the cross-domain authentication access applications of the 
nodes in the lower layer at the upper layer, and maintaining the access strategy chain 
of the upper layer. It records the access control policies among various trust domains. 
When conducting joint traceability of the access behavior of a certain node user, it will 
provide guidance based on the access policies stored in the strategy chain. 

(4) Information System: Each trust domain has its own maintained information sys-
tem, which is available for the node users within the domain to access the owned data 
resources. 

(5) Traceability Gateway: It is used for nodes to trace the access behaviors of target 
nodes within the domain to which the gateway belongs to the multi-domain data re-
sources. 

(6) There are three types of blockchains in the system: the authorization chain, the 
access behavior chain, and the strategy chain. Among them, the authorization chain and 
the access behavior chain are maintained by each domain independently, while the 
strategy chain is maintained by the upper-layer agency center. 

1. The authorization chain: Besides recording the authentication access certificate 
that grants the node to apply for access to the data resources in this domain, the tracea-
bility authorization certificate information of the node is stored and recorded. When 
tracing the cross-domain access behavior of a target node, one should first send an ap-
plication for a traceability authorization certificate to the delegated node group of one's 
own domain. The delegated node will then issue a traceability authorization certificate 
of the domain to this node. The authorized node can directly trace the access behavior 
records of the node in this domain. If it is necessary to trace the access behavior of a 
target node in other domains, first, apply to the delegated node of one's own domain for 
the cross-domain access strategy of the domain where the target node is located as rec-
orded in the strategy chain, and obtain the information of the trust domains to which 
the target node can apply for cross-domain access. Then, send a cross-domain tracea-
bility authorization request to the target domain through the delegated node of one's 
own domain. After receiving the request, the delegated node of the target domain will 
evaluate the identity information of the requester. After determining the permissions of 
this node, it will issue a traceability authorization certificate to it, and the target domain 
will record its authorization in the authorization chain within the domain. The infor-
mation includes the number of the applying node, the number of the domain to which 
the node belongs, the traceability authorization certificate issued to this node by the 
domain, the number of the node that grants the permissions to this node, the timestamp 
and other information. 

2. The access behavior chain: It records the access behaviors of nodes when they 
access the data resources within the domain. When a node in a certain domain applies 
to access the data resources of its target domain, whether the access is successful or not 
will trigger an event, which in turn activates the smart contract under the data resources, 
generating a record of the node's access behavior. This record will be logged in the 
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access behavior chain of the target domain. The information includes the number of the 
accessing node, the number of the accessed data resource, the timestamp, as well as the 
detailed content of the data resource accessed by the node and the access mode, etc. 

3. The strategy chain: It records the cross-domain authentication access policies 
among trust domains. When a node applies for access to the data resources in a target 
domain, it needs to obtain the authentication access certificate of that target domain. 
When forwarding the authentication application information to the delegated node of 
its own domain, the cross-domain access policies recorded in the strategy chain among 
domains are used to confirm whether the application meets the standards. This chain is 
used in the system to ensure the complete traceability of users' access behavior trajec-
tories to data resources. The strategy information mainly includes key elements such as 
the trust relationships among trust domains, the identifiers of strategy formulators and 
approvers, the effective time of the strategy, and its validity period. 

3.2 Cross-domain Joint Traceability Scheme Process 

To realize the traceability of cross-domain access behaviors of user nodes in multi-trust 
domain scenarios, we design the process of the proposed cross-domain joint traceability 
scheme. 

Nodes Apply for Intra-Domain Traceability authorization Certificates. When trac-
ing the cross-domain access behavior of a target node, one must hold the traceability 
authorization certificate within the domain before applying for the traceability authori-
zation certificate of the domain where the target node is located. A request for register-
ing a traceability authorization certificate within the domain should be sent to the del-
egated node within the domain. The specific process is shown in Fig.2 below. 

 
Fig. 2. Application Process for Intra-Domain Certificates. 

1. The node a  under the trust domain A  sends an enrollment traceability authoriza-
tion certificate request aRegister  to the delegated node d  in the domain. 

1( , , , ,
a Aa sk a D a aRegister Sig ID ID RegInfo N pk=  
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In which, aID  denotes the node number of node a , 
ADID  denotes the number of 

trust domain A , aRegInfo  denotes the details of the registration message of node a , 
( , , )a a a aRegInfo regTime regTimeLimit regLevel= . aregTime  denotes the timestamp of the 

registration message of node a , aregTimeLimit  denotes the duration of the registration 
certificate, aregLevel  denotes the level of authority of the registration certificate, 1N  
denotes a random number, ,a apk sk  denotes the public and private key of node a , and 

()Sig  denotes the message signature. 
2. After receiving the registration request message aRegister  from node a  in the do-

main, delegate node d  verifies its identity information, and if the verification passes, 
assigns the audited and rated privileges to node a , generates the traceability authoriza-
tion certificate aCert  for it, and sends the authorization message aCertMeg  to node a . 
Instead, it returns the re-request message. 

( , , , , , ,
A Aa a D d D a aCert ID ID ID ID certTime certTimeLimit certLevel=  

2( , , , ( ), ,
d A aa sk d D pk a dCertMeg Sig timestamp ID ID E Cert N pk= ) 

In which, aCertTime  denotes the authorization time of the certificate of the node a , 
aCertTimeLimit  denotes the authorization time limit of the certificate, aCertLevel  de-

notes the authority level of the certificate, and ()
apkE  denotes the public key encryp-

tion information of the node a  is used. 
3. The delegate node d  broadcasts ( )aHash Cert  in the domain, reaches a consensus 

and records it in the authorization chain in the domain. 

Nodes Apply for Cross-Domain Traceability authorization Certificates. If a node 
aims to trace the access behavior of a node in the target domain, it needs to hold the 
traceability authorization certificate of the target domain. The node sends a cross-do-
main registration traceability authorization certificate request to the delegated node in 
the target domain, and the specific process is shown in Fig.3 below. 

 
Fig. 3. Process of Applying for Cross-Domain Certificates. 
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1. When the node a  under the trust domain A  applies for joint traceability of the 
cross-domain access behavior of the nodes in the target domain goalD , it needs to send 

a request for registering the cross-domain traceability authorization certificate 
acroRegister  to the delegated node Ad  under the belonging domain AD , 

3( , , , , , , )
a A goala sk a D D a a acroRegister Sig ID ID ID RegInfo Cert N pk=  

In which, 
goalDID  denotes the number of the target domain, and aCert  is the authen-

tication certificate of a  in AD . A certificate is issued for the delegated node in the 
target domain for a  as a reference to enable the management of the privileges of a . 

2. The delegate node Ad  receives the cross-domain enrollment request from the 
node a  in the domain, verifies its identity and certificate authenticity, and transmits a
's cross-domain enrollment request transReg  to the delegate node in the trust domain 
numbered 

goalDID , 

( , , , ,
d A A goal aAsk d D D a dtransReg Sig ID ID ID croRegister pk=  

3. When the delegated node goald  in the target domain of goalD  receives transReg  
from Ad  in AD , it verifies the identity of Ad  and a . If the verification passes, it as-
signs privileges to a  based on the evaluation and generates a cross-domain traceability 
authorization certificate acroCert , and sends the authorization message acroCertMeg  
to Ad . Instead, it returns a re-request message. 

( , , , , , , )
A goal goala D d D a a acroCert ID ID ID ID certTime certTimeLimitL certLevel=  

4( , , , ( ), , )
d goal goal a goalgoala sk d D pk a dcroCertMeg Sig timestamp ID ID E croCert N pk=  

4. goald  broadcasts a 's authorization certificate ( )aHash croCert  in goalD , which is 
eventually recorded in the authorization chain in goalD . 

5. Ad  receives the acroCertMeg  sent from goald , verifies its identity and transmits 
the authorization message atransCertMeg  to a . 

( , , ,
d A AAa sk d D atransCertMeg Sig timestamp ID ID croCertMeg=  

Cross-domain Joint Traceability. When a node obtains the traceability authorization 
certificate in the target domain, it can conduct joint traceability of the cross-domain 
access behavior of the nodes within the target domain. It sends its joint traceability 
request to the traceability gateway of the target domain, and the gateway verifies the 
node's traceability authorization certificate. If the verification is passed, the cross-do-
main access behavior of the target node will be returned to the node according to its 
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traceability authority. The cross-domain joint traceability process for the target node is 
shown in Fig.4 below. 

 
Fig. 4. Cross- Domain Joint Traceability Process. 

1. When node a  in domain AD  carries out joint traceability on the cross-domain 
access behavior of node g  in target domain goalD . It is first necessary to obtain the 
cross-domain access strategy of AD  and goalD  according to the strategy chain, check 
the trust domains that node g  can apply for access, and apply for registration of the 
traceability authorization certificate of each trust domain according to the cross-domain 
access strategy. 

2. Node a  sends a joint traceability request aTraceReq  to the traceability gateway of 

goalD , 

,( , , , ,
a Aa sk a D g a aTraceReq Sig timestamp ID ID ID CroCertSet pk=  

Where aCroCertSet  is the set of traceability authorization certificates issued by each 
access domain for a , 

1 21( , , , ,...)a D DCroCertSet ID CroCert ID CroCert= < > < >  

3. After receiving the joint traceability request from node a  to node g , the tracea-
bility gateway of goalD  verifies the identity information of node a . If the identity ver-

ification passes, it checks the authorization information of the node recorded in the 
authorization chain in the domain. If the identity verification passes, check the author-
ization information of node A recorded in the authorization chain in the domain. If no 
authorization record for g  exists, the traceability gateway returns the traceability result 
to a . If there is an authorization record, check the access behavior record of node g  
recorded in the access behavior chain in the domain according to the privilege level of 
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the traceability authorization certificate of node a , and generate the historical behavior 
record , , , ,goal g a gID ID timestamp certLevel AccRec<  of node g  in this domain. 

In which, gAccRec  includes an authorization record and an access behavior record 
of the node g , which contains only data information up to the permissions that the 
node a  is able to trace back. For the part without permissions, only the number of the 
data resource and its corresponding access permission are included. 

4.The traceability gateway in goalD  forwards the joint traceability request of node 
a  to the traceability gateways of each trusted domain that trusts goalD  according to 
the cross-domain access strategy of goalD  in the strategy chain. 

5.When the traceability gateway of each domain receives the request, it executes step 
3 and sends the historical behavior records ,, , , ,i g a gID ID timestamp certLevel AccRec<  of g  
in each domain to the traceability gateway of goalD . 

6.The traceability gateway of goalD  packages the received information about g 's 
access behavior in each domain and returns the joint traceability result TraceRes  to 
node a . 

( , , ,d goal gTraceRes ID ID timestamp AccRecSet=  

In which, gAccRecSet  is a collection of historical behavioral records sent by the do-

mains. 
The cross-domain joint traceability algorithm is shown below. 

Input：TraceApplyInfo  // traceability application information   
Output：TraceInfo  # traceability results 
1: if . targetTraceApplyInfo ID   is in .target homeTG D   : // Determine whether the target 

node in the traceability application information exists in the domain to which the target 

2:   if .TraceApplyInfo croTraCert  is in CertChain  : // Determine whether the cross-do-
main traceability authorization certificate in the traceability application information is 

Algorithm 1. The cross-domain joint traceability algorithm. 

3:      TraceInfo null=  
4:      if .targetID accCert  is in CertChain  ： // Determine if the target node has applied 

for an access authorization certificate in this domain 
5:        .

targetIDCertChain record TraceInfo→  

6:        search .
targetIDAccessChain record   limited in .TraceApplyInfo certLevel   // The 

information obtained by traceability is limited to the privilege level of the traceability 
certificate. 

7:        .
targetIDAccessChain record TraceInfo→  

8:        transfer TraceApplyInfo  to otherTG  by StrategyChain  



 

 

 
io

9:        otherTraceInfo TraceInfo→  
10:        return TraceInfo  
11:      else return TraceInfo  // If the authenticated access certificate of the target node does

not exist, the traceback result is put back directly 
12:      end if 
13:   end if 
14: end if 

4 Method of Assessing Comprehensive Credibility Value 
of Nodes 

This paper designs the architecture of a cross-domain joint traceability mechanism un-
der multiple trust domains based on the characteristics of the consortium blockchain. 
In order to ensure that the bookkeeping of the consortium blockchain under multiple 
trust domains and the nodes within each trust domain reaches a consensus, a reliable 
method for evaluating the comprehensive reputation value of nodes is proposed. The 
node reputation value evaluation method based on FAHP is adopted to evaluate the 
comprehensive reputation values of nodes in the system, so as to elect and form the 
delegated nodes of each domain. By using this method, the reputation value of nodes 
can be dynamically adjusted by combining the historical behavior of nodes in the sys-
tem, which helps to identify and exclude malicious nodes. It effectively solves the deg-
radation of data security under the full domain space caused by the authorization be-
havior of the nodes after they are successfully elected as delegated nodes and the exist-
ence of deceptive behavior when data is uploaded to the consensus. 

4.1 Calculation of Initial Reputation Values of Nodes under Each Trust 
Domain 

Before joining the layered cross-domain joint traceability architecture, each trust do-
main only needs to maintain the blockchain data in each domain. After joining the ar-
chitecture, the reputation value of the nodes in the domain needs to be evaluated be-
cause the delegate nodes in each domain need to be elected to jointly form the upper-
level delegate agent center. At this time, cross-domain access behavior is not involved, 
so in the initial reputation value assessment of the nodes in each domain. So, in the 
evaluation of the initial reputation value of each domain node, the success rate, pro-
cessing efficiency and online rate of each node in the historical performance of the 
blockchain in the domain are used as the evaluation indexes of the initial reputation 
value S . 

i ii s eS V V V= + +  

 
346             J. Li et al.



 

 

 

 

 

Cross-domain Joint Traceability Scheme Based on Layered             347

In which, 
isV  denotes the success rate assessment value of node i , 

ieV  denotes the 
processing efficiency assessment value, and 

ioV  denotes the online rate assessment 

value. 
sV  represents the honesty of a node in processing transactions and is a key indicator 

of whether a node is loyal or not. sV  is determined by the total number of times a node 
participates in transaction processing and the number of times it successfully partici-
pates in transaction processing. 

*
i

i
s s

i

TpV w
Tps

=  

Where, sw  denotes the weight of node success rate in the initial reputation value 
evaluation, denotes the number of times node iTp  has successfully participated in trans-
action processing, and iTps  denotes the total number of times it has participated in 
transaction processing. 

eV  represents the node's ability to process transactions, and is the key indicator for 
evaluating the node's response speed and execution capability. eV  is determined by the 
average transaction processing time of the node and the shortest transaction processing 
time among all nodes. 

*
ie e

i

MinTimeV w
AvgTime

=  

Where, ew  denotes the weight of node processing efficiency in the initial reputation 
value assessment, MinTime  denotes the shortest time for a node in the domain to com-
plete a transaction, and iAvgTime  denotes the average time taken by node i  to partici-
pate in transaction processing. 

oV  represents the proportion of time that a node participates in a transaction and is 
the key indicator for determining the stability of a node. oV  is determined by the length 
of time that a node has been joined to the trust domain and the length of time that it has 
been online. 

*
i

i
o o

i

oltV w
t

=  

Where, ow  denotes the weight of the node online rate in the initial reputation value 
assessment, iolt  denotes the length of time that node i  has been joined to this trust 
domain, and it  denotes the length of time it has been online. 

Node Reputation Value Evaluation Method Based on FAHP 

The objective is determined as electing nodes with high reputation values to jointly 
form a consensus node group. In the system, the consensus node group is crucial for 
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maintaining the security, consistency and high efficiency of the system, and the repu-
tation value of a node is a key factor for measuring whether it is suitable to become a 
consensus node. 

According to the cross-domain access and traceability requirements of nodes in mul-
tiple trust domains, the computing power, storage capacity, network connection stabil-
ity, legality and accuracy of historical transaction records, honest behaviors and mali-
cious behaviors of nodes are taken as the evaluation factors of the comprehensive rep-
utation value of nodes. When using the FAHP to evaluate the comprehensive reputation 
value of nodes, the hierarchical structure diagram is constructed as shown in Fig.5 be-
low. 

 
Fig. 5. The Hierarchical Structure Diagram. 

According to the characteristics of the nodes in the blockchain system and the re-
quirements for electing nodes, the experts in the evaluation team quantify the relative 
importance among various indicators in each layer of the indicator system in the form 
of triangular fuzzy numbers, and obtain the triangular fuzzy judgment matrix A . 
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The element  ( , , )ij ij ij ija l m u=  of this matrix is a triangular fuzzy number, where l  
denotes the lower limit, m  denotes the middle value, and u  denotes the upper limit. 
The specific scoring rules for each indicator are shown in Table 1 below. 
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Table 1. Table of specific scoring rules. 

 ija   jia  Description of relative importance 

(1,1,1) (1,1,1) i  is as important as j  

(1,1,3) (1/3,1,1) i  and j  are almost equally important 

(1,3,5) (1/5,1/3,1) i  is slightly more important than j  

(3,5,7) (1/7,1/5,1/3) i  is more important than j  

(5,7,9) (1/9,1/7,1/5) i  is significantly more important tha j  

The triangular fuzzy judgment matrix A  is transformed into the crisp value matrix 
A . The center of gravity method is used to transform the element  ija  in A  into the 

crisp value ija , which is computed as 
3

ij ij ij
ij

l m u
a

+ +
= , to obtain the crisp value ma-

trix A . 

11 1

1

n

n nn

a
A

a


= 




  



 

Utilizing the characteristic equation | | 0I Aλ − = , I  is the unit matrix, | |·  denotes 
the determinant, solving to get the eigenvalue λ , and finding the maximum eigenvalue 

maxλ . Then using the system of chi-square linear equations ( ) 0maxA I wλ− = , solving 
to get the eigenvector w , and normalizing w  to get the weight vector

1 2( , , , )nw w w w=  , w  reflecting the degree of relative importance of each index in the 
evaluation system. 

After obtaining the weight vector w , the comprehensive reputation value S  of the 
node can be evaluated, 0 1 1 2 2 n nS S w V w V w V= + + + + , 0S  denotes the initial reputa-
tion evaluation value of the node, 1 2{ , , , }nV V V V=   denotes the set of scores of each 
metric factor of the node, and iV  denotes the score of the i th metric factor of the node. 

However, before evaluating the comprehensive reputation value of a node, a con-
sistency check is required to determine whether the logical relationships in the evalua-
tion process are reasonable and to ensure the true importance of each indicator factor. 
Thus, a fuzzy consistency matrix C  is constructed. 
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Where, 
1

( ) ( )1 n ik jk max k
ij
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=

− + −
=

−∑ (when 0i jw w− ≠ ). 
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Calculate the consistency ratio CR , CICR
RI

= . When 0.1CR < , the consistency of 

the judgment matrix is found to be acceptable. Where CI  is the consistency index, 

1
max nCI
n

λ −
=

−
; RI  is the random consistency index B (determined according to the ma-

trix order). 
The algorithm for evaluating the comprehensive reputation value of nodes based on 

FAHP is proposed as follows. 
Algorithm 2. Evaluating the comprehensive reputation value of nodes based on FAHP. 

each indicator of the node 

Output: nodeS  // nodeS ：aggregate set of reputation values for the nodes 
1:foreach  ' , ''ij ija a  in  ' ''A A， :  //    ' ', '' ''ij ija A a A∈ ∈ , 'A : Triangular fuzzy judgment matrices 

for secondary guidelines，''A ：Triangular Fuzzy Judgment Matrix for Tertiary Guidelines 

2:   
' ' ' '' '' ''

' , ''
3 3

ij ij ij ij ij ij
ij ij

l m u l m u
a a

+ + + +
= =  

3:   ' ', '' ''ij ija A a A→ →  

4: end 
5: compute ' , ''max maxλ λ  by | | 0I Aλ − =  
6: compute ', ''w w  by ( ) 0maxA I wλ− =  

7: compute ' , ''normalized normalizedw w   by 
| |nornalized
ww
w

=  ,

2 2 2
1 2| | nw w w w= + + +  

8: foreach ' , ''ij ija a  in  ', ''A A : 

9:   
1

( ' ' ) ( ' ) '1'
' '

n ik jk max k
ij

i jk

a a n w
c

n w w
λ

=

− + −
=

−∑ , ' 'ijc C→  

10:   
1

( '' '' ) ( '' ) ''1''
'' ''

n ik jk max k
ij

i jk

a a n w
c

n w w
λ

=

− + −
=

−∑ , '' ''ijc C→  

11: end 

12: compute ', ''CR CR  by ,
1

max nCICR CI
RI n

λ −
= =

−
 

13: if ' 0.1|| '' 0.1CR CR< < :  
14:   return 0 
15: else 
16:   for 1i =  to | |nodeV : 

17:     
' ''

0
1 1

' ( '' )
n n

i
i k j ij

k j
S S w w V

= =
= + ∑ ∑   // 'n ：number of secondary guideline factors；

Input: A , nodeV  // A ：triangular fuzzy judgment matrix； nodeV ：set of factor scores for 



 

 

Cross-domain Joint Traceability Scheme Based on Layered             351

''n ：Number of tertiary guideline factors corresponding to secondary guideline factors 
18:     i nodeS S→  

19:   end 
20: end 
21: return nodeS  

5 Security Analysis 

5.1 Authentication Security 

The cross-domain joint traceability architecture proposed in this paper is implemented 
based on blockchain technology. When conducting joint traceability of user behaviors, 
the hash value ( )Hash Cert  of the in-domain traceability authorization certificate and 
the hash value ( )Hash croCert  of the cross-domain traceability authorization certificate 
stored in the authorization chain of the affiliated domain are used as authentication cre-
dentials. Given the one-way nature of the hash function, even if an attacker obtains the 
hash values, they are unable to decrypt and obtain the user's traceability authorization 
certificate, thus ensuring the security of the certificate. During the process of a node 
registering and applying for a traceability certificate, nodes communicate with each 
other using public key encryption and decryption as well as digital signature technolo-
gies, which ensures that the information will not be tampered with or leaked during the 
information transmission process, and realizes a secure authentication and authoriza-
tion process. 

5.2 Non-Falsifiability 

In the cross-domain joint traceability architecture, by taking advantage of the tamper-
proof characteristic of the blockchain, the access authorization records and traceability 
authorization records (including permissive authorization and rejection authorization) 
of each domain, as well as the records of users' access behaviors to data resources, are 
stored in the authorization chain and the access behavior chain within the domain. No 
node is able to forge false authorization record information. On the one hand, false 
authorization information cannot be recorded in the authorization chain through the in-
domain consensus. On the other hand, unreasonable or false authorization records will 
lead to a decrease in the comprehensive reputation value of the delegated node, turning 
it into an ordinary node and making it unable to continue the authorization behavior. 
This effectively prevents the security issues caused by the delegated node being at-
tacked or bribed. In addition, both the authorization certificates and the records of ac-
cess behaviors are stored on the blockchain, effectively preventing problems such as 
illegal denial of access in the information system. 
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5.3 Traceable 

In the system architecture, the access authorization records and access behavior records 
under each trust domain are all recorded in the blockchain. After obtaining the tracea-
bility authorization certificate of the domain where the target node is located, cross-
domain joint traceability can be carried out to track the process of the target node being 
granted and accessing data resources. This helps prevent malicious authorization (in-
cluding incorrect authorization and excessive authorization) of the target node by the 
delegated node, verify whether the cross-domain access complies with the cross-do-
main access policies stored in the strategy chain, and prevent the information system 
from illegally denying access to users with access authorization. 

5.4 User Privacy Security and Credibility 

In the cross-domain joint traceability architecture, the security of users' personal pri-
vacy is mainly reflected in the confidentiality of users' access behaviors, so the re-
stricted access to users' historical access behaviors is a key point. In the architecture 
proposed in this paper, when tracing the access behavior of a certain user, one must 
first apply for a traceability authorization certificate of the domain where the target user 
is located. After successfully obtaining the certificate endorsed by the delegated node 
of the target domain, joint traceability can be carried out on the user access records 
within the granted access rights. For access records that exceed the traceability rights 
of the certificate, the traceability request node is not allowed to access them, which 
effectively protects the users' personal privacy security and, at the same time, ensures 
the restricted traceability of users' highly sensitive access records. 

5.5 Avoiding Abuse of Power 

When conducting joint traceability of the access behavior of a certain user node, it is 
necessary to obtain the traceability authorization certificate of the domain where the 
target node is located and the permission to conduct joint traceability of access records. 
The traceability authorization certificate of the requesting node is endorsed by the del-
egated node in the target domain. If the delegated node abuses its authorization power 
to authorize ordinary nodes, leading to data security issues, or maliciously modifies the 
authorization information when reaching a consensus on uploading the authorization 
information to the chain within the domain, its comprehensive reputation value will be 
reduced. If, after the evaluation of the comprehensive reputation value, the delegated 
node becomes an ordinary node due to the decrease in its comprehensive reputation 
value and the value drops below a certain threshold, the traceability authorization cer-
tificates of the requesting nodes endorsed by this delegated node will be invalidated. 
These nodes holding invalid certificates need to go through the authentication and au-
thorization process again before they can conduct joint traceability of the access behav-
ior records of the user nodes in the target domain of the certificate. 
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5.6 Performance Analysis 

The proposed cross-domain joint traceability architecture based on hierarchical block-
chain, due to its unique hierarchical structure, ensures that the consensus of the upper-
layer proxy centers remains unaffected even when more system nodes join. The com-
prehensive reputation evaluation and ranking of nodes in the proposed scheme guaran-
tee the stability and reliability of the blockchain stored within the architecture. If mali-
cious nodes attempt to attack or tamper with block data, or if malicious delegate nodes 
provide unauthorized endorsements, their reputation scores will be significantly low-
ered during the evaluation process. As a result, such nodes will be excluded from the 
elected delegate nodes, and the certificates endorsed by them will become invalid. This 
mechanism effectively ensures the security of the system architecture. 

5.7 Performance Analysis 

This paper conducts an efficiency analysis of the proposed cross-domain authentication 
scheme and makes a comparison with other research schemes. During the comparison, 
the primary focus is placed on the computational overhead of the authentication and 
authorization scheme presented in this paper and that of other competing schemes. 
Meanwhile, any factors that have no bearing on cross-domain authentication are delib-
erately disregarded. Compared with other cross-domain authentication schemes, as-
suming that there is no cross-domain certificate in the cross-domain authentication pro-
cess, the calculation comparison results are shown in Table 2 below, and the following 
regulations are made: Public Key Encryption is denoted as PE, Public Key Decryption 
as PD, Asymmetric Signature as AS, Asymmetric Signature Verification as AV, and 
Hash Operation as H. 

Table 2. Computation overhead comparison. 

Scheme Calculation Overhead Time-Consuming /ms 
Literature [9] 6PE+6PD+4AS+4AV+8H 101.542 
Literature [10] 2PE+2PD+2AS+AV+2H 33.634 
This Paper PE+PD+2AS+2AV+2H 25.797 
Literature [9] proposes to use blockchain technology to construct a Public Key In-

frastructure (PKI) to issue authorization certificates for nodes. To ensure the security 
of the certificates, an independent trusted intermediary separate from the Certificate 
Authority (CA) is added to achieve the purpose of detecting attacks on the PKI. How-
ever, this brings extremely high overhead costs, which are significantly higher than the 
computational overhead of this paper. Literature [10] proposes a multi-layer blockchain 
structure and uses a public blockchain to provide cross-domain identity authentication 
services. Compared with the scheme in this paper, although there is one less calculation 
of signature verification, there are two more calculations of the public key-based en-
cryption and decryption algorithms. The computational overhead in the same environ-
ment is slightly higher than that of the scheme in this paper. Therefore, it is believed 
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that the cross-domain authentication and access architecture proposed in this paper has 
better authentication efficiency in a multi-trust domain environment. 

The computational overhead of the node comprehensive reputation value evaluation 
method based on FAHP proposed in this paper mainly depends on the number of eval-
uation indicators n  and the number of nodes m . Its computational overhead is: 

3 2( ) ( )o n o m n+ × . In the scheme proposed in this paper, the number of evaluation indi-
cators is relatively small. Therefore, the computational overhead of the node compre-
hensive reputation value evaluation method based on FAHP is within an acceptable 
range. In the multi - trust domain scenario, there are a large number of nodes. However, 
for the multi - domain blockchain network, there are sufficient hardware resources. The 
computational tasks of FAHP can be distributed among multiple nodes, which is suffi-
cient to support the computational requirements of this algorithm. Therefore, the pro-
posed method demonstrates high feasibility and scalability in practical applications. 

6 Conclusion 

In order to address the security risk issues that the centralized authentication and access 
service in high-frequency cross-domain access under multiple trust domains is prone to 
due to malicious attacks or single-point failures, this paper proposes a cross-domain 
joint traceability scheme based on a hierarchical blockchain. This scheme is based on a 
hierarchical blockchain structure. The upper-layer blockchain stores the cross-domain 
access policies among various trust domains, while the lower-layer blockchain stores 
the authentication and authorization records of each domain and the access behavior 
records of access nodes to the data resources within the domain, providing a reliable 
basis for joint traceability of the source when security risk issues occur. In addition, 
according to various factors of nodes, the Fuzzy Analytic Hierarchy Process is used to 
evaluate their comprehensive reputation values, which enables the election of more 
honest delegated nodes to ensure the accuracy and rationality of authorization. At the 
same time, it meets the requirement of more accurately and dynamically adjusting the 
reputation values of nodes based on multiple factors. Through the analysis in terms of 
security and efficiency, it is proven that this scheme has good security and efficiency. 

When the continuous increase in the cross - domain access behavior of nodes brings 
consensus pressure and storage pressure on nodes to this hierarchical cross - domain 
architecture, it is necessary to further conduct research on improving the cross - domain 
consensus efficiency and reducing the block storage overhead. Next, we will conduct 
research on consensus algorithms suitable for cross - domain scenarios. The aim is to 
improve the consensus efficiency of the architecture on the basis of ensuring the secu-
rity and reliability of cross - domain sharing. In addition, we will also conduct research 
on reducing the huge storage overhead caused by the continuously increasing cross - 
domain access behavior records of nodes to ensure the continuous and stable develop-
ment of the system. 

In the future, we hope that this solution can be implemented in more fields, providing 
reliable technical support for cross - domain data sharing and joint traceability. We will 
build blockchain nodes in each participating domain and configure a consensus 
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mechanism suitable for cross - domain scenarios. Cross - domain shared communica-
tion will be achieved through standardized interfaces and security protocols. Finally, 
we will test and optimize the cross - domain joint traceability system in combination 
with specific application scenarios. 
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