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Abstract. The Internet of Medical Things (IoMT) has revolutionized healthcare
by enabling real-time data collection, monitoring, and analysis. However, the
adoption of IoMT systems also introduces challenges related to data security,
privacy, and scalability. Blockchain technology, with its decentralized and
immutable properties, offers a promising solution to these issues, yet its
integration with IoMT poses several obstacles, including high latency,
computational complexity, and increased energy consumption. This paper
provides a comprehensive analysis of recent advancements and challenges in
blockchain-based IoMT systems, highlighting research gaps such as the lack of
updated datasets, high gas costs, and resource constraints. We propose strategies
to address these issues and present a framework that enhances the security and
scalability of [oMT systems by leveraging optimized consensus mechanisms, Al-
assisted blockchain frameworks, and efficient data management techniques. Our
findings suggest that while blockchain has the potential to secure [oMT systems
effectively, addressing these limitations is crucial for realizing its full potential
in healthcare applications.

Keywords: Blockchain, Consensus Mechanism, Healthcare, Internet of Medical
Things (IOMT), security & privacy.

1 Introduction

The Internet of Things (IoT) has changed many industries, including healthcare, with
the help of the Internet of Medical Things (IoMT). IoMT connects different medical
devices and apps, which helps in collecting, monitoring, and analyzing data in realtime.
A possible way to fix these problems is by using blockchain technology. Since it’s
decentralized, unchangeable, and transparent, it can help secure healthcare data.
Blockchain makes sure that medical records can’t be changed, are easy to verify, and
only the right people can access them. This reduces the chances of data breaches and
stops unauthorized access. But even with these advantages, combining blockchain with
IoMT isn’t easy.
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Recent studies have looked at the benefits and problems of using blockchain with
IoMT. For example, one study [1] made a system to detect stress in real time using deep
learning and blockchain. The system worked well and was accurate, but it had problems
because the datasets were not different enough. Other studies, like [2] and [4], used
blockchain to keep healthcare documents safe and handle certificates. These ideas im-
proved security and made things more efficient, but they also had issues like higher
costs and slower processing times.

Further research, like the studies in [3] and [5], has been looking into how to improve
blockchain systems for healthcare. While these studies made some progress in speeding
up decisions and boosting privacy, they also pointed out that these solutions need a lot
of computing power and can be tricky to set up. On top of that, the frameworks in [6]
and [7] that focus on securely managing healthcare data have shown improvements in
things like accuracy, energy use, and scalability. But they’ve also run into problems,
like being too dependent on network systems and having some privacy risks.

Researchers are looking at how Al and blockchain can help manage electronic med-
ical records. Studies like [8] and [9] show improvements in data management and se-
curity, but the systems still need more work to be practical and fast enough.
Earlier research, like [10] and [11], tackled issues with scaling and energy use. They’ve
found some solutions, but challenges remain. More recent studies, like [12] and [13],
are making progress in securing medical records, but high transaction costs and com-
puting power are still problems.
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2 Related Work

Blockchain technology is becoming a game-changer in healthcare, especially when
it comes to improving security, privacy, and efficiency. One example is the use of
Ethereum smart contracts in a blockchain-based system for managing healthcare certif-
icates. It makes everything more secure and private while also making operations
smoother and more cost-effective. However, it does lead to a bit more time being spent
on certain tasks [1]. Another interesting approach is using blockchain to preserve privacy
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for healthcare data with an advanced algorithm that speeds up encryption and key gen-
eration by over 50%. While it does a great job of keeping data secure, it ends up taking
more time for transactions [2]. Lastly, combining Al and fog computing with blockchain
is showing promise in healthcare systems, boosting security and efficiency. It has im-
pressive results like 97% accuracy and a kappa statistic of 0.93, but it comes with higher
computational needs and depends a lot on network setup [3].

There’s been quite a bit of research lately about combining Al and blockchain to
handle electronic medical records (EMRs). On top of that, they’re adding 5G to make
the whole system run faster. This might be a pretty good solution for managing
healthcare data in the future [8]. Another study is looking at how blockchain can help
with analyzing health data. Not only that, but the results are more trustworthy, which is
a huge plus [9]. There’s also a framework that’s focused on using blockchain to stop
fraud in healthcare. This one runs on Ethereum with Consensys Quorum and uses the
SHA 256 algorithm. One thing it does well is solve some of the scalability issues that
older blockchain setups struggle with [10].

In 2023, there was a study about a serverless computing framework called Block-
FaaS. It uses blockchain for Al-based IoT in healthcare. It also kept data private and
unchangeable. But they didn’t explain much about how it works in real life [11]. An-
other study was about using blockchain for managing electronic medical records
(EMRs). They added IPFS for storage and sharing files. It made things more secure and
faster. But Ethereum’s Proof-of-Work model caused high costs and problems with
scalability [12].

There was another framework for healthcare systems using smart contracts on a D-
app. It was lightweight and fast. It handled data securely and efficiently. But it wasn’t
great for larger systems because of high gas fees and scaling issues [13]. One more
study talked about a three-phase system for storing and sharing healthcare data. They
used blockchain, IPFS, and proxy re-encryption. It worked well to save resources and
keep data safe. But they said it might have risks like data tampering or unauthorized
access [14]. Lastly, another idea was to use deep reinforcement learning with block-
chain for scheduling healthcare tasks. It worked well for managing resources and tasks
but wasn’t great for real-time use and used a lot of energy [15].

These studies collectively underscore the transformative potential of blockchain

technology in healthcare, addressing various challenges while enhancing security, pri-
vacy, and efficiency across diverse application.

Table 1. Summary of related works.

S Year | Methodology Dataset Used | Performance Result Advantages Limitations

No. Used Matrix Used

[1]1 {2023 |Deep learning | Wearable Accuracy, Wrist device accu- | High classifica- | Limited number
model combin- | Stress and | Precision, Re- | racy: 99.01% tion accuracy, | of subjects, lack
ing Bi-LSTM | Affect De- | call, F1 score. | Chest device accu- | secure data han-
and CNN with | tection racy: 99.96% dling with
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an attention (WESAD) Combined devices | blockchain, of age and gen-
mechanism dataset. accuracy: 99.97% | real-time stress | der diversity in
detection the dataset.

[2] |2023 |Utilized Simulated | Gas cost, la- | Gas cost Enhanced secu- | Increased gas
Ethereum data for tency time, (Ethereum): rity with block- | cost with the
blockchain, around 100 | processing 0.000029 - chain integra- | number of certif-
smart con- medical cer- | time, 0.000842 ETH tion. Immutable | jcates.
tracts, and a tificates on | throughput, | Gas cost and transparent
combination of | Ethereum | and computa- | (TestRPC): data records
React Native, |and tion time. 0.000312 -

Node.js, and TestRPC g‘g 2323215?17 44

Solidity. platforms. ms (blockchain)
vs. 3.03 ms (SQL)
Processing time:
11.02 ms (block-
chain) vs. 8.44 ms
(SQL)
Throughput:
Higher on SQL
compared to
Ethereum.

[3] |2024 |Mixed Cooper- | Simulated | Decision- Latency: De- Improved deci- | Requires high
ative-Competi- | healthcare | making creased from 11.5 | sion-making computational re-
tive Deep data trans- speed, re- ms to 8.3 ms speed, opti- sources, complex
Multi-Agent actions. source utili- | Security: Increased ml_z'ed TeSOUrCe | jimvlementation,
Reinforcement zation, la- by 25% utilization, re- and scalability is-
Learning tency, cost Coost: Reduced by | duced latency sues.

S 18% and costs, en-
(DMARL) minimization, hanced security.
with block- and security
chain. maximiza-
tion.

[4] |2023 |Implementation |Healthcare Gas cost, trans- | The proposed system | Enhanced secu- | Higher time con-
of the DA using | certificates action cost, ex- | reduces Gas costs on | rity and privacy, | sumption for
Ethereum, lever- | and user cre- | ecution cost, Ethereum compared | efficient certifi- | blockchain-based
aging smart con- | dentials pro- | latency, and to testRPC and cate management, | systems due to in-
tracts to enhance | cessed in processing shows improved effi- | reduced opera- ternal computa-
security and pri- | Ethereum time. ciency in latency and | tional costs. tions like mining
vacy. and testRPC processing time. and transaction

blockchain processing.
environ-
ments.

[5] [2023 | The proposed The files of | Key generation | The proposed EHO- | Enhanced privacy | Increased time

methodology in- | various sizes | time, encryp- | OBL model im- and security, bet- | consumption in
(10 KB, 20 proved performance | ter performance
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volves an en-
hanced Elephant
Herding Optimi-
zation with Op-
position Based
Learning (EHO-
OBL) and the
use of block-
chain technol-
ogy to ensure
privacy and se-
curity of
healthcare data.

KB, 30 KB,
40 KB) used
for evaluat-
ing perfor-
mance con-
tained
healthcare
data.

tion time, de-
cryption time,
and execution
cost (Gas) for
smart con-
tracts.

with 51.04%-92.64%
better key generation
time and reduced en-
cryption times com-
pared to traditional
models.

in terms of key
generation and
encryption times,
and reduced oper-
ational costs.

blockchain deploy-
ment due to the
processing required
for transactions.

[6] |2021 |Blockchain inte- | Medical data | Delay, network | The proposed frame- | Enhanced data se- | High computa-
gration with AI | sets includ- | usage, RAM work showed 15% curity, improved | tional complexity
and fog compu- | ing COVID- | usage, energy |improvement in de- | healthcare service | and dependency on
ting for secure 19 patient consumption, | lay, 20% reduction in | quality, and better | network infrastruc-
data manage- records and | classifier accu- | network usage, 25% | prediction accu- | ture.
ment and predic- | heart disease | racy, recall, better energy con- racy.
tion. data from precision, sumption, 97% accu-

UCI reposi- | kappa statistic, | racy, 95% recall,

tory. and RMSE. 96% precision, kappa
statistic of 0.93, and
RMSE of 0.04.

[7] 12023 |Simulationand | Datasets in- | Number of ParallelChain re- Scalability, en- High energy con-
performance clude 33,920 | nodes, block duced message ex- ergy efficiency, sumption of PoW,
comparison with | chest X-ray | size, and total | change by 48% com- | and improved privacy vulnerabil-
Bitcoin, Bitcoin- | images and | messages ex- | pared to Bitcoin. throughput by re- | ities of third-party
NG, and Al- COVID-19 changed for solving fork over- | cloud data storage
gorand; security | data for 218 | consensus. head. in existing systems.
and privacy countries.
analysis.

[8] [2023 |Use Al and Handwritten | Character Character recogni- Secure, efficient, | Performance im-
blockchain to and printed | recognition ac- | tion accuracy of cost-effective provements
store and pro- medical pre- | curacy and PrintedPrescription is | medical data needed; time and
cess medical scriptions time taken to 84.211, Handwritten- | management. cost dependencies
records on and reports. | access docu- Prescription is on cloud platforms.
Ethereum. ments. 72.001 and Print-

edReport is 89.333.

[91 [2021 |AI techniques Handwritten | Accuracy of BSDMF method Enhanced data se- | Requires adoption
including OCR, |and printed | medical history | achieves a high accu- | curity, efficient of decentralized
IPFS, and documents. summarization, | racy ratio of 97.2%, a | access to patient | systems and poten-

Ethereum block-
chain for data

data security,
and access effi-
ciency.

precision ratio of
97.9%, an average
trust value of 98.3%,

history, reduced
data management
burden.

tial high initial
setup costs.
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processing and and less response

storage. time of 11.2%, and a
latency ratio of
15.6%.

[10] {2023 |ELB framework | Healthcare The metrics SHA 256 gives total | It enhances effi- | The ELB frame-
including con- Claims Data, | used for secu- | claims size per canal | ciency, security, | work faces chal-
ceptual frame- Patient Rec- | rity analysis 1024B for 10 nodes | and privacy while | lenges in centrali-
work develop- ords,Billing | are Security In- | it becomes 10240B | addressing scala- | zation, scalability,
ment, and simu- | and Payment | cidents, Mean | communication over- | bility challenges | privacy, govern-
lation-based ex- | Records, Time To De- head per BCM to present in tradi- | ance complexity,

perimental anal- | Blockchain | tect, and Mean | HBCM is 30KB for | tional blockchain | integration, smart
ysis using Con- | Ledger Data, | Time For Ven- | 10 nodes is 300KB implementations | contract security,

sensys Quorum | Security dors Incident then total communi- operational over-

on Ethereum. Logs Response. cation overhead for heads, and regula-
validations become tory compliance.
3300KB

[11] | 2023 | The BlockFaaS | Heart disease | The matrices The BlockFaaS BlockFaaS en- Limitations include
framework, in- | risk data for | used are works with higher sures user pri- the dependency on
corporating both | 303 patients, | Through- performance and vacy, data immu- | the specific dataset
Al and Block- including 14 | put,Cold Start | lower energy con- tability, and dy- | used, scalability in
chain modules. | variables Latency, Aver- | sumption compared | namic scalability | varied IoT environ-
The perfor- such as age, |age Response |to AIBLOCK. The for IoT ments, and general-
mance is evalu- | sex, and cho- | Rate, Block- SHA3-256 function | healthcare. It ad- | izability to other
ated by measur- | lesterol lev- | chain Load, in BlockFaa$S con- dresses serverless | data types or appli-
ing the energy els. Performance of | sumes less energy cold start delays | cations.
cost, transaction Al models like | and has a shorter pro- | and excels in
time, and QoS accuracy, pre- | cessing time com- heart disease risk
parameters on a cision, recall of | pared to SHA256. detection.
serverless plat- Al model.
form

[12] | 2023 | Blockchain for | Electronic Execution Developed a secure | Blockchain en- High transaction
secure data, ac- | health rec- time, through- | healthcare manage- | hances data secu- | costs, scalability
cess control for | ords (EHRs), | put, and la- ment system using rity, distributed challenges with
privacy, and patient data | tency, measur- | Ethereum Block- storage ensures Ethereum's current
IPFS for decen- | from weara- | ing transaction | chain. Demonstrated | data redundancy | Proof-of-Work
tralized off- ble sensors. | duration, data | functionality for pa- | and availability, | model.
chain storage transfer rate, tient data access and | and the system is
and file sharing. and deploy- management through | user-friendly.

ment comple- | decentralized con-
tion delay sensus.

[13] {2023 | To develop Simulated Latency, This framework has | Decentralized Resource-intensive
smart contracts | healthcare Throughput, high throughput and | data management | experimental setup,
on a D-app pro- | transactions | Transaction low latency. The gas | for enhanced se- | complexity in
totype using Re- | with patient | time. cost was calculated curity and pri- smart contract im-

at 2,082,158 gwei for | vacy, high thro- | plementation,
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act.js, Meta-
Mask, Node.js,
Truffle, Ga-
nache, and IPFS,
tested on Google

data, col-
lected via Ar-
duino UNO
sensors and
stored on the

addPatient() func-
tion.

ughput, low la-

tency, scalability
for growing user
bases, and block-
chain-based data

scalability con-
cerns beyond
tested ranges, and
high gas costs af-
fecting economic

Cloud's E2 ma- | blockchain. integrity with feasibility for
chines. smart contracts to | large-scale deploy-
prevent fraud. ment.

[14] | 2023 | Simulation using | Blockchain | Storage and Each transaction Effective re- Potential for data
OMNET++ to il- | storage space | computation takes approximately | source utilization, | tampering, transac-
lustrate storage | details (block | costs, size of 1 second to be trans- | secure content ad- | tion denial, exploi-
and computation | type 1 byte, | ciphertext, and | mitted dressing with dis- | tation of transpar-
cost analysis. block iden- re-encrypted tinct content iden- | ency, unauthorized

tity 32 bytes, | ciphertext. tifiers (CIDs). access to commu-

block size 4 nications and rec-

bytes, etc.). ords, fraudulent in-
formation by pa-
tients, and decryp-
tion key exposure
risks.

[15] {2023 | Deep Reinforce- | Self-designed | Relative Per- | DRLBTS achieved | Optimal results in | High energy con-
ment Learning, | workflows centage Devia- | optimal delay trans- | terms of objective | sumption, not suit-
Blockchain vali- | on local ma- tion (RPD%), | actions compared to | functions for able for real-time
dation, coopera- | chines and resource con- | existing methods, healthcare work- | healthcare applica-
tive multi-agent | some da- sumption, de- | handling resource flows, efficient tions, incurs over-
mechanism. tasets from lay in transac- | failure, task failure, task scheduling, head at different

local clinics. | tion execution. | resource leakage, and | robust handling nodes
deadlines effectively. | of various fail-
ures.
3 Internet Of Medical Things
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The Internet of Medical Things (IoMT) is making healthcare better by connecting
medical devices to the internet. It's like the Internet of Things (IoT), but it’s all about
health. This includes devices like fitness trackers, implants, and machines used in hos-
pitals. When these devices are connected, doctors can keep an eye on patients all the
time and get information right away. This helps doctors know more about their patients,
make better decisions, and take action before things get worse.IoMT systems usually
include devices that collect health information, networks to send the data, cloud plat-
forms to store and process it, and apps that help analyze the data and connect patients
with doctors. When Al and fog computing are added to blockchain, it helps improve
the system by reducing delays, making better use of the network, and saving energy.
But, this method is complicated and needs a strong network to work well [3]. Also,
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blockchain helps keep Electronic Health Records (EHRs) safe by using special tech-
niques to protect the data [5]. These advancements collectively highlight the transform-
ative potential of integrating blockchain technology with IoMT. They offer significant
improvements in security, privacy, and efficiency for managing health data, ultimately

enhancing patient care.
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Fig. 2. IoMT devices enable patient monitoring, data collection, and security(left).
Blockchain-based IoMT system with secure data publishing, encryption, and

search(right).
4 Purpose of this Paper

Our research is motivated by the gap between theoretical blockchain applications in
healthcare and practical implementation. While existing studies demonstrate block-
chain’s potential for securing healthcare data—such as using Ethereum smart contracts
to manage healthcare certificates [1]—they often fall short in addressing real-world
challenges like scalability, latency, and energy efficiency. For example, frameworks
like the enhanced Elephant Herding Optimization with Opposition Based Learning
(EHO-OBL) show improvements in data privacy but face issues with transaction pro-
cessing times [2].

4.1 Identifying Research Gaps

Our analysis revealed that while blockchain technology holds significant promise
for enhancing the security and privacy of IoMT systems, several research gaps need
attention:

Lack of Updated Dataset Availability: One major issue is the difficulty in access-
ing the latest datasets. For any system to function effectively, it needs current infor-
mation. However, obtaining updated datasets can be challenging, leading to the use of
outdated information. For instance, [2] utilizes simulated data for around 100 medical
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certificates rather than real, current medical records, which limits the system's applica-
bility and accuracy in real-world scenarios. Additionally, [10] deals with healthcare
claims data and patient records but does not emphasize the importance of regularly
updating these datasets to reflect the most current information.

High Latency: High latency refers to delays in processing and response times within
the system. This means there is a noticeable lag between when an action is taken and
when the system responds. Such delays can be frustrating for users and hinder real-time
applications where immediate feedback is crucial. [2] highlights higher latency in
Ethereum blockchain systems compared to traditional SQL systems, with 7.44 ms ver-
sus 3.03 ms, respectively, demonstrating the need for improved response times in
blockchain-based healthcare solutions.

Security and Privacy Concerns: [5] emphasizes the importance of enhanced pri-
vacy and security in healthcare data using the Elephant Herding Optimization with Op-
position Based Learning (EHO-OBL) model, showing significant improvements in key
generation and encryption times. Additionally, [9] discusses a blockchain-assisted se-
cured data management framework using Al techniques like OCR and IPFS, which
enhances data security and access efficiency but requires significant initial setup costs
and the adoption of decentralized systems.

Scalability Issues: Scalability refers to the system’s ability to handle growing
amounts of work or expand in response to increased demand. Many systems struggle
with scaling efficiently. [13] paper discusses the scalability of the proposed system but
highlights that the approach may not efficiently handle a large number of users and high
volumes of data due to computational limitations. Furthermore, [6] mentions depend-
ency on network infrastructure as a barrier to scalability in its blockchain-integrated Al
and fog computing framework.

Higher Gas Costs: In the context of blockchain technology, gas costs refer to the
fees required to execute transactions on the blockchain network. Higher gas costs can
make transactions more expensive, which can be a barrier for users. [2] addresses the
issue of higher gas costs associated with Ethereum transactions, providing specific gas
cost ranges for Ethereum and TestRPC, indicating the financial burden these costs can
impose.

Al Integration with Blockchain: Integrating artificial intelligence (AI) with block-
chain technology presents several challenges. [8] proposes an Al-assisted blockchain
framework for secure EMR management, highlighting the potential benefits but also
noting the performance improvements needed and dependencies on cloud platforms.

5 Identifying Potential Solutions

To address the identified research gaps and limitations in blockchain-based
healthcare systems, we propose the following potential solutions:
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Advanced Consensus Mechanisms: Looking at new consensus mechanisms like
Proof of Stake (PoS), Delegated Proof of Stake (DPoS), or Practical Byzantine Fault
Tolerance (PBFT) could be helpful in improving performance and cutting down on en-
ergy use. Proof of Work (PoW) systems are having big problems with energy, like
mentioned in [7], which shows just how much power PoW uses. Changing to PoS or
PBFT might help make blockchain operations more efficient and less power-hungry.

Scalable Architectures: As highlighted in [6], scalability challenges arise due to
reliance on network infrastructure, which can be addressed with sharding and
sidechains. Similarly, [3] points out that scalable solutions are needed to support the
high computational demands of multi-agent reinforcement learning models. Imple-
menting these advanced architectures will help manage large datasets and ensure the
system remains responsive.

Enhanced Security Protocols: [5] emphasizes the need for better privacy and se-
curity in healthcare data, suggesting the EHO-OBL model to improve encryption and
key generation times. [8] introduces an Al-assisted blockchain framework for secure
EMR management, though it calls for better performance and reduced reliance on cloud
services.

Latency Reduction Techniques: [3] discusses how multi-agent reinforcement
learning can improve latency but requires complex optimization. Off-chain transactions
and state channels can help reduce latency, improving user experience and system effi-
ciency. [13] also points out the need for low latency and high throughput in medical
cyber-physical systems.

Integration of Diverse Datasets: Creating frameworks that can integrate and pro-
cess different healthcare datasets is vital for ensuring interoperability and smooth data
sharing across systems. [6] works with various medical datasets but doesn't address the
need for real-time data integration. Moreover, [15] emphasizes the importance of inte-
grating datasets for optimizing healthcare task scheduling using Deep Reinforcement
Learning and Blockchain.

6 Conclusion

The integration of blockchain technology in IoMT systems presents significant po-
tential for enhancing data security and privacy, ensuring the reliability and trustworthi-
ness of healthcare applications. However, this integration is not without its challenges,
as demonstrated by our analysis. Issues such as high computational complexity, time
consumption, and energy inefficiency limit the applicability of blockchain in real-time
healthcare scenarios. Our proposed framework, which incorporates these solutions,
aims to mitigate these challenges and create a more robust, scalable, and secure loMT
system. Future research should focus on refining these techniques and exploring new
models to further reduce latency, optimize resource usage, and lower operational costs,
thereby facilitating broader adoption of blockchain in the healthcare sector.



Enhancing Security and Scalability of IoMT Systems Using Blockchain 201

References

10.

11.

12.

13.

14.

15.

. Qi, P., Chiaro, D., Giampaolo, F., & Piccialli, F. (2023). A blockchain-based secure Internet

of medical things framework for stress detection. Information Sciences, 628, 377-390.
Sharma, P., Namasudra, S., Crespo, R. G., Parra-Fuente, J., & Trivedi, M. C. (2023).
EHDHE: Enhancing security of healthcare documents in loT-enabled digital healthcare eco-
systems using blockchain. Information Sciences, 629, 703-718.

Al-Marridi, A. Z., Mohamed, A., & Erbad, A. (2024). Optimized blockchain-based
healthcare framework empowered by mixed multi-agent reinforcement learning. Journal of
Network and Computer Applications, 224, 103834,

Sharma, P., Namasudra, S., Chilamkurti, N., Kim, B. G., & Gonzalez Crespo, R. (2023).
Blockchain-based privacy preservation for loT-enabled healthcare system. ACM Transac-
tions on Sensor Networks, 19(3), 1-17.

Verma, G. (2024). Blockchain-based privacy preservation framework for healthcare data in
cloud environment. Journal of Experimental & Theoretical Artificial Intelligence, 36(1),
147-160.

Singh, P. D., Kaur, R., Dhiman, G., & Bojja, G. R. (2023). BOSS: a new QoS aware block-
chain assisted framework for secure and smart healthcare as a service. Expert Sys-
tems, 40(4), e12838.

Pawar, V., & Sachdeva, S. (2024). ParallelChain: a scalable healthcare framework with low-
energy consumption using blockchain. International Transactions in Operational Re-
search, 31(6), 3621-3649.

Chamola, V., Goyal, A., Sharma, P., Hassija, V., Binh, H. T. T., & Saxena, V. (2023). Arti-
ficial intelligence-assisted blockchain-based framework for smart and secure EMR manage-
ment. Neural Computing and Applications, 35(31), 22959-22969.

Abbas, A., Alroobaca, R., Krichen, M., Rubaiee, S., Vimal, S., & Almansour, F. M. (2024).
Blockchain-assisted secured data management framework for health information analysis
based on Internet of Medical Things. Personal and ubiquitous computing, 28(1), 59-72.
Settipalli, L., Gangadharan, G. R., & Bellamkonda, S. (2024). An extended lightweight
blockchain based collaborative healthcare system for fraud prevention. Cluster Compu-
ting, 27(1), 563-573.

Golec, M., Gill, S. S., Golec, M., Xu, M., Ghosh, S. K., Kanhere, S. S., ... & Uhlig, S. (2023).
BlockFaaS: Blockchain-enabled serverless computing framework for Al-driven IoT
healthcare applications. Journal of Grid Computing, 21(4), 63.

Zakzouk, A., El-Sayed, A., & Hemdan, E. E. D. (2023). A blockchain-based electronic med-
ical records management framework in smart healthcare infrastructure. Multimedia Tools
and Applications, 82(23), 35419-35437.

Kumar, A., & Chatterjee, K. (2023). A lightweight blockchain-based framework for medical
cyber-physical system. The Journal of Supercomputing, 79(11), 12013-12041.

Mittal, S., & Ghosh, M. (2024). A three-phase framework for secure storage and sharing of
healthcare data based on blockchain, IPFS, proxy re-encryption and group communica-
tion. The Journal of Supercomputing, 80(6), 7955-7992.

Lakhan, A., Mohammed, M. A., Nedoma, J., Martinek, R., Tiwari, P., & Kumar, N. (2023).
DRLBTS: deep reinforcement learning-aware blockchain-based healthcare system. Scien-
tific Reports, 13(1), 4124.


https://www.sciencedirect.com/science/article/pii/S0020025523001354?via%3Dihub
https://www.sciencedirect.com/science/article/pii/S0020025523001354?via%3Dihub
https://www.sciencedirect.com/science/article/pii/S0020025523001639?via%3Dihub
https://www.sciencedirect.com/science/article/pii/S0020025523001639?via%3Dihub
https://www.sciencedirect.com/science/article/pii/S1084804524000110?via%3Dihub
https://www.sciencedirect.com/science/article/pii/S1084804524000110?via%3Dihub
https://www.sciencedirect.com/science/article/pii/S1084804524000110?via%3Dihub
https://dl.acm.org/doi/10.1145/3577926
https://dl.acm.org/doi/10.1145/3577926
https://www.tandfonline.com/doi/full/10.1080/0952813X.2022.2135611
https://www.tandfonline.com/doi/full/10.1080/0952813X.2022.2135611
https://www.tandfonline.com/doi/full/10.1080/0952813X.2022.2135611
https://onlinelibrary.wiley.com/doi/full/10.1111/exsy.12838
https://onlinelibrary.wiley.com/doi/full/10.1111/exsy.12838
https://onlinelibrary.wiley.com/doi/full/10.1111/exsy.12838
https://onlinelibrary.wiley.com/doi/full/10.1111/itor.13278
https://onlinelibrary.wiley.com/doi/full/10.1111/itor.13278
https://onlinelibrary.wiley.com/doi/full/10.1111/itor.13278
https://link.springer.com/article/10.1007/s00521-022-07087-7
https://link.springer.com/article/10.1007/s00521-022-07087-7
https://link.springer.com/article/10.1007/s00521-022-07087-7
https://link.springer.com/article/10.1007/s00779-021-01583-8
https://link.springer.com/article/10.1007/s00779-021-01583-8
https://link.springer.com/article/10.1007/s10586-023-03973-4
https://link.springer.com/article/10.1007/s10586-023-03973-4
https://link.springer.com/article/10.1007/s10586-023-03973-4
https://link.springer.com/article/10.1007/s10723-023-09691-w
https://link.springer.com/article/10.1007/s10723-023-09691-w
https://link.springer.com/article/10.1007/s11042-023-15152-z
https://link.springer.com/article/10.1007/s11042-023-15152-z
https://link.springer.com/article/10.1007/s11042-023-15152-z
https://link.springer.com/article/10.1007/s11227-023-05133-2
https://link.springer.com/article/10.1007/s11227-023-05133-2
https://link.springer.com/article/10.1007/s11227-023-05735-w
https://link.springer.com/article/10.1007/s11227-023-05735-w
https://link.springer.com/article/10.1007/s11227-023-05735-w
https://www.nature.com/articles/s41598-023-29170-2
https://www.nature.com/articles/s41598-023-29170-2

202 H. Kumar et al.

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.


http://creativecommons.org/licenses/by-nc/4.0/

	Enhancing Security and Scalability of IoMT Systems Using Blockchain: Addressing Key Challenges andLimitations



