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Abstract. The accelerated advancement of deepfake technology presents
considerable challenges to the security of digital media, leading to serious
concerns due to the potential for misleading information, manipulation, and
malicious use. As deepfakes become increasingly advanced and realistic, the
need for effective detection mechanisms has grown substantially. This paper
explores the emerging field of deepfake detection, focusing on a comprehensive
model that integrates various techniques, including EfficientNet and Long Short-
Term Memory (LSTM) networks. By utilizing multi-modal approaches that
incorporate video data, proposed research work aims to identify subtle
inconsistencies in deepfake content. This paper reviews state-of-the-art
methods in deepfake detection, discussing their strengths and limitations while
highlighting the necessity for hybrid approaches that combine multiple models
to enhance detection accuracy. The paper concludes by identifying open
challenges and proposing potential research directions to further improve the
reliability of deepfake detection systems.
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1 Introduction

Deepfakes, which refer to digitally manipulated media such as videos, images,
and audio generated using deep learning techniques, have grown in prominence
over recent years. Created through methods like Generative Adversarial Net-
works (GANS), these synthetic creations often blend the likeness of individuals,
making them appear convincingly real. Although deepfakes have legitimate uses
in the entertainment industry, such as in filmmaking and voice-overs, their mis-
use has become a critical issue on both national and global stages. Deepfakes are
increasingly employed for malicious actions, including disinformation campaigns,
political manipulation, identity fraud, and cyber harassment, posing severe eth-
ical, societal, and security risks. The rise of deepfakes—realistic digital media
created using Al—was examined by Sami Alanazi and Seemal [1]. Initially de-
signed for entertainment, deepfakes are now used for malicious purposes such
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as explicit content creation, coercion, and misinformation, resulting in signifi-
cant societal harm. The misuse of deepfakes has created urgent challenges. For
instance, they can be weaponized to impersonate public figures, spread false
information, or create fabricated evidence, leading to severe reputational and
political harm. The spread of false information fueled by deepfakes has already
impacted elections, caused diplomatic tensions, and undermined trust in media
and governments worldwide. On a national level, the security implications are
immense, as deepfakes can be used for fraudulent activities, including bypassing
security systems, damaging individuals’ personal and professional lives, and even
threatening national security. Given the evolving sophistication of deepfake tech-
nology, the need for robust and reliable detection mechanisms has never been
more critical. Traditional verification methods have proven insufficient against
the precision of modern deepfakes. In this context, machine learning algorithms,
particularly those utilizing deep learning, have emerged as promising solutions.
Convolutional Neural Networks (CNNs), such as EfficientNet, are widely em-
ployed for detecting image-based deepfakes by analyzing pixel-level inconsisten-
cies that may elude human detection. In contrast, Long Short-Term Memory
(LSTM) networks excel at identifying unnatural temporal patterns in videos,
such as irregular facial movements over time. Furthermore, these advanced tech-
niques significantly enhance the reliability of identifying deepfake content by
leveraging their ability to recognize subtle artifacts introduced during content
manipulation. At an international level, the fight against deepfakes requires part-
nership among researchers, governments, and tech companies to develop flexible
solutions that can keep pace with the evolving threats. In this context, the sig-
nificance of this work is profound—establishing a reliable, accurate, and scalable
deepfake detection system is essential to safeguard public trust, privacy, and
security both nationally and globally. Developing and improving such systems
can contribute to enhancing cybersecurity frameworks, protecting democratic
institutions, and ensuring the integrity of media platforms worldwide.

2 Literature Review

PoundNet, introduced by Wang et al., enhances detection by integrating a bal-
anced learning approach that preserves knowledge from upstream tasks, resulting
in robust zero-shot classification on extensive benchmarks [2]. A hybrid model
by Duha and Laheeb combines Facenet and PCA to efficiently detect deepfakes,
achieving strong results on the FF-++ dataset [3].

Mallet et al. proposed a model combining LSTM and MLP networks to
leverage feature classification and temporal analysis, achieving 93% accuracy on
video-based detection [4]. Similarly, Yadav et al. used an InceptionResNetV2-
RNN model to capture manipulation artifacts across video frames, providing
high reliability on a dataset of over 6,000 videos [5]. Dagar and Vishwakarma
developed a hybrid model using XceptionNet and LSTM with CBAM for spa-
tial and temporal detection, demonstrating strong generalization across diverse
manipulations [6].
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A study by John and Sherif categorized detection techniques and introduced
a semi-supervised GAN model for enhanced detection on large datasets, em-
phasizing the need for detection on social media platforms [7]. Sabareshwar et
al. presented a lightweight CNN optimized for low-resolution images, using fre-
quency domain analysis for improved detection on constrained devices [8].

Finally, Jaleel and Hadi’s method focused on Facial Action Units (AUs) to
classify real and fake videos, achieving high accuracy by analyzing facial expres-
sions in synthetic videos, demonstrating that AU analysis offers reliable detection

[9]-

3 Techniques and Algorithms

The discipline of deepfake detection has seen the emergence of various innova-
tive techniques and algorithms, driven by the increasing advancement of deepfake
generation methods. Recent literature highlights various approaches to deepfake
detection, with GANs playing a pivotal role in both generation and detection
due to their adversarial training capabilities [1]. CNNs, especially architectures
like XceptionNet, excel in detecting intricate visual patterns, while LSTMs en-
hance temporal analysis in video frames [6]. Hybrid models, combining CNNs
and LSTMs, further improve accuracy by leveraging both spatial and temporal
features. Feature-based methods, like SVMs, though limited against high-quality
deepfakes, remain relevant when integrated with neural networks [4]. Frequency
domain analysis and Facial Action Units (AUs) offer novel approaches [9], ad-
dressing GAN artifacts and facial behavior inconsistencies [8], respectively.

4 Research Gaps

Several common research gaps have been identified across papers on deepfake
detection. A major issue is the limited effectiveness of detection methods, partic-
ularly with high-quality deepfakes, indicating a need for more robust algorithms
that can adapt to evolving techniques [1]. Another gap is the shortage of com-
prehensive and diverse datasets to train models, limiting their generalizability
to different types of deepfakes. This issue is compounded by the evolution of
deepfake techniques, where new methods frequently outpace detection systems,
necessitating adaptable models [5,7]. Additionally, many models struggle with
generalization across unseen deepfakes, which poses a challenge in real-world
applications [2]. Additionally, dataset diversity is limited, which hinders models’
ability to detect various forms of deepfakes [8]. The lack of real-time detection
capabilities and vulnerability to adversarial attacks like video compression are
also significant concerns [6]. Evaluation metrics also need improvement; accu-
racy alone is insufficient, and there is a need for more comprehensive metrics
that consider false positives, false negatives, and computational efficiency |3,
9].The ethical, legal, and societal implications of deepfakes are underexplored,
with few studies addressing their long-term impact and the need for legal frame-
works. Furthermore, there is a lack of standardized evaluation metrics across



Deepfake Detection using Hybrid Model for Trust of Citizens 141

studies, making it difficult to compare detection methods, as noted in papers
[3].

Finally, ethical and societal implications, such as the misuse of deepfake
detection tools and privacy concerns, are often overlooked, signalling the need
for further interdisciplinary research. Addressing these gaps will significantly
improve the effectiveness and reliability of deepfake detection methods.

5 Proposed Model

The proposed solution implements a hybrid model integrating EfficientNetB0
for feature extraction with Long Short-Term Memory (LSTM) layers to capture
temporal dependencies in video frames.

5.1 Proposed Solution

The proposed architecture is designed to tackle the complexities of deepfake de-
tection in a rapidly evolving landscape. This architecture, as illustrated in Fig.
1, directly addresses key challenges in deepfake detection, including the handling
of high-quality deepfakes and adaptability to continually advancing generation
techniques. By leveraging dropout layers for regularization and employing pre-
cision and recall alongside accuracy as evaluation metrics, the model not only
aims to enhance detection accuracy but also to boost computational efficiency.
Additionally, this approach advocates for interdisciplinary exploration of ethical
issues surrounding deepfakes, promoting responsible and effective deployment of
detection tools in real-world applications.

EfficientNet and LSTM architectures complement each other well in the pro-
posed model because they combine the strengths of convolutional networks in
spatial feature extraction with LSTM’s ability to model temporal sequences,
both essential for analyzing deepfake videos effectively.

EfficientNetB0 Efficient Scaling and High-Quality Feature Extraction Effi-
cientNet is a convolutional neural network architecture that uses a compound
scaling method to uniformly increase model depth, width, and resolution based
on available resources, optimizing for both performance and efficiency. Built
with MobileNetV2’s inverted bottleneck residual blocks and squeeze and exci-
tation layers, EfficientNet-B0 captures detailed features with fewer parameters,
excelling in transfer learning tasks and adapting well to challenging datasets,
such as those in deepfake detection.

LSTM: Temporal Dependency Modeling LSTM networks, designed for se-
quential data, utilize three gates—the input, forget, and output gates—to man-
age the flow of information through their memory cells. This gating mechanism
allows LSTMs to capture long-term dependencies, making them highly effective
for tracking temporal changes across video frames. This feature enables LSTMs
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Fig. 1. Proposed Solution

to identify subtle facial inconsistencies and movements often manipulated in
deepfake content.

EfficientNet’s robust feature extraction capabilities make it an excellent back-
bone for extracting high-resolution spatial features, while LSTM layers add the
ability to capture temporal dependencies across video frames. In the context of
deepfake detection, EfficientNet identifies fine-grained visual details within each
frame, such as texture inconsistencies or unnatural facial artifacts. LSTM then
processes these sequential features to model temporal variations, detecting sub-
tle changes in facial expressions and movements that are often manipulated in
deepfake videos.

Hybrid Model By combining EfficientNet and LSTM, the model leverages the
spatial strengths of convolutional networks with the temporal analysis power of
LSTMs, creating a comprehensive detection system well-equipped to handle both
spatial and temporal challenges in deepfake content. This architecture allows
the model to generalize effectively across different types of deepfake videos and
maintain performance consistency, making it particularly valuable in real-world
applications where deepfake quality and manipulation techniques continue to
evolve.
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5.2 Model Architecture

The proposed model architecture combines EfficientNetB0 with LSTM layers to
enhance deepfake detection capabilities effectively.

Initially, video data is processed by splitting it into individual frames, en-
abling the capture of temporal information vital for detecting deepfake manip-
ulations. The frames undergo preprocessing where facial regions are cropped,
concentrating the model’s focus on areas most likely to reveal manipulation ar-
tifacts. This critical step enhances the model’s ability to detect subtle inconsis-
tencies in facial expressions and movements, a factor crucial for distinguishing
authentic from manipulated content. By isolating facial regions, the model is
streamlined to recognize the visual cues that indicate deepfakes, thus optimizing
training efficiency and improving detection accuracy. The cropped frames serve

Input Video - Global Pooling
(224X224px) ——> EfficientNetB0 —> L
Reshape l
Sigmoid Dropout Layer LSTM
Activation Layer (50%) (128)

Fig. 2. Model Architecture

as input to the EfficientNetB0 backbone, which extracts high-quality features,
facilitating robust feature analysis. Following EfficientNetB0, a Global Average
Pooling layer condenses spatial feature maps into a summarized vector, retain-
ing core information necessary for deepfake detection. To prepare this output
for temporal analysis, the model incorporates a reshape layer, aligning the fea-
tures for sequential processing by the LSTM layer. With 128 units, the LSTM
layer captures temporal dependencies effectively, making it highly suitable for
deepfake analysis across video frames.A dropout layer is also implemented to
reduce overfitting, bolstering the model’s resilience across diverse datasets. Fi-
nally, a dense layer with sigmoid activation generates classification probabilities
for the two classes— "Fake" and "Real"—completing a design that addresses
key deepfake detection challenges.
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This architecture, visualized in Fig. 2, underscores a structured approach
where EfficientNetB0 and LSTM work synergistically, addressing the need for
advanced adaptability, feature extraction, and temporal analysis, thus equipping
the model to meet the demands of real-world deepfake detection.

5.3 Experimentation

The evaluation of the proposed model on Celeb-DF V1 and V2 datasets demon-
strates strong performance, with high training and validation metrics that in-
dicate effective detection capabilities. The model achieves accuracy, precision,
and recall over 90% for Celeb-DF V1, and even higher metrics on Celeb-DF V2,
underscoring its ability to generalize well on high-quality deepfakes and handle
intricate temporal features. These metrics reflect the model’s robustness and
adaptability, particularly in tackling advanced deepfake content.

A B TP+TN (1)
Y = TP Y TN+ FP+ FN
where: - TP = True Positives
- TN = True Negatives
- F'P = False Positives
- N = False Negatives
1N
Loss = =+ > [yslog(i) + (1 — i) log(1 — 5y)] (2)
i=1

where: - y; = true label (0 or 1)
- g; = predicted probability for the positive class
- N = total number of samples

TP
Precision = m (3>
TP
- R 4
Recall TPLFN (4)

Table 1 summarizes the performance metrics of the proposed deepfake de-
tection model on the Celeb-DF V1 and V2 datasets.

Table 1. Evaluation Metrics of the Proposed Model

Model Dataset Set Accuracy|Loss |Precision|/Recall
EfficientNet-LSTM|Celeb-DF v1|Train 0.8808 0.3418(0.8822 0.8787
Validation |0.8838 0.3794(0.8842 0.8815
EfficientNet-LSTM|Celeb-DF v2|Train 0.9545 0.1409(0.9548 0.9555
Validation|0.9580 0.1273(0.9581 0.9586
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The proposed model effectively addresses several key research gaps in the
field of deepfake detection. By integrating EfficientNetB0, a robust feature ex-
tractor, alongside LSTM layers, the model captures nuanced patterns in high-
quality deepfakes, thereby enhancing its adaptability to sophisticated manipula-
tion techniques. Using EfficientNetB0 as the base, pretrained on large datasets,
aids generalization across varied deepfake types. This approach improves adapt-
ability to evolving methods, tackling issues with generalization that are common
across unseen fake content.

The efficient configuration of the model supports real-time feasibility, making
it suitable for deployment in resource constrained environments.

Model loss Model accuracy
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Fig. 3. Loss per epoch Graph for the Fig. 4. Accuracy per epoch Graph for
Celeb-DF V1 Dataset the Celeb-DF V1 Dataset

The model used on the Celeb-DF V1 exhibits strong performance during
training, with continuous improvement in both accuracy and loss metrics over
epochs. As shown in Fig. 3, the training loss consistently decreases, indicating
effective learning and minimization of errors during training, while the validation
loss shows a steady trend, suggesting stable generalization capability. In Fig. 4,
the training accuracy progressively increases, closely followed by validation accu-
racy, which highlights the model’s ability to accurately classify deepfake manip-
ulations across both the training and validation sets. The model demonstrates
robust performance, maintaining a small gap between training and validation
metrics, which suggests minimal overfitting.

For the proposed model on the Celeb-DF V2 dataset, Fig. 5 and 6 illustrate
its performance in terms of loss and accuracy over 10 epochs. In Fig. 5, we ob-
serve a consistent decline in both training and validation loss, signifying effective
learning as the model progressively reduces its error with each epoch. Notably,
the validation loss remains consistently lower than the training loss, suggest-
ing that the model is generalizing well to unseen data without showing signs
of overfitting. Fig. 6 shows the model’s accuracy, where both the training and
validation accuracy improve steadily, ultimately reaching around 96% on the
validation set. The close alignment between training and validation accuracy
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curves indicates that the model maintains a balanced performance, achieving
high accuracy while generalizing effectively to new data, a promising result for
deepfake detection tasks.

Finally, the implementation of dropout layers and L2 regularization enhances
robustness, mitigating the risks of overfitting and vulnerability to adversarial at-
tacks, such as those exploiting compression artifacts. Collectively, these enhance-
ments contribute to a more reliable and effective deepfake detection system.

6 Conclusion

This state-of-the-art study discusses Deep Learning (DL) techniques and pre-
trained models that have significantly advanced the field of deepfake detection.
Through a comprehensive review of existing literature, it has become evident
that current methods face substantial limitations, particularly in their effective-
ness against high-quality deepfakes and their adaptability to the rapidly evolving
generation techniques. The literature survey has revealed several critical gaps,
including the need for more robust algorithms capable of generalizing across
diverse datasets, as well as the lack of real-time detection capabilities and vul-
nerability to adversarial attacks. These challenges underscore the necessity for
the proposed research work, which integrates Efficient-NetB0O and Long Short-
Term Memory (LSTM) layers. By leveraging these advanced techniques, the
proposed solution aims to enhance detection accuracy, improve computational
efficiency, and ultimately address the pressing challenges posed by sophisticated
deepfake technologies. Thus, this research contributes to the ongoing efforts to
develop reliable detection systems that can safeguard public trust and security
in the digital landscape.
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