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Abstract

Among the various threats converging on the world of cryptocurrencies, the phishing
attacks presented are among the most threatening ones within Ethereum. This paper
introduces an innovative ensemble-based framework that enhances the detection of
phishing attacks within Ethereum and mitigates against the basic shortcomings of
traditional single-model approaches. Classifying with an accuracy of 98.5% and an
Fl-score of 97.0%, the stacked ensemble model demonstrates exceptional
performance in predicting outcomes, highlighting its effectiveness in handling
complex datasets and providing reliable results. These results therefore show the
strength of this model in phishing threat identification and thus further improve
performance. This approach leverages the strengths of multiple models to
significantly enhance fraudulent activity detection on the Ethereum network. This
work shows the importance of Ensemble Learning techniques in the general domain
of blockchain security. The proposed model will thus act as a good benchmark for
further study into this field of the future, with which one can obtain a strong solution
to improve security for users.
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1 Introduction

In the present era, when one click may deprive you of your lifetime savings, phish-
ing attacks, which involve malicious attempts by scammers to gain access to sensitive
information by posing as trustworthy entities, constitute a monumental threat that
seems to rise larger than ever within the crypto marketplace. Ethereum, which was
launched in 2015, has revolutionized the digital economy by producing possibilities for
decentralized transactions and smart contracts. The vulnerabilities are growing along
with the user base as their phishing attacks become highly prevalent and quite sophis-
ticated [1]. Recently, phishing activities directed at cryptocurrency users saw a 215%
increase in August 2024, thereby increasing losses to more than $66 million [2]. On
28th September 2024, a cause for alarm arose when a well-calculated phishing attack
meant 12,083 Spark Wrapped Ethereum tokens (spWETH) worth approximately $32
million [3] were stolen. Such phishing campaigns not only mean loss of money to the
user, but they also mean eroded trust in the Ethereum ecosystem, inhibiting its growth
and adoption.

In Ethereum’s decentralized architecture, security relies more on user awareness
and the integrity of distributed nodes rather than centralized protocols. Current phish-
ing detection methods, based on centralized techniques, detect some threats but lack
efficiency and adaptability to evolving attacks. This gap calls for novel solutions, such
as Ensemble Learning (EL), which combines multiple detection techniques to improve
accuracy and reduce false positives.

Ethers are very vulnerable to complex phishing attacks against users as well as
smart contracts because of tactics like identity impersonation and social engineering.
The centralized detection models, which are mainly made of traditional detection
models, are not suitable for this decentralized environment of Ethereum. Even the
existing distributed models are not accurate enough to detect these sophisticated
phishing attacks. Due to its subsequent rising popularity, there is a huge demand for
advanced, distributed, and scalable methods for real-time detection of phishing attacks
for security assurance for user Ethereum.

This work aims to develop a phishing detection technique that will benefit from
EL and provide reliability and efficiency in identifying phishing attacks against the
Ethereum platform. The threat will be detected using a scalable and effective method
by integrating several predictive models in the EL framework. To understand the
proposed framework, Fig. 1 outlines the architecture of the phishing detection system
and demonstrates the key process used in it.
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Despite its extensive use, Ethereum can be used as a phishing target. The tra-
ditional approaches do not handle complexities since they are incapable of working
in a decentralized environment. With EL, one expects to attain better accuracy and
dependability in the detection of phishing. The false positive rate is also expected to
go down, and thus, develop a robust system designed for the challenges presented by
Ethereum.

This research paper includes the following contributions:

e Enhanced the framework for phishing detection using EL in Ethereum.
® Improved phishing detection performance.
¢ Conducted a comparative analysis with existing literature.

This paper will be structured as follows: Section 2 will briefly review some work
that is relevant to this research, focusing both on traditional techniques and EL appli-
cations. Section 3 will explain in depth the methods and techniques behind developing
the ensemble framework. In Section 4, results will be evaluated using metrics such as
accuracy, precision, and others. Section 5 will contain an interpretation, analysis, and
comparison of the results with existing literature, and Section 6 concludes the paper.

2 Literature Review

The phishing attacks that are coming from Ethereum pose major security threats since
they appear to be trustworthy and try to garner sensitive information from the user
[4]. This section reviews existing literature on phishing techniques, emphasizing EL in
Ethereum. EL is a technique in ML where different models come together to deliver
more accurate and robust predictions. It analyzes multiple studies to emphasize the
shortcomings in the current methods and make a case for better technologies [5].

Fu et al. [6] used a Graph Convolutional Network (GCN) for phishing detection,
achieving 88.02% accuracy and an Fl-score of 88.14%. While effective, the model is
limited by its reliance on a specific approach and lacks adaptability to evolving phish-
ing techniques. The EL approach would improve detection by incorporating awareness
of new threats. Kabla et al. [7] proposed a framework addressing imbalanced datasets,
achieving 98.11% accuracy after feature engineering. However, their research high-
lights the gap without EL, which could enhance generalization and performance in
handling dynamic phishing tactics, making the model more widely applicable.

Umer et al. [8] proposed an ensemble deep learning model for detecting fraudulent
transactions. An integrated model based on CNN and LSTM with boosting techniques
has achieved an accuracy rate of 96.4%. Although very promising, it indicates that EL
can be improved without relying on deep learning. Hisham et al. [9] have presented
a hybrid feature selection methodology combined with EL for anomaly detection in
blockchain with a detection rate of 92.99%. This, therefore, portrays the promise of
EL in the enhancement of detection ability but is limited to the anomaly. This can be
further explored in phishing detection.

Pathak et al. [10] proposed an EL-based model for fraudulent detection in cryp-
tocurrency transactions using adaptive boosting and found accuracy to the order of
98.92%. The outcome strengthens the possibility that ensemble methods might solve



Optimizing Phishing Detection in Ethereum Using Ensemble Learning 45

phishing issues productively and suggests fine-tuned boosting algorithms be taken to
even better performance levels. Yan et al. [11] applied ADA-spear for more than one
blockchain for phishing detection by incorporating deep learning encoders and sub-
graphs, with a result of 77.41% Fl-score. In general, these studies conclude that EL
can be utilized to enhance model generalization, adaptability, efficiency and robustness
in comparison to non-EL methods. Broader implications of the research indicate that
developing phishing detection technology is much more strongly critical not only for
protecting individuals but also for the integrity of the Ethereum ecosystem at large.
Briefly put, the strength and weakness review of these studies, as carried out here,
serves to form the foundation of our work, where we will try to bridge some of the
holes that exist in the existing literature. The techniques and dataset proposed are
described in the following methodology sections.

3 Methodology

This section covers the methodology used to build the proposed model framework.

3.1 Data Acquisition

For this paper, we used the same dataset shared and used by Yan et al. [11]. The
dataset is already segmented into two parts, legit and phish data files format and
only the first order of the dataset was used. It contains the following parameters as
shown in Table 1. The data was directly downloaded in ZIP format from the source
[12] and [13]. The file was downloaded on 26 September 2024. After downloading the
files, they were extracted to access the individual data files. The extracted files were
then checked to ensure their entirety and authenticity.

3.2 Data Preprocessing

Data preprocessing, following data acquisition, is essential before proceeding with
model training. This step involves various processes, including cleaning the dataset
by removing duplicate and irrelevant entries and addressing missing values. Duplicate
entries and rows with missing data were dropped, resulting in a refined dataset. Cate-
gorical variables were encoded using frequency encoding, and feature significance was
evaluated using a random forest classifier with 100 estimators. This helped rank the
features, as shown in Table 2 and Fig. 2.

3.3 Ensemble Learning

Ensemble Learning (EL) is a machine learning technique where multiple models collab-
orate to solve similar problems by combining their predictions to improve performance
[5]. It leverages the strengths of various classifiers, allowing the ensemble to outperform
any individual model. Common EL techniques include bagging, boosting, voting, and
stacking [14]. In this study, diverse classifiers, including Random Forest, AdaBoost,
XGBoost, Gradient Boosting, Light GBM, Extra Trees, and others, are used as base
learners to improve performance, particularly with imbalanced data [15]. Two pri-
mary ensemble techniques, Stacking and Soft Voting, are employed. Stacking uses a
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Table 1 Data frame columns and data scores based on Random Forest analysis
types
Feature Importance
Column name Data type To_freq 0.272
Unnamed: 0 int64 Value 0.232
TxHash object BlockHeight 0.129
BlockHeight int64 From_freq 0.126
TimeStamp int64 TimeStamp 0.113
From object To 0.064
To object From 0.039
Value float64 TxHash 0.015
ContractAddress float64 TxHash_freq 0.004
Input object Input_freq 0.002
isError int64 Input 0.002
isError 0.001
Feature Importance from Random Forest Model
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Fig. 2 Visualization of feature importance scores based on random forest analysis

meta-classifier to combine base classifier predictions [16], while Soft Voting averages
base classifiers’ probabilities and selects the class with the highest average [17]. These
techniques help build more reliable phishing detection models.

3.4 Model Training

This subsection outlines the training of the phishing detection model using EL. First,
the models are trained independently, and their performance is evaluated based on
Fl-scores. The top three models—Random Forest, Extra Trees, and XGBoost—are
selected for ensemble training. The paper uses two ensemble techniques: Stacking
and Soft Voting. In Stacking, base model outputs are used as input features for a
Logistic Regression meta-classifier, which combines the predictions. In Soft Voting,
the class with the highest average probability is selected from the base models. These
methods enhance the model’s ability to learn from the data and improve performance,
as discussed in Algorithm 1.
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Input: Dataset D, Base models M, Meta-classifier L, Split ratio «
Output: Final ensemble model F
Data Preprocessing:
for each source in {D;, D2, D3} do
Download and clean data
end for
Assign labels, integrate data, and apply frequency encoding
Select features with Random Forest, then split D into training and testing sets
Model Training:
for each model M; € M do
Train M; on training set
Generate predictions
end for
Train meta-classifier L on predictions (Stacking)
Apply Soft Voting to combine outputs
Evaluation:
Assess E using Accuracy, Precision, Recall, F1-score
Return: Final ensemble model F
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4 Result

This section discusses the result of the trained model in phishing detection. It also
provides the information about the system environment needed to replicate the result.

The experimental setup is listed in Table 3. This setup will confirm that the follow-
ing performance test of the model is done under the actual environment by imitating
the decentralized characteristics of Ethereum.

The following represents the performance metrics of the soft voting EL. model. Its
accuracy is 98.4%, signifying an almost thorough proportion of correct classification.
The precision is 95.7%, being the ratio of true positives out of all the positive predic-
tions. The F1-score, balancing between precision and recall, is recorded at 96.7%, while
recall was measured at 97.7%. Moreover, the AUC-ROC score equals 99.9% showing
outstanding discrimination for the model, and the Brier Score Loss is 0.014, hence,
the model makes reliable probabilistic predictions.

However, the stacking-based EL model achieves an accuracy of 98.5%, with preci-
sion at 96.6% and an Fl-score of 96.7%. The recall for this model comes in at 97.4%,
and the AUC-ROC score for this model is a bit higher at 99.9%, showing a better
discrimination ability. The Brier Score Loss (BSL) for the stacking model comes out
to be 0.011, which means it also gives reliable probability estimates.

These metrics altogether show a clear performance of both models to tell apart
legitimate from phishing transactions, which can also be seen from Table 4 and the
visualization of the performance is shown in Fig 5 and Fig 3.

The confusion matrices for both the soft voting and the stacking-based EL models
are shown in Fig 4. The stacking model has a good performance as well, with more
true positives and fewer false negatives than the soft voting model.
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Metrics of Stacking Ensemble (SE)
and Voting Ensemble (VE) Models
Table 3 Experiment setup description

Metric SE VE
Unit Description
Processor 3.4GHz Intel Core i5 Fl-score 0.970 0.967
RAM 8GB Precision 0.966 0.957
0S Windows 10 Recall 0.974 0.977
Package sklearn, numpy Accuracy 0.985 0.984
AUC-ROC 0.999 0.999
Brier Score Loss 0.011 0.014
ROC Curve Precision-Recall Curve

True Positive Rate
Precision

; — Stacking Ensemble (AUC = 1.00) — Stacking Ensemble
00 —— Voting Ensemble (AUC = 1.00) 054 — Voting Ensemble
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Fig. 3 Visualization of precision-recall and ROC curves for stacking and soft voting ensembles
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Fig. 4 Visualization of confusion matrices for soft voting and stacking-based ensemble models

To evaluate the potency of the EL technique, it is put together with its performance
in a multiple baseline model. For impartial comparison, the baseline model was trained
using the same dataset and metrics. Refer to Table 5 and Fig 6 for details analysis.

The following contrast showcases that the use of the EL model accomplishes better
performance in comparison to a single baseline model. By following this comparative
study, one can identify the advantages of using this model in a decentralized network.

5 Discussion

The result obtained from this model demonstration implies that the proposed method-
ology can effectively enhance phishing detection in Ethereum. Compared to single
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Table 5 Base Model Performance Metrics

Model Fl-score Precision Recall Accuracy AUC BSL
Extra Trees  96.26 95.69 ,96.84 98.18 0.9980 0.0168
XGBoost 95.99 94.67 97.36 98.04 0.9977 0.0152
RF 95.66 94.67 96.68 97.88 0.9975 0.0168
Bagging 95.65 94.79 96.53 97.87 0.9967 0.0167
Light GBM 93.99 92.41 95.62 97.04 0.9954 0.0222
GB 93.83 92.17 95.55 96.96 0.9952 0.0228
DT 93.39 92.93 93.86 96.78 0.9579 0.0322
GB 87.66 85.42 90.01 93.86 0.9806 0.0459
Multilayer 87.06 82.34 92.34 93.35 0.9773 0.0499
Perceptron

AdaBoost 83.07 80.03 86.34 91.48 0.9638 0.1599
KNN 78.21 74.73 82.03 88.94 0.9431 0.0781
GAB 68.96 54.23 94.69 79.37 0.9087 0.1831

BaseLine Model Comparison

Model Performance Comparison

- Fl

= Precision
. Recall
= Accuracy

00
Stacking Ensemble Voting Ensemble
Model

Fig. 5 Visualization of performance metrics

Fig. 6 C ti tati f b
of stacking and soft voting ensembles g omparative tepresentation ot base

model performances

detection models, it achieves higher accuracy and robustness. The Stacking Classi-
fier recorded a detection accuracy of 98.52%, which shows a significant improvement
over existing model approaches. This implies that integrating multiple algorithms
can improve the model’s ability to identify phishing patterns by leveraging diverse
perspectives on the data.

In comparison, Fu et al.[6] use the GCN model for phishing detection. It provides
an accuracy of 88.02% and an F1-score of 88.14% from a transaction graph with feature
learning. As they use graph convolution, all networks require more computational
resources. Contrarily, the proposed model provides an improvement in the accuracy of
the same metric has 10.5% and an Fl-score has 9.0% enhancement and it requires less
computational resources. This displays the superiority of ensemble-based approaches.
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Kabla et al. have made crucial progress in detecting phishing attacks in Ethereum
by using ML techniques to achieve a detection accuracy of 98.11% which addresses
the limitation of dataset sensitivity and generalization. It focuses on improving the
detection by reducing dimensionality when compared to this paper which enhances
the detection using multiple classifiers without reducing the dimensionality.

Furthermore, our findings align with earlier Yan et al. that utilized adversarial
domain adaptation for cross-blockchain phishing detection (e.g., ADA-Spear). While
demonstrating an F1-score of 77.41% for detecting phishing across various blockchains.
When compared the proposed model, although limited to Ethereum, achieves an F1-
score of 97.0% which is 20.0% higher by implementing an ensemble-based strategy.
This implies that targeted ensemble methods can outperform domain-adaptive models
when specialized to a single blockchain platform. With the help of this result, the
effectiveness of EL EL-based phishing detection model is proven and can also be
implemented in practical use cases.

6 Conclusion

This paper presents an ensemble-based framework for optimizing phishing detection
on the Ethereum blockchain, improving accuracy while overcoming the limitations of
single-model approaches. The stacked ensemble model achieved an accuracy of 98.52%,
precision of 98.60%, recall of 97.40%, and Fl-score of 97.0%, demonstrating its effec-
tiveness in detecting phishing threats. However, the model’s performance depends on
the quality and diversity of the training dataset. The ensemble technique uses only
three base classifiers—Random Forest, XGBoost, and Extra Trees, along with logis-
tic regression, which may limit its ability to capture a broader range of patterns.
Additionally, the lack of robust cross-validation could impact generalizability. Future
research could explore cross-blockchain detection, increase the number of classifiers,
apply hybrid approaches, integrate real-time phishing detection, use larger datasets,
address class imbalance, and implement cross-validation.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
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source, provide a link to the Creative Commons license and indicate if changes were made.
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is not included in the chapter's Creative Commons license and your intended use is not
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