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Abstract. Watershed images are essential for environmental resource
management, providing critical insights into hydrological and ecological
systems. However, these images are vulnerable to unauthorized access, misuse,
and copyright violations during digital transmission and storage. This paper
presents a robust approach combining Discrete Wavelet Transform (DWT),
Hessenberg Decomposition (HD), and Randomized Singular Value
Decomposition (RSVD) to conceal the user’s Aadhar Card details into watershed
images for copyright protection and authentication. Additionally, an encryption
scheme enhances protection against tampering and unauthorized access,
making it suitable for cloud-based storage solutions. Experimental results reveal
that the proposed algorithm achieves satisfactory performance, including PSNR
up to 40.12 dB, SSIM near 1, and NC up to 0.9934. The comparative analysis
demonstrates the proposed method’s strength over existing techniques,
offering a reliable solution for copyright protection, identity verification, and
secure cloud storage of watershed images.

Keywords: Watershed images - Copyright Protection - Watermarking
- Security.

1 Introduction

Watershed images, encompassing maps, photographs, and satellite imagery, play a
vital role in sustainability policy making, providing critical information for decision-
makers to develop effective strategies for environmental management and
conservation [1]. These images serve as a foundation for understanding complex
environmental dynamics, identifying areas of concern, and monitoring the impact of
policy interventions. The increasing reliance on digital technologies has made these
images more susceptible to unauthorized use, manipulation, and distribution,
compromising their integrity and reliability. As a result, copyright protection of
watershed images has become a pressing concern, necessitating innovative solutions
to safeguard the intellectual property rights of image creators and maintain the
trustworthiness of these critical resources [2].
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In this paper, we propose a DWT-HD-RSVD based watermarking technique
to embed the user’s Aadhar Card image watermark into the watershed image,
ensuring copyright protection and facilitating identity verification.

2 Proposed Methodology

The proposed methodology is structured into three phases: (1) preparation of
watershed images serving as cover images, (2) embedding and extraction of the
watermark, and (3) application of a secure lossless encryption scheme to safe-
guard the watermarked image.

2.1 Generation of watershed images

The study area was selected based on topographic and hydrological features
which was extracted from the SRTM Digital Elevation Model (DEM) data at
a 30-meter resolution [3]. Watershed Delineation and Mapping was done based
on pour points. Pour points, representing water exits, were identified via flow
accumulation grids. Watershed boundaries and stream networks were delineated
using QGIS 3.16 with the QSWAT plugin, which utilizes flow direction and pour
points [4]. The process began with downloading DEM data from Earth Explorer
and pre-processing in QGIS to remove sinks and depressions, ensuring accurate
terrain representation. Next, flow direction was calculated to determine water
flow, followed by flow accumulation to identify areas where water converges. A
threshold was applied to define streams, and outlet points were determined to
finalize the watershed boundary. Key attributes such as slope and area were then
analyzed, and the results were visualized through maps and graphs for a com-
prehensive understanding of the watershed’s features. The generated watershed
image is shown in Figure 1.
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Fig. 1: Watershed image
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2.2 Embedding and Extraction of watermark

The Aadhaar card [5] of the user is used as an image watermark of size 256 x
256 as shown in Figure 2. The size of host watershed image is 512 x 512. The
simulation was performed on a PC with 16 GB RAM, a 2.50 GHz processor, and
MATLAB 2020b software.
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Fig. 2: Watermark image

The embedding algorithm 1 employs a robust combination of DWT [6], HD
[7], and RSVD [8] to achieve imperceptible and resilient watermark embedding.
The user’s Aadhaar card image, resized to 256 x256 pixels, is used as the water-
mark. The host image, a watershed image of size 512 x 512, undergoes DW'T to
decompose it into four sub-bands (LL, LH, HL, HH). The LL sub-band, known
for its high energy concentration, is selected for watermark embedding due to its
minimal visual distortion. The LL sub-band is further decomposed using HD into
an orthogonal matrix (P) and an upper Hessenberg matrix (H). The singular
values of both the watermark and H are extracted using Randomized Singular
Value Decomposition (RSVD). A scaling factor («) adjusts the singular values of
H by adding a scaled version of the watermark’s singular values. The modified
singular values are recombined to reconstruct the updated Hessenberg matrix,
which is then combined with P to produce the new LL sub-band. Finally, the
inverse DWT (IDWT) integrates the updated LL sub-band with the unaltered
high-frequency components (LH, HL, HH) to reconstruct the watermarked im-
age. For extraction, the embedding steps are reversed. A pre-trained DnCNN was
applied to the extracted watermark to enhance its robustness. The Deep Learn-
ing Toolbox facilitates the use of a pre-trained denoising convolutional neural
network. This ensures accurate recovery of the watermark, demonstrating the
robustness and efficiency of the proposed algorithm.

2.3 Encryption of watermarked images

The extra security of our scheme is provided by combining hash function-based
encryption, chaotic encryption, and DNA computing on watermarked data [9].
The encryption procedure leverages a hybrid model combining DNA computing,
chaotic systems, and hash functions to securely transform a plain image into a
cipher image that is visually indiscernible. Initially, the plain image is converted
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Algorithm 1 Embedding Procedure

Input: Cover image (C), scaling factor (), and watermark image (W)
Output: Watermarked image (Finalimg)
[LL,LH, HL, HH] +~ DWT(C, 'haar’)

[P, H] + HD(LL)

[UH, 2H7 VH] < RSVD(H)

[Uw, Zw, V] < RSVD(W)

EH_W —YXg+a Yy

H W<+ Un-2u w-Vi

LLjew < P-H W -PT

Finalimg ¢~ IDWT(LLpew, LH, HL, HH, "haar’)
return Finaling

into a quaternary image format, which aligns well with DNA representation.
This quaternary image is then encoded into a DNA image. A permutation step is
performed on the DNA image using a logistic map-based chaotic sequence, which
effectively scrambles the positions of elements within the DNA representation
to ensure randomness. Following this, a 5D hyperchaotic system generates a key
DNA image characterized by its large key space and non-linear behavior. This
key DNA image is utilized in the diffusion process, where newly defined DNA
operators, such as DNA left-circular and right-circular shifts, along with other
DNA operations, are applied to mix the permuted DNA image with the key DNA
image. This step diffuses the original image’s information throughout the DNA
representation, further enhancing security. The resulting diffused DNA image is
then decoded back into quaternary form and subsequently converted into the
final cipher image, effectively concealing the plain image’s visual and statistical
properties. Algorithm 2 shows the encryption procedure.

Algorithm 2 Encryption procedure(Finaliy,g, Keyy,ey)

[m, n] < dim (Finalimg)

[Hv, Hy] + ComputeHash (Finalimg, MD5)

K, + bitxor(HU, Keyhex)

Kq + HashToDecimal(Hv, Keyhcx)

Ky« ExtractKeyProps(Kd)

Qimg < DecimalToQuaternary (Finalimg)

Dimg < QuaternaryToDNA (Qimg, Kp)

Pimg + DNA_Permutation(DiIng7 Ki, Ky, m, n)
Kpna < HyperchaoticSystem (Kd, Ky, m, n)

: deff < DNA_DiHUSiOH(Pimg, KDNA, Kd, Kf, m, n)
: Dene <+ DNA_Decode(Ddiﬂv7 Kq, Ky,m, n)

: Qenc +— DNAtoQuaternary(Denc)

¢ Encimg < QuaternaryToDecimal (Qenc)

: return Encing

— e e
AW = O ©
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3 Results Analysis and Discussion

Experiments were conducted on a PC equipped with a 64-bit Windows 10, 2.50
GHz processor, 16 GB of RAM, and MATLAB R2020b for simulation. The
optimal scaling factor, «, is chosen to be 0.05 for maintaining balance between
robustness and imperceptibility.

The results presented in Table 2 demonstrate the effectiveness of the pro-
posed watermarking technique specifically designed for watershed images. The
performance metrics i.e. Peak Signal-to-Noise Ratio (PSNR), Structural Simi-
larity Index Measure (SSIM), Correlation Coefficient (NC), Number of Pixels
Change Rate (NPCR), and Unified Average Changing Intensity (UACI), high-
light the method’s ability to maintain high visual fidelity while ensuring robust
watermark embedding and retrieval in watershed images.

Table 2: PSNR, SSIM, NC, NPCR, and UACI values for different cover images

Cover Image Watermark size PSNR (dB)|SSIM| NC |[NPCR|UACI
Watershed image 1 256 x 256 40.02 0.9991]0.9905| 0.9964 | 0.3345
Watershed image 2 256 x 256 40.10 0.999210.9903| 0.9962 | 0.3350
Watershed image 3 256 x 256 39.90 0.9989(0.9807| 0.9963 | 0.3346
Watershed image 4 256 x 256 39.85 0.9990(0.9804| 0.9961 | 0.3342
Watershed image 5 256 x 256 40.08 0.9992(0.9802| 0.9962 |0.3348
Watershed image 6 256 x 256 40.05 0.9991]0.9906| 0.9962 | 0.3349
Watershed image 7 256 x 256 39.95 0.998810.9909| 0.9963 | 0.3347
Watershed image 8 256 x 256 40.12 0.9993(0.9901| 0.9962 |0.3351
Watershed image 9 256 x 256 39.92 0.9990(0.9908| 0.9963 | 0.3344
Watershed image 10 256 x 256 40.01 0.999210.9934| 0.9962 | 0.3346

The Table 2 highlights the performance metrics for various cover images em-
bedded with a 256 x 256 watermark, showing consistent robustness and imper-
ceptibility across different evaluations. The PSNR values, ranging from 39.85 dB
to 40.12 dB, indicate high-quality reconstruction with minimal distortion. The
SSIM values, consistently above 0.9988, further emphasize the strong structural




319

A Robust Watermarking Approach for Securing Copyright in Watershed Images

Table 1: Performance Measures

Performance Measures

. Structural Similarity In-|Correlation Coefficient|Peak Signal to Noise Ra-
Metric dex (SSIM)[10] (NC) [10] tio (PSNR) [10] NPCR and UACT [10]
— Computes — similarity | _ Measures  similarity | — Computes similarity
between _ cover m.:& between original and between cover and | — Evaluates the security of the
Purpose marked Images  using extracted watermarks. marked images. encryption method.
human visual m%.véma‘ — Evaluates robustness | — Evaluates the imper-
- m<m_.cmn.mm the imper- of the watermarking ceptibility of the wa-
ceptibility of the wa- procedure. termarking procedure.
termarking procedure.
Range -1 to +1 0to +1 0 to Infinity NPCR Range: 0 to +1
Ideal (NPCR): +1
Ideal Value |+1 +1 Acceptable value > 28 dB

Ideal (UACI) for 512x512 =~ 0.34

Formula

SSIM = f(l(a,b),c(a,b), s(

2papiy + C1
20400 + Co
02 +0;+Co
oab + C3
040 + Cs

l(a,b) =
c(a,b) =

s(a,b) =

AP - TL (W x R

S L (W)

i) 2552
PSNR =10log Aav
1 C
MSE = e m Ww
(05 — ?bqvm

0, if C'(4,7) = C*(4, )

Dii. ) —
@3 =9 if G (i, 5) # C2(i, §)
 Dli
NPCR = ‘Mz (9)
Tot
> 1CM (6, 5) — C*(i, )
UACT = L-Tot
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similarity between the original and watermarked images. The NC values, mostly
exceeding 0.99, demonstrate reliable recovery of the watermark, confirming ro-
bustness against potential degradation. Additionally, the NPCR values above
0.996 suggest significant changes in pixel values, ensuring effective encryption,
while UACI values around 0.334 reflect adequate uniformity in intensity changes.
These metrics collectively validate the method’s ability to maintain high fidelity,
security, and resilience. The watermarked watershed image is shown in Figure 3.

Fig. 3: Watermarked image

Table 3: Comparison of PSNR, SSIM, and NC values with other Methods
Method PSNR (dB)|SSIM| NC
Proposed Method 40.12 0.9993|0.9934

Sharma et al. [11] 31.31 - 109731

Table 3 compares the proposed method with the method by Sharma et al.
[11], where the host and watermark image sizes are 512 x 512 and 256 x 256,
respectively. The proposed method achieves a PSNR of 40.12 dB compared to
31.31 dB and an NC of 0.9934 compared to 0.9731, reflecting improved im-
age quality and robustness. Additionally, the SSIM for the proposed method is
0.9993, indicating excellent structural similarity, while no SSIM value is reported
for the other method. These results underline the effectiveness of the proposed
approach.

The histogram of an image represents the distribution of pixel intensity val-
ues. To ensure confidentiality, an image encryption algorithm should strive for a
uniform histogram distribution, thereby eliminating any statistical correlations
between the plaintext and ciphertext images. Figure 4 demonstrates the efficacy
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of our encryption scheme, where the histogram of the plaintext image exhibits
a non-uniform distribution, whereas the ciphertext image’s histogram approx-
imates a uniform distribution. Moreover, the histograms of encrypted images
exhibit distinct characteristics, diverging significantly from their corresponding
plaintext images. This uniformity in the histogram distribution of encrypted im-
ages prevents potential attackers from launching histogram-based attacks, which
rely on statistical analysis to infer information about the plaintext image. Our
encryption algorithm achieves this by effectively flattening the intensity distri-
bution, rendering histogram analysis ineffective for inferring meaningful infor-
mation about the original image.

Plain Image Decrypted Image

T -

10t Histogram of Plain Image Histogram of Cipher Image 10t Histogram of Decrypted Image

E

E) 00 50 % o 50 100 150 20 0 I3 50 100 150 20

Fig. 4: Histogram of Plain image & corresponding cipher and decrypted image

Table 4: Robustness analysis of proposed algorithm

Attacks NC

Salt and Pepper noise (0.0001)  0.9721
Speckle noise (0.0001) 0.9800
Gaussian noise (0.001) 0.9708
Median filter [1 1] 0.9890

JPEG compression (QF=90) 0.9810
JPEG2000 compression (CR=12) 0.9900
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Table 4 presents the robustness analysis of the proposed algorithm under
various attacks, highlighting its capability to retrieve the embedded watermark
reliably even in challenging conditions. The NC values demonstrate strong resis-
tance to noise, filtering, and compression attacks.The algorithm achieves an NC
of 0.9721 under salt-and-pepper noise and 0.9708 under Gaussian noise, indicat-
ing effective watermark retrieval despite significant noise interference. Speckle
noise results in an NC of 0.9800, showcasing the robustness of the algorithm
against such distortions. Filtering attacks are also well-handled, with the me-
dian filter yielding an NC of 0.9890, confirming the method’s ability to preserve
watermark integrity during smoothing operations. Compression resilience is evi-
dent with NC values of 0.9810 and 0.9900 for JPEG and JPEG2000 compression,
respectively. These results highlight the algorithm’s suitability for practical sce-
narios involving image storage and transmission where compression is common.

4 Conclusion

In this work, a robust watermarking scheme was proposed to enhance the copy-
right protection and authentication of watershed images. By combining DWT,
HD, and RSVD, the method achieves high visual quality and resilience to various
attacks. The experimental results demonstrated superior performance in terms
of PSNR, SSIM, and NC, with the method effectively balancing imperceptibility
and robustness. Furthermore, the encryption layer adds an extra level of security,
ensuring protection against unauthorized access and tampering. This approach
provides a reliable solution for secure storage and transmission of watershed im-
ages, making it highly suitable for cloud-based applications. Future work could
focus on leveraging deep learning-based techniques to enhance the adaptability
and robustness of watermarking methods.
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