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Abstract. Adversarial attacks affect the performance of NIDS as attackers 
subtly modify inputs to bypass detection in traditional machine learning 
models. Ensuring adversarial robustness is essential for maintaining reliable 
detection under such conditions. Explainable AI (XAI) provides transparent 
insights into NIDS decision-making, helping analysts respond effectively to 
incidents and adhere to compliance standards. However, the interplay 
between adversarial attacks and XAI remains underexplored, as 
manipulations can affect both detection accuracy and the trustworthiness of 
explanations, potentially leading to misinterpretations. This systematic 
review explores how adversarial robustness and Explainable AI (XAI) are 
applied within Network Intrusion Detection Systems (NIDS). It examines the 
different types of adversarial attacks, the vulnerabilities they exploit, and the 
methods used to carry them out. By analyzing several case studies that 
combine adversarial robustness with XAI, the review sheds light on the 
challenges and gaps in existing research. The paper also discusses the 
evaluation metrics commonly used to assess these approaches and suggests 
possible avenues for future research in the field. 
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Network Intrusion detection Systems. 

1 Introduction 

Security and reliability have become paramount in Network Intrusion Detec-
tion Systems (NIDS) as adversarial attacks grow more sophisticated. Enhanc-
ing adversarial robustness is vital for safeguarding NIDS against evolving cyber
threats [1]. With the help of NIDS, we can detect adversarial attacks to reduce
the vulnerabilities that attackers exploit. Threats like data poisoning and eva-
sion attacks focus on the weaknesses of the underlying Machine learning models
and affect the system’s performance [2, 3]. So, there is a need to explore new
methods or defense mechanisms against these types of attacks. The existing
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tection systems.
2

and decision transparency.
3

and addressing challenges in developing robust and explainable NIDS.

Towards Resilient Cyber Defense             75

literature case studies experimental findings reveal the attack patterns and pro-
vide issues and limitations of present NIDS. So we need adversarial robust and
reliable models [4]. In cybersecurity, transparent decision-making plays an im-
portant role in improving NIDS’s performance [1]. Explainable AI(XAI) is a
field that explains to the end users why the model made a particular decision. It
highlights the valid reasoning behind decisions, making the model trustworthy
and reliable. XAI can explain each decision individually and globally to reveal
the logic behind the models [5, 6]. By integrating Adversarial robustness and
Explainability in Artificial intelligence models, we can detect threats and help
us mitigate them by understanding model behavior. Due to the complexity of
Explainable AI and Adversarial machine learning algorithms, it is challenging
to maintain the balance between accuracy, transparency, and reliability of the
models. Moreover, we need standard metrics, which the existing literature lacks,
to assess the performance evaluation of the model [7]. In this article, we have
conducted a systematic literature review to enhance the performance of Network
Intrusion detection models by understanding the need for Adversarial robust-
ness and explainable AI in NIDS. This research first explains the need, threats,
opportunities, and challenges in the field of NIDS to enhance Adversarial robust-
ness in decisions. Afterward, the role of XAI is discussed, as well as the types of
adversarial attacks possible and defense mechanisms against them. Afterward,
we discussed existing metrics available in the literature to evaluate them and
the limitations associated with evaluation metrics for maintaining adversarial
robustness and transparency in machine learning-based IDS. In the end, chal-
lenges and future research directions are discussed. The contributions of this
survey are as follows:

. Emphasizes the critical role of adversarial robustness in strength-
ening the security and reliability of Network Intrusion Detection Systems
(NIDS). Provides an in-depth analysis of key adversarial attacks targeting
NIDS and identifies vulnerabilities in traditional machine learning-based de-

. Investigates the integration of Explainable AI (XAI) techniques in
NIDS, demonstrating how explainability can improve adversarial detection

. Introduces comprehensive evaluation metrics to assess adversarial ro-
bustness and explanation quality while proposing future research directions

2 Related Work

This section presents existing literature on enhancing Adversarial robustness
using Explainable AI in network intrusion detection systems. This part also
provides significant research gaps based on analysis of existing literature.

2.1 Need, Threats, Challenges and Opportunities for enhancing
Adversarial robustness in NIDS

Adversarial robustness is crucial for Network Intrusion Detection Systems (NIDS)
to preserve information privacy, adapt to evolving cyber threats, ensure regu-
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defenses are not comprehensive enough to handle the range of adversarial at-
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latory compliance, and support automation in various sectors such as finance
and healthcare [1, 3, 6]. NIDS face significant threats, including adversarial at-
tacks, model inversion, data poisoning, and Denial of Service (DoS) attacks,
which challenge their detection capabilities [8–11]. The challenges lie in creating
sophisticated models to counter these threats, adapting to ever-changing at-
tack methods, balancing performance with robustness, and efficiently allocating
resources for model development and deployment. However, opportunities for
improving NIDS include unified approaches combining signature-based and ma-
chine learning detection methods, adaptive learning for real-time adjustments,
increased transparency through Explainable AI, and continuous advancements
in research on adversarial robustness [12–15].

2.2 Adversarial Robustness in NIDS

Network Intrusion Detection Systems (NIDS) play a critical role in identify-
ing threats like malware and unauthorized access. However, adversarial attacks
exploit weaknesses in machine learning models by using techniques such as eva-
sion (e.g., FGSM, PGD, C&W, UAP) and poisoning (e.g., data injection, label
flipping) to deceive the system [15–17]. To counter these challenges, adversarial
robustness is crucial for ensuring that NIDS can consistently detect and mitigate
such sophisticated attacks, even in dynamic environments. Researchers have pro-
posed several defenses to enhance robustness. Roshan et al. employed Gaussian
Data Augmentation and Feature Squeezing to counter C&W attacks [18], while
Kim et al. introduced NIDS-Vis, a method that visualizes decision boundaries
[19]. Sarıkaya et al. proposed autoencoders for mitigating generative attacks [20],
and Paya et al. developed the Apollon framework for detecting adversarial ac-
tivity [21]. Other approaches include Jiang et al.’s fusion-based detector for IoT
robustness [22], Oliveira et al.’s federated learning method for black-box attacks
[23], and Lin et al.’s ensemble learning with adversarial training, which achieved
99% accuracy [24]. Explainable AI (XAI) significantly enhances adversarial ro-
bustness by improving transparency and detection capabilities. Mohamed Ay-
oob et al. achieved better robustness in image classification through feature
attribution-based XAI algorithms [25], while Sumaiya Tasneem et al. protected
remote sensing data using adversarial training and XAI-guided features [26].
Antonio Galli et al. ensured robust model performance in adversarial scenarios
through reliable explanations [27], and R. Uma Maheshwari et al. improved ac-
curacy and transparency in detecting manipulated images with the ”XAI-ART”
method [28]. Wei Huang et al. introduced probabilistic metrics for robustness
evaluation across XAI methods [29], and Ben Pinhasov et al. enhanced deepfake
detection using XAI maps in adversarial settings [30].

2.3 Research Gaps

After a deep understanding of the literature, we have identified the following
research gaps:

Insufficient Defenses for Varied Adversarial Attacks: Current NIDS
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one aspect [8, 9].
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efficiency [31, 32].
–

security [33–36].
–

proaches [14, 16, 17].
–

research into more efficient, scalable solutions [22, 23].
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tacks, particularly in real-world scenarios, requiring more resilient strategies
[1–4].
Inadequate Metrics for Evaluating XAI and Robustness Together:
There is a gap in developing evaluation frameworks that assess both adver-
sarial robustness and explainability in NIDS, with most metrics focusing on

Limited Real-World Integration of XAI in NIDS: The practical ap-
plication of XAI in NIDS for real-time adversarial detection remains under-
explored, particularly in balancing detection accuracy with computational

Difficulty in Balancing Robustness and Interpretability: Existing
methods often improve robustness at the cost of interpretability, highlighting
the need for solutions that effectively integrate XAI without compromising

Lack of Focus on Adaptive Attacks: Research does not fully address
adaptive adversarial techniques, where attackers evolve their methods in
response to the system’s defenses, demanding more dynamic robustness ap-

Scalability and Computational Limits of XAI: Many XAI techniques
are too computationally expensive for large-scale NIDS, requiring further

3 Review Method

This section outlines the systematic approach employed to identify relevant liter-
ature on the significance of adversarial robustness and explainable AI in enhanc-
ing the performance of network intrusion detection models. Our methodology
consisted of three main parts. First, we defined the key research objectives.
Next, we developed a strategy to explore digital library databases using tailored
search strings. Finally, we conducted a thorough review to include pertinent
literature while excluding unrelated studies, ultimately identifying the primary
studies relevant to our research.

3.1 Research Objectives

We have framed four important research objectives to explore the importance
of adversarial robustness and Explainable AI to improve the performance of
Network Intrusion Detection Systems as described in Table 1.
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Table 1: Research Questions on Adversarial Robustness and XAI in NIDS
Research Question Points to Explore
1. What are the key adversarial attacks targeting
NIDS, and how do these attacks exploit vulnerabil-
ities in traditional ML models?

– Types of Attacks: Evasion, poi-
soning, and others.

– Vulnerabilities: Identifying weak-
nesses in ML-based NIDS.

2. How can Explainable AI (XAI) enhance adver-
sarial robustness in NIDS, and what are the chal-
lenges for integrating XAI techniques?

– Explainability in Security: The
role of XAI in anomaly detection.

– Challenges: Trade-offs faced in
adversarial situations.

3. What evaluation metrics and frameworks assess
adversarial robustness and explainability in NIDS,
and how can these metrics improve?

– Current Metrics:
– Explainability Metrics:

This table provides insights on how to withstand adversarial attacks and
strengthen current NIDS models. It explores how adversarial attacks can influ-
ence the accuracy and quality of explanations generated by XAI in NIDS. The
next objective is to find methods to ensure the clarity of XAI explanations, even
when NIDS models are under attack. Finally, we have identified different metrics
for evaluating adversarial robustness and XAI in NIDS.

3.2 Search String & Article Screening

Table 2: Search Strings for Adversarial Robustness and Explainable AI in NIDS

Digital Library Search String

IEEE Xplore (”Adversarial Robustness” OR ”Adversarial Attacks”) AND (”Explainable
AI” OR ”XAI” OR ”Interpretable”) AND (”Network Intrusion Detection

ScienceDirect
Systems” OR ”NIDS” OR ”Intrusion Detection”)
(Adversarial AND Robustness) AND (Explainable OR Interpretable) AND

ACM Digital Librar
(”Network Intrusion Detection” OR ”Intrusion Detection Systems”)

y ”Adversarial Robustness” AND ”Explainable Artificial Intelligence” OR

Google Scholar
(”XAI” AND ”NIDS”) AND ”Network Intrusion Detection Systems”
(”Adversarial Robustness” OR ”Adversarial Attacks”) AND (”Explainable
AI” OR ”XAI” OR ”Interpretable Models”) AND (”NIDS” OR ”Intrusion
Detection Systems”)

Springer (Adversarial AND Robustness) AND (”Explainable AI” OR XAI) AND
(”Network Intrusion Detection” OR NIDS)

We have applied search strings (Table 2) to five digital libraries to explore the
synergy between Adversarial Robustness and Explainable AI in NIDS. After-
ward, we employed a systematic article screening process to extract relevant
literature that aligns with our research objectives. Firstly, redundant articles
are removed using the data cleaning step. Then, further articles are refined us-
ing titles and abstracts. Then, we read the full texts and removed unwanted
studies; afterward, references were examined to refine and extract relevant liter-
ature. In the end, we found 80 primary studies that adequately aligned with the
research objectives.
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4 Results & Findings

This section explores the role of Adversarial robustness and Explainable AI in
NIDS by answering Research questions formulated for this study.

4.1 RQ1: What are the key adversarial attacks targeting Network
Intrusion Detection Systems, and how do these attacks exploit
vulnerabilities in traditional machine learning models?

This research question explores the significant adversarial attacks targeting Net-
work Intrusion Detection Systems (NIDS). It examines how these attacks exploit
weaknesses in conventional machine learning models, including overfitting and
inadequate feature selection. By analyzing these threats, the study emphasizes
the fundamental vulnerabilities within NIDS and underscores the necessity for
improved protective measures against emerging risks.

Table 3: Types of Adversarial Attacks, Causes, Vulnerabilities, and Exploitation
Methods in NIDS
Attack Type
Evasion Attack

Causes
Altering input data to

Vulnerability
Overfitting: Model learns

Exploitation Method
Malicious packets disguised to

Poisoning Attack
evade detection [37–39].
Introducing malicious
data in training set
[40–42].

noise in data [37, 39].
Data Quality: Poor quality
training data [43, 44].

bypass detection [10].
Attackers introduce malicious
traffic into training [42].

Backdoor Attack Incorporating hidden
triggers in training
[13, 45, 46].

Lack of Explainability: Hid-
den triggers [46].

Embedding triggers in benign
traffic [13].

Generative At-
tack

Crafting synthetic data
to mislead the model
[47].

Insufficient Feature Selection
[48, 49].

Creating traffic patterns mimick-
ing normal behavior [47].

Model Inversion
Attack

Deriving sensitive infor-
mation from outputs [8,
9, 50, 51].

Model Integrity and Privacy
[9].

Reconstructing sensitive data
like login credentials [50].

Adversarial Ex-
ample Attack

Subtle perturbations to
inputs [52–60].

Vulnerable to adversarial ex-
amples [60].

Creating modified inputs to de-
ceive the model [54, 55].

Denial of Service
Attack

Overwhelming sys-
tem with traffic
[11, 47, 61, 62].

Limited Adaptability to high
loads [47].

Overloading NIDS with requests
[61, 62].

Targeted Attack Manipulating outcomes
toward specific labels
[63, 64].

Limited Model Adaptability
[63].

Inducing false alarms through
crafted traffic [64].

White-box Attack Full knowledge of model
parameters [18].

Model Vulnerabilities:
Transparency abused [18].

Exploiting internal knowledge to
mislead detection [18].

Black-box Attack Observing behavior
without internal insights
[47, 64].

Lack of Explainability [47,
64, 65].

Analyzing outputs to identify
and exploit weaknesses [47, 64].

Concept Drift At-
tack

Changes in traffic pat-
terns [66, 67].

Concept Drift: Model fails
with new threats [66].

Introducing novel attack vectors
[67].

The table 3 provides an overview of different adversarial attacks targeting
Network Intrusion Detection Systems (NIDS). It outlines the causes, areas of im-
pact, and real-world instances of these attacks. Among the types discussed are
evasion attacks, where input data is altered to avoid detection, and poisoning
attacks that inject harmful data into training datasets. The table also highlights
backdoor attacks, which embed concealed triggers during the training phase, as
well as denial-of-service attacks that inundate the system with excessive traffic.
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This detailed summary highlights the various tactics employed by attackers to
undermine NIDS, emphasizing the necessity for robust protective measures. This
Table also outlines various vulnerabilities present in machine learning-based Net-
work Intrusion Detection Systems (NIDS) along with associated challenges. For
instance, low-quality data can lead to the creation of adversarial examples that
mislead the model into making incorrect predictions. Overfitting occurs when a
model learns the noise in the training data, rendering it susceptible to targeted
attacks. Additionally, insufficient feature selection can create gaps that attackers
can take advantage of, while a lack of explainability complicates the identification
of weaknesses in the model. These vulnerabilities underscore the urgent need for
robust defense strategies to enhance the resilience of NIDS against adversarial
threats.

4.2 RQ2: How can Explainable AI (XAI) enhance adversarial
robustness in NIDS, and what are the challenges for integrating
XAI techniques?

Role of Explainable AI for adversarial robustness Explainable AI en-
hances adversarial resilience in NIDS by revealing how models arrive at their
conclusions, thereby identifying potential vulnerabilities that attackers could
exploit. This transparency aids in developing targeted defense strategies, ulti-
mately fortifying the system against various threats. In summary, incorporating
XAI into NIDS greatly strengthens an organization’s cybersecurity posture. For
example, if a DDoS attack is detected, XAI can clarify the traffic patterns trigger-
ing the alert, allowing for a more targeted response. This understanding enables
faster identification of false positives and reinforces trust in the system’s deci-
sions. Furthermore, by highlighting vulnerabilities exploited during attacks, XAI
facilitates the implementation of preventive measures, ultimately strengthening
the overall security posture of the organization.

Table 4: Case Studies on Adversarial Robustness and Explainability in NIDS
Study
Refer-
ence

Model Type Adversarial
Method

XAI Method Limitations Dataset

[68] DL FGSM, PGD,
DeepFool

SHAP Limited to three adversarial attacks; lacks
generalizability due to dataset constraints.

NSL-KDD

[69] DL GAN xAI-GAN Increased training time; scalability con-
cerns with larger models; potential vari-
ability in performance across different
datasets.

MNIST, FM
NIST

[70] DNN Adversarial ex-
amples

SHAP

f

Vulnerability to customized attacks; com-
plexity in developing a comprehensive
ramework for continuous analysis.

CIFAR-10
and MNIST

[65] ML SVM-based ad-
versarial attack
detection

LIME Reliance on a single SVM model. NSL-KDD

[71] DNN Poisoning at-
tacks

LIME, Grad-
CAM, Saliency
map

Limited by reliance on specific XAI tech-
niques; potential overfitting to training
data; insufficient evaluation against diverse
adversarial attacks.

Philips im
ages dataset

[28] DL Adversarial
Training

XAI-ART Application-specific; potential biases in
data.

Deepfake
detection
dataset

[72] DL Adversarial
training

Feature
attribution-
based

Application-specific; incapable across di-
verse behavioral biometric scenarios.

Mouse-based
user authenti
cations
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Mohamed Ayoob et al. introduced feature attribution-based XAI algorithms
for maintaining adversarial robustness in image classification models [25]. Sumaiya
Tasneem et al. introduced an adversarial training approach using data augmen-
tation techniques and explainable AI method-guided features for remote sensing
data against adversarial attacks [26]. Aditya Kuppa et al. discussed existing lit-
erature about achieving adversarial robustness by integrating XAI methods for
clear and robust model performance [32]. Antonio Galli, et al. explained the
importance of the reliability of explanations in Adversarial perturbation scenar-
ios [27]. R. Uma Maheshwari et al. proposed the ”XAI-ART” method and built
a diverse dataset of authentic and manipulated images, applied preprocessing,
strengthened the model with Adversarial Robustness Training, and used Ex-
plainable AI to improve detection accuracy and transparency [28]. Wei Huang
et al. proposed worst-case and probabilistic metrics to evaluate adversarial ro-
bustness in DL interpretations across diverse XAI methods with superior results
in robustness evaluations [29]. Ben Pinhasov et al. presented XAI maps as valu-
able tools for deepfake detectors against adversarial attacks [30]. Dong Qin et al.
introduced a feature selection-based XAI defense strategy in adversarial attack
scenarios to filter out adversarially vulnerable features, improving robustness in
behavior-based authentication against adversarial attacks [72].

Case Studies and Benchmarks Several benchmarks for adversarially robust NIDS
incorporating XAI are still evolving, with studies using datasets like NSL-KDD,
CIFAR-10, and MNIST to assess model resilience against attacks while maintain-
ing interpretability through SHAP or LIME [68], [69], [70]. Adversarial training
combined with XAI techniques has shown promise in improving attack detection
and model transparency [71], [28]. However, applying these models to large-scale,
real-world environments remains challenging due to issues like scalability, real-
time processing, and adaptation to novel attacks. The case studies highlight
progress but underscore the need for further refinement and validation in prac-
tical settings [72], [65].

Challenges of using XAI in NIDS Table 5 highlights various challenges faced
when implementing Explainable AI (XAI) in NIDS. It underscores the trade-
offs between accuracy and explainability, revealing how the pursuit of model
performance can compromise user understanding.
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Table 5: Challenges of Using XAI in NIDS in Adversarial Contexts
Challenge Description Causes Impact Area Real-Life NIDS Scenario
Complexity of Models [1,
3–6] i

t

Advanced machine learn-
ng models are intricate,
complicating interpreta-
ion.

Complexity from
multiple layers
obscures under-
standing.

i
Model Interpretabil-
ty l

A financial institution’s deep
earning NIDS fails to detect al-
tered network traffic due to com-
plex model behavior.

Sensitivity to Input Per-
turbations [28, 68, 71, 72]

Small input modifications
can drastically change
outputs.

f
Sensitivity arises
rom reliance on
specific features.

Detection Accuracy An attacker modifies packet
headers to bypass detection,
showcasing model vulnerability.

Robustness Against Ad-
versarial Attacks [20–23,
73]

r
l

XAI methods may lack
esilience against attacks,
eading to misleading ex-
planations.

Adversaries craft
examples targeting
model weaknesses.

Security

l

An insider threat exploits NIDS
vulnerabilities, misleading ana-
ysts relying on XAI.

Interpretability vs. Perfor-
mance Trade-offs [1–4]

r

Balancing interpretability
and performance affects
obustness.

Simpler models are
easier to explain but
may lack robustness.

Model Performance A cybersecurity team opts for a
simpler model, which fails to de-
tect sophisticated attacks.

Integration with Existing
Systems [29, 30, 33, 72]

I
l
l

ntegrating XAI into
egacy NIDS poses chal-
enges.

l
Older systems may
ack architecture for
modern techniques.

i
System Compatibil-
ty

A government agency’s legacy
NIDS is susceptible to evolving
attack patterns due to integra-
tion challenges.

Scalability Issues [74] Some XAI methods may
not scale effectively, im-
pacting detection.

f

Resource-intensive
techniques can slow
processing, critical
or immediate re-
sponses.

System Performance A large organization finds XAI
deployment delays traffic pro-
cessing, allowing threats to go
unnoticed.

Evolving Attack Patterns
[28, 72]

Rapid evolution of threats
challenges XAI effective-
ness.

Adversaries fre-
quently develop
new techniques ex-
ploiting established
models.

Threat Adaptability A NIDS trained on outdated pat-
terns fails to recognize novel mal-
ware exploiting specific weak-
nesses.

Regulatory and Ethical
Considerations [75] l

i
r

Ethical and legal chal-
enges arise when deploy-
ng XAI in sensitive envi-
onments. i

Compliance with
data protection reg-
ulations complicates
mplementation.

Compliance
i
A healthcare organization hes-
tates to adopt XAI-enhanced
NIDS due to privacy con-
cerns, missing opportunities to
strengthen defenses.

The need for real-time performance can sometimes hinder the quality of ex-
planations, causing skepticism among users. The quality of the training data
is crucial; while diverse datasets can improve robustness, too much noise can
undermine performance. The overemphasis on certain features might lead to
overlooking critical attack vectors. The adoption of ethical and regular consid-
erations complicates the implementation process. Trust concerns emerge when
more straightforward, comprehensible models compromise their detection abili-
ties. The balance between sensitivity and robustness is significant for maintaining
detection reliability without generating excessive false positives.

4.3 RQ3: Evaluation Metrics for evaluating Adversarial Robustness
and Explainable AI in NIDS

In the literature, more emphasis has been placed on accuracy rather than as-
sessing adversarial robustness and transparency, which prioritizes the need for
significant metrics to evaluate these methods in NIDS. Table 6 presents the met-
rics used to evaluate adversarial robustness and explainable AI used in literature.
For robustness evaluation [76–79], metrics such as Attack Success Rate (ASR)
and Accuracy under Attack measure how well the model resists adversarial in-
puts. However, these metrics frequently fail to capture detailed, context-specific
information about the attacks, indicating the need for more nuanced assessment
methods. Similarly, explainability metrics [80], including stability, diversity, spar-
sity, and fidelity, assess the quality of explanations generated by the XAI model.
After analyzing all these metrics, we have identified the need for unified metrics
that can determine both adversarial robustness and transparency together to
overcome the limitations of existing metrics.
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Table 6: Metrics, Limitations, and Improvements for Adversarial Robustness and
Explainability in NIDS.
Category Metric Description Limitations Improvements Re-

quired

Adversarial
Robustness
[76–79]

Attack Success Rate
(ASR)

Measures percentage of at-
tacks that evade detection.

Cannot capture
subtle attack varia-
tions.

Develop context-aware
metrics for complex
attacks.

Accuracy under Attack Evaluates performance after
adversarial input.

Does not reflect
attack-specific
weaknesses.

Use scenario-specific
evaluation metrics.

Robustness Score Compares performance un-
der normal and attack con-
ditions.

Computationally
intensive for large
datasets.

Optimize for faster
evaluation on large
data.

Adversarial Perturba-
tion Bound

e May overestimate
vulnerability for
complex inputs.

Use adaptive methods
to fine-tune bounds.

FPR/FNR Evaluates effect of attacks
on false positives and nega-
tives.

Affected by data
imbalance and
noise.

Use balanced metrics
like precision-recall
curves.

AUROC under Attack Measures degradation due
to adversarial input.

May miss fine-
grained prediction
changes.

Combine with granu-
lar metrics for better
analysis.

Explainability
[74, 80]

Fidelity Assesses alignment of expla-
nations with model behav-
ior.

High fidelity can
still confuse users.

Combine with com-
prehensibility evalua-
tions.

Sparsity Counts features used in ex-
planations.

Sparse results may
miss essential inter-
actions.

Include feature inter-
action metrics.

Stability Captures variation of expla-
nations with similar inputs.

Decreases with
model updates or
drift.

Use adaptive stabil-
ity metrics for evolving
models.

Comprehensibility Assesses ease of understand-
ing.

Varies with user ex-
pertise.

Incorporate user feed-
back loops.

Diversity Measures variety in counter-
factual explanations.

Too much diver-
sity reduces inter-
pretability.

Balance diversity with
relevance.

5 Conclusion

This research provides a systematic analysis of the literature to explore signif-
icant research gaps in using adversarial robustness and transparency in NIDS.
By understanding needs, threats, challenges, and opportunities to avoid adver-
sarial attacks using adversarial robustness and transparency, we can improve
the performance of NIDS. The study identifies different types of adversarial at-
tacks, vulnerabilities, challenges, and key evaluation metrics by focusing on the
relationship between explainability techniques and adversarial threats while dis-
cussing case studies to enhance security. Existing works that explore these top-
ics independently, this research combines transparency and adversarial robust-
ness to improve the performance of NIDS. This integrated approach mitigates
the risks of adversarial attacks by providing transparency in decision-making
using explainable AI. By addressing these challenges together, the study lays
the foundation for developing NIDS solutions that are robust against evolving
threats and transparent in their operations. In conclusion, this research offers a
detailed examination of adversarial robustness and explainable methods within
Network Intrusion Detection Systems (NIDS), addressing significant gaps in pre-
vious studies. into a single, unified framework.
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