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Abstract. Software-defined networking (SDN) transforms modern net-
works by enabling programmability for dynamic service provisioning.
However, SDN faces significant challenges due to the limited capacity
of flow tables in OpenFlow (OF) switches, which are typically stored in
Ternary Content Addressable Memory (TCAM). This limitation makes
SDN susceptible to attacks, particularly the Low-rate Flow Table Over-
flow (LFTO) attack. LFTO gradually fills the flow tables with malicious
flows until it slowly degrades forwarding performance and corrupts net-
work efficiency. This vulnerability is addressed by employing an attack
detection framework that uses machine learning to detect LE'TO attacks.
A Decision Tree machine learning model structurally separates data into
a tree using feature values as split criteria, each internal node repre-
senting a decision criterion, and each leaf node provides an outcome,
providing transparency and excellent classification. The framework lever-
ages the Decision Tree algorithm, which achieves a detection accuracy of
99.02%. Hence, the results from our experiments show that this approach
to detecting LFTO attacks ensures uninterrupted data forwarding and
preserves the availability of flow table resources in SDN.
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1 Introduction

Low-rate flow Table overflow attacks are a serious threat to security in Software-
Defined Networks (SDN); they can be easily executed by an adversary who con-
trols or compromises hosts within the target network[1]. SDN has transformed
the approach to network design and management. SDN splits the control and
data planes, providing flexibility, adaptability, and cost-efficiency to modern net-
work architectures, making them better suited for today’s applications[2]. SDN
finds applications across various domains, including data centers, cloud environ-
ments, IoT networks, and wide-area networking[3,4]. SDN’s centralized archi-
tecture introduces certain vulnerabilities, particularly to Distributed Denial of
Service (DDoS) attacks[5]. One specific variant, the low-rate flow table attack,
targets the flow tables within SDN switches. By flooding the network with a high
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volume of low-rate flows, attackers can exhaust the limited flow table resources,
causing legitimate traffic to be delayed or dropped[6]. Using machine learning
(ML), we can tackle the security issues within Software Defined Networking
(SDNs)[7]. So, machine learning models can be trained to detect intricate pat-
terns indicative of low-rate flow table overflow attacks, enabling real-time detec-
tion[8] and mitigation by autonomously analyzing data and uncovering hidden
patterns that traditional methods may overlook[7]. This paper is majorly fo-
cusing on detecting the low-rate flow table overflow attacks in SDN by using
Decision Tree Machine learning technique.

2 Related work

In recent years, software-defined networks have attracted significant interest from
researchers as a new type of network architecture. However, with these advance-
ments come new security challenges among these, Low-rate flow table overflow
(LFTO) attacks present a substantial challenge to cyber security, threatening
network integrity and availability.

Sahoo et al. [9] introduce an approach to identifying and preventing DDoS
attacks within the realm of Software Defined Networking (SDN). The proposed
method employs a multi-layer Support Vector Machine (SVM) as the classifier,
enhanced by Kernel Principal Component Analysis (KPCA) combined with Ge-
netic Algorithm (GA) for improved accuracy and reduced testing time. KPCA
extracts principal features from the DDoS dataset, while GA optimizes the SVM
parameters. The Normalized Radial Basis Function (N-RBF) also helps signifi-
cantly reduce the training time. Experimental results demonstrate that KPCA
outperforms traditional PCA on the DDoS dataset, achieving an impressive
accuracy of 98.907%, surpassing existing models. Integrating kernel functions
into PCA enables reducing a more significant number of principal components,
thereby enhancing overall performance.

The study referenced in paper [10] proposes a solution for efficient and re-
liable DDoS detection and mitigation in SDN environments. The application
utilizes the controller’s capabilities to continuously monitor network traffic at
a specific host interface (potential victim) to identify abnormal patterns. Upon
detection of a potential DDoS attack, mitigation is triggered by applying flow
rules to the switches, preventing malicious traffic from infiltrating the network.
The system employs the CatBoost classifier, a boosting algorithm known for its
fast prediction time, which is approximately eight times quicker than XGBoost
due to its symmetric tree structure. The suggested method was tested in SDN
environments and achieved 98% accuracy in detecting botnet-based DDoS at-
tacks while requiring substantially less training time, illustrating the efficiency
of this advanced machine learning model in quickly resolving DDoS threats.

Traditional LDoS attack detection methods are resource-intensive and strug-
gle with real-time detection due to the need for extensive feature extraction. To
address this, a time-frequency domain-based detection method (TFD) is pro-
posed [11], using only the arrival intervals and sizes of the first 16 packets as
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features. The TFD model, trained on normal traffic, reconstructs regular traffic
accurately, while attack traffic causes significant reconstruction errors, enabling
attack detection. Experimental results show the method achieves a recall rate
above 94%, can process real network traffic efficiently, and is generalizable to
other LDoS attacks targeting HTTP or HTTPS servers without the need for
manual feature design or traffic content analysis.

The paper [12] introduces a machine learning-based framework for detecting
DDoS attacks within an SDN-WISE IoT controller. The framework incorpo-
rates a detection module into the controller, which is evaluated in a testbed
environment where DDoS attack traffic is simulated. Network traffic is captured
through a logging mechanism, which generates data that is pre-processed into
a dataset for classification. The detection module employs Naive Bayes (NB),
Decision Tree (DT), and Support Vector Machine (SVM) algorithms to identify
malicious packets in SDN-IoT networks. Performance evaluation across various
simulation scenarios shows that the framework achieves highest detection ac-
curacy 98.1% for DT. The suggested solution shows promise in improving the
security of networks by identifying and addressing DDoS attacks.

3 Proposed System Architecture

The Decision Tree model was chosen for detecting low-rate flow table overflow
attacks due to its high accuracy and efficient handling of complex problems com-
monly found in SDN environments. Unlike Naive Bayes, which assumes feature
independence [13], or SVM, which can be computationally intensive and require
kernel tuning [14], Decision Trees identify patterns in attack traffic by splitting
data based on feature thresholds.

The proposed methodology follows a systematic procedure for developing
and evaluating a classification model. Initially, the SDN traffic D is loaded, and
the relevant features X and the target variable Y are extracted. Standardiza-
tion is performed on X which result in Xgcaleq. T0 reduce class imbalance, the
Synthetic Minority Oversampling Technique (SMOTE) is applied, generating a
balanced dataset (Xies, Yres)- Since an issue of overfitting was prevalent, using
techniques such as feature selection, feature scaling, and smote improved the
model’s performance by ensuring dimensionality remained intact and balancing
the class’s imbalanced features. The data is divided into sets for training and
testing purposes, with 80% allocated for training and 20% for testing, ensuring
consistent class distribution through stratified sampling. A Decision Tree clas-
sifier Mpr is initialized with 100 estimators, and the model is trained on the
balanced training set (Xirain, Ytrain). Predictions are generated for the test set,
both in terms of class probabilities Ppt and class labels Y'DT. These predic-
tions are then returned for further evaluation. The algorithm 1 for the proposed
method is provided below.
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Algorithm 1 Decision Tree-Based Classification Workflow

1. procedure CLASSIFICATION WORKFLOW
2 D <+ Load the data
3 (X,Y) < Extract features and labels from D
4, Xscaled < Standardize X using p =0 and 0 =1
5. Apply SMOTE to balance the dataset:
6 (Xre57 Yres) — SMOTE(Xscaledy Y)
7 Split data into training and testing sets:
8 (Xtraitn Xtest, Ytrainy Ytest) —
train_test_split(Xres, Yres, test_size = 0.2)
9. Initialize Decision Tree classifier:
10.  Mpr + DecisionTreeClassifier(n_estimators = 100)
11. Train the model:
12. MDT-ﬁt(Xtrain7 Ytrain)
13.  Generate predictions:
14. Ppr < Mpr.predict_proba(Xgest)[:, 1]
15. Yor Mpr.predict(Xeest )
16. Return: PDT,YDT
17. end procedure

3.1 Evaluation metrics
Evaluation metrics used are:
Accuracy: It represents the overall proportion of correct predictions. It may

be derived using below eqn(1):

TP + TN
TP + TN+ FP + FN

(1)

Accuracy =

Precision: It shows how many correct positive predictions were made com-
pared to all the predictions by the model. High precision means fewer false. It is
calculated using eqn(2):

TP
Precision = w (2)

Recall: Reflects the model’s ability to identify actual positive instances,
minimizing false negatives. It is determined using eqn(3):
TP

Recall = m (3)
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F1-Score: Precision and recall are brought together in a way that finds a
ground, between the two factors. It is useful when both false positives and false
negatives are critical. It is determined using eqn(4):

Precisi 1
F1.Score — 2 x (Precision x Recall)

(4)

Precision + Recall

4 Results and Discussions

The findings of this study showed that the decision tree model had a very high
accuracy in estimating the target variable based on all the variables. As shown
in Figure 1, the model achieved an accuracy of 0.9902, precision of 0.9889, recall
of 0.9916, and an Fl-score of 0.9902. These high values retain the fact that
the proposed model keeps on achieving the correct identification of positive and
negative classes.

Evaluation Metrics
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Fig. 1: Evaluation Metrics of proposed model

Additionally, Table 1 and Figure 2 evaluations demonstrate that, out of the
three models, the suggested Decision Tree obtains the maximum accuracy of
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99.02%, significantly outperforming Naive Bayes, which achieved 89.39%, and
Support Vector Machine, which recorded 98.73%. In terms of precision, the De-
cision Tree model also leads with 98.89%, showcasing its ability to minimize
false positives more effectively than Naive Bayes at 82.55% and Support Vector
Machine at 98.11%. Similarly, the Decision Tree demonstrates recall of 99.16%,
indicating its capability to identify true positives compared to Naive Bayes with
99.90% and Support Vector Machine with 99.37%. In addition, Decision Tree
achieves the highest F'1 score of 99%, while Naive Bayes and Support Vector Ma-
chine obtained their F1 score of 90.40% and 98.73%, respectively, which shows
well-balanced precision and recall performance.

Table 1: Comparison Between Machine learning Model.

Model Accuracy Precision Recall Fl-score
NB 0.8939 0.8255 0.9990 0.9040
SVM 0.9873 0.9811 0.9937 0.9873
Decision Tree 0.9902 0.9889 0.9916 0.9902

Comparison between Machine Learning Models
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Fig. 2: Comparison between Machine Learning model
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4.1 Confusion Matrix and ROC Curve

Figure 3a presents the confusion matrix, which demonstrates the high accuracy
of the Decision Tree model in detecting low-rate flow table attacks. The model
correctly classified 5181 instances as true negatives (TN) and 5194 instances
as true positives (TP). Conversely, the model misclassified 58 instances as false
positives (FP) and 44 instances as false negatives (FN). Figure 3b displays the
AUC (Area Under the Curve) ROC (Receiver Operating Characteristic) curve
of the Decision Tree model, with an AUC score of 0.990265. This indicates the
proposed approach has distinguished between positive and negative instances
effectively. The curve’s proximity to the top-left corner further confirms the
model’s strong performance.
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Fig. 3: Comparison of Confusion Matrix and AUC-ROC Curve for Decision Tree
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4.2 Comparison with Existing Works

Compared to existing models, as shown in Table 2, the proposed model out-
performs existing models in accuracy. The KPCA model achieved an accuracy
of 98.91%, while the CatBoost model showed a lower accuracy of 98.62%. The
TFD method performed with an accuracy of 96.65%, and the Decision Tree
model reached 98.10%. In contrast, the proposed model has achieved the high-
est accuracy of 99.02%. This performance is further depicted graphically in Fig-
ure 4, where the proposed model’s accuracy stands out compared to the others,

highlighting its superior effectiveness in attack detection.

Table 2: Comparison of DT-LRoD with other approaches

References [9] [10] [11] [12]
Model KPCA Catboost TFD Decision Proposed
Tree (DT-LRoD)
Year 2020 2021 2022 2023 2024
Accuracy 0.9891 0.9862 0.9665 0.9810 0.9902
Model Performance Comparison
0.990 4 —@— Accuracy
0.985
2 0.980
g
5
g
g
0.975 1
0.970 1
KFICA Catblcost T#D Decisitlln Tree Proposeld Model
Models

Fig. 4: Comparison of proposed model with other works
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5 Conclusion

In this paper, we proposed an attack detection approach (DT-LRoD) for iden-
tifying LETO attacks using a Decision Tree classifier. Our approach effectively
detects LFTO attacks by utilizing advanced feature selection techniques, fea-
ture scaling, and addressing data imbalance through Synthetic Minority Over-
sampling Technique (SMOTE). The proposed approach achieved an accuracy
of 99.02% that highlights the potential to be a reliable solution for combating
LFTO attacks. In the future, we will hopefully improve the accuracy of the
detection with using advanced and hybrid machine learning approaches.
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