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Abstract. This paper investigates the important need for more robust IoT security
policies. It looks at the prospect that using machine learning methods to improve
the accuracy and efficiency of IDS might help them The spread of linked devices
makes protecting IoT settings from cyberattacks a priority. Our approach is on
real-time network traffic pattern analysis to distinguish between benign and
hostile behaviour. One may achieve this by using machine learning techniques.
The approach extracts valuable knowledge from a wide spectrum of IoT data
sources by means of feature engineering. Another component of it is choosing
machine learning models deliberately for adaptive learning. Apart from
evaluating the influence of the improved intrusion detection system on network
performance, this study addresses problems like data imbalance and resource
constraints. The objective is to save time and resource use while nevertheless
attaining a great degree of precision. Investigating other processing methods and
increasing computer efficiency will help us to do this. Crucially, the results of
this research have great relevance for enhancing IoT settings' security. These
findings have led to a scalable and adaptable solution to the issue of developing
cyber threats being suggested.
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1 Introduction

When it comes to securing networked devices in IoT contexts, machine learning is
crucial for IDS. In the ever-evolving IoT ecosystems, static rule-based intrusion
detection approaches encounter new challenges. However, the MLA is very good at
adapting to such intricacy. The ability to comprehend the typical patterns of
communication and behaviour of various IoT devices is granted to machine learning
models using techniques such as behavioural analysis and anomaly detection. Due to
its adaptability and flexibility, IDS are better able to withstand emerging threats.
Pattern recognition is another area where ML has shown its worth; it can identify
complex assault patterns that rule-based systems would overlook. Machine learning
also aids in reducing false positives, which improves decision-making and reduces the
number of unnecessary alerts. It is possible to study massive datasets generated by
several connected devices since machine learning models are scalable, which is a
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huge plus for big IoT deployments. In order to make IDS tackle known threats more
effectively, it is suggested to include threat information streams. It is very important
to optimise resources for IoT devices because of their limited resources to make sure
the system works as planned. To rephrase, IDS in IoT systems may take proactive
security measures required by the constantly evolving environment of the connected
devices thanks to machine learning.

1.1  Background

IoT has allowed several industries to undergo revolutionary changes, including smart
homes, transportation, and healthcare. In spite of this, hackers have taken an interest
in the rapidly expanding IoT networks because to its inherent weaknesses, such as
inadequate resources, uneven protocols, and a lack of standardised security
mechanisms. Modern approaches to safeguarding IoT ecosystems are necessary to
address these challenges. To identify and stop malicious activity in IoT networks,
intrusion detection solutions are crucial. Traditional IDS have limitations, such as an
increased likelihood of false positives and an inability to identify novel threats. The
hybrid IDS mechanism, which combines the best features of many methods, might be
the solution to these problems. Improving IDS capability is made feasible by
automated analysis of enormous amounts made available by machine learning (ML),
which makes creating dangers conceivable. Hybrid machine learning is very
adaptable and can handle both known and unknown threats since it combines
unsupervised learning for anomaly detection with supervised learning for attack
categorisation. Because these solutions use feature selection and optimisation
approaches to decrease computational expenditures, they are especially applicable to
IoT devices with restricted resources. Recently, hybrid intrusion detection systems
have emerged as a potential way to improve efficiency, scalability, and detection
accuracy. Combining lightweight models with real-time processing, hybrid IDS
address the particular security concerns that develop in IoT networks. This makes a
dependable and scalable answer possible. They are thus very vital for safeguarding
IoT settings from an always-shifting cyber threat situation.

1.2  Intrusion detection systems

It observes behaviors that may signify malicious activity on a system or network and
keeps a record of such occurrences. It enhances the security of the data, which is a
considerable benefit. It is among the most sophisticated systems currently available,
adept at accurately recognizing all kinds of network threats. A key statistic that a
network-based system evaluates to determine the network's status is traffic volume.
Additional metrics include an Internet Protocol (IP) address, the number of service
ports, the protocol, and the associated protocols. IDS monitors network traffic to
identify any anomalous behavior that may arise.

Furthermore, it swiftly alerts clients upon detecting any potentially questionable
behavior. The term used to describe this kind of software program is one that is
capable of operating on a network. A thorough system scan is conducted to detect any
potentially harmful activity or violations of protocol. The phrase "IDS" denotes a
network of interrelated components. One element is the network of sensors that
activates security alarms. The IDS has been activated at an accelerated rate due to this
issue. IDS continuously monitors for signs of recognized assaults or anomalies
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throughout their routine operations. The protocol and application layers must examine
mistakes or outliers that are transmitted upward in the stack. IDS are pivotal in
monitoring and identifying malicious activities in IoT networks.

1.3  Machine Learning

Software systems may provide very precise output predictions due to machine
learning, commonly referred to as algorithms. ML algorithms use historical data as
input to produce predictions for current output values. Machine learning has several
potential applications, including fraud identification, waste filtering, cyber threat
detection, business process automation, and predictive maintenance, among others.
The classification of classical machine learning delineates the mechanism via which
an algorithm improves its predictive accuracy. Scientific community has undertaken
the collection of data to provide evidence-based predictions on algorithm selection. In
supervised machine learning, labeled inputs and anticipated outputs are the exclusive
methods for training an algorithm. Employing unsupervised machine learning
algorithms obviates the need for data labeling. To facilitate further analysis of the
unlabeled data, their responsibility is to identify patterns within it. Machine learning
enhances IDS by enabling automated threat detection and response. ML models can
analyze vast datasets to uncover patterns indicative of malicious activity.

1.4  Deep Learning

Investigating the enhancement of effectiveness and accuracy of IDS in the IoT via
hybrid ML methodologies is essential to address the escalating security requirements
resulting from the pervasive deployment of IoT devices. The expansion of IoT
networks renders them more susceptible to various types of cybercrime. Traditional
IDS systems sometimes struggle to adapt to evolving nature and magnitude of threats
due to their reliance on static and narrowly focused detection techniques. This study
aims to improve precision and effectiveness of IDS via the integration of hybrid ML
methodologies that combine many algorithms and methods. Hybrid models use a
combination of supervised and unsupervised learning, ensemble techniques, and DL
to effectively detect and classify anomalous or complex attack patterns. Enhancing
the accuracy and performance of IDS reduces operational interruptions and fortifies
critical IoT infrastructure, therefore facilitating identification and mitigation of
potential threats. It also aids in reducing FP and FN. Our study enhances security
posture of IoT settings, hence increasing system resilience and reliability in the face
of evolving cyber threats.
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1.5 LSTM Model

Utilizing "LSTMs," a category of RNNs, may be very advantageous in several
scenarios. These findings have emerged mostly because of recurrent neural networks.
LSTMs directly mitigate the problem of long-term reliance. Their capacity to retain
information over extended durations with little cognitive effort is something they
overlook. All recurrent neural networks have a fundamental architecture,
characterized by a succession of identical neural network modules. LSTM
architecture and its recurrent module configuration are unique. Neural networks
consist of four tiers, each interacting distinctly.

1.6  Significance of research

Investigating the enhancement of effectiveness and accuracy of Intrusion Detection
Systems in the Internet of Things via hybrid machine learning methodologies is
essential to address the escalating security requirements resulting from the pervasive
deployment of IoT devices. The expansion of IoT networks increases their
susceptibility to many types of cybercrime. Traditional IDS systems' static and
narrowly focused detection techniques might make it challenging for them to change
with the increasing complexity and range of threats. This study aims to improve the
accuracy and effectiveness of IDS by means of hybrid machine learning techniques
combining numerous algorithms and methodologies. Hybrid models use deep
learning, ensemble techniques, supervised and unsupervised learning, and other
comparable approaches to recognise and classify complex or uncommon attack
patterns. Improving the accuracy and efficacy of IDS can help one to better spot and
stop any assaults. This will boost necessary IoT infrastructure and reduce operational
disturbances. Another advantage is reduction of false positives and false negatives.
Our studies help IoT systems to increase their defences, therefore increasing their
dependability against always shifting cyber threats.

2 Literature Review

Research reviewed pertinent material including LSTM, ML, and IDS. Here is a
brief overview of the earlier research publications should you find them useful:

M. Tavallaei and associates completed their KDD CUP 99 dataset [1] analysis in
2009. 2011 saw J. Martens and 1. Sutskever [2] concentrate on learning using
recurrent neural networks. In 2012, M. Sheikhan and colleagues [3] introduced a new
method for intrusion detection. They opted for a smaller RNN specifically for this
task. Feature grouping was the basis of its approach. While looking at NSL-KDD
dataset in 2013, S. Revathiet [4] proposed a thorough study. The most up-to-date
intrusion detection systems that were still being developed in 2014 were studied by
W. Li et al. [5]. Building their system on top of KNN algorithmic methods was
important. Information extraction and Al learning algorithms were the subjects of a
2016 survey by A. L. Buczak and colleagues [6]. Discovering ways to avoid intrusion
detection altogether was their principal objective. Deep learning was mentioned by A.
Javaid and colleagues in 2016 [7]. Apart, they also focused on developing a highly
effective intrusion detection system. Bo Dong and colleagues [8] examined network
traffic classification techniques in a 2016 study. They decided to include a variety of
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methods in a free information bundle and then put those plans into action after
coming to that determination.

Furthermore, the idea of deep learning was put forth by T.A. Tang [9] and
colleagues in 2016. Each method had its own specific goal: to detect breaches in
networks. The major focus of the research was software-defined networking. In 2017,
Chuanlong Yin and colleagues [10] presented a model and methodology for
implementing a neural network-based identification system. They also checked how
well the idea worked with two- and three-tiered class structures. The 2017 study by N.
Paulauskas and colleagues [11] examined the data pre-processing. They factored in
the impact of data pre-processing on IDS methods. They used the NSL-KDD dataset
as part of their study. P. S. Bhattacharjee and colleagues [12] proposed IDS in 2017.
This was accomplished in 2017 with the help of the NSL-KDD dataset. A fuzziness-
based semi-supervised learning technique was studied by R. A. R. Ashfaq [13] in
2017. They investigated a method that prevents breaches.

Sara A. Althubiti and coworkers implemented the detection system in 2018 [14].
Its execution was their responsibility. To get the job done, their team used the Coburg
IDS data package. The LSTM and DSL methods were also employed by this
researcher. They were able to obtain a level of accuracy of about 85 microns thanks to
their study. It was decided that this level of precision was adequate. For their LSTM
outputs to meet our evaluation standards, we compared them to the most advanced
approaches. Several methods, including being genuine and flexible, were employed to
achieve this goal. Jorge Meira [15] compared the outcomes of supervised and
uncontrolled methods in 2018. Their research was a major step forward in the fight
against emerging cyber threats. CSA for Persistent Threat Control was the main focus
of Kolli [16] in 2018. A Distributed Intrusion Detection System was something they
were considering. Clotet [17] investigated intrusion detection systems that use real-
time anomaly detection in 2018. To identify cyberattacks, this approach was
considered. Their solution delivered industrial process functionality at the level of
essential infrastructures. In 2019, IDS was developed using an improved DBN and
GA, as reported by Peisong Li et al. [18]. Different network topologies that could
withstand different kinds of attacks, were developed as a consequence of iterative
procedures in DBN network development. To ensure intrusion detection, it is
necessary to design a DBN that optimizes the structure of the network. With a genetic
algorithm, you can build as many hidden layers as you like. You can have as many as
you want. Like this, neurons in the "hidden layer" also evolve. We reduced the
system's complexity to the maximum extent that was practically practicable to
accomplish the speed of detection. This approach has the potential to enhance an
IDS's performance. In 2019, Arul [19] will incorporate ANN into their IDS-based
study. In 2019, Khraisat [20] investigated intrusion detection technologies. The author
conducted an investigation on IDS-related methodologies, datasets, and challenges. In
2019, R. Vinayakumar introduced the Deep Learning Approach to Intelligent
Intrusion Detection System deployment. The alternative automatic learning
approaches employed by Qusay H. Mahmoud et al. [22] in 2020 include DT, RF, and
SVM. The latest data package, IoTID20, can be utilized to enable new intrusion
detection systems in IoT networks. They considered hessian-free optimization
throughout their inquiry. In 2020, Y. Zhou proposed [23] an effective intrusion
detection system. The system was built around a combination of feature selection and
ensemble classifier. Decision Tree was considered by Y. J. Chew [24] in 2020. The



230 T. Yadav and D. Kumar

Network-dependent IDS's Pruning vulnerability was considered. Back in 2020, Song,
Yajie, and Bu proposed the Novel Intrusion Detection Model [25]. The development
of IDS in the last several years has been much aided by the use of hybrid methods and
deep learning. These developments help IDS to negotiate the complexity of
contemporary networks. Vinayakumar et al. (2019) proposed a strong deep learning
approach [21] to design intelligent IDS capability of precisely identifying complex
intrusion patterns. Thanks to the datasets underlined by Ullah and Mahmoud (2020)
for spotting suspicious activity in IoT networks [22], improved intrusion detection in
the always expanding IoT ecosystem is within grasp. Likewise, Zhou et al. (2020)
developed efficient IDS employing ensemble classifiers and feature selection that
maximises system performance and resource use [23]. Chew et al. (2020) used
sensitive pruning to improve decision tree algorithms [24] thereby raising the
accuracy of network-based IDS.

Song et al. (2020) developed a new IDS model for several use situations to
guarantee the safety of train control systems dependent on communication [25].
Maseer et al. (2021) developed an IDS using hybrid deep learning [26] to enhance
intrusion detection in IoT networks. Furthermore shown by Rahman et al. (2021) is
how well IoT-enabled intrusion detection systems [27] benefit from feature selection
techniques integration. HIIDS were first presented by Saif et al. (2022) as a fresh
creation meant for loT-based healthcare uses [28]. Powering this system are
therapeutic algorithms and machine learning. Combining deep learning techniques
have produced even further improvements in IDS efficacy. Al Sawafi et al. (2023)
proposed a hybrid IDS based on deep learning for RPL IoT networks with an eye
towards addressing specific [oT communication protocol problems [29]. By use of
blockchain technology and machine learning, Mishra (2023) presented a hybrid IDS
protecting networks and user privacy [30]. Combining machine learning with deep
learning helped Sajid et al. (2024) [31] and Yaras and Dener (2024) [32] increase IoT
settings' IDS detection accuracy and efficiency. Gill and Dhillon (2024) also proposed
a framework for IDS in smart cities, stressing the need of this framework in
metropolitan environments where several linked systems call for robust security
measures [33]. These studies show how quickly IDS has developed and found many
applications in the defense of modern networks.

3 Problem Statement

Considering the outcomes of previous studies in IDS, it is now crystal clear that
additional efforts are needed to enhance accuracy. Proof also exists that a plethora of
additional variables impact the time needed for each procedure in the training process.
When it comes to identifying successful incursions, the answers provided by
traditional research are inadequate. Although many studies have touched on the topic
of IDS, only a few numbers have really advanced our understanding of the topic. The
machine learning model has used soft computing techniques throughout its evolution.
The goal of instruction has been the focus of a wide range of approaches in the
literature. Lack of precision is one of the biggest problems with the study.
Additionally, compared to earlier times, training a network model now requires a
significantly longer duration. Based on these results, a new model was developed that
requires significantly less time to train than its predecessors. A hidden layer machine
learning model was built as a consequence of the latest research, leading to improved
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accuracy. The creation of the model allowed us to do this. When compared to
previous studies, the proposed study is expected to produce faster data training and
more accurate predictions. Despite the abundance of literature on IDS, researchers
have shown that improving the accuracy of IDS detection remains a significant
problem. The current state of the art in IDS detection and classification is inefficient,
but deep learning can get the same or better results in less time. This technology could
be advantageous for the industry.

4 Proposed work

Comparison of current research issues with our proposed work. Subsequently, we will
establish research objectives. The paper elaborates on the LSTM process and presents
two models for the proposed implementation. This is the dataset information for
research categories and subcategories. So far, all intended initiatives have used
LSTM. Discussions have occurred on the construction of artificial recurrent neural
networks using long-term and short-term memory. Deep learning uses this technique
extensively. LSTM networks are anticipated to excel in processing and classification.
Time series data are used for forecasting. Time series may exhibit ambiguous pauses
between significant events. The control flow of LSTM is similar to that of recurrent
neural networks. A visual depicting the final distribution data transit and processing is
shown below. Cellular mechanisms enable the LSTM to retain or discard information.
The control panel will have additional knobs using LSTM rather than RNN. The
taught weights may regulate input flow and mixing. LSTM is the most manageable
and provides the optimal results. Nonetheless, it is more challenging and costlier.
LSTM is used for time series prediction. Enhance this model type to address
Sequence Prediction challenges and forecast time series.

IOTID20 Dataset

v

Data Preprocessing

v

Feature Selection

v

Data Spitting (70% Training, 30% Testing)

v v

Model 1: Single LSTM Layer Model 2: Two LSTM Layers + Dropout

y v

Classification (Softmax Layer)

v

Evaluation Metrics (Accuracy Parameters)

Fig. 2. Process flow of proposed work
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The IoTID20 dataset has three label properties and 80 network measurements,
providing comprehensive data requirements. Binaries, categories, and subcategories
prevail in the designation. Data was extracted from "A Scheme for Generating a
Dataset for Anomalous Activity Detection in IoT Networks." This Matlab script
effectively trains the network with the dataset. Only 30% of the dataset was used for
testing, whereas 70% was employed for training the model. To facilitate testing, the
technique retains the trained network as the "net". LSTM was used in two models,
resulting in two trained networks. The second model has two LSTM layers and a
dropout layer, while the first model contains just one LSTM layer. The proposed
model uses the IDS Dataset for training and eliminates features about the ship
approach. Specific qualities of universal importance are discarded. After data
filtering, feature selection is performed. The dataset is thereafter divided into 70% for
training and 30% for testing. The LSTM layer, fully connected layer, and softmax
layer are sequentially applied. Identification occurs via categorization. Following the
anticipated value, the outcomes include true positive, false positive, true negative, and
false negative. The confusion matrix is then generated using the anticipated and actual
values. To determine total accuracy, it is essential to assess accuracy, precision, recall,
and F1-score.

In the Proposed Work section, a high-level system architecture of the proposed
IDS using a hybrid machine learning mechanism in the [oT environment is essential.
Here is a brief description of the system architecture:

High-Level Architecture of the Proposed IDS

1. Data Collection Layer: For the purpose of compiling network traffic and
device activity, this layer makes use of real-time data collected from IoT
devices and gateways. Device logs, system activity, and network flows are
all examples of raw data that technologies like packet sniffers or monitoring
agents designed for IoT collect.

2. Data Preprocessing Layer: A two-layer preprocessing step is used to
standardise features, handle missing values, and remove noise from the
collected data: In this case, we use techniques such as feature scaling,
categorical data encoding, and imbalance management in datasets.

3. Feature Selection and Dimensionality Reduction Layer: The most
important attributes are selected using optimisation techniques by this layer
on top of feature selection and dimensionality reduction.

4. Hybrid Machine Learning Model: An anomaly detection subsystem of
hybrid machine learning models uses unsupervised learning approaches to
identify behaviour that deviates from the norm. The Attack Classification
Subsystem sorts the detected dangers using supervised learning methods.
These two subsystems work together to reduce false positives and increase
detection accuracy.

5. Decision and Alert Layer: An actionable warning is generated at the
decision and alert layer from the pooled outputs of the hybrid ML models.
Potentially included in alerts are recommendations for mitigating hazards or
activating automated response systems.

6. Visualization and Reporting Layer: The reporting and visualisation layer
provides a straightforward dashboard that displays the identified risks,
affected devices, and suggested mitigation strategies.
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7. Real-Time Feedback and Learning Layer: Adaptive learning is made
possible by continuously monitoring false positives and negatives, which
ultimately leads to the system's performance increasing over time.

Data Collection Layer

v

Data Preprocessing Layer

v

Feature Selection and Dimensionality Reduction Layer

v

Hybrid Machine Learning Model

v

Decision and Alert Layer

v v

Visualization and Reporting Real-Time Feedback and Learning

Fig. 3. High-Level Architecture of Proposed IDS System

5 Result and Discussion

A hybrid LSTM-based solution combines the benefits of LSTM networks with
more traditional machine learning techniques to increase the effectiveness of IDS in
IoT scenarios. LSTM networks are renowned for their ability to remember temporal
correlations, hence they shine in processing sequential data including network traffic
records. This hybrid strategy uses LSTM models to identify both usual and unusual
activities in an [oT network over time. The system preprocesses the obtained input by
encoding and normalising before the LSTM network can learn fromit.

Among the next machine learning tools used to improve the detection process after
the temporal analysis of the LSTM are decision trees, random forests, and SVM.
These methods may provide other perspectives by improving classification accuracy
and stressing other data characteristics. Including a retraining mechanism helps the
hybrid model to adjust to various types of invasions on demand, thereby preserving its
great detection accuracy over time. Using techniques like model pruning or
quantisation to maximise efficiency and reduce latency can help the IDS also be
effective on loT devices with limited resources.

Another advantage of the system is its capacity to handle imbalanced datasets, a
common issue in IDS when a lot more innocuous data than harmful data exists.
Strategies include adaptive learning or SMote might help one get above this
challenge. Combining the characteristics of LSTM's sequential learning with other
machine learning algorithms, this hybrid technique effectively and efficiently secures
IoT networks against changing cyber threats. It delivers a high detection rate while
reducing false positives.
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See how SVM, Naive Bayes, LSTM, and a hybrid LSTM model stack up against
each other in terms of accuracy in this table. Real numbers from your data or research
should replace the accuracy ratings, while they are beneficial. For the Support Vector
Machine, accuracy was 85% with a consistent recall, precision, and F1-score of 84%.
Although it performs its function well, its linear character makes it difficult to depict
complicated patterns. With an 80% accuracy, this probabilistic classifier Naive Bayes
did really well. Within the 80-81% range were recall, accuracy, and F1-score. While
assuming features are independent helps to simplify computations, the presence of
feature correlations might compromise accuracy. Particularly adapted to sequential
data, LSTM network showed a 90% gain in accuracy along with comparably
exceptional recall, precision, and F1-Score values. Here we see its capacity for
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learning dependencies throughout time. With a 93% F1-Score, 94% precision, 92%
recall, and 92% general accuracy, the Hybrid LSTM model outperformed the solo
models. Including extra algorithms makes it more versatile and strong for many kinds
of data.

Table 1. Comparison of accuracy parameters for different models

Model Description Accuracy Recall Precision F1Score
(%)
SVM Supervised learning model that finds 85 84 84 84
optimal hyperplane for classification.
Naive A probabilistic classifier based on Bayes' 80 81 80 80
Bayes theorem, assuming feature independence.
LSTM  Type of RNN capable of learning long- 90 90 90 90
term dependencies, suitable for sequential
data.
Hybrid A combination of LSTM with other 93 92 94 93

LSTM  machine learning techniques for
enhanced accuracy and robustness.

This bar graph shows how well every one of the four models performed. With a 93% accuracy
rate, Hybrid LSTM leads among these models; followed by LSTM with a 90% rate, SVM with
an 85% rating, and Naive Bayes with an 80% rate. This shows that paired with other techniques
LSTM performs better.

Accuracy (%)
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i B
70

Nalve Bayes LSTM Hybrld LSTM

Fig. 6. Comparative analysis of accuracy

The recall scores of every model are shown below. With 92% of all the models evaluated,
Hybrid LSTM outperforms LSTM, SVM, or Naive Bayes (81%), thus more precisely
identifying positive events.
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Among all the positive predictions, the accuracy ratings show the proportion of accurate
forecasts. Once again, hybrid LSTM leads with 94% showing consistency in lowering false
positives. LSTM comes in at 90%; SVM at 84%; and Naive Bayes at 80%.
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Fig. 8. Comparative analysis of Precision
Hybrid LSTM beats LSTM (90%), SVM (84%), and Naive Bayes (80%), in terms of balancing

recall and accuracy with an Fl-score of 93%. This shows that the hybrid method outperforms
the other possibilities.
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Fig. 9. Comparative analysis of F1 Score
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Collectively, the information in the table and the photos show how well the Hybrid
LSTM model finds intrusions in IoT environments. Combining LSTM's temporal
learning ability with more traditional machine learning techniques helps the hybrid
LSTM to surpass all rivals. This emphasises the requirement of hybrid methods for
managing challenging real-world IoT data.

6 Conclusion

At last, a significant advancement in cybersecurity is the inclusion of machine
learning techniques into IoT IDS to raise accuracy and performance. Conventional
rule-based methods are not fit for the IoT context as its complexity is rising. Machine
learning enhances adaptive learning, anomaly detection, and behavioural analysis
over what is feasible with conventional systems. The findings of this study suggest
that threat detection systems could adapt to satisfy the intricate needs of emerging
cyberthreats. Success in lowering false positives, optimising resources, and expanding
the system helps IoT to be more secure. Machine learning-based IDS are more suited
to identify and stop recognised as well as unexpected hazards. This study suggests a
flexible and strong security architecture in view of the increasing number of linked
devices, therefore illustrating the importance of machine learning in guaranteeing the
security of IoT.

7 Future Scope

Some data suggests that integrating hybrid machine learning techniques into IoT
might greatly raise the efficacy of IDS. As IoT networks grow and diversify, their
rising complexity and amount of produced data will create fresh intrusion detection
problems. Hybrid models combining federated learning with reinforcement learning
provide a viable path for more study because of their better capacity to adapt to
shifting threat environments. Effective management of the growing number of lIoT
devices and their interactions depends on scalability and real-time processing
capabilities of IDS being improved. Combining contextual and behavioural data
utilising hybrid models will help to increase threat detection precision. These models
include operational context and stationary data-based device behaviour patterns. Edge
computing developments might enable simpler implementation of hybrid IDS on IoT
devices, hence lowering latency and accelerating reaction times. Research on hybrid
machine learning techniques has to keep going if we are to produce IDS that can
guard the expanding IoT environment from complex security concerns. Top concerns
should be accuracy, dependability, and flexibility of systems.
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