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Abstract. Industrial companies are incorporating digital technology into 

their supply chains to enhance operational efficiency and support 

sustainable production in the current economic climate of intense 

competition and instability. This study categorizes key supply chain 

challenges in digitalization. We employ DEMATEL to identify causal 

links. The results shed light on several significant obstacles to digitization. 

Critical obstacles include insufficient digital technologies and knowledge 

for small and medium-sized enterprises (O14), lack of interest from senior 

management (O13), high initial investment expenses (O10), uncertainty 

regarding return on investment (O7), resistance to change within the 

organization (O5), and difficulties in integrating with existing legacy 

systems (O8). Organizations can improve their digital transformation and 

minimize associated challenges by strategically addressing these five core 

concerns. Supply chain managers should promote production 

sustainability, operational efficiency, and decision-making based on 

trustworthy information. They should also prioritize the acceleration of 

digitalization and use the entire plan provided in this study to overcome 

hurdles proactively. 

Keywords: Supply Chain Digitization, Sustainable Manufacturing, Barriers, 

DEMATEL. 

1 Introduction 

Ensuring failure-free digital technology in supply chains is becoming increasingly critical 

for the industrial sector [1], [2]. In today's highly competitive and unpredictable economic 

environment, industries must enhance their supply chain resilience and adaptability to 

sustain growth. This strategy shift aims for operational excellence and ecologically  
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friendly production [3]. Advanced digital technologies such as Blockchain, AI, and the 
IoT are not merely advantageous but essential for firms striving to maintain 
competitiveness in modern supply chains [4]. These technologies offer a transformative 
impact by boosting production efficiency, reducing costs, and promoting sustainability 
through optimized resource utilization and waste reduction. The industrial sector, long 
recognized for its technological advances, has historically played a crucial role in 
economic growth. However, the increasing demand for sustainability necessitates a 
paradigm shift—one where technological advancement is coupled with responsible and 
efficient resource management [5]. Digital technology's widespread use is crucial to this 
shift since it enables ecologically friendly and efficient production processes. In 
particular, digital supply chains facilitate this transformation by enhancing operational 
transparency, improving decision-making through real-time data insights, and 
minimizing environmental footprints [6]. To successfully transition to digital supply 
chains, industries must prioritize integrating several critical technologies. IoT-connected 
devices may rapidly collect and transfer data from supply chain locations. This allows 
better resource management and monitoring. AI and ML-driven data analytics further 
enhance supply chain operations by optimizing production schedules, predicting 
maintenance needs, and improving quality control [7]. Blockchain technology promotes 
ethical manufacturing and product acquisition by increasing transparency and 
traceability. Collectively, these technologies empower supply networks to remain agile 
in response to evolving market demands and regulatory changes [8], [9]. While the 
benefits of digitalization are widely acknowledged, industries continue to face significant 
barriers to its implementation [10], [11]. Despite the push for digital transformation, 
organizations struggle with financial constraints, integration complexities, and resistance 
to change. This study aims to systematically investigate the challenges hindering supply 
chain digitalization using the DEMATEL method. By ranking these hurdles, we can 
evaluate their relative importance. DEMATEL is particularly effective in mapping 
complex interdependencies among these barriers, enabling a structured understanding of 
their causal relationships [12], [13]. Ultimately, overcoming these challenges is 
imperative for industries to fully unlock the benefits of digital supply chains and ensure 
sustainable, efficient, and resilient operations. 

Barriers Identified Through Literature Review  
Table 1 below presents obstacles extracted from the literature review. 

Table 1. Barriers to Embracing Digitalization in Manufacturing Supply Chains 

Code Obstacle Description Reference 

O1 
Lack of 
interoperability 
standards 

The absence of common interoperability 
standards makes integrating diverse 
digital systems challenging. 

[14]–[17] 

O2 

The complexity 
of integrating cyber-
physical systems (CP
Ss) across platforms 

Technical challenges in ensuring 
seamless integration and interoperability 
of CPSs within the supply chain. 

[14], [16], [18], [19] 

O3 Lack of culture
supportive of ICT use 

Organizational culture that does not 
encourage or prioritize using 
information and communication 
technologies. 

[20], [21] 



Difficulties ensuring compatibility and 

Insufficient support and engagement 
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Code Obstacle Description Reference 

O4 Inadequate employee 
training and skills 

Employees lack the training and skills to 
effectively use and integrate new digital 
technologies. 

[18], [22] 

O5 
Resistance to change 
within 
the organization 

Organizational inertia and resistance 
from employees towards adopting new 
technologies and processes. 

[19], [22], [23] [24] 

O6 Large investment in di
gital infrastructure 

The considerable financial resources 
needed to build and maintain the 
necessary digital infrastructure. 

[14], [15] 

O7 
Uncertainty 
about return on 
investment (ROI) 

Ambiguity and doubts about the 
financial benefits and payback period of 
digital investments. 

[14]–[16], [25] 

O8 Integration challenges 
with legacy systems smooth operation between new digital 

technologies and legacy systems. 
[14]–[16], [26] 

O9 Regulatory and 
compliance issues 

Regulatory constraints and the need to 
comply with industry standards and 
legal requirements. 

[15], [20], [23] 

O10 High initial 
investment cost 

Significant upfront capital is required to 
acquire and implement digital 
technologies. 

[14], [15] 

O11 
Insufficient 
technological 
infrastructure 

Lack of necessary technological 
resources and infrastructure to support 
digitalization efforts. 

[18], [27], [28] 

O12 
Cybersecurity 
and data privacy 
concerns 

Risks related to data breaches, hacking, 
and protecting sensitive information in a 
digital environment. 

[15], [19], [22], 
[23], [29] 

O13 
Lack of top 
management 
commitment 

from senior leaders can hinder the 
strategic implementation of digital 
initiatives. 

[14], [20], [30], [31] 

O14 

Limited access 
to digital technology 
and expertise for 
SMEs 

Small and medium-sized enterprises 
often face barriers in accessing advanced 
digital technologies and expertise. 

[18], [32] 

2 Research Methodology 

This study employs the Decision-Making Trial and Evaluation Laboratory (DEMATEL) 
approach to systematically identify and analyze the key obstacles to digitalization in 
sustainable manufacturing. The DEMATEL method is beneficial for establishing cause-
and-effect relationships between complex factors in a structured manner. 

2.1 Expert Selection and Data Collection 

To ensure the reliability of findings, data was collected from five seasoned industry 
professionals with extensive experience in different sectors of the supply chain industry. 
The selection of five experts is justified by the Delphi method principle, which suggests 
that a small panel of carefully selected experts can provide credible insights into complex 
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decision-making problems [33][34]. The profile of the selected experts is shown in Table 
2. 

Industry Expert 
(IE) No. Designation 

Total 
experience 

in years 
Industry type 

1 
2 

Purchasing Engineer 
Supply chain analyst 

8 
6 

Automobile 
Large-scale manufacturing 

3 Sr. Project Manager 22 Steel, cladding, and framing 
industry 

4 Sr. Project Manager 18 Technical Consultancy 

5 Deputy Manager 12 Manufacturing 

The experts were surveyed using structured questionnaires, and their inputs were 
collected using a pairwise comparison scale ranging from 0 (no effect) to 3 (high effect). 
These ratings were used to construct the initial direct-relation matrix for DEMATEL 
analysis. 

2.2 DEMATEL Analysis 

Numerous recent studies on various subjects have shown the usefulness of DEMATEL 
[35] [36]. The Geneva Research Centre developed the DEMATEL method to clarify what
each part does, how many influences there are on the whole system, and how to use expert
knowledge to turn raw data into a structural model [37]. This is essential for
understanding and fixing the component-to-component cause-and-effect relationship
[38]. The authors [39] suggested the DEMATEL approach, which uses a matrix
computation to highlight the most critical factors and show how they relate. This allows
us to examine significant industrial sector variables using the DEMATEL approach. We
can determine the importance of the "four degrees" of each factor—"R," "C," "(R+C),"
and "(R-"C)" by measuring the corresponding quantities of each component using the
DEMATEL technique. As a rule, the letter "C" implies that other factors affect the
variables under consideration. In contrast, the letter "R" indicates that other variables are
exerting an impact. Examining the notation "(R-C)," which divides sources and
recipients, is one way to classify the magnitude of an effect. The notation "(R-C)" denotes
intense interaction between the two components. In contrast "(R+C)" indicates the degree
of interconnection. According to the authors [40], enterprises can determine which
elements pose the most significant impact by examining their respective values. The
DEMATEL process is shown in Figure 1 below [41].



degree to which one barrier influences another based on the expert's inputs. 
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Fig. 1. DEMATEL Method steps 

2.2.1 Aggregate expert's input and compute the average matrix (A) 

Each expert provided pairwise ratings indicating the impact of one factor on another (refer 
to Table 2). The direct effect of two factors on one another was ascertained using these 
ratings. The degree to which the expert believes the notation indicates risk factor i affects 
factor j is denoted as 𝑥!". Every diagonal element has a zero value for every i = j. The 
non-negative matrix with dimensions n x n for each expert input is stated as 𝑋# = $𝑥!#"%, 
where n is the number of risk factors considered for the study and k is the number of 
responses ranging from 1 to M. In consequence, M experts produce the matrices 
𝑋$, 𝑋%, 𝑋&… .𝑋'. One can calculate the average matrix A = [𝑎!"] to create aggregate 
input; 𝑎!" is equivalent to equation 1. 

$
'
∑#)$ 𝑥(#"'                (Equation 1) 

Matrix ‘A' presents the aggregated direct relation, representing the initial expert 
assessments of causal relationships between barriers. Each cell in the matrix shows the 

A =

⎡
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

𝑶𝒃𝒔𝒕𝒂𝒄𝒍𝒆𝒔 𝟏 𝟐 𝟑 𝟒 𝟓 𝟔 𝟕 𝟖 𝟗 𝟏𝟎 𝟏𝟏 𝟏𝟐 𝟏𝟑 𝟏𝟒
𝟏 0 2.4 1.8 1.2 1.8 2.8 2 1.2 1 1.8 2.6 1.8 1.2

2.2 0 1 2.4 1.4 2.6 2.8 1.2 1.2 1.8 2 2 1.2 2.8
1.8 1 0 2 2 2.4 2 1.2 1 2 1.4 1.6 2
1.2 2.4 1.4 0 2 2.6 2.6 1.2 1 1.8 1.4 2 1.2 2
2 3 2 2 0 2.6 2.8 1.8 1.2 1.8 2 1.8 2
2 2.6 1.2 1.2 1.2 0 2.8 1.2 2 2.6 1.4 1.2 2
2.8 2.8 2 2.8 2.8 2.6 0 1.2 2.6 2.6 2.8 2.8 2.8
2 2 1.2 1.2 1.8 2.8 2.8 0 2 2 1.4 1.2 2
1 1 1 1 1 1 1 1 0 2 1 1 1 1
3 3 2.8 2.8 2.8 3 3 2.8 2.8 0 3 3 3 3
1.4 2 2 1.4 1.4 1.4 2 1.4 1.4 1.4 0 2 1.4
1.4 1.4 1.4 2 1.4 1.4 1.4 1.4 1.4 1.4 1.4 0 1.4
3 3 2.2 2.2 2.2 3 3 2.2 2.2 2.8 3 3 0 3

𝟐
𝟑
𝟒
𝟓
𝟔
𝟕
𝟖
𝟗
𝟏𝟎
𝟏𝟏
𝟏𝟐
𝟏𝟑
𝟏𝟒 3 3 2.2 2.2 2.2 3 3 2.2 2.2 2.8 3 3 3 0 ⎦

⎥
1.4⎥
1.4⎥
⎥
⎥

1.2⎥
2.6⎥
2.8⎥
2.8⎥
⎥

1.2⎥
⎥

1.2
⎥
⎤
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Normalized initial direct relation matrix (D) computation 2.2.2 

The equation 2 
𝐷 = $

*
𝐴 (Equation 2) 

is utilized to compute the normalized initial direct-relation matrix (D). In this matrix, s 
represents the maximum value. 
𝑠 = .𝑚𝑎𝑥

$+!+,
∑")$ 𝑎!"- , 𝑚𝑎𝑥

$+"+-
-∑!)$ 𝑎!"0 𝑖, 𝑗{1,2, …𝑛}	. Each value of the (D) matrix falls from 

0 to 1. 

2.2.3 Obtaining total relation matrix (T) - 

The total relation matrix (T) was obtained using the equation: 

T = D(I-D)-1 (Equation 3) 

where I stand for the identity matrix. 
The total relation matrix (T) incorporates both barriers' direct and indirect effects. This 
matrix helps identify the most influential factors. 

T  = 

⎡
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎢
⎣

𝑶𝒃𝒔𝒕𝒂𝒄𝒍𝒆𝒔 𝟏 𝟐 𝟑 𝟒 𝟓 𝟔 𝟕 𝟖 𝟗 𝟏𝟎 𝟏𝟏 𝟏𝟐 𝟏𝟑 𝟏𝟒
𝟏 0.0989 0.1687 0.1273 0.1216 0.1333 0.1820 0.1639 0.1042 0.1076 0.1433 0.1621 0.1426 0.1204 0.1302
𝟐 0.1637 0.1207 0.1162 0.1593 0.1330 0.1888 0.1938 0.1116 0.1210 0.1535 0.1581 0.1580 0.1298 0.1775
𝟑 0.1416 0.1329 0.0803 0.1382 0.1365 0.1701 0.1608 0.1027 0.1056 0.1458 0.1308 0.1355 0.1374 0.1274
𝟒 0.1327 0.1719 0.1194 0.0937 0.1407 0.1805 0.1811 0.1062 0.1100 0.1462 0.1359 0.1503 0.1233 0.1523
𝟓 0.1733 0.2092 0.1514 0.1627 0.1096 0.2052 0.2103 0.1364 0.1321 0.1674 0.1716 0.1666 0.1613 0.1917
𝟔 0.1608 0.1853 0.1218 0.1317 0.1290 0.1255 0.1945 0.1128 0.1416 0.1736 0.1454 0.1400 0.1498 0.1786
𝟕 0.2107 0.2257 0.1682 0.1992 0.1956 0.2265 0.1629 0.1372 0.1811 0.2052 0.2097 0.2097 0.1967 0.2060
𝟖 0.1548 0.1654 0.1169 0.1260 0.1383 0.1884 0.1887 0.0775 0.1372 0.1543 0.1389 0.1332 0.1446 0.1356
𝟗 0.0893 0.0956 0.0787 0.0840 0.0827 0.0984 0.0985 0.0736 0.0529 0.1128 0.0886 0.0885 0.0835 0.0889
𝟏𝟎 0.2344 0.2506 0.2023 0.2160 0.2126 0.2578 0.2582 0.1890 0.2018 0.1602 0.2325 0.2322 0.2189 0.2332
𝟏𝟏 0.1251 0.1480 0.1243 0.1181 0.1158 0.1381 0.1525 0.1021 0.1094 0.1245 0.0883 0.1385 0.1166 0.1245
𝟏𝟐 0.1175 0.1261 0.1037 0.1253 0.1092 0.1299 0.1301 0.0969 0.1033 0.1173 0.1165 0.0811 0.1097 0.1172
𝟏𝟑 0.2231 0.2380 0.1787 0.1914 0.1880 0.2442 0.2447 0.1662 0.1783 0.2171 0.2216 0.2212 0.1352 0.2219
𝟏𝟒 0.2231 0.2380 0.1787 0.1914 0.1880 0.2442 0.2447 0.1662 0.1783 0.2171 0.2216 0.2212 0.2084 0.1487⎦

⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎥
⎤

2.2.4 Calculating the sums of columns and rows of matrix T 

In the previous step, we received the total relation matrix (T) for which the (1 x n) and (n 
x 1) vectors are defined and denoted by the symbols 'r' and 'c,' respectively, by summing 
these numbers in rows and columns. All the direct and indirect effects of factor 'i' on the 
other barriers are added together in the row total denoted by 𝑟!. The overall effect of factor 
j from another factor, whether directly or indirectly, is shown in the total column. 𝐶". The 
summing (T) function shows the factors encountered and the diffused accumulated 
effects. The expression shows this part's importance in the whole (𝑅! +	𝐶"). All the 
component's contributions to the process are summed up in the phrase (𝑅! −	𝐶"). 
Specifically, a negative value affects the whole system, whereas a positive value indicates 
that the factor is causative. Refer to Table 3 and Figure 2 below. The findings are 
compared with existing literature and validated through expert feedback sessions to 
ensure practical relevance. The sums of the rows (R) and columns (C) of the total relation 
matrix were computed to determine the influence of different factors. The row sum 𝑅! 
Represents the overall influence exerted by factors on other factors. The column sum 𝐶" 
Represents the degree to which other factors influence factors. The values (𝑅! +	𝐶") 
indicate the overall prominence of a factor in the system. The values (𝑅! −	𝐶") help 
classify factors into causes and effects. Table 3 provides the rankings of obstacles based 
on their influence in the cause-and-effect analysis. The distinction between 'cause' and 
'effect' factors helps in formulating targeted strategies. 
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Table 3. Degree of influence for risk factors 

Obstacles 𝑅! 	 𝐶" 	 𝑅! +	𝐶" 	 𝑅! −	𝐶" 	 Remarks 
O1 1.906009949 2.249072777 4.155082726 -0.343062829 EFFECT
O2 2.084746205 2.475901273 4.560647478 -0.391155067 EFFECT
O3 1.845660746 1.867982995 3.713643741 -0.022322249 EFFECT
O4 1.944161179 2.058431323 4.002592502 -0.114270143 EFFECT
O5 2.348735188 2.012229583 4.360964771 0.336505604 CAUSE 
O6 2.090423335 2.579788931 4.670212266 -0.489365596 EFFECT
O7 2.734311687 2.584714777 5.319026464 0.14959691 CAUSE 
O8 1.999913551 1.682548703 3.682462254 0.317364847 CAUSE 
O9 1.215845381 1.860049867 3.075895248 -0.644204486 EFFECT
O10 3.09961469 2.238196033 5.337810723 0.861418658 CAUSE 
O11 1.725760607 2.221428045 3.947188653 -0.495667438 EFFECT
O12 1.584065836 2.218568669 3.802634505 -0.634502832 EFFECT
O13 2.869553408 2.035642639 4.905196047 0.833910769 CAUSE 
O14 2.869553408 2.233799556 5.103352964 0.635753852 CAUSE 

The cause-effect relationship diagram visually represents the impact interactions among 
the obstacles. Positive (R-C) values indicate that the factor is a driving or causal element. 
Negative (R-C) values indicate that the factor is an outcome or dependent effect. The 
magnitude of interaction values indicates the strength of connections between factors. By 
interpreting Figure 2, organizations can identify which factors need immediate attention 
to improve digital transformation in sustainable manufacturing effectively. 

Fig. 2. Cause and effect relationship diagram 
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3 Results and Discussion 
DEMATEL analysis groups digital transformation obstacles by source and effect, making 
task prioritization easy. The findings of this study align with existing literature on digital 
transformation barriers in manufacturing. 

Similar to research by authors [42] [43], our study confirms that financial constraints 
significantly hinder digital adoption, particularly for small and medium-sized enterprises. 
However, unlike [44], which identified inadequate internet infrastructure, shortage of 
skilled talent, and technological awareness as a critical obstacle, our results highlight 
those concerns about ROI playing a more dominant role in slowing digital adoption. 
Fixing these core issues should be our top priority, as they significantly impact other 
related issues. Integrating cyber-physical systems is complex since many factors might 
affect the outcome. Current challenges include the lack of interoperability standards, 
difficulty integrating Cyber-Physical Systems (CPSs) across platforms, absence of an 
environment that encourages ICT use, lack of employee training and skill sets, and high 
digitization costs by investigating the root causes. DEMATEL's study shows that early 
intervention is essential for digital transformation success.  

Practical Implications 
This study aimed to uncover the reasons for this and stress early action. We need cultural 
reforms and strong leadership to secure senior management's support and overcome 
opposition to change. Making ROI more transparent might ease the process of raising 
financing. Well-structured and gradual solutions and additional items can improve SMEs' 
technology skills and help them deal with integration and cost issues. The techniques 
discussed are designed to foster innovation. Firms should prioritize these essential issues 
to create a more cohesive, productive, and safe digital shift. We must address insufficient 
staff training, CPS integration difficulties, and interoperability requirements. This method 
enables a more efficient and successful digital transition, improving growth and giving 
organizations an edge in today's technological market. 

4 Conclusion 
This study identified and categorized significant obstacles to digital transformation in 
manufacturing, highlighting resistance to change (O5), ROI concerns (O7), legacy system 
integration (O8), high initial costs (O10), lack of senior management support (O13), and 
limited SME access to digital technologies (O14) as the primary barriers. Companies can 
enhance their digital readiness and competitiveness by addressing these core challenges. 
Future research should explore larger datasets or conduct regional case studies to 
strengthen these findings further and validate the results across different industrial 
contexts. Developing a framework for phased digital adoption could also help 
organizations systematically tackle these challenges. These insights will be crucial in 
shaping policies that facilitate smoother digital transformation and sustainable growth in 
the industrial sector. 
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