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Abstract. Visual artists find themselves scattered as generative Al continues to
make its way into business and mundane life. Though the technology behind has
the capacity to aid artists, their current usage conflicts with artist careers. In ad-
dition, behind popular Al models used today are mountains of stolen work and
data used to train those very models. As a result, there have been recent research
efforts into designing new technologies that help artists defend their work from
being used by Al without permission. Moreover, there are multiple ongoing legal
cases where the outcome could lead to more regulation of this newfound technol-
ogy. However, in spite of these recent efforts, artists still continue to struggle
because available protection methods remain esoteric and complicated. In this
paper, multiple forms of protection for artists are discussed, listing various ad-
vantages and why they ultimately still fail. A survey was then conducted to garner
artist opinions on what is available now. Furthermore, they were asked what they
wanted to be changed in the future in order for artists and Al to co-exist without
opposing each other.
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1 Introduction

Al-generated art has swept the art world by storm after its release to the wider public.
While the novelty of this technology is exciting, eventual consequences are sure to hit
the artistic world [1]. Already, Al-generated art faces reasonable backlash from artists,
and day by day, it only grows more advanced. Some artists have improved their produc-
tivity through the aid of generative Al, as the images it creates are technically more
advanced and quickly made. Other people entirely remove human labor from the equa-
tion, relying solely on Al for the work. Because companies are focused on the output,
more and more artists are being replaced in favor of their Al counterparts [2]. Hence,
in today’s system, the existence of Al creates competition between artists, as those who
are able to output works faster are more valued while those who require more time are
shunned.

Moreover, the very creation of generative Al harms artists, in the way it gathers data.
Most, if not all, models scrape the internet for data and use artists’ works without their
permission [3][4]. This certainly raises ethical issues [5][6]. However, data scraping is
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not considered illegal, thus it is difficult to argue that this is copyright infringement.
With artists losing lawsuits, larger Al companies grow stronger and increasingly un-
touchable by individuals [7]. It is becoming clear that with the current laws in place,
while Al images are not protected by copyright, artists aren’t either.

Without copyright protection, artists must turn to community resources in order to
protect their work. Despite resources like Glaze [8] and Nightshade [9] available to the
public, these tools are not streamlined, especially for artists who likely have less expe-
rience with technology in comparison to researchers. In essence, there is a major gap
between artists’ understanding of generative Al and perceived understanding by re-
searchers. While the intentions behind anti-Al tools are to aid artists, many artists find
the process needlessly complicated and are left without simpler ways to protect.

This paper will start from related works and a brief summary of the generative Al
involved in the art world. Then a few artist protection methods will be discussed with
advantages and weaknesses. To study how artists utilize those protection methods, we
sent a survey to broad artist forums and online communities. The survey results and
conclusion will be represented towards the end of this paper.

2 Related Works

A similar concept to study the dynamic between Al and artists has been executed, no-
tably through the works “Understanding Generative Al in Art” [2] and “Foregrounding
Artist Opinions” [10]. The first paper focuses on how artists interact with generative
Al as well as their views on its usage in a professional setting. Many artists surveyed
were rather accepting of it, viewing it as a collaborator, though they brought up the
ethical error of Al replacing artists” work, as well as the regurgitation of pre-existing
content through Al. The survey also highlighted the gap in knowledge between the
creators of Al models and its users, concluding that this technology needs to consider
those unfamiliar with it.

The latter paper contains questions more focused on ownership and usage rights. The
majority of artists-- though not overwhelmingly--believed that AI would harm artists
and did not view it as a positive development. However, almost thirty percent of survey
takers were neutral on whether or not Al is a positive development. To add on, few
believed that Al work trained on a distinct recognizable style should be considered and
owned by the artist whose style it is replicating. General consensus was that artists were
concerned about who was profiting off of Al, though many were not concerned with
receiving profit themselves.

Despite the similar concept, the survey outlined in this paper is geared towards meth-
ods for artist protection, not artists’ beliefs on Al (though that is still relevant). Before
delving into the survey, this paper will also go over various methods of protection that
currently exist, along with their benefits and inconveniences for artists.



134 A. Xu
3 Generative AI and Models

When discussing Al today, most refer to generative Al, which uses models to create
outputs, whether that be text or image. Most of these Als create outputs based on text
prompts. In order to function, Al models are trained on samples consisting of massive
amounts of data. Within these models, there are many methods of development, notably
diffusion models and generative adversarial networks (GANs) [11][12].

As shown in Figure 1, diffusion models use images which have noise continuously
added to them. As noise is added, the model tracks each step until it is able to work its
way backwards and create an image similar to the original. Following this, it is able to
create images through prompting. Out of other models, it is most suited to work with
text-to-image generation. Diffusion is one of the most popular models today, as the
images it generates are clearer and have less error, though they also take longer to gen-
erate. Some well-known diffusion models include Stable Diffusion [13], Midjourney
[14], and DALL-E [15].

Data Destructing dqfca by adding noi

11

: Score function

Probability of perturbed data

Fig. 1. Diffusion Models. Source: Yang, Ling, et al. “Diffusion models: A comprehensive sur-
vey of methods and applications.” ACM Computing Surveys 56.4 (2023): 1-39.

Generative adversarial networks utilize two different neural networks: a generator
and a discriminator, shown in Figure 2. The first generates images based on a given
dataset, while the discriminator attempts to differentiate between the generated images
and real images. When the generator is able to fool the discriminator, it results in a
discriminator loss. If the discriminator is able to detect which of the images are gener-
ated, it results in a generator loss. Each loss causes the network to continue to improve
itself. Thus, the two are in a constant feedback loop, constantly improving each other,
with the end goal being a generator that can fool the discriminator and the human eye
completely. However, despite it being a relatively quick model, it is unstable and un-
common compared to its diffusion counterpart.

Despite the differences in their methodology, one major commonality is the use of
scrapers when gathering training data. Data scraping uses a program to extract infor-
mation from websites, storing it in a database. The next session will provide a few
methods intended to prevent or protect images to be scrapped by the Al models.
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Fig. 2. Generative Adversarial Network Diagram.

4 Protection Methods

4.1  Copyright

Examining Al under copyright law is currently difficult, as it is largely uncharted terri-
tory. Most notably, the question of whether or not Al is considered fair use is in play.
Within the US, the act of data mining and scraping from the internet is not considered
illegal; it is considered fair use. Moreover, each case of generative Al usage has differ-
ent circumstances and may be judged differently on being a transformative work [16].
Whether or not a work is transformative depends on a number of factors, including if it
is commercial or non-commercial. Because generative Al aims to compete with the
same market its data is from, the right to fair use is questioned [17]. Al usage must be
looked at on a case-by-case basis in order to find whether or not they are negatively
affecting the market using the artists’ own data.

In the EU, the GDPR (General Data Protection Regulation) system allows artists to
license their work and give or deny consent for its use [18]. However, the management
of such a licensing and consent system would be inefficient and impractical, to say the
very least. With the sheer scale of Al models, it is virtually impossible to contact and
manage consent from every contributor. This leaves companies without a coherent and
ethical system of obtaining all of their needed data.

Overall, many artists are morally opposed to their works being scraped by Al mod-
els. Companies are profit-focused, leading them to take offers from Al companies if the
conditions create more profit [19]. While artists and large companies are in opposition,
their motivations differ, again lending to the idea that copyright is not an efficient route
to take. Thus, in the law, different ways must be found to protect artists.

4.2  Watermarking and Metadata

There are two types of watermarking, visible and invisible watermarks. Visible water-
marking refers to a logo or image superimposed on top, while invisible watermarks are
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embedded within the host data and have no effect on the visual characteristics of the
image. There are many applications for digital watermarking, however, they can be
attacked using simple image modifications, such as rotation, cropping, and other minor
changes [20]. Therefore, digital watermarks need to be built in a way that maximizes
robustness, that is, they must be able to withstand all sorts of edits. Because of this,
watermarks, even ones within an image’s host data, are difficult to fully rely on.

In a similar vein, a string or tag in an image’s metadata could also be used to signify
whether or not the owner indicates consent for training in the future. As it is relatively
simple to modify an image’s metadata using text, this method is accessible towards
artists as well. The issue lies in the plethora of untagged images. It is highly likely that
most datasets will continue to use images that neither prohibit nor allow use in AI mod-
els, as not using them would mean a drop in model efficiency [21]. With the many
inactive artists whose images are still on the internet and used for training, it is not
certain how effective this method will be either. Though metadata tagging seems prom-
ising, lack of knowledge or exposure surrounding it may also prevent it from taking off
or becoming widely prevalent, similar to the issues with the following method.

4.3  Third-Party Protection

Through the aid of other organizations, an available option to artists is protection from
a third party. An example of this would be through the sites “ArtStation” [22] or “Cara”
[23], which are art portfolio sites. They offer a “NoAI” tag, placing a HTML tag within
the work’s metadata that prevents data scraping tools from using it [22]. On the surface,
this seemingly could prevent all unauthorized use of art in Al, but there has not been
any recorded proof of this having any effect. To add on, ArtStation still allows the dis-
tribution of Al generated images on their site, propagating the use of datasets stolen
from countless artists. Also, this “NoAI” tag feature is automatically disabled, leaving
artists to figure out its existence.

Besides the above methods, there is software made specially for the purpose of mak-
ing it impossible to train certain images and “poisoning” Al datasets. Glaze and Night-
shade by UChicago are both free-to-use resources which allow artists to protect their
works through adversarial attacks. Glaze makes the work virtually indistinguishable to
the human eye, yet is able to confuse the Al into not recognizing the subject. This is
achieved by identifying and isolating elements of a work specific to its style, then cloak-
ing it. As most text-to-image models are based around style mimicry, this prevents the
process [8]. Additionally, Nightshade is a program which uses prompt-specific poison-
ing to hinder an Al model’s ability to generate material for certain prompts [9]. Despite
this, the process is not streamlined for artists who are possibly unfamiliar with this area
of technology, making it relatively unpopular.

4.4  Withdrawal and Machine Unlearning

With certain methods, data can be removed and forgotten by a machine, called machine
unlearning. Largely, this has been theorized for the purpose of correcting models which
are biased [24] or for security. In this context, however, it can be useful for removing
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large portions of copyrighted artwork, through comparisons of Al-generated images
and copyrighted non-Al-generated art. This can be done through several methods, such
as training non-copyrighted works of a similar nature or removing the influence of cop-
yrighted works on the model [25]. Despite this, the main goal of unlearning is to retain
as much model usability as possible, which would still mimic and regurgitate artists’
styles [26]. The same issue of contacting all artists whose works are in a model’s dataset
would also be relevant here, as creative works created recently are technically protected
by copyright by default (though this is not the same as registering ownership). To con-
tinue, it has been shown that despite a concept being erased from a model, it’s still
possible to generate something directly related to that concept [27]. Machine unlearning
technology is still incredibly finicky as of now, with many people receiving mixed re-
sults.

5 Survey and Results

The survey first aims to acquire the profile of the artist, such as the medium they work
in and their online presence or lack thereof. It then asks whether or not artists use any
currently available protection on their art and why or why not. The survey was run over
the period of a month, and received 39 responses at the time of this data analysis.

Do you protect your art against Al?

Fig. 3. Percentage of Artists Using Al Protection.

Figure 3. shows the percentage of people who used available protective resources,
25.6%, compared to the percentage who did not, 69.2%. Alongside this, there were two
artists using Al already, accounting for the remaining 5.1%.

Figure 4. represents the protection methods chosen by artists who answered “Yes”
on the previous figure. Some artists used multiple methods, however there were a total
of 11 respondents. The majority of respondents used Glaze. Despite this, only 3 people
utilized Nightshade, created by the same group as Glaze. Two artists rely on Cara,
which is a portfolio sharing platform for artists that prohibits the sharing of Al-
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generated images.[16] Similar to Artstation, Cara uses the “NoAI” tag that notifies Al
scrapers to not scrape tagged images, but this system is built on the honor code, mean-
ing that Al scrapers are able to use tagged images regardless. At last, a number of artists
also chose to not upload their work, preventing any Al scrapers from reaching it in the
first place.

Glaze Nightshade Cara Not Uploading

Fig. 4. Al Protection Tool Usage.

Lack of Cost Indifferent Attempted Convenience Other
knowledge without results

Fig. 5. Reasons for Al Protection Tool Non-Usage.

Figure 5. represents the reasons listed for not using protective resources by artists
who selected “No” in Figure 1. Some artists listed multiple reasons, however there were
a total of 26 respondents. First of all, some artists do not know where to find protective
resources. Others do not have the available income to afford protection. Some stated
that they tried to use resources, but they caused technical difficulties: “I tried to use a
protecting tool twice (I don't remember the name), but it crashed my computer and the
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artworks they put as examples didn't [have] noticeable changes, so I thought it didn't
work well.” Other artists also saw a worsened image quality and differences within
artworks. Another inconvenience is that it is another process in the step, with one re-
spondent saying they would use these resources “if it was automatic on export from
[Adobe] Lightroom.”

Lastly, most answered in an indifferent fashion, whether that be apathy towards their
works being used in Al or a pessimistic outlook on trying to defend themselves from
Al, leading to non-action. Survey responses include “It is a futile effort. All information
can and is accessed by someone with [the] ability to do so,” and “...there's a plethora of
content they can scrape already, mine literally won't make a difference.” These indicate
an idea of helplessness throughout artists dealing with generative Al, that their work is
a drop in an ocean of other content. Contrasting this, another (the “other” marked in
Figure 5) says “I don't care if my art is used in training datasets.”

6 Conclusion and Future Work

Despite the plethora of available protection for artists, the propagation of generative Al
overpowers artists. Furthermore, many artists do not use these resources by choice, the
most indicated answer in the survey. Part of this is a lack of trust in these resources,
there is no evident proof either way. It is also unsurprising that many artists lack
knowledge of protective resources; in comparison to Al in advertisements and bill-
boards in daily life, protective resources are mainly spread by word of mouth. In order
to improve what is offered now, many stated features along the line of minimal steps,
available at no cost or low cost, and proved reliability. Conversely, some believed that
instead of trying to push back technologically, protection should come from the law.
As Al continues to rapidly progress, artists and researchers must also be prepared to
collaborate in kind.
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