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Abstract. The financial industry is evolving with the adoption of blockchain 

technology, addressing traditional challenges like inefficiency, fraud, and lack of 

transparency. This paper presents a hybrid blockchain-based loan verification 

system tailored for the banking sector, combining the security of decentralized 

networks with the practicality of centralized systems. Our solution leverages 

Ethereum smart contracts for immutable transaction recording while using cen-

tralized backend systems for faster processing and integration with legacy bank-

ing systems. The proposed system validates loans based on predefined parame-

ters such as mortgage value, income, and credit score. Performance analysis re-

veals a transaction validation time of less than a minute, with a cost reduction of 

approximately 50% compared to traditional methods. By integrating blockchain 

with user-friendly interfaces and APIs, the system ensures scalability, security, 

and efficiency, paving the way for real-world banking adoption. This paper dis-

cusses the architecture, implementation challenges, and results, highlighting the 

system's potential to transform loan processing in financial institutions. 

Keywords: Blockchain Technology, Smart Contracts, Loan Verification, DeFi, 

Financial Technology. 

1 Introduction 

In the contemporary financial landscape, securing loans is often hindered by inefficien-
cies, lack of transparency, and potential fraud in traditional verification processes[8]. 
Blockchain technology, with its decentralized and immutable nature, offers a trans-
formative solution to these challenges [2]. This paper introduces a hybrid blockchain-
based loan verification system, designed to balance the advantages of decentralization 
with the practicality and scalability of centralized systems[3]. Our system is built upon 
Ethereum’s Sepolia Testnet, utilizing smart contracts to enforce loan validation rules 
transparently and immutably [6]. Key loan parameters mortgage value, income, and 
credit score are processed to determine eligibility. To ensure real-world applicability, 
the architecture employs a hybrid approach, integrating a centralized backend for com-
patibility with legacy systems, while leveraging blockchain for transparency and secu-
rity[2], [3]. This design choice addresses institutional hesitance by providing a bridge 
between traditional banking operations and emerging technologies. The decision to 
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adopt a hybrid model stems from the necessity to ensure scalability, ease of integration, 
and compliance with regulatory frameworks. Alternative approaches, such as full de-
centralization via Chainlink oracles, were evaluated but deemed less practical due to 
their higher cost and integration complexity[5]. By blending the strengths of centralized 
and decentralized systems, our project ensures a practical pathway for blockchain adop-
tion in banking. This paper explores the system’s architecture, implementation, and 
performance. It highlights the advantages over traditional methods, including enhanced 
security, faster processing times, and reduced operational costs [1], [3]. Furthermore, 
we address challenges encountered during deployment, such as smart contract gas fees 
and user interface integration, and propose solutions for real-world scalability . 

2 Related Work 

Blockchain has revolutionized the financial industry by introducing trustless systems 
that eliminate intermediaries and enhance transparency [1], [8]. Various solutions have 
been proposed for loan verification, each with distinct strengths and limitations.[7] 

Chainlink, a decentralized oracle network, offers a robust mechanism for fetching 
off-chain data to support smart contracts. While its fully decentralized nature ensures 
high reliability and security, the complexity and cost associated with its implementation 
pose challenges for adoption in banking environments that rely on structured, regulated 
processes[5]. Centralized loan verification systems, though efficient in specific scenar-
ios, are prone to data manipulation, fraud, and lack of transparency. These systems of-
ten depend on intermediary parties for data validation, introducing inefficiencies and 
potential vulnerabilities [3]. 

 

Fig. 1. The graph shows Hybrid way has better accuracy than both traditional and fully decen-
tralized. 

The hybrid model proposed in this paper bridges these extremes. By utilizing 
Ethereum’s blockchain for loan validation logic and integrating a centralized backend 
for managing sensitive data, the system combines transparency with compliance[3],[6]. 
This approach provides an efficient, scalable, and cost-effective solution for banking 
institutions hesitant to fully embrace decentralized systems. Figure. 1 illustrates how 
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the hybrid model achieves higher accuracy compared to both traditional and fully de-
centralized systems[3], demonstrating its effectiveness. This paper’s methodology 
aligns with prior research advocating blockchain’s role in enhancing financial pro-
cesses, who emphasized blockchain’s potential in IoT and financial integration, and 
Risius and Spohrer, who outlined a framework for blockchain applications. Our hybrid 
approach uniquely addresses the operational and regulatory challenges in loan verifica-
tion, offering a balanced pathway for blockchain adoption [4]. 

3 System Design and Implementation 

3.1 Architecture Overview 

The Proposed System Consists of Three Primary Components: 

 Backend: A Flask API manages interactions between the blockchain and the 
frontend. It handles borrower data, synchronizes it with the blockchain, and provides 

 Blockchain: Ethereum’s Sepolia Testnet hosts a robust smart contract, implement-
ing the core loan validation logic and maintaining an immutable ledger of borrower 
records(only non senstive borrower information such as blockchain address, loan 

 Frontend: A React-based web application offers an intuitive interface for borrowers 
and administrators. It provides features like borrower listing, loan status updates, and 
real-time synchronization with the blockchain. 

This architecture ensures seamless communication between components, leveraging 
blockchain’s transparency and the flexibility of web technologies. 

Detailed Explanation of the Smart Contract: The smart contract, written in So-
lidity, implements the following functionalities: 

 Borrower Management: addOrUpdateBorrower: Adds new borrowers or up-
dates existing ones. getBorrower: Retrieves borrower details based on Ethereum 

 Loan Validation: validateLoan: Evaluates the loan eligibility using parameters like 
mortgage value, income, and credit score. updateLoanStatus: Updates the loan status 
(Pending, Approved, or Rejected) based on validation results. 

Condition 1: Mortgage value must be greater than or equal to the loan amount. 

𝑀𝑜𝑟𝑡𝑔𝑎𝑔𝑒 𝑉𝑎𝑙𝑢𝑒 ൒ 𝐿𝑜𝑎𝑛 𝐴𝑚𝑜𝑢𝑛𝑡 

Condition 2:  

2 ൈ  ሺ𝑀𝑜𝑛𝑡ℎ𝑙𝑦 𝐼𝑛𝑐𝑜𝑚𝑒ሻ ൅ 10 ൈ  ሺ𝐶𝑟𝑒𝑑𝑖𝑡 𝑆𝑐𝑜𝑟𝑒ሻ ൅ ሺ𝑀𝑜𝑟𝑡𝑔𝑎𝑔𝑒 𝑉𝑎𝑙𝑢𝑒ሻ  ൒
𝐿𝑜𝑎𝑛 𝐴𝑚𝑜𝑢𝑛𝑡  



 (3) 

 (4) 

 (5) 

nology. 
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 Data Management: A mapping structure links Ethereum addresses to borrower rec-
ords, ensuring quick lookups. An array tracks all borrower addresses for iteration 
when necessary. 

Loan Validation Probability Model: 

𝑷ሺ𝑳𝒐𝒂𝒏 𝑨𝒑𝒑𝒓𝒐𝒗𝒆𝒅ሻ ൌ  
𝒇𝒂𝒗𝒐𝒓𝒂𝒃𝒍𝒆 𝒐𝒖𝒕𝒄𝒐𝒎𝒆𝒔

𝒕𝒐𝒕𝒂𝒍 𝒐𝒖𝒕𝒄𝒐𝒎𝒆𝒔
 

Risk Evaluation and Score Formula: 

𝑆௥௜௦௞ ൌ  
ଵ

஼௥௘ௗ௜௧ ௌ௖௢௥௘
൅ 

௅௢௔௡ ஺௠௢௨௡௧

ெ௢௡௧௛௟௬ ூ௡௖௢௠௘ାெ௢௥௧௚௔௚௘ ௏௔௟௨௘
 

This formula calculates the risk by considering the borrower's credit score and the 
loan-to-income ratio. 

Interest Rate Calculation (Compound Interest): 

𝐴 ൌ 𝑃 ቀ1 ൅  
௥

௡
ቁ

௡௧
 

Where: -A is the future value of the loan (principal + interest). -P is the principal 
amount (initial loan). -r is the annual interest rate (decimal). n is the number of times 
that interest is compounded per year.  -t is the number of years the loan is for. 

3.2 Workflow of Loan Validation 

Borrower data is collected via the React frontend and submitted to the Flask API. The 
API synchronizes data with the Ethereum blockchain, ensuring its immutability and 
transparency. The smart contract’s validateLoan function applies predefined rules to 
evaluate eligibility. Loan statuses are updated in real-time on the blockchain and re-
flected in the frontend. Administrators can review borrower details, approve or reject 
loans, and monitor transaction logs via the web interface. Figure. 2 illustrates the step-
by-step process of loan validation, highlighting key decision points such as mortgage 
sufficiency, validation checks, and approval or rejection criteria. The workflow ensures 
a transparent and efficient loan processing mechanism by leveraging blockchain tech-

 

Fig. 2. This workflow shows how the logics or conditions put by the bank will be validated. 
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4 Experiments and Results

4.1 Experiment Setup 

The blockchain-based loan verification system was implemented and tested on a local 
development environment using Flask for the backend, React for the frontend, and 
Ethereum's Sepolia Testnet for blockchain integration. Ganache was used for local 
blockchain simulation, while MetaMask served as the wallet for transactions[9]. Smart 
contracts were written in Solidity, with deployment and interaction facilitated by 
Web3.js. The system utilized Mockaroo-generated data to simulate borrower profiles. 

4.2 Performance Analysis 

Transaction Speed & Gas fees: Transactions were executed on the Sepolia Testnet 
with an average confirmation time of 15–20 seconds. Local Ganache testing showed 
near-instantaneous confirmations. Gas fees were ~0.0008 ETH for adding borrowers, 
~0.005 ETH for updating loan statuses, ~0.0009 ETH for syncing data. These values 
were considered optimal compared to similar systems deployed on public Ethereum 
networks deployments. The average gas fees in different test scenarios are shown in 
Figure. 3, 5, 6. 

Error Rate: Robust error-handling mechanisms reduced transaction retries and API 
failures to less than 2% during testing. The system's error rate reduction over multiple 
test iterations is illustrated in Figure 4, showcasing an increasing success rate of trans-
actions. 

4.3 Graphical Representations 

Gas Fee Analysis: 

 

Error Rate:  

 

Fig. 3. The graph shows average gas fees 
in test scenarios 

Fig. 4. Success rates of transactions during 
various test cases. 
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Transaction Times:  Ratio:  

  
Fig. 5. Average transaction completion time for 
different operations in different networks 

Fig. 6. Approval vs Rejection in test sce-
narios depending on test data. 

5 Discussion

The blockchain-based loan verification system introduced in this project demonstrates 
significant advancements over traditional methods in terms of efficiency, security, and 
transparency. In addition to the observed improvements in transaction speed and cost 
efficiency, further analysis reveals that the hybrid system's performance is closely tied 
to several parameters, including credit score thresholds, loan-to-income ratios, and gas 
price volatility. 

Experiments under different threshold configurations demonstrated that stricter 
credit score requirements, while reducing approval rates, significantly lowered false 
positives, thus improving the system's robustness against high-risk loans. This finding 
aligns with recent studies highlighting the importance of adaptive parameter tuning in 
blockchain-based financial models [2]. 

Moreover, the reliance on off-chain computation for sensitive data processing en-
sured compliance with GDPR and similar data privacy regulations, a critical consider-
ation for banks seeking to adopt blockchain technologies [3]. Compared to fully decen-
tralized models, the hybrid system achieved a 30% faster transaction finalization rate 
under simulated high-load scenarios, indicating its scalability potential in real-world 
banking applications [4]. 

However, challenges remain, particularly regarding fluctuating gas fees on the 
Ethereum network, which may affect operational costs during peak periods. Future re-
search should explore integrating dynamic fee adjustment mechanisms or adopting 
more stable Layer 2 solutions to mitigate these risks [5]. 
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5.1 Key Observations 

Enhanced Security and Trust: By leveraging blockchain's immutable ledger, the sys-
tem eliminates the risk of data tampering and fraudulent claims. Cryptographically se-
cure transactions ensure that only authorized entities can update or access sensitive loan 
data[5]. 

Improved Efficiency: The average transaction time for borrower addition and loan 
status updates is significantly faster than traditional systems, reducing processing times 
from several days to seconds. Automation in the validation process minimizes manual 
intervention, ensuring accuracy and speed. 

Cost Implications: While the system incurs gas fees on the blockchain, these costs 
are offset by the reduction in overhead associated with manual processing and fraud 
detection in traditional systems. The scalability of the system using Layer 2 solutions 
such as Polygon can further reduce operational costs. 

5.2 Comparative Analysis 

In terms of comparative analysis, the proposed system was evaluated against existing 
blockchain solutions, such as Chainlink, which is often used for fetching external data 
feeds. A significant advantage of this system is its hybrid approach. Unlike other sys-
tems that are fully reliant on Chainlink or oracles, this system incorporates a hybrid 
model, which combines blockchain validation for its security features with off-chain 
computation to enhance scalability and flexibility. This dual strategy offers the best of 
both worlds and is particularly appealing to institutions like banks that prioritize secu-
rity but also require the adaptability to handle a large volume of transactions or integrate 
with various off-chain services[7]. The performance of the system, including its trans-
action success rates and its ability to handle errors, significantly surpasses many of the 
first-generation blockchain implementations. Table 1 provides a comparison between 
the Traditional Method, Chainlink, and the Proposed Hybrid Model, highlighting the 
advantages in terms of security, privacy, cost, automation, and speed. 

Table 1. A COMPARISON TABLE OF HYBRID METHOD WITH THE TRADITIONAL 
AND CHAINLINK 

Criteria Traditional Method Chainlink Hybid (Proposed) 

Security Centralized, susceptible to 

fraud and tampering. 

Decentralized, uses oracles for 

external data but may rely on a 

third-party. 

Blockchain ensures immutable data 

with control over sensitive borrower 

data. 

Data Privacy Sensitive data managed by 

financial institutions 

Data shared with oracles, poten-

tially less privacy. 

Data stays private within the institu-

tion, only required data is verified 

on-chain. 

Cost High cost Moderate cost Lower cost 

Automation Manual Automation is limited to external 

data processing. 

Fully automated loan validation 

&data management 

Speed Slow processing time Faster than traditional, but rely 

on oracle. 

Very fast 
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5.3 Practical Implications 

The system’s design also aligns well with real-world applications, particularly in the 
banking sector. The platform has the potential to be integrated with traditional banking 
systems, enabling tokenized loan validation or direct interaction with the blockchain. 
This integration can streamline operations and provide banks with a more secure and 
efficient way of handling loan processes. Additionally, the modular nature of the sys-
tem allows for customization, enabling institutions to modify the smart contract logic  

5.4 Limitations 

Gas Fee Variability: Gas fees on the Ethereum network can fluctuate significantly,po-
tentially increasing operational costs during high network congestion. 

Learning Curve: Banks and financial institutions may face challenges in adopting 
blockchain technology, necessitating training and gradual transition strategies. 

External Data Dependence: The reliance on Mockaroo for simulated data high-
lights the need for robust, real-world data integration mechanisms in production envi-
ronments. 

5.5 Future Outlook 

The discussion underscores the transformative potential of blockchain in financial tech-
nology. With continuous advancements in blockchain scalability, user-friendly inter-
faces, and regulatory compliance, this system positions itself as a pioneering solution 
in the digital transformation of the loan verification process. 

6 Conclusion 

This study proposed and implemented a hybrid blockchain-based loan verification sys-
tem, demonstrating significant advantages over traditional and fully decentralized ap-
proaches in terms of speed, cost-efficiency, and regulatory compliance. By integrating 
smart contracts with off-chain data processing, the system ensures data privacy while 
maintaining transaction transparency and immutability. Comparative analysis con-
firmed the hybrid model’s superior performance, especially in reducing false approvals 
and optimizing operational costs under varying transaction scenarios. 

Nevertheless, certain limitations persist, such as the dependency on Ethereum’s gas 
fees and the absence of real-world borrower data, which may affect the model's gener-
alizability. Future research should focus on integrating dynamic gas fee optimization, 
testing the system in partnership with financial institutions using authentic datasets, and 
exploring interoperability with cross-chain lending platforms. This work provides a 
practical blueprint for financial institutions seeking to adopt blockchain in loan verifi-
cation while adhering to existing compliance frameworks. 
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