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Abstract. Cryptocurrencies have been widely applied in in-dustries such as fi-
nance and physical trade, with Bitcoin and Ethereum becoming the mainstream
cryptocurrencies. However, cryptocurrency transactions face numerous security
issues, such as money laundering, Ponzi schemes, and high-investment-plan
scams. As a product of blockchain, cryptocurrency transactions possess the
characteristics of anonymity and immutability. While this anonymity protects
the privacy of the parties involved in a transaction, it significantly increases the
difficulty for security agencies and government institutions to monitor and
regulate these transactions. Although existing methods for fraud detection
achieve high accuracy, they often lack interpretability and fail to help security
teams identify the entities linked to fraudulent transactions or offer insights into
similar fraudulent patterns. To address these issues and improve the interpreta-
bility of fraud detection, we propose an innovative graph-based framework. By
gathering multi-dimensional data, we can provide a more detailed and holistic
view of each transaction record. We develop a heterogeneous graph to model
transaction entities, their related transaction records, and transaction flows. Us-
ing graph fusion and reasoning techniques, this model aids in analyzing market
and entity behaviors and supports heuristic exploration by experts. Finally, a
pre-trained Graph Neural Network (GNN) is utilized to quickly pinpoint
fraudulent entities and their associated transactions within the graph.
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1 Introduction

Since the introduction of Bitcoin in 2009 [1], digital currencies have gained signifi-
cant attention, with over 9,500 cryptocurrencies and a market capitalization exceeding
$2.33 trillion as of April 2024 [2]. Blockchain's decentralized nature, while offering
transparency and immutability, has also facilitated illegal activities such as money
laundering and fraud. For instance, Ether fraud profits surged from $17 million in
2017 to $36 million in 2018 [3], and over 1,800 Ponzi schemes were reported on
bitcointalk.org between 2011-2016 [4]. To combat this, machine learning methods
like Decision Trees, Random Forests, and deep learning techniques such as CNN and
LSTM [5]-[15] have been employed for fraud detection. However, these methods
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lack interpretability, hindering the identification of entities behind fraudulent activi-
ties. This paper proposes a novel graph-based fraud detection framework, utilizing a
heterogeneous graph to represent entities, transactions, and flows. By applying graph
fusion and reasoning, combined with a pre-trained GNN model, we aim to enhance
fraud detection interpretability and swiftly identify fraudulent entities [16]—[20].

2 Background

In this section, we first summarize recent researches on digital currency fraud detec-
tion from the past 1 to 4 years, covering detection methods based on traditional ma-
chine learning, deep learning, and graph-based representations. Following this, the
motivations and goals of the new framework are proposed, ad-dressing the limitations
of existing graph-based fraud detection methods.

2.1 Related Work

Machine Learning-Based. To address the limitations of fixed detection rules and
lack of flexibility, which are unable to cope with complex and dynamically changing
fraud patterns, NOOR et al. [5] proposed a machine learning-based approach. They
employed the ADASYN-TL data balancing technique to solve the problem of imbal-
anced positive and negative samples in the training data. Three hyperparameter opti-
mization meth-ods were then used, followed by stacking ensemble learning and
SHapley Additive exPlanation (SHAP) methods to detect and interpret Bitcoin fraud
records. Similarly, Sharma et al.[8] used three machine learning models—AdaBoost,
Random Forest (RF), and XGBoost—for real-time fraud detection. For Ethereum,
Neogi et al. [6] used Decision Trees, Random Forest, CatBoost, and XGBoost to de-
tect fraud. Rabia et al. proposed a method based on Light Gradient Boosting Ma-chine
(LGBM) for accurately detecting fraudulent activities in Ethereum smart contract
transactions. Balakrishnan et al. [9] introduced a machine learning approach based on
Isolation Forest, which is well-suited to handle class imbalance or sparse instances in
datasets, enabling high-precision fraud transaction detection.

Deep Learning-Based. Hu et al. [11] proposed a fraud detection method based on
the BERT model, which can handle highly repetitive, skewed distributions, and heter-
oge-neous Ethereum transactions. Zhao et al. [12] introduced a Long Short-Term
Memory (A-LSTM) method for detecting whether transaction records are part of
Ponzi schemes or other online scams, enabling fine-grained multi-class classification
of fraud types. Umer et al. [13] proposed an Ensemble Deep Learning-Based ap-
proach that combines CNN and LSTM for fraud detection in cryptocurrency transac-
tions. Hu et al. [14] also designed a GRU network with an attention mechanism to
detect fraudulent smart contracts. Krishnan et al. [15] employed a unique fraud detec-
tion method based on social media information, using autoencoders to learn dynamic
strate-gies related to cryptocurrency price fluctuations, allowing for simultaneous
prediction of cryptocurrency prices and potential scams.



966 R. Yang

Graph-Based. Ding et al. [16] constructed a directed multi-graph with attribution
edges to represent cryptocurrency ac-counts and related transaction information. They
designed a method combining message passing and attention mechanisms to identify
fraudulent account nodes in the graph. Milner et al. [17] designed a unique knowledge
representation approach that integrates relationships between advertisement address-
es, transactions, and smart contracts on the graph. Fraudulent smart contract transac-
tions are detected through similarity-based empirical knowledge. Kang et al. [18]
proposed a discrete prototype graph convolutional autoencoder method to detect
phishing fraud on transaction graphs, enhancing the ability to identify subtle patterns
that may be concealed through separated representation learning. Singh et al. [19]
introduced a GNN-based approach that utilizes adversarial learning to capture fraud
patterns with long-term temporal dependencies, improving the model's long-term
stability in fraud detection. Jia et al. [20] aimed to leverage the potential synergistic
effects of semantic information and similarity pat-terns in fraud detection by con-
structing a transaction attribute similarity graph and an account interaction graph.
These graphs capture transaction similarities and network structural information, re-
spectively, and fraud detection on Ethereum is performed using a joint language mod-
el.

2.2 Motivations and Goals

Motivations. Traditional machine learning methods suffer from several drawbacks:
(1) low accuracy. (2) the methods are not general and the domain is too restrictive:
only some known fraudulent activities can be detected. (3) poor interpretability.(4) the
algorithms rely on centralized datasets to train the models, and the native machine
needs to collect and store all the data. This increases the computational load while
greatly increasing the risk of privacy leakage of transaction charac-terization data
[21]. Unruly elements may utilize traceability techniques to obtain the real identity of
the user through the stolen data [22]-[25]. (5) Cannot better mine anomalies based on
local features, global features and attribute features of the network structure. (6) To
construct the whole transaction network, a large amount of external network infor-
mation needs to be used and the model is complex. All of these place extremely high
demands on computer hardware, computing power and human resources. In addition,
the accuracy is unsatisfactory and the model scalability is low. For existing unsuper-
vised learning methods, they generally use clustering methods K-means clustering has
the ability to group instances together, but lacks the prowess of detecting outliers.
While LOF is popular for outlier detection, it does not scale well in large datasets
with computational time.

However, most of the existing graph-based fraud detection methods are aimed at
detecting the transaction records of digital currencies, and few studies have been con-
ducted to construct user address profiles based on transaction addresses, or analyze
the pattern similarity of different transaction records to infer the correlation between
different address identities. This is due to the anonymity of digital currencies, with
many addresses themselves often not directly linked to real identity information, mak-
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ing it difficult to determine who a particular user is. In addition, address reuse and
sharing and obfuscation techniques increase the difficulty of identity inference.

Goals. Based on the motivations mentioned above, we propose the following three
goals.

e More clearly reflect the transaction behavior presented by different addresses and
the transaction flow between different addresses.

Proposed Method: Construct a address-centralized knowl-edge graph of digital cur-
rency transaction record to portray the trading behavior of different user entities.

e Determine whether different transaction addresses are owned by the same entity
user and whether different fraudulent transaction records point to the same entity
user.

Proposed Method: Analyze the correlation between address and transaction rec-
ords, and extract the transaction patterns of different addresses.

e High precision, good interpretability fraud detection method.

Proposed Method: Design a graph embedding technique, which can extract the lo-
cal and global features of the graph structure, and try various graph models to accu-
rately detect digital currency fraud records.

3 Framework Details
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Fig. 1. The graph-based framework for cryptocurrency transaction analysis and fraud detection.

As shown in Figure 1, the methodology framework consists of three modules. In the
first module, diverse transaction data, address labels, and key issues are collected
from various sources. The second module constructs a user-centralized graph model
to represent transaction behaviors. Based on this model, typical characteristics of user
transactions and overall features of the digital currency market are analyzed. Finally,
in the third module, deep learning models are applied to the constructed knowledge
graph to detect fraudulent transactions.
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3.1 Data Collection

Compared with previous research, user-centered model building requires richer in-
formation about entities. However, the anonymization of user information by digital
currencies greatly increases the difficulty of building user profiles. In or-der to solve
this problem, we plan to collect multi-dimensional information of bitcoin and Ethere-
um from the Internet, in-cluding the transaction records of these digital currencies and
the address labels, address IDs or address tokens of the user entities, which include
the time of the transaction, the entity associated with the transaction, the amount of
the transaction, the transaction contract, and other important information. Specifically,
we will take different means to collect receipts for each of the two digital currencies,
Bitcoin and Ethercoin.

Bitcoin: Bitcoin's transaction data is collected from multi-ple channels: Bitcoin
clients and browsers. The Bitcoin client connects directly to the network, storing the
full Bitcoin blockchain. We plan to obtain transaction data from Bitcoin Core, which
maintains the entire transaction history. Addi-tionally, the Bitcoin Browser (Block-
chain.com, Blockstream Explorer) allows querying transaction data, addresses, and
labels.

Ethereum: Ethereum's blockchain offers extensive data, accessed through the Go
Ethereum client and various browsers like Etherscan and Ethplorer. These tools pro-
vide transaction records and address mappings. We also plan to leverage datasets like
EtherScamDB and Kaggle's top open-source datasets to enrich the data.

Data Cleaning and Organization: After gathering the data, we will take the fol-
lowing three steps to filter and process each record: (1) Merge data from different
sources, expanding feature dimensions. (2) Clean data through cross-validation and
prioritization of authoritative sources. (3) Organize data by timestamps and aggregate
it by time blocks (e.g., hourly, daily).

Real-time news and trending topics in the cryptocurrency space will help analyze
market trends. User identities can be difficult to infer due to the anonymity of digital
currencies, so we plan to collect public records from social media or compliance pro-
grams (e.g., Bitcoin addresses disclosed on forums). We will gather news from top
Bitcoin and Ethereum communities (r/Bitcoin, r/Ethereum, r/ethfinance) and extract
key topics and data metrics.

3.2 Graph Construction

Unlike previous studies, which mainly focus on detecting fraud or money laundering,
our goal is to construct a user-centric model that infers correlations between different
trans-actions, identifying similar behavioral patterns that suggest the same user. Pre-
vious graph-based studies focused on fraud de-tection but did not effectively capture
the relationships between transactions made by the same user. We aim to enhance
these models by adding inference and analysis operations for more valuable insights.
Our graph construction involves three steps: knowledge representation, knowledge
fusion, and knowledge inference and analysis.
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Knowledge Representation: We represent transaction records and address labels
in a heterogeneous graph. User identities are nodes labeled “User” and transactions
are repre-sented as nodes labeled “Transaction”. Each transaction con-tains attributes
such as the transaction address, amount, cur-rency type (BTC/ETH), and time. Rela-
tional edges (“Flow”) connect transactions based on transaction flows.

Knowledge Fusion: This step merges transactions with high similarities into a
single user node. We aim to merge transactions based on address correlation, transac-
tion patterns, and embedding vector similarity: (1) Address Correlation: We analyze
the co-occurrence of addresses in transactions. If two transactions involve similar
addresses, they are considered similar. This is measured using a common neighbor
algorithm within a neighborhood of 10 or fewer transaction nodes. (2) Transaction
Pattern Analysis: We examine the input/output patterns (e.g., number of addresses,
transaction amounts) and the transaction frequency/timestamp patterns to identify
similar transactions. (3) Embedding Vector Similarity: We apply Graph Convolution-
al Networks (GCN) or Graph Neural Networks (GNN) to compute node embeddings
and measure similarity between transactions based on graph representation learning.
Two similarity thresholds are used: one for merging subgraphs and another for deter-
mining the similarity between transaction flows.

Knowledge Inference and Analysis: After constructing the graph, we add tem-
poral features to capture trends. We use Long Short-Term Memory (LSTM) networks
to predict future market trends based on the temporal characteristics of transaction
data. Additionally, knowledge analysis identifies subtle similarities between transac-
tions not merged by the second threshold, indicating potential links between entities
(e.g., belonging to the same institution or sharing social attributes).

33 Fraud Detection

Fraudulent transactions are a significant issue in digital currencies. By constructing
transaction graphs and applying deep learning models, we can detect hidden patterns
and anomalous behaviors. Specifically, we design the following three steps for detect-
ing fraud transaction.

Graph Conversion to Trainable Representation: (1) Node and Edge Encoding: En-
code nodes (e.g., addresses, transac-tions) and edges (e.g., transaction relationships)
into vector forms using embedding techniques. (2) Adjacency Matrix Construction:
Build an adjacency matrix to represent node connectivity and graph structure. (3)
Feature Engineering: Add extra features like node degree and transaction statistics to
help the model better understand the graph's content.

Graph Model Application: (1) Graph Model Structure: Select an appropriate deep
learning model (e.g., GCN, Graph-Sage, GAT) to process the transaction graph and
learn em-beddings. (2) Learning Embeddings: Feed the graph data into the model to
learn node and edge embeddings that reflect the relationships between transaction.

Model Fine-Tuning: (1) Data Augmentation: Generate more fraudulent transac-
tion samples to improve the model's ability to detect fraud patterns. (2) Anomaly De-
tection Ob-jective: Train the model using labeled fraudulent and normal transactions
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to fine-tune it for fraud detection. (3) Parameter Tuning: Optimize model hyperpa-
rameters (e.g., learning rate, regularization) to improve performance.

Fraud Detection: (1) Threshold Setting: After training, set a threshold to classify
transaction records as normal or fraudulent based on their embeddings. (2) Post-
Processing: Use techniques like clustering and time series analysis to further refine
fraud detection accuracy.

4 Conclusion

Due to the anonymity of cryptocurrency transactions, it has become much more diffi-
cult for regulatory agencies to track fraudulent activities. To assist security personnel
in analyzing the identities of entities involved in anonymous transactions, detecting
transaction behaviors and patterns as-sociated with these entities, and identifying
fraudulent trans-actions, this paper proposes a novel graph-based framework for cryp-
tocurrency transaction analysis and fraud detection. Multi-dimensional information
collection can provide a more comprehensive view of entity profiling and the motiva-
tions behind transaction behaviors. By representing this information as a knowledge
graph, graph fusion and graph reasoning techniques can be applied to analyze transac-
tion patterns and market trends. Finally, the pre-trained Graph Neural Network
(GNN) is fine-tuned to better adapt to the fraud detection task in cryptocurrency
transactions.
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