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Abstract. The e-commerce-based digital business phenomenon that contributes 

to the growth of the digital economy has significant and positive effects on Indo-

nesia's economic development. This study aims to analyze the adoption of e-com-

merce in Indonesia from the perspectives of performance expectations and be-

havior using the concepts of privacy, risk, and financial resiliency. The study sent 

120 online questionnaires to students enrolled in the Digital Entrepreneurship 

Academy and Thematic Academy in the Human Resources Development Pro-

grams of the Ministry of Communication and Information Technology of The 

Republic of Indonesia. Data analysis uses the SPSS 24 program, the multiple 

regression method, and hypothesis testing. The study's findings indicate a strong 

relationship between perceptions of privacy security risk and financial risk con-

cerning performance expectations and use behavior. The study highlights the im-

portance of addressing these factors to enhance digital business adoption and sup-

port Indonesia’s digital economic transformation. 

Keywords: E-Commerce, Risk Perception, Performance Expectancy, Use Be-

havior  

1 Introduction 

The e-commerce-based digital business phenomenon that contributes to Indonesia's 

digital economy's growth has experienced a significant increase in the last few decades 

due to the advancement of information and communication technology, which posi-

tively impacts the country's economic growth [1]. According to a McKinsey report on 

e-commerce in Indonesia, by 2021, the country's e-commerce industry will be the larg-

est in the world, valued at 43 million dollars, or roughly eight million dollars in 2018, 

which is very detrimental to the country's economy [2]. E-commerce adoption and suc-

cess in providing new opportunities for Micro, Small and Medium Entrerprises 

(MSMEs) to boost sales, increase sales day, and improve business processes and per-

formance would differ from each country [3]. Factors such as digital literacy, market 

orientation, and online-to-offline (O2O) business adoption are crucial in assessing the 

impact of e-commerce adoption on the work habits of micro, small, and medium en-

trerprises. [4]. Also, MSMEs cannot be adequately described regarding e-commerce's 

massive growth. By 2023, Indonesia will have about 66 million MSMEs, accounting 
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for 99% of all business activity there. Contributions from MSMEs total 61% of Indo-

nesia's Gross Domestic Product (GDP), or Rp 9.580 trillion [5]. According to the most 

recent statistics from The Ministry of Cooperation and Small Medium Enterprises, 

MSMEs provide 70% of the total work hours. The business MSMEs are key to eco-

nomic growth and development and significantly impact a country's social and eco-

nomic mobility [6]. Adopting e-commerce by Small and Medium Enterprises (SMEs) 

is crucial in enhancing digital inclusion in Indonesia [7]. Previous studies revealed that 

the rapid growth of technology and internet-supporting platforms has created numerous 

opportunities for companies to offer products and services in developed and emerging 

markets [8]. Infrastructure, digital management, governance, technological innovation, 

and talent development are key factors influencing rural e-commerce growth [9]. Apart 

from environmental factors, the logistics system, e-commerce service system, and the 

products offered [10] also affect the productivity of land and labor in China's agricul-

tural sector [11]. Another study revealed that organizational culture positively corre-

lates with e-commerce adoption, indicating that a company's internal environment 

shapes its readiness to implement e-commerce practices [12]. The adoption of e-com-

merce in Indonesia is influenced by various factors, including the impact of the 

COVID-19 pandemic [13]. Other factors, such as socio-cultural aspects, organizational 

factors, and the use of digital technology, play a significant role in influencing e-com-

merce adoption among SMEs [14]. Implementing e-commerce systems has benefited 

SMEs by streamlining production processes, expanding market reach, and enabling 

real-time order management [15].  From the perspective of e-commerce transaction se-

curity, factors such as data protection, privacy, and customer service are essential for 

building trust with consumers [16]. Supporting security factors include the website's 

user interface quality, information accuracy, awareness of e-commerce, and privacy 

protection [17], which significantly impacts customer trust and loyalty in e-commerce 

transactions [18]. Several security factors play a crucial role in the success of users' 

adoption of e-commerce. Assessing the extent of the perceived risks associated with 

technology use, considering aspects of security, privacy, and financial risks, will help 

measure the level of e-commerce adoption in terms of user behavior and the expected 

performance from using e-commerce.  A deeper understanding of how consumers eval-

uate risks when shopping online and the factors determining these decisions presents 

an interesting study area. Although many studies have addressed this topic, research on 

individual risk perceptions using e-commerce platforms, conducted measurably, can 

provide valuable insights to e-commerce practitioners. It can assist platform developers 

and sellers in reducing obstacles perceived by customers and help increase consumer 

trust in online transactions.  

2 Methods 

The study was conducted on participants of the Digital Entrepreneurship Academy and 

Thematic Academy of the Ministry of Communication and Information Technology of 

the Republic of Indonesia in the West Sumatra region, using an online questionnaire 

distributed from May 21 to May 25, 2024, with 120 questionnaires returned. This 
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research is descriptive quantitative with hypothesis testing to determine the impact of 

the independent variables of Security and Privacy Risk Perception and Financial Risk 

Perception on the dependent variable of User Behavior, mediated by the variable of 

Performance Expectancy. Data analysis was performed using SPSS version 24 with 

multiple linear regression to test the influence of the independent variables on the de-

pendent variable [19]. Multiple linear regression analysis was conducted after classical 

assumption testing to ensure that the model used does not have normality, multicollin-

earity, and heteroscedasticity issues. 

2.1 Model Theory & Hypothesis 

The model in this study uses two independent variables, namely Perceived Security 

and Privacy Risks and Perceived Financial Risks. These two variables affect User Be-

havior as an independent variable which is influenced by Performance Expectations as 

a mediating variable. Security and Privacy Risk is an operational variable from the 

Technology Risk Perception Theory which states that security and privacy risks affect 

individual behavior in using technology. Performance Expectations is a variable used 

to measure the extent to which an individual believes that using a system will help 

improve performance [20]. Usage behavior is a variable used to observe patterns of 

technology use by individuals or groups. 

Description :

- RKP : Security & Privacy Risk

- RF : Finacial Risk

- PE : Performance Expectancy

- UB : Use Behavior

RKP

PE UB

RF

H1

H2

H3

H4

H5

H6

H7

Fig. 1. The Proposed Theory Model 

From the proposed theory model, the hypotheses that can be formulated are: 

H1:  Security and Privacy Risks (RKP) have a direct influence on Performance Ex-

H2:  Financial Risk (RF) has a direct influence on Performance Expectancy (PE) 

H4:  Security and Privacy Risks (RKP) have a direct influence on User Behavior 

(UB) 

(UB) through Performance Expectancy (PE) 



The Influence of Risk Perception and Performance Expectancy on …             695

H7:  Financial Risk (RF) has an indirect influence on User Behavior (UB) through 

Performance Expectancy (PE) 

3  Results and Discussion 

The validity test assesses the accuracy or suitability of the questionnaire the researcher 

employs to measure and collect research data from the respondents.    

Table 1. Validity Test  

r-

Tabel 

(0,05) 

RKP 

Pear

son 

Corre-

lation 

RF 

Pear

son 

Corre-

lation 

PE 

Pear

son 

Corre-

lation 

UB 

Pear

son 

Corre-

lation 

0,17 RKP .569 RF .672 PE .856 UB .690

8 1 ** 1 ** 1 ** 1 ** 

0,17 RKP .702 RF .763 PE .900 UB .799

8 2 ** 2 ** 2 ** 2 ** 

0,17 RKP .715 RF .776 PE .939 UB .710

8 3 ** 3 ** 3 ** 3 ** 

0,17 RKP .630 RF .764 PE .840 UB .767

8 4 ** 4 ** 4 ** 4 ** 

0,17 RKP .726         UB .660

8 5 ** 5 ** 

*. Correlation is significant at the 0.05 level (2-tailed). 

Source: Authors’ work  
The validity test in this study was conducted using Pearson correlation with a signif-

icance value of <0.05 and the r-table. All variable instruments were declared valid for 

the validity test involving 120 respondents as the overall significance values were be-

low 0.05, and the Pearson correlation values were greater than the r-table value. 

Table 2. Reliability Test 

Item-Total Statistics 

 Scale Mean if 

Item Deleted 

Scale 

Variance if 

Item De-

leted 

Cor-

rected 

Item-Total 

Correla-

tion 

Cronbach's 

Alpha if Item 

Deleted 

Ket. 

RKP1 60,38 151,818 0,387 0,907 Reliable 

RKP2 58,99 151,370 0,484 0,902 Reliable 

RKP3 59,43 151,945 0,582 0,900 Reliable 

RKP4 59,15 152,078 0,501 0,902 Reliable 

RKP5 59,38 150,591 0,599 0,899 Reliable 

RF1 59,06 155,702 0,393 0,905 Reliable 

RF2 59,58 148,985 0,662 0,897 Reliable 

RF3 59,18 149,070 0,692 0,897 Reliable 

RF4 59,44 151,207 0,592 0,899 Reliable 

PE1 59,15 150,364 0,600 0,899 Reliable 

PE2 59,00 150,185 0,669 0,897 Reliable 

PE3 58,94 148,879 0,763 0,895 Reliable 

PE4 58,94 150,593 0,642 0,898 Reliable 



Unstandardized Re-

sidual 

 

 

 

 

 

 

 

 

Table 4. Standard Deviation 
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UB1 58,80 148,531 0,570 0,900 Reliable 

UB2 59,61 148,929 0,547 0,900 Reliable 

UB3 59,08 152,111 0,459 0,903 Reliable 

UB4 59,98 148,470 0,561 0,900 Reliable 

UB5 59,78 148,310 0,553 0,900 Reliable 

Source: Authors’ Work 

The Cronbach Alpha reliability test assesses whether the questionnaire maintains 

consistency when measurements are repeated using the same questionnaire. According 

to [21], a questionnaire is considered reliable if the Cronbach Alpha value exceeds 0.6. 

In the context of the instrument used, all variables in the instrument have Cronbach 

Alpha values greater than 0.6 and are considered reliable. 

Table 3. Data Normality Test 

One-Sample Kolmogorov-Smirnov Test 

N 120

Mean 0,0000000Normal Parametersa,b 

Std. Deviation 3,46514866

Most Extreme Differ- Absolute 0,079

ences 
Positive 0,058

Negative -0,079

Test Statistic 0,079

Asymp. Sig. (2-tailed) .064c

Source: Authors’ Work 

The normality test of the data using the Kolmogorov Smirnov Test in the SPSS ap-

plication is a step in the classical assumption test conducted before statistical analysis 

to assess the normality of the data used. The decision rule for normality testing is that 

if the significance value (Sig.) is greater than 0.05, the research data is normally dis-

tributed. In the context of this study, the Asymp. Sig. (2-tailed) value for 120 respond-

ents indicates that the data is normally distributed with a value of 0.064 

3.1 Structural Model 

The influence of Security and Privacy Risk (RKP), Financial Risk (RF), and Perfor-

mance Expectancy (PE) variables on the User Behavior (UB) variable. 

  Mean 
Std. Devia-

tion 
N 

PE 15.23 3.625 120 

RKP 16.74 3.965 120 

RF 14.01 3.198 120 

UB 16.83 4.653 120 



 

 

Change Change 
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Source: Authors’ Work 

The standard deviation values of the four variables in structural model 2 are all 

greater than the mean value, which concludes that the data does not have outliers. 

Table 5. Relationship Between Variables 

Correlation 

  UB RKP RF PE 

UB 1.000 .604 .548 .563 

RKP .604 1.000 .763 .535 
Pearson Correlation 

RF .548 .763 1.000 .636 

PE .563 .535 .636 1.000 

UB . .000 .000 .000 

RKP .000 . .000 .000 
Sig. (1-tailed) 

RF .000 .000 . .000 

PE .000 .000 .000 . 

UB 120 120 120 120 

RKP 120 120 120 120 
N 

RF 120 120 120 120 

PE 120 120 120 120 

Source: Authors’s Work 

Both independent variables (Security and Privacy Risk and Financial Risk) have a 

significant relationship with the dependent variable, User Behavior, with a significance 

value of 0.000 < 0.05. Similarly, the mediating variable Performance Expectancy (PE) 

also has a significant relationship with a value of 0.000 < 0.05. 

Table 6. Degree of Relationship Between Variables 

   Model Summary 

Model R 
R 

Square 

Ad-

justed 

R 

Square 

Std. 

Error of 

the Esti-

mate 

R 

Square 

Chan

F 

Change 

ge Statistic

df1 

s 

df2 

Sig. 

F 

1 .667a .445 .431 3.510 .445 31.061 3 116 .000 

a. Predictors: (Constant), PE, RKP, RF 

Source: Authors’s Work 

The R-squared value is the coefficient of determination, which is the square of the 

R-value, also known as the correlation coefficient. Therefore, when calculated, 0.667 x 

0.667 = 0.445. The combined influence of the Security and Privacy Risk (RKP), Finan-

cial Risk (RF), and Performance Expectancy (PE) variables on User Behavior (UB) is 

0.445 or 44.5%. The remaining influence can be calculated by subtracting the R Square 

value from 1, so 1-0.445 = 0.555 or 55.5%. The error value (e1) can be found using the 

formula: e2=√1-R Square, e2=√((1)-0.445)=0.745. Therefore, the variance of User Be-

havior (UB) not influenced by the RKP, RF, and PE variables is 0.745. The F Change 

significance value provides information about the results of the simultaneous correla-

tion test, indicating the existence of a correlation between the independent variables 

(RKP, RF, and PE) and the dependent variable (UB), with a significance value of 0.000, 
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which is smaller than 0.05. The strength of the relationship between these variables can 

be seen in the correlation coefficient (R) value of 0.667, which indicates a strong cor-

relation, according to Wiratna Sujarweni (2014). 

Table 7. Direct Effect Hypothesis 

Coefficientsa 

Unstandar

ficie

dized Coef-

nts 

Standardized 

Coefficients 
Model 

B 
Std. Er-

ror 
Beta 

t Sig. 

1 (Con-

stant) 
4.751 1.207  3.935 .000

RKP .109 .100 .119 1.082 .282

RF .619 .124 .546 4.972 .000

a. Dependent Variable: PE 

Source: Authors’s Work 

• The significance value for the Security and Privacy Risk (RKP) variable is 0.282, greater 

than 0.05. Therefore, it can be concluded that the Security and Privacy Risk (RKP) var-

iable does not directly and significantly affect the Performance Expectancy (PE) varia-

ble. Hence, Hypothesis 1 is rejected; 

• The significance value for the Financial Risk (RF) variable is 0.000, less than 0.05. 

Therefore, it can be concluded that the Financial Risk (FR) variable directly and signif-

icantly affects the Performance Expectancy (PE) variable. Hence, Hypothesis 2 is ac-

cepted; 

• The path coefficient value in the structural model can be seen from the standardized Beta 

coefficient. This value indicates that the influence of the RKP variable on PE is 0.119, 

while the impact of the FR variable on PE is 0.545;  

Table 8. Indirect Effect Hypothesis 

  Coefficientsa 

Unstandardized Co-

efficients 
Model 

Stand-

ardized Co-

efficients t Sig. 

B 
Std. 

Error 
Beta 

(Con-

stant) 
1.856 1.607   1.155 .251 

1 RKP .476 .126 .406 3.777 .000 

RF .045 .171 .031 .260 .795 

PE .419 .116 .326 3.620 .000 

    Source: Authors’s Work 

a. Dependent Variable: UB 



Behavior (UB) variable → Hypothesis 3 is accepted. 
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• The significance value for the Performance Expectancy (PE) variable is 0.000, which 

is less than 0.05. Therefore, it can be concluded that the Performance Expectancy 

(PE) variable significantly affects the User Behavior (UB) variable. Hence, Hypoth-

esis 3 is accepted; 

• The significance value for the Security and Privacy Risk (RKP) variable is 0.000, 

which is less than 0.05. Therefore, it can be concluded that the Security and Privacy 

Risk (RKP) variable significantly affects the User Behavior (UB) variable. Hence, 

Hypothesis 4 is accepted; 

• The significance value for the Financial Risk (RF) variable is 0.795, greater than 

0.05. Therefore, it can be concluded that the Financial Risk (RF) variable does not 

significantly affect the User Behavior (UB) variable. Hence, Hypothesis 5 is re-

jected; 

• The direct effect of the Security and Privacy Risk (RKP) variable on User Behavior 

(UB) is 0.406, while the indirect effect mediated by the Performance Expectancy 

(PE) variable is calculated by multiplying the standardized coefficient beta (RKP → 

PE) and (PE → UB), which is 0.119 x 0.326 = 0.039. Since the indirect effect is 

smaller than the direct effect, the result concludes that the RKP variable does not 

have a significant indirect effect on the UB variable. Therefore, Hypothesis 6 is re-

jected; 

• The direct effect of the Financial Risk (RF) variable on User Behavior (UB) is 0.031, 

while the indirect effect mediated by the Performance Expectancy (PE) variable is 

calculated by multiplying the standardized coefficient beta (RF → PE) and (PE → 

UB), which is 0.546 x 0.326 = 0.178. Since the indirect effect is larger than the direct 

effect, it can be concluded that the RF variable, through the PE variable, has a sig-

nificant indirect effect on the UB variable. Therefore, Hypothesis 7 is accepted; 

• The path coefficient value in the structural model can be observed from the stand-

ardized coefficient Beta. This value indicates that the influence of the SPR variable 

on UB is 0.406, the impact of the FR variable on UB is 0.031, and the effect of the 

PE variable on UB is 0.326. 

Path Analysis Hypothesis of Direct and Indirect Effects 

• H1: Security and Privacy Risk (RKP) has a direct effect on Performance Expectancy 

(PE) → The Security and Privacy Risk (RKP) variable does not have a direct and 

significant effect on the Performance Expectancy (PE) variable → Hypothesis 1 is 

rejected. 

• H2: Financial Risk (RF) has a direct effect on Performance Expectancy (PE) → The 

Financial Risk (RF) variable has a direct and significant effect on the Performance 

Expectancy (PE) variable → Hypothesis 2 is accepted. 

• H3: Performance Expectancy (PE) has a direct effect on User Behavior (UB) → The 

Performance Expectancy (PE) variable has a direct and significant effect on the User 

• H4: Security and Privacy Risk (SPR) has a direct effect on User Behavior (UB) → 

the Security and Privacy Risk (SPR) variable has a direct and significant effect on 

the User Behavior (UB) variable → Hypothesis 4 is accepted. 



 

• H5: Financial Risk (RF) has a direct effect on User Behavior (UB) → The Financial 

Risk (RF) variable does not have a direct and significant effect on the User Behavior 

(UB) variable → Hypothesis 5 is rejected. 

• H6: Security and Privacy Risk (RKP) has an indirect effect on User Behavior (UB) 

through Performance Expectancy (PE) → The RKP variable does not have a signif-

icant indirect effect on the UB variable → Hypothesis 6 is rejected. 

• H7: Financial Risk (RF) has an indirect effect on User Behavior (UB) through Per-

formance Expectancy (PE) → The RF variable, through the PE variable, has a sig-

nificant indirect effect on the UB variable → Hypothesis 7 is acceptez 
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4 Conclusions 

The success of e-commerce adoption is not solely determined by the service provider's 

ability to create an accessible and user-friendly e-commerce ecosystem. Ensuring that 

the services provided are secure in transactions, maintaining the confidentiality and 

privacy of payment data, and ensuring reliable delivery of goods will significantly im-

pact customer trust and loyalty in conducting transactions through e-commerce. From 

the user's perspective, e-commerce adoption can be easily measured by the ability to 

carry out purchase transactions, use digital payment platforms, and sell products. Con-

sumers who act as sellers in e-commerce transactions can create e-commerce platforms 

catering to consumer needs. This study measures risk perception in e-commerce adop-

tion, where security and privacy risks, financial risks, and performance expectancy sig-

nificantly and positively influence e-commerce adoption. This can provide insights for 

e-commerce practitioners to pay more attention to the potential risks that may arise 

during transaction activities. 
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