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Abstract. In response to the challenges of the early warning network in effec-
tively dealing with new types of aerospace threats and adapting to the rapidly
changing future battlefield, this paper proposes a design method for a collabora-
tive detection system based on “three elements”, which means: integration; ser-
vice-oriented and flexible. Based on the analysis of the concept, connotation and
construction ideas of the “agile networking”, two types of equipment integration
design methods are provided: adaptive integration and general-purpose integra-
tion. The design steps for detection resource service-oriented, characterized by
“transparency, normalization, and virtualization” and the flexible architecture de-
sign process based on the “auxiliary and subordinate” principle are proposed. The
research results of this paper provide theoretical references and technical guid-
ance for the engineering implementation of agile reconfiguration of early warn-
ing networks and dynamic management and control of resources.

Keywords: Agile networking; Collaborative detection group; Integrated net-
working equipment; Detection resource service-oriented; Flexible system archi-
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1 Introduction

With the evolution of modern warfare characterized by new combat concepts such as
“distributed operations”, “mosaic warfare” and “penetrating air superiority”, the rapid
development of new types of aerospace threats such as loitering munitions, near-space
hypersonic vehicles, stealth fighters, and ballistic missiles, the traditional aerospace
early warning network is increasingly unable to cope with these severe challenges. Only
by accelerating the transformation and upgrade design, enabling it to have intelligent
and flexible agile networking and collaborative detection capabilities, can it adapt to

the changes of future warfare and adversaries.

1.1  The Concept and Connotation of Agile Networking

Agility means one having the ability to be faster and more flexible than the opponent,
such as in maneuvering deployment, collaborative detection, and rapidly adjusting
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working parameters. In short, agility is all about being fast and flexible. Agile network-
ing refers to the ability of the netted system to rapidly adapt and reconfigure itself in
response to changing operational conditions, mission requirements and environmental
factors. It emphasizes flexibility, speed, and efficiency in operations, enabling the sys-
tem to quickly adjust its topology, resource allocation, and operational parameters to
meet dynamic challenges!').

“Universal interconnection, flexible architecture, cross-domain collaboration, auton-
omous adaptation, and capability evolution” are the typical characteristics of agile net-
working!?!. The key to forming an agile networking early warning system lies in the
ubiquitous interconnection, dynamic aggregation, autonomous collaboration, and joint
processing of each collaborative detection node. In summary, agile networking is about
creating a network that can quickly and efficiently adapt to changing conditions, ensur-
ing continuous and effective operation in dynamic environments. This concept is par-
ticularly important in modern early warning systems, where the ability to rapidly re-
configure and optimize network resources can significantly enhance situational aware-
ness and response capabilities.

1.2 Agile Networking Construction Ideas

The overall construction idea of agile networking is shown in Figure 1. Firstly, through
the integrated design of software and hardware, the interconnection, interoperability,
and mutual operation of all networking elements are realized. Secondly, by virtualizing
and standardizing the detection resources, all networking elements are made open to
the entire system. Thirdly, through the flexible design of the system architecture, the
dynamic construction of a “virtual collaborative detection group’ based on mission re-
quirements is achieved. In other words, agile networking is to centrally control the de-
tection resources within the early warning network according to combat missions, gen-
erate the optimal configuration and the best collaborative paradigm, thereby increasing
the information increment of targets and environment in the multi-dimensions of
“space-time-frequency”. The networking equipment integration, detection resource ser-
vice-oriented, and flexible system architecture in Figure 1 are referred to as the "three
elements" of agile networking design.
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Fig. 1. Schematic diagram of the overall construction concept of agile networking
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The “virtual collaborative detection group” here refers to: an organizational form
that is formed rapidly, contingently, and spontaneously within the early warning net-
work, supported by agile networking technology, according to the mission objectives,
in order to adapt to the rapid changes in threat targets and battlefield environment. De-
pending on the detection task, the collaborative detection groups can be divided into
three categories: mission-level, parameter-level, and function-level].

1.3  Design Requirements of Agile Networking

To achieve agile networking, the early warning network needs to meet the three neces-
sary conditions as follows. First is networking equipment integration, which means
equipment should have a unified type and interface, which can be mapped and virtual-
ized as integrated collaborative detection nodes of the network, so that it can be con-
veniently and quickly joined and left the group anytime and anywhere. Second is de-
tection resource service-oriented, which means all detection resources within the early
warning network need to be standardized and processed uniformly, so that they can be
virtualized into a shared resource pool to serve each collaborative detection node in the
network. Third is flexible system architecture, which means the overall system archi-
tecture should be loosely coupled, with a mesh topology and flexible characteristics.

Networking Equipment Integration.

*Unified Interface Standards: Ensure that all networking equipment, including sen-
sors, communication nodes, and processing units, adhere to a set of unified interface
standards to facilitate seamless interconnection and interoperability.

*Modular Design: Adopt a modular design approach to allow for easy upgrades and
maintenance of individual components without disrupting the entire system. This also
enables the flexible addition of new equipment and capabilities as needed.

* Interoperability Testing: Conduct rigorous interoperability testing to verify that all
integrated equipment can work together effectively, ensuring that data can be ex-
changed and processed without compatibility issues.

Detection Resource Service-Oriented.

*Virtualization of Resources: Transform detection resources into virtualized services
that can be dynamically allocated and reallocated based on mission requirements. This
allows for efficient utilization of resources and rapid adaptation to changing battlefield
conditions.

* Standardization of Services: Develop standardized service interfaces for detection
resources to ensure that they can be easily integrated into the overall system architec-
ture. This includes defining common protocols for data exchange, control, and manage-
ment.

*Service-Oriented Architecture (SOA): Implement a service-oriented architecture
that enables the flexible composition and reconfiguration of detection resources. This
allows different services to be combined and orchestrated to meet specific mission ob-
jectives.
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Flexible System Architecture.

*Dynamic Configuration: Design the system architecture to support dynamic config-
uration and reconfiguration based on real-time mission requirements. This includes the
ability to quickly adjust the topology, resource allocation, and operational parameters
of the network.

*Scalability: Ensure that the system architecture is scalable to accommodate future
growth in the number of nodes, types of equipment, and complexity of missions. This
requires a design that can easily integrate new components and expand existing capa-
bilities without significant redesign.

*Adaptive Control Mechanisms: Implement adaptive control mechanisms that ena-
ble the system to autonomously adjust its behavior in response to changes in the oper-
ational environment. This includes algorithms for self-optimization, fault tolerance, and
dynamic resource management.

In summary, only by meeting the “three element requirements”, can the early warn-
ing network ultimately achieve agile networking.

2 Integrated Design Method for Networked Equipment

One of the essential conditions for the agile formation of the early warning network is
that all detection nodes, fusion control center nodes, and basic network information
systems within the network must meet the requirements of integrated design, among
which the integrated design of detection nodes and fusion control center nodes is the
focus. Taking networked radar equipment as an example, this section proposes two
feasible integrated retrofit design methods.

2.1 Adaptation-Type Integration Method

This method is primarily suitable for existing radar systems that have been standardized
or whose technical status has been solidified. It is particularly useful when dealing with
radars from different manufacturers with varying technical systems, performance pa-
rameters, and working modes. The typical application example is the US military's "In-
tegrated Air and Missile Defense" (IAMD) system, which using the "Integrated Fire
Control Network" (IFCN) with B-Kit or A-Kit interface components to achieve inte-
gration of different radar systems!*.

The integrated design of networking equipment within the early warning network
involves retrofitting networking radar equipment with adapter interface components to
enable unified and rapid connection to the basic network information grid of the early
warning network, achieving a plug-and-play effect. As shown in Figure 2, each collab-
orative detection node's radar equipment connects quickly to the network through
adapter interface components. It outputs detection perception and working status infor-
mation to the basic network information grid as required, allowing the fusion control
center node to extract the information as needed. At the same time, it also receives
control commands and collaborative plans from the fusion control center node via this
information grid.
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Fig. 2. Integration of cooperative detection equipment by Adaptation-Type Integration Method

2.2  General Ensemble Method

This method is mainly applicable to newly developed series of standardized radars. It
adopts a general radar architecture, which is characterized by good universality, strong
scalability, and wide application. A typical application example is the new generation
of land-based early warning radar GAX000 series developed by Thales of France. All
radars in this series adopt a general design architecture called “Surface Search Three-
Dimensional Radar (SR3D)”*l. This architecture not only defines the hardware build-
ing blocks or software building blocks that make up the radar, but also defines the in-
terfaces between different radar building blocks to ensure secure real-time data inter-
action.

An example of a modular radar design inspired by the “General Radar Architecture”
concept is shown in Figure 3. The “Antenna Front-End Module” is primarily composed
of several phased array antenna elements, while the “Transceiver Module” consists
mainly of corresponding digital transceiver units. These front-end modules are hard-
ware units, and their quantity can be flexibly expanded according to combat require-
ments. The back-end modules, including the signal generation module, signal pro-
cessing module, data processing module, and radar resource management, are software
units. They adopt the design philosophy of “Software-Defined Radar”, deconstructing
the radar's functional attributes to provide great flexibility in the software design of
transmit beams, receive beams, waveform parameter patterns, signal processing, and
target tracking algorithms. The front-end hardware modules interact with the back-end
software modules in real-time through a “General Radar Interface”.
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Fig. 3. Schematic diagram of a general radar building block architecture

The design philosophy of the "General Radar Modular Architecture" enables differ-
ent types of radar systems, with varying functions and systems, to not only share com-
mon hardware modules but also to interchange and utilize these modules. This approach
achieves flexible allocation and sharing of resources. Moreover, for the development
of new equipment, it is only necessary to expand the hardware and upgrade the software
according to the technical specifications and combat mission requirements. This pro-
cess allows for the addition of new functions and the introduction of new working
modes, effectively creating a new radar system.

Although two new theoretical methods have been proposed, challenges in terms of
technical compatibility, manufacturing cost control, and maintenance difficulty may be
faced when they are applied in practice. On the other hand, due to the differences in
technical standards, communication protocols, and data formats that may exist among
equipment produced by different manufacturers, the overall performance or reliability
of the integrated collaborative detection system may be reduced, such as target detec-
tion probability, accuracy of air situation information, continuity, and fire control track-
ing precision, etc.

3 Design Method of Detection Resource Service

The service-oriented design of collaborative detection resources is to make various de-
tection resources transparent, normalized, and abstractly virtualized. Its purpose is to
break the physical limitations of system nodes by building a virtualized resource pool,
and to uniformly manage and control collaborative detection resources under the oper-
ating mechanism of "on-demand aggregation and autonomous collaboration", so as to
provide a harmonious and effective integrated resource support environment for the
execution of subsequent collaborative detection tasks and the implementation of control
plans, and realize effective sharing and comprehensive utilization of resources.
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3.1 Service-Oriented Design Concept of Detection Resources

The design method for the service-oriented design of detection resources involves
transforming physical detection resources into virtualized services that can be dynami-
cally allocated and managed. This approach ensures that detection resources can be
efficiently utilized and rapidly adapted to changing mission requirements.

Service-oriented design refers to designing various types of network controllable re-
sources according to the standards of "transparency, normalization, and virtualization".
The ultimate goal of service-oriented design based on the standards is to achieve uni-
fied, flexible, and convenient scheduling of various detection resources by the fuse and
control center, that is, to provide customized resource scheduling services for the early
warning network.

Transparency means that all networking resources are open to the nodes of the inte-
gration and control center, and can be viewed, edited, combined and even reconfigured.
That is, the fuse and control center nodes have the highest use authority over the re-
sources of each collaborative detection node, which can provide the basic conditions
for subsequent resource encapsulation processing, virtual mapping and collaborative
detection resource scheduling based on plans. Normalization refers to the generation of
unified resource bars based on the minimum granularity of resources for collaborative
detection resources of different dimensions and attributes in accordance with fixed
standard formats and requirements, providing the premise for the subsequent resource
pool construction. Virtualization refers to the mapping of physical resources to corre-
sponding logical resources through virtual operations such as functional abstraction and
service description, and the formation of a resource sharing pool, so that the integration
and control center node can freely and quickly schedule resources across the entire do-
main.

3.2  Service-Oriented Design Process of Detection Resources

The overall process of detection resource service design is as follows: first, according
to specific task requirements, various networking resources are opened to the control
center system to make them visible and editable (i.e. transparent processing); second,
various controllable resources are normalized to form the minimum adjustable unit of
various resources, such as time slicing, spectrum allocation, wave position arrange-
ment , etc., so that according to actual needs, several minimum adjustable units of sev-
eral types of resources can be flexibly extracted for task execution; finally, on the basis
of resource normalization, different levels such as tasks, functions, parameters, etc. are
further distinguished, transparently mapped into identifiable logical resources, and a
virtual shared resource pool is constructed to seamlessly connect and centrally control
all resources. The general design process is shown in Figure 4.

Netted Transparent Normalization Virtualization Shared Resource
resource Processing Processing Processing Pool

Fig. 4. Resource standardization design and processing flow
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4 Flexible Design Method of System Architecture

4.1 Design Principles of Flexible Architecture

The design of a flexible architecture for an early warning network based on a collabo-
rative detection group must follow and apply the principle of “subsidiarity”. This prin-
ciple emphasizes that decision-making should be made at the lowest level of the organ-
ization as much as possible, while ensuring that higher levels intervene only when nec-
essary [, Tts core idea is to give lower- level organizations greater autonomy and flex-
ibility so that they can respond to and solve specific problems more effectively. The
application of the principle of subsidiarity means that the inherent characteristics of the
early warning network architecture are decentralization and decentralization.

4.2  Design Process of Flexible Architecture

Following the "subordinate principle", the schematic design process of the dynamic and
flexible reconstruction of the early warning network is shown in Figure 5. First, based
on the analysis of the changes in the external battlefield environment and threat targets,
the detection task requirements are generated; secondly, based on the task requirements,
the capability requirements that the collaborative detection group should have are pro-
posed, that is, a “task-capability package” is generated; thirdly, based on the capability
requirements, multiple collaborative detection group function models are constructed
and simulated and evaluated to select the best group combination to achieve capability
aggregation. Finally, based on the multiple collaborative nodes selected by the optimal
group scheme are integrated to jointly build a virtual, temporary, and flexible collabo-
rative detection group to jointly complete the detection task!”). During the task execu-
tion process, if the detection efficiency of the constructed collaborative detection group
is not ideal or fails to achieve the expected efficiency increase, a dynamic iterative
group construction is carried out until task is completed, the collaborative group auto-
matically disbands, waits for the start of the next task, and re-constructs the group.

It is worth noting that when implementing a flexible architecture using agile design
methods, although it is possible to quickly respond to changes in external requirements
and improve operational efficiency, there may also be numerous challenges such as
increased system costs and resource investment, heightened risk of security vulnerabil-
ities, and degradation of overall system performance. These issues necessitate the ex-
ploration of solutions and approaches from other perspectives.
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Fig. 5. Flexible dynamic reconstruction of early warning network design process

5 Conclusion

Based on the concept of agile networking, this paper proposes the design requirements
and methods of collaborative detection groups based on three elements, which can be
used as reference for subsequent theoretical research and engineering implementation
in military or non-military applications. The further research works will focus on the
MOP and MOE metrics for the collaborative detection system by drawing on the con-
cepts of mission engineering.
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