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Abstract. With the increasing complexity of network attack methods, there are 

serious data leakage risks and system stability problems in traditional Intrusion 

Detection System (IDS) in data collection, transmission, a1nalysis and storage. 

Therefore, this paper proposes a Private Secure Intrusion Detection System 

(PSIDS) that integrates Fully Homomorphic Encryption (FHE) and Shamir secret 

sharing mechanism. Build an end-to-end data protection and anti-attack system. 

PSIDS introduces an encryption and decryption layer on the basis of the tradi-

tional three-layer architecture, and uses the BFV algorithm to encrypt the original 

traffic, so that the detection node can directly perform detection and analysis on 

the encrypted data, achieving "data available but not visible"; At the same time, 

the Shamir (t, n) threshold secret sharing mechanism is introduced in the system, 

and the key data of the intrusion detection model are divided into n shares for 

distributed storage. Only when at least t nodes cooperate, the original information 

can be reconstructed, which effectively resists single-point attacks and improves 

the robustness of the system. The experiment compares PSIDS with Centralized 

IDS, Distributed IDS and Machine Learning based IDS. The results show that 

PSIDS has achieved breakthroughs in data privacy and system stability. The col-

laborative application of FHE and secret sharing technology in IDS is realized 

for the first time. 

Keywords: Intrusion Detection System, FHE, BFV, Secret Sharing, Privacy 

Protection, Network, Data. 

1 Introduction 

1.1 Research Background 

Intrusion Detection System (IDS) [1] is an important network protection measure. It 

plays a vital role in monitoring network traffic, identifying abnormal behaviors and 

preventing intrusion attacks. Nowadays, network attack methods [2][4] are becoming 

increasingly diverse. It seriously threatens users' personal privacy and national key in-

formation security [4] through data leakage [4].  

For example, in 2023, a bank was attacked by the APT organization Lazarus. And 

23 million users’ data was leaked (source: FireEye annual report). The direct economic  
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loss exceeded one billion yuan. Therefore, how to improve the privacy protection abil-
ity of IDS in data collection, transmission, storage and analysis has become the core 
problem to be solved in the field of cybersecurity. 

1.2 Privacy and Security Flaws of Traditional IDS 

Most of the data in Traditional IDS [4] exists in plaintext form which provides a natural 
breakthrough for attackers. 

Data collection stage: Attackers can steal the original collected data by implanting 
malware or falsifying data sources, resulting in the leakage of the original data. 

Data transmission phase: Unencrypted packets are easily intercepted. 
Data storage phase: The database is attacked and the system stability is destroyed. 
Detection and analysis stage: If the system rights are not properly managed, sensitive 

information will also be leaked. 
Once IDS is destroyed, and the barrier of network protection disappears, the client 

will easily receive traffic attacks, which will destroy the confidentiality, integrity and 
availability of the network. For example, in 2022, the IDS of an internet company failed 
to identify the JNDI injection attack using the Log4j2 vulnerability due to unencrypted 
log data and lagging rule base updates. Attackers continuously penetrate the system for 
3 months and steal over 50GB of core business data. This example reflects the serious 
impact when IDS fails. Therefore, improving the data privacy protection capabilities 
and system stability of IDS has become an important issue to be solved. 

1.3 Overview of Technical Solution 

In order to cope with the above challenges, this paper proposes an intrusion detection 
system, which is called Privacy Security Intrusion Detection System (PSIDS), which 
combines Fully Homomorphic Encryption (FHE) and secret sharing mechanism. 

FHE. Based on the RLWE problem, FHE [2] supports arbitrary polynomial opera-
tions on ciphertext, and the decryption results are equivalent to plaintext operations. 
The ideal security state of "invisible" data is realized. We use BFV algorithm to encrypt 
the data, and the intrusion detection technology based on machine learning is combined 
for analysis and operation. 

Shamir secret sharing mechanism. The basic idea is that the distributor decomposes 
the secret s into n secrets through the secret polynomial and distributes it to the holder. 
Any secret not less than t can recover the ciphertext. In this paper, the key data of in-
trusion detection model are divided into multiple shares, which are stored in different 
nodes. Only when the threshold conditions are met, the original data can be recovered, 
and the robustness [5] and anti-attack ability of the system can be enhanced. 

Private Secure Intrusion Detection System (PSIDS). The FHE [3] and secret sharing 
technology [5] in intrusion detection system can achieve double breakthroughs in the 
dimension of data security. Through FHE, the detection node can directly detect the 
ciphertext by using machine learning algorithms, thus avoiding the risk of leakage of 
plaintext data in the process of transmission and analysis. At the same time, the (t, n) 
threshold secret sharing scheme is applied to divide the key information of the intrusion 
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detection model into n shares, which are scattered and stored in different detection 
nodes. Only when any t nodes cooperate can the original information be reconstructed. 
This way effectively resists single point attacks, greatly improves the robustness of the 
system and ensures the stable operation of the system. 

2 Methods 

2.1 System Architecture 

On the basis of the traditional three-layer architecture of intrusion detection system, 
data acquisition layer, detection and analysis layer, and response processing layer, 
PSIDS proposed in this paper adds encryption layer and decryption layer, and intro-
duces distributed monitoring factor access mechanism to achieve higher level of data 
privacy protection and system stability. 

 
Fig. 1. Traditional Intrusion Detection System 

As shown in Fig. 1, the traditional IDS is divided into three layers, the data acquisi-
tion layer, the detection and analysis layer and the response processing layer [4]. 

Data acquisition layer: This layer collects original data from the network. Data 
sources include network traffic, system logs, etc. In the aspect of network traffic col-
lection, the data packets flowing through devices are obtained through the network in-
terface, and the data packets are analyzed to capture the details of network activities. 

Detection and analysis layer: Its main task is to conduct in-depth analysis of the 
preprocessed data according to the preset method to determine whether there is intru-
sion behavior. Common detection methods include feature-based detection and anom-
aly-based detection. Now, intrusion detection methods based on machine learning have 
been developed, which greatly improves the detection accuracy and efficiency. 

Response processing layer: Once the detection and analysis layer find a intrusion 
behavior, the response processing layer will take measures to prevent the further spread 
of the attack. Response measures include sending alerts to notify system administrators, 
recording details of intrusion events, etc. In addition, the response processing layer can 
automatically adjust the security policy of the system according to the severity of the 
intrusion event to improve the overall security of the system. 
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Fig. 2. The improved intrusion detection system: PSIDS 

As shown in Fig. 2, PSIDS encrypts the data using BFV fully homomorphic encryp-
tion scheme after data extraction, and then performs the operation of detection and anal-
ysis layer. If the detection result is normal, it is decrypted by fully homomorphic en-
cryption algorithm, and finally passe to the next layer. 

When the data is taken from the database to participate in the operation of detection 
and analysis. The data divided in t-threshold databases are retrieved to jointly derive 
the original data, and use the same homomorphic encryption operation on the data to 
achieve the consistency of calculation.  

When the data written in the database is to be updated by the detection and analysis 
layer, the homomorphic encrypted data is decrypted to obtain the original data, and the 
original data S is divided by Shamir algorithm, and the divided secrets are stored in n 
databases respectively, so as to realize the distributed secret storage [5] of data.  

The detection and analysis layer of this system uses intrusion detection technology 
based on machine learning [1], so as to adapt to the encrypted data processing.   

2.2 BFV Fully Homomorphic Encryption Scheme 

BFV scheme is one of the most widely used fully homomorphic encryption frameworks 
at present, and its theoretical basis is based on Ideal Lattices and Ring Learning With 
Errors (RLWE). BFV is more suitable for the computing resource limitation of real-
time traffic detection because it supports low-degree polynomial operations and has a 
smaller key size. 

When the BFV algorithm is applied to the data processing of the intrusion detection 
system, the data is transmitted in ciphertext. The system can directly detect and analyze 
the encrypted data. This prevents data leakage during system operation and best ensures 
data privacy. 

The BFV scheme mainly consists of four core algorithms: Key generation, encryp-
tion, homomorphic operation, decryption. 
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Key Generation.  
Define a polynomial ring.  

𝑅𝑅 = 𝑍𝑍[𝑥𝑥]/(𝑥𝑥𝑁𝑁 + 1) (1) 

N is a power of 2. 
Choose the modulus q and the noise distribution χ.  
Randomly generate the private key: s∈χN. N elements are sampled from the noise 

distribution. 
Compute public key component. Random sampling from Rq:  a∈Rq 
Sampling from the noise distribution: e∈χ 

𝑏𝑏 = −(𝑎𝑎 ⋅ 𝑠𝑠 + 𝑒𝑒) 𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞 (2) 

Output public key and private key: PK = (b, a). SK=s. 
Generate the relinearization key: RLK 

𝑡𝑡 = 𝑠𝑠2 (3) 

𝑏𝑏′ = −(𝑎𝑎′ ⋅ 𝑠𝑠 + 𝑒𝑒′ + 𝑞𝑞 ⋅ 𝑡𝑡) 𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞2 (4) 

𝑅𝑅𝑅𝑅𝑅𝑅 = (𝑏𝑏′, 𝑎𝑎′) (5) 

Encryption.  
Input: plaintext m ∈ {0, 1} ^ N, public key PK = (b, a) 
Output: ciphertext c = (c0, c1) 
Encoding m as a polynomial: m (x) ∈ Rq 
Sampling random polynomial: u ∈ {0, 1} ^ N 
Sampling noise polynomials: e0, e1 ∈ χ 
Calculation: 

𝑐𝑐0 = 𝑏𝑏 ⋅ 𝑢𝑢 + 𝑒𝑒0 + 𝑚𝑚 𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞 (6) 

𝑐𝑐1 = 𝑎𝑎 ⋅ 𝑢𝑢 + 𝑒𝑒1 𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞 (7) 

Output: ciphertext c = (c0, c1) 

Homomorphic Operation.  

Homomorphic addition.  
Input: ciphertext c1 = (c10, c11), c2 = (c20, c21) 
Output: ciphertext csum = (csum0, csum1) 
Calculation: 

𝑐𝑐𝑠𝑠𝑠𝑠𝑠𝑠0 = 𝑐𝑐10 + 𝑐𝑐20 𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞 (8) 

𝑐𝑐𝑠𝑠𝑠𝑠𝑠𝑠1 = 𝑐𝑐11 + 𝑐𝑐21 𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞 (9) 
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Output: csum = (csum0, csum1) 

Homomorphic multiplication. 
Input: ciphertext c1 = (c10, c11), c2 = (c20, c21), relinearization key RLK  
Output: ciphertext cprod = (cprod0, cprod1) 
Calculation: 

𝑐𝑐1 ⋅ 𝑐𝑐2 = (𝑐𝑐10 ⋅ 𝑐𝑐20, 𝑐𝑐10 ⋅ 𝑐𝑐21 + 𝑐𝑐11 ⋅ 𝑐𝑐20, 𝑐𝑐11 ⋅ 𝑐𝑐21) (10) 

Re-linearization using RLK to convert triples to binaries. 
Output: cprod = (cprod0, cprod1) 

Decryption.  
Input: ciphertext c = (c0, c1), private key SK = s  
Output: plaintext m 
Calculation: 

𝑚𝑚′ = 𝑐𝑐0 + 𝑐𝑐1 ⋅ 𝑠𝑠 𝑚𝑚𝑚𝑚𝑚𝑚 𝑞𝑞 (11) 

Decode m' to plaintext m. 

2.3 Detection Factor Access Scheme 

Based on the storage mode of Shamir secret sharing scheme, some key detection factors 
are split and stored in various databases in multiple directions and distributed. 

Shamir secret sharing algorithm: Assume that the secret value to be shared is S as a 
constant a0 of a polynomial of degree t − 1, the polynomial is: 

𝑓𝑓(𝑥𝑥) = 𝑎𝑎𝑡𝑡−1𝑥𝑥𝑡𝑡−1 + ⋯+ 𝑎𝑎1𝑥𝑥 + 𝑎𝑎0 (12) 

Where ai is a randomly selected coefficient on the finite field GF (p) (i = 0, 1, ⋯, t 
− 1). Here, p needs to be a large prime number to ensure the safety and uniqueness of 
polynomial operations. Then, n different points x1, x2, ⋯, xn (n > t) are selected on the 
finite field GF (p), and n secret shares (xi, yi) are obtained by calculating yi = f (xi) (i = 
1, 2, ⋯, n). These shares are scattered and stored in different nodes, and the original 
secret cannot be derived from a single or less than t shares, thus realizing "t-threshold" 
security. When the secret needs to be restored, t shares are arbitrarily selected and the 
Lagrange interpolation formula is used: 

𝑓𝑓(𝑥𝑥) = ∑ 𝑦𝑦𝑖𝑖
∏ (𝑥𝑥−𝑥𝑥𝑖𝑖)𝑗𝑗≠𝑖𝑖
∏ (𝑥𝑥𝑖𝑖−𝑥𝑥𝑗𝑗)𝑗𝑗≠𝑖𝑖

𝑡𝑡
𝑖𝑖=1   (13) 

The original polynomial can be reconstructed. Since the secret value S is the constant 
term a0 of the polynomial, S can be directly obtained after the polynomial is recon-
structed. 
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When an individual database is destroyed, the original data can be recovered as long 
as the threshold t of recovered data can still be reached, which can greatly improve the 
robustness of the system. 

3 Result 

This paper aims to construct a more secure intrusion detection system. In order to verify 
the progress of this scheme, the experiment through the methods of investigation, anal-
ysis and comparison. The intrusion detection systems currently used in the network are 
compared from the aspects of data security and system security, and clear results are 
shown in Table 1. 

Table 1. Comparison results of each system 

System Type Data Privacy Database Robustness Accuracy 

Ordinary IDS   Baseline 

Distributed IDS   Higher 

ML-based IDS   Even Higher

PSIDS   Even Higher

Data privacy assessment, Ordinary IDS, Distributed IDS and Machine Learning-
based IDS (ML-based IDS) do not protect the data flowing through the system, but the 
PSIDS in this paper realizes the whole process of ciphertext transmission and analysis 
by FHE on the original traffic, which significantly reduces the risk of data leakage.  

Database robustness evaluation, Ordinary IDS and ML-based IDS can't continue to 
run stably when the database is destroyed, while Distributed IDS and PSIDS in this 
paper have strong robustness. PSIDS can tolerate the damage of up to n − t database 
nodes, and can still recover the original data and maintain the detection function even 
if some nodes are lost.  

In terms of detection accuracy, Ordinary IDS is used as the benchmark for compar-
ison, Distributed IDS has higher accuracy, and ML-based IDS has higher accuracy. 
Because the detection module of PSIDS in this paper combines the detection method 
of machine learning, it has higher accuracy similar to ML-based IDS. 

Although the encryption overhead of PSIDS has increased compared to other sys-
tems, it is worthwhile to sacrifice a certain amount of computing efficiency in exchange 
for data privacy in scenarios with high data privacy requirements. In terms of perfor-
mance trade-offs, the system can optimize operational efficiency through methods such 
as hardware acceleration or approximate homomorphic operations. 

In applications, PSIDS will play an important role in areas with higher privacy re-
quirements such as medical care and finance. For example, in financial transactions, if 
the detection system's database is damaged, the attack cannot be accurately prevented, 
critical transaction information may be stolen. Alternatively, transaction data leaks dur-
ing system operation could lead to severe financial losses. 
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4 Conclusions 

In the research of network intrusion detection system, traffic data is faced with this 
crisis of data leakage in the process of system processing traffic, and it is difficult for 
the system to maintain stability in the attack on database of intrusion detection system, 
this paper proposes a double security reinforcement scheme for intrusion detection sys-
tem, that is, homomorphic encryption method to ensure the privacy of data in intrusion 
detection system and prevent the data flowing through intrusion detection system from 
being leaked; The secret sharing method ensures the security of data storage in intrusion 
detection system and enhances the robustness of the system.  

For the first time, FHE and Shamir threshold scheme are jointly applied to IDS to 
achieve end-to-end privacy protection. Experimental research shows that this scheme 
can effectively detect intrusion behavior, and at the same time, it can significantly im-
prove the privacy protection ability of data, strengthen the stability of the system, and 
provide a reliable solution for network security protection. 

Future-oriented research, based on the scheme of this paper. We can conduct re-
search on lightweight encryption algorithms to adapt to the performance requirements 
of real-time monitoring scenarios. Research and build a cross-agency federated IDS 
network to improve collaborative defense capabilities against new attacks such as zero-
day vulnerabilities. We can also migrate and expand the ideas proposed in this paper 
and try to apply them to wider cybersecurity domains such as the Industrial Internet and 
the Internet of Vehicles. 
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
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which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
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source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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