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Abstract. As adoption of UPI for online transactions is on the rise, fraud has also been
rising sharply. This project applies machine learning to identify UPI fraud in real time with
the help of Random Forest algorithm. The model was trained using a dataset that includes
transaction information such as amount, time, sender and receiver activity, device data. Data
preprocessing steps such as dealing with missing values, feature scaling, encoding the
categorical variables, feature selection were utilized to enhance the performance of the
model. Random Forest algorithm which is strong and can deal with big data creates an
ensemble of many decision trees and aggregates their prediction to achieve higher accuracy
of 96% and lower overfitting. The model achieved a precision of 97%, recall of 91%, and an
F1-score of 93%, indicating its strong capability to accurately detect fraudulent transactions
while minimizing false positives and false negatives. Results of experiments reveal that the
model is capable of identifying fraudulent transactions with high accuracy and recall. The
system includes user friendly interface that gives real time fraud detection, transactional
monitoring and fraud alerts. With the use of machine learning in digital payment security this
project offers a trustworthy means to prevent UPI fraud and enjoy secure financial
transactions.
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1.INTRODUCTION

With the era of digitalization, financial transactions have been migrating to digital space increasingly, with
one of the most popular payment systems being the Unified Payments Interface (UPI) in India. UPI
provides instant, frictionless, and interoperable payment facilities between banks, greatly improving the
ease of users and financial access [2]. But this has also brought with it an increase in fraud. Cybercriminals
find loopholes in the system to make unauthorized transactions, which are serious threats to the financial
security of the users and institutions.

The traditional rule-based fraud detection systems, when applied, are not capable of keeping up with
evolving fraudster behavior and modus operandi. These static systems are incapable of identifying
advanced fraud patterns or respond to novel attack modes in a productive way, resulting in false negatives
or delays. Such a shortcoming is an indicator of more intelligent, adaptive, and real-time solutions.
Machine Learning (ML) with its capability of processing enormous amounts of data and making
judgments on the basis of underlying patterns and relationships provides an implementable solution
alternative [4]. It provides systems with the capability to learn dynamically from real-time information,
get progressively better over time, and make predictions of suspicious activity.

This project aims to leverage the strengths of the Random Forest algorithm—being a strong and
efficient ensemble learning method—towards identifying fraudulent UPI transactions. The major
emphasis is towards developing a predictive model capable of distinguishing between genuine and
suspicious transactions by evaluating various factors present in the amount, frequency, timing, device
usage, and behavioral patterns of the users. The methodology comprises data pre-processing, model
training and testing, and emphasizing Random Forest's ability in reducing the false positives to a low level
while maintaining the level of detection as high as possible. Finally, the emphasis is towards developing
more stable fraud detection methods that can be employed in systems for real-time monitoring of UPI
transactions.

2.Related work
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2.1 Survey of Existing System

Machine learning has proven to be effective in enhancing fraud detection in UPI transactions in recent
studies. One technique prevents phishing attacks by mimicking URLs and QR codes by using machine
learning algorithms for digital payment security [1]. Another review lists some of the most important e-
banking security processes, i.e., blockchain, encryption, and biometric authentication, and highlights the
importance of having more robust defense against online banking attacks [2]. A system called FraudNet
uses supervised learning and anomaly detection using decision trees, logistic regression, and gradient
boosting to identify authentic and fraudulent transactions [3]. Deep learning models, in the form of
Recurrent Neural Networks (RNN), have also been utilized to process sequential UPI transactional data,
with accuracy of True Positive Rate of 87.5% [4].

A hybrid deep learning architecture that combines CNNs and RNNs has been published with promising
results in real-time fraud pattern discovery [5]. Another research paper proposes combining XGBoost with
SMOTE to handle skewed transaction data with fraud detection accuracy of 98.2% [6]. Real-time detection
of fraud with a ResNeXt-embedded GRU architecture has been effectively used for payment data streams
as well [7]. Comparison of a couple of machine learning algorithms such as decision trees, random forests,
logistic regression, and neural networks demonstrates balanced results in terms of precision, recall, and F1-
score [8]. Another research paper combines supervised, unsupervised, and semi-supervised learning for
adapting dynamically to emerging fraud tactics [9]. Behavioral analytics coupled with anomaly detection
and SVM classifiers enhance the ability to identify suspicious behavior in UPI systems even more [10].
Some of these advanced models employ techniques such as Hidden Markov Models, K-means clustering,
autoencoders, and neural networks to improve anomaly detection accuracy in UPI transactions [11]. One
of the approaches proposed employs HMM and CNN:ss to track and label abnormal patterns in sequential
UPI transactions [12]. Ensemble approaches contrasting Random Forest and AdaBoost have proved
improved fraud classification accuracy through collaborative decision-making [13]. Another paper employs
genetic algorithms for feature selection and compares two classifiers, including neural networks and naive
Bayes, on financial transactions to improve fraud detection performance [14].

In big-scale online payment systems, an evaluation of six machine learning algorithms placed Gradient
Boosting at the top to identify fraud [15]. A multi-component system using machine learning-based
anomaly detection integrated with risk models reduced financial loss due to fraud by 52% with low false
positive rates [16]. Lastly, a Random Forest-based model that tries to deliver high fraud detection rates with
low false positives also suggests further improvement through deep learning and continuous updates to
improve adaptability [17].

2.2 Research Gap

Despite great advances in detecting UPI fraud using machine learning and deep learning-based
classifiers, current systems have some practical usability and real-time performance limitations. Most
existing models, such as phishing detection models [1], are interested in detecting malicious URLs or QR
codes but have limited coverage for fraud detection at the transaction level in real time. Traditional
classifiers such as decision trees and logistic regression [3] are ineffective in handling imbalanced datasets,
typically resulting in high false positives and poor generalization to novel fraud schemes. Deep learning
algorithms such as RNNs [4] and CNNs [5], though more accurate, are computationally intensive and not
suitable for low-resource, fast platforms. Further, algorithms such as XGBoost [6] improve classification
accuracy but are marred with difficulties in supporting the size and dynamic nature of real-world UPI
transactions.

These methods also tend to lack simplicity of integration and rapidity of prediction, and are therefore
less easy to use in real-time transaction verification. A definite need for real-time transaction verification
exists for a system having the ability to rapidly and reliably classify transactions as fraud or legitimate
based on learning from previous transaction patterns.

Our method satisfies this need through the use of a set of historical UPI transactions and the Random
Forest classifier to classify new input into learned classes. This allows data-driven, computationally
efficient fraud classification at high accuracy and low computational expense—a practical approach to
real-time UPI fraud detection.

3.Proposed system

This chapter provides an overview of the key steps in building a UPI fraud detection system, including
data collection, preprocessing, and model training. It covers how the dataset is prepared through cleaning,
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transformation, and feature selection, followed by the training of various machine learning models to
accurately detect fraudulent transactions.

3.1 Data Collection and Preprocessing
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Fig 1 UPI Fraud Detection Workflow

Fig 1 shows the flowchart for machine learning based UPI fraud detection. The process starts with the
input of a transaction where we extract transaction amount, time, sender and receiver behavior, device
details etc. The extracted features are preprocessed and normalized to make the data consistent and to
improve the model performance. A Random Forest machine learning model is then applied to the
transaction. The model checks the transaction and decides if it is fraudulent. If it is fraudulent it is flagged
for further investigation or blocked. If it is legitimate it goes as a normal transaction. The system then
checks for more transactions and if more are there it loops back to the next transaction. If no more
transactions are there then the process ends. This structured approach ensures real-time fraud detection
and UPI transaction security.
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Sender_Account Type Receiver Account Type Transaction Amount Transaction Mode Device Used Transaction Velocity Time_of Transaction

0 Current Current 3528 QR Code Mobile 9 Night
1 Merchant Wallet 328672 Merchant Payment Desktop 8 Afternoon
2 Wallet Merchant 2654.20 QR Code Desktop 5 Afternoon
3 Merchant Wallet 415895 Merchant Payment Desktop 14 Morning
4 Wallet Merchant 2252.80 QR Code Desktop 9 Afternoon
5 Wallet Current 283761 Bill Payment POS 8 Night
6 Savings Wallet 3695.40 Bill Payment Mobile 14 Morning
7 Savings Current 427357 Merchant Payment Desktop 17 Late Night
8 Wallet Wallet 2160.66 QR Code Mobile 9 Morning
9 Merchant Merchant 802.60 p2p Desktop 7 Afternoon

Fig 2 Preprocessed UPI data

Fig 2 shows dataset for the UPI fraud detection model is the Synthetic Indian UPI Fraud Dataset with
10,000 transaction records of both genuine and fraudulent transactions. For the sake of quality data and
higher learning ability of the model, several preprocessing steps were carried out. Missing values were
replaced or removed depending on their significance. Numerical features such as transaction value and
transaction time were scaled and normalized to a common scale throughout the dataset. Categorical features
such as transaction type, device details, and transaction time were encoded with label encoding or one-hot
encoding. Outlier detection methods were employed to remove anomalies that tend to bias model
performance. To deal with the class imbalance—so common in fraud detection cases—SMOTE (Synthetic
Minority Over-sampling Technique) was employed in order to generate synthetic examples of fraudulent
transactions and thereby balance the dataset. Finally, the data were split into training, validation, and test
sets for robust testing of model performance.

3.2 Model Training

Dataset
Random forest-1 Random forest-2 Random forest-N

Result-N

Average results

|

Final result

Fig 3 Random Forest Algorithm Flowchart[18]

Fig 3 shows the flowchart of the Random forest Algorithm. The UPI fraud detection model
implemented is an instance of the Random Forest algorithm, an ensemble learning algorithm with the
capability of handling high-dimensional and unbalanced data. Training of Random Forest is done by
training an ensemble of many decision trees such that each decision tree is trained on a random subset of
data and features and prediction is done through majority voting on all the decision trees. Feature selection
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was carried out to select the most informative transaction features like transaction amount, time and
merchant information. Hyperparameter tuning was carried out to optimize the performance by initializing
parameters like number of trees, maximum depth, and class weights. SMOTE was used at training time to
avoid the classifier from becoming biased towards the majority class. Precision, recall, and F1 score were
used to evaluate the model in order to obtain the balance between fraud detection and false positives. This
allows the system to operate in the right way in fraud detection without using too much computational
resource for real-world deployment.

4.RESULTS AND DISCUSSION

The research is proposed for real-time UPI fraud detection, transaction analysis, and risk
categorization. The system uses machine learning algorithms, i.e., Random Forest and Deep Learning
models, to identify fraudulent and legitimate transactions effectively. The detection system is based on
various transactional attributes like transaction amount, frequency, and transaction time to deliver an
effective fraud identification system. The strength of this approach is that it can have a high detection
accuracy rate with a low false positive rate, enhancing security with minimal inconvenience to genuine
users. The system also supports an easy-to-use fraud detection interface for identifying suspicious
transactions, alerting users, and recommending preventive actions.

The proposed system to identify fraud was trained using the Random Forest algorithm over a labeled
dataset of UPI transactions with fraud and valid records. The dataset was preprocessed and transaction
amount, timestamp, user behavior, and device were taken as the features to train the model. The dataset
was split into training set and test set according to the general 80:20 ratio, and accuracy and precision
were taken as the measures.

The Random Forest model was 96.4% accurate and 97.3% precise. This suggests the model performs
well in detecting fraudulent transactions with a minimal false positive rate. The confusion matrix also
confirmed the performance of the model in correctly classifying most of the imbalanced fraudulent and
non-fraudulent transactions with balanced classification performance even on moderately unbalanced
data.

Unlike other existing systems, decision tree and logistic regression-based models [3], generally
yielding accuracy of about 85-90%, the suggested model yields much better results, particularly in recall
and Fl-score. While deep learning-based methods such as RNNs [4] or CNN-ANN hybrid models [5]
yield slightly better accuracy in some research studies (up to 97-98%), they consume much greater
computational resources and training time and are hence unsuitable for real-time or low-resource
environments. The Random Forest model, however, yields a good balance between accuracy, speed, and
interpretability and is very well suited for big-scale UPI fraud detection.

Overall, the proposed system appears to be an effective and efficient system that outperforms
traditional methods and is on par with the accuracy of complex deep learning systems without their
overhead, and hence it is an appropriate real-time fraud detection model for UPI platforms.
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Fig 4 Frontend of UPI Fraud Detection

Fig 4 shows the frontend of the UPI Fraud Detection System, where users can enter transaction
information and verify for fraud. The interface offers fields to enter major transaction attributes like
amount, frequency of transactions, and merchant category. Users can also choose categorical features like
type of transaction via dropdown menus. When the transaction information is submitted, the system
analyzes the input with a trained machine learning model and presents the fraud likelihood. If the
likelihood is above a predetermined threshold, the system identifies the transaction as fraudulent;
otherwise, it is identified as legitimate. The intuitive design provides simple navigation and rapid fraud
detection, making it an effective tool for safe financial transactions.
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Fig 5 Important Features in the UPI Data

Fig 5 shows the top 20 most relevant features in the UPI fraud detection model. The top three most
important factors are AvgTransactionAmount, AvgTransactionAmount_y, and Amount, which show that
transaction value plays a strong role in fraud detection. Other important features such as
TransactionFrequency x and FailedAttempts point to the role of user behavior and transaction patterns.
Features such as TransactionType P2P also improve fraud detection.
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Comparison of Machine Learning Models
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Fig 6 shows the bar graph to compare various machine learning models for UPI fraud detection in
terms of accuracy and precision. Out of all the models, Random Forest shows the best performance, with
both accuracy and precision being extremely high of 96% and 97% respectively, thus being the most
trustworthy option for fraudulent transaction detection with minimal false positives. Logistic Regression
and Naive Bayes are also good, with competitive scores, thus being suitable alternatives. K-Nearest
Neighbors (KNN) exhibits moderate accuracy but slightly lower precision, which can indicate that it might
not be able to classify fraudulent transactions. Decision Tree also has good accuracy but is at risk of
overfitting, which can degrade its ability to generalize to unseen data. Support Vector Machine (SVM)
performs the worst, i.e., it can be least suitable for this specific fraud detection problem. In general,
Random Forest is the most suitable model for detecting UPI fraud with a balance between precision and
accuracy to effectively detect fraud.

Recall and F1 Score Comparison of Machine Learning Models
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Fig 7 Recall and F1 Score of Machine Learning Models
Fig 7 illustrates a bar chart contrasting various machine learning models for UPI fraud detection based

on Recall and F1 Score. Of all the models, Random Forest works the best with both recall and F1 score as
91% and 93% both above 90%, which implies that it is very effective in catching fraudulent transactions
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with hardly any misses. Naive Bayes and Decision Tree also work well with optimal trade-off between
fraud detection and false alarms. Logistic Regression has mediocre scores, which makes it a decent but
weaker model. While KNN has high recall, its low F1 score implies that it has a greater likelihood of false
alarms. SVM works the worst with much lower recall and F1 score, which implies that it is poorly suited
for this specific task. Random Forest overall is the most consistent and strongest model for UPI fraud
detection.

5.CONCULSION AND FUTURE SCOPE

Finally, the UPI Fraud Detection System efficiently addresses the growing issue of fraud in digital
transactions using effective machine learning approaches. With highest accuracy and precision, the
Random Forest model provides real fraud detection with transaction features as the input. Strict
preprocessing with feature scaling, category variable encoding, and missing value imputation provides
good model performance. The simplicity and ease of the system enable users to easily provide transactions
and receive instant fraud ratings for hassle-free financial security. With the integration of predictive
analytics, the solution offers a preventive solution against fraud, enabling financial institutions and users
to safeguard transactions against fraud.

In the future, the system can be enhanced using deep learning models like LSTMs and CNNs to
enhance real-time fraud detection accuracy. Blockchain can be employed to ensure secure transaction
verification and transparency of financial transactions. Federated learning can also be employed to train
models in multiple financial institutions without infringing on user privacy. A real-time fraud prevention
system can be created to automatically block suspicious transactions before processing to minimize
financial loss. Multi-factor authentication (MFA) using application of biometric authentication and
behavior analysis can also offer an added layer of security. Since UPI is being rolled out globally, the
system can be made adaptive for fraud prevention and detection in cross-border payments so that digital
global payments become seamless and secure.
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