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Abstract. The preservation of digital documents poses a strategic challenge for 

contemporary institutional management. This article presents a structured narra-

tive review of 22 key studies published between 2010 and 2025, focusing on stra-

tegic models and international standards for digital preservation. The analysis 

identifies five thematic areas: preservation models, regulatory frameworks, tech-

nological tools, institutional diagnostics, and operational challenges. The find-

ings reveal an increasing adoption of standards such as OAIS and ISO 16363, 

along with the integration of emerging technologies including AI, blockchain, 

and decentralized systems across institutions with diverse levels of digital ma-

turity. Despite notable progress, significant gaps persist in the implementation of 

sustainable preservation policies, particularly in Latin American contexts. The 

study concludes that effective digital preservation requires coordinated strategies 

that align technological infrastructure, regulatory compliance, organizational cul-

ture, and information security to ensure the long-term authenticity, accessibility, 

and reliability of digital assets. 

Keywords: digital preservation, electronic documents, international standards,

institutional strategies, records management. 

1 Introduction 

In today’s digital society, preserving digital documents has become a pressing concern 

for institutions responsible for managing information and knowledge [1,2]. Rapid tech-

nological advancement has led to a growing volume of digital documents that, whil e 
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facilitating information access and dissemination, are also vulnerable to technological 

obsolescence, media fragility, and authenticity loss [3]. 

Numerous international organizations, professional associations, and specialists in 

digital preservation have raised concerns about the fragility of digital objects stored 

across diverse devices and formats. This technological diversity, while offering inno-

vative possibilities for document management, introduces serious risks regarding future 

accessibility and potential data loss. 

The continuous use and transformation of digital files, combined with technological 

obsolescence and the lack of verification and validation mechanisms, present persistent 

challenges for libraries, archives, and documentation centers. Traditionally serving as 

knowledge custodians, these institutions must now adapt to digital ecosystems, config-

uring hybrid libraries and repositories that demand more sophisticated and dynamic 

preservation strategies. 

Digital transformation has impacted all areas of institutional life, including libraries, 

archives, universities, and public agencies. These organizations now face the challenge 

of ensuring the long-term accessibility, reliability, and permanence of their digital rec-

ords [4,5]. In this context, digital preservation requires the implementation of specific 

strategies that integrate international regulatory frameworks such as ISO 16363:2012 

and the UNESCO Charter for the Preservation of Digital Heritage [6], aligned with 

institutional policies that promote technological and organizational sustainability. 

Since 2020, the acceleration in digital information production has created a complex 

environment marked by the constant availability of digital services and data flows. Dig-

ital objects have evolved into multifaceted assets encompassing operating systems, 

video games, educational platforms, websites, databases, and immersive environments, 

among others [5]. 

Several studies have highlighted the gap between current preservation practices and 

recommended standards. Research by [7,8] shows that, despite the existence of robust 

audit models, maturity frameworks, and international regulations, many institutions 

still lack comprehensive technical guidelines and trained personnel to address these 

preservation challenges. 

In Latin America—particularly in countries like Ecuador, Colombia, and Mexico—

the development of digital repositories and the adoption of good preservation practices 

remain uneven, limiting the ability to ensure long-term access and reliability of institu-

tional digital assets [9,10]. 

According to [1], digital preservation is a core element of records management and 

involves a combination of archival and technological activities, including strategic 

planning, classification, selection, access controls, format sustainability, metadata 

structuring, and repository management. This perspective underscores the need for in-

tegrated preservation systems within organizations responsible for safeguarding digital 

information. 

A weak articulation persists between traditional document management systems and 

new digital platforms, hindering the effective integration of preservation policies into 

institutional workflows. This is further exacerbated by the lack of specialized training 

among technical staff in critical areas such as metadata, interoperability, emulation, and 

format migration [11]. 
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In response, the development of institutional strategies that address contemporary 

digital preservation challenges has become increasingly relevant. Frameworks pro-

posed by [12,13] provide practical models that incorporate technological infrastructure, 

regulatory compliance, human resource training, and change management as pillars for 

sustainable preservation. It is equally important to establish minimum compliance 

benchmarks that enable organizations to assess their level of readiness. Maturity mod-

els such as those developed by [7] facilitate institutional diagnostics and support the 

creation of evidence-based, continuous improvement plans. 

Emerging technologies like blockchain also offer new opportunities for digital 

preservation. Their ability to ensure traceability, authenticity, and immutability is being 

explored within archival settings, though broader technical and legal validations are 

still required for widespread implementation [5,14]. 

Computer security is no less critical. Effective digital preservation requires robust 

protection schemes to guarantee the integrity, availability, confidentiality, and authen-

ticity of information—thereby aligning records management with broader cybersecu-

rity frameworks [11]. 

In this paper, we understand digital objects as any information entity stored electron-

ically (e.g., documents, datasets, multimedia), while the term digital document refers 

specifically to structured textual or multimedia records, and digital file designates the 

technical container that stores them. 

Despite advancements in storage, emulation, and format migration technologies, es-

sential questions remain: How can we ensure digital documents remain accessible and 

readable over time? What models are most appropriate for institutions with limited re-

sources? What roles do international standards and national policies play in consolidat-

ing sustainable preservation environments? 

Against this backdrop, this article aims to analyze the strategic models and interna-

tional standards that guide the preservation of digital documents and to identify key 

recommendations for developing sustainable institutional policies. A structured docu-

mentary review of recent literature is conducted to characterize the current state of the 

field, identify best practices, and outline the core conditions needed for effective preser-

vation across diverse organizational contexts. 

2 Methods  

This study was conducted using a documentary-bibliographic methodology to examine 

strategic models and international standards relevant to the preservation of digital doc-

uments within institutional environments. The selection of this approach stems from 

the need to systematize updated academic, technical, and regulatory knowledge in order 

to construct a comprehensive understanding of the field’s current state and best prac-

tices. 

The analysis was based on 22 studies (see Table 1) that met predefined inclusion 

criteria. Sources included peer-reviewed journal articles, academic theses, technical 

manuals, institutional reports, and regulatory documents published between 2010 and 

2025. These were retrieved through systematic searches conducted in databases such 
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as Scopus, Web of Science, Google Scholar, Redalyc, SciELO, and university reposi-

tories, using keywords such as "digital preservation," "digital documents," "institutional 

strategies," "digital repositories," and "ISO standards." 

The methodological parameters are presented in Table 1 and include criteria related 

to language, publication range, source type, search tools, and both inclusion and exclu-

sion conditions. This structure ensured the selection of relevant, up-to-date, and meth-

odologically sound documents aligned with the study's objectives. 

Table 1. Methodological parameters applied in the collection and selection of docu-

mentary studies 

Element Detail 

Language Spanish and English 

Time Range 2010 – 2025 

Types of  

documents 

Scientific articles, academic theses, technical manuals, institutional and reg-

ulatory reports 

Resources used 
Scopus, Web of Science, Google Scholar, Redalyc, Scielo, university repos-

itories 

Inclusion Criteria 

Exclusion Criteria 
Lack of methodological support, unsubstantiated opinionated publications,

duplicity, or scarce thematic linkage 

The selected documents focused directly on digital preservation issues and contrib-

uted relevant insights on strategic models, regulatory frameworks, technological tools, 

or institutional practices. Excluded materials lacked explicit methodology, offered only 

subjective viewpoints, or were not substantially linked to the study's analytical frame-

work. 

Data were analyzed through a thematic review and classification strategy, structured 

around five main axes: (1) strategic preservation models, (2) international standards 

and normative frameworks, (3) technological tools applied, (4) institutional diagnoses, 

and (5) present challenges in institutional settings. Each document was evaluated in 

terms of methodological soundness, timeliness, relevance, and contribution to the topic. 

Table 2 summarizes the typology of the selected studies, categorizing them as qual-

itative, quantitative, mixed-methods, literature reviews, critical or systematic reviews, 

technical applications, experimental research, or methodological proposals. This clas-

sification helped reflect the range of perspectives within the field and highlighted its 

interdisciplinary richness. 

Table 2. Distribution of the studies reviewed according to their methodological approach 

Type of Study Quantity 

Literature review 6 

Qualitative 5 

Quantitative 1 

Mixed 3 
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Type of Study Quantity 

Applied technician 1 

Experimental 3 

Methodological proposal 1 

Systematic review 1 

Critical Review 1 

Total general 22 

The sources span multiple countries and institutional contexts, contributing to a com-

parative and regionally grounded understanding of the challenges and practices related 

to the preservation of digital documents—particularly in Latin America. This diversity 

reinforced the validity and depth of the thematic insights obtained. 

Overall, the methodology enabled a comprehensive and integrative perspective of 

the subject and supported the identification of institutional strengths, critical gaps, and 

actionable recommendations for the design of sustainable preservation strategies across 

varying organizational environments. 

3 Results and discussion 

The analysis of the reviewed documents allowed us to identify key trends in the ap-

proaches and strategies applied to digital document preservation in institutional set-

tings. Based on the 22 studies systematized in Table 3, the results are organized and 

interpreted according to the five thematic axes established in the methodology: (1) stra-

tegic preservation models, (2) international standards and normative frameworks, (3) 

technological tools, (4) institutional diagnoses, and (5) current institutional challenges. 

Before presenting the findings by thematic axis, two tables are included to contex-

tualize and complement the analysis. Table 3 lists the main studies reviewed, presented 

in a consistent format that includes the title, type of study, key findings, and their cor-

responding reference number, which allows direct identification in the References sec-

tion. This table serves as the empirical foundation for the subsequent discussion. Table 

4 provides a comparative overview between traditional paper-based conservation and 

digital preservation, highlighting the structural and technical differences that justify the 

need for new models, standards, and institutional competencies. 

Table 3. Selected studies on digital documentary preservation 

Research 
Type of 

study 
Results 

Digital preservation strate-

gies: case studies. University 

Library, 24(1), 13–25. 

Quantita-

tive 

Some libraries and institutions have docu-

mented their experiences in digital preserva-

tion, oriented towards common conservation 

objectives [5]. 
Model for digital evidence 

preservation in criminal re-

search institutions-PREDECI.  

Quantita-

tive 

Model for digital evidence preservation in 

criminal research institutions [15]. 
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Developing Policies and Pro-
cedures for Digital Preserva-

tion 

Qualitative 
It outlines a high-level preservation policy 
applicable to both organizations and ar-

chival curators [1]. 

ISO criteria for the digital 

preservation of archival docu-
ments 

Qualitative 
It systematizes ISO criteria for the digital 

preservation of institutional archives [16]. 

Digital Preservation in Co-

lombia: An Analysis from the 

Normative Perspective 

Mixed 

It analyzes policies and levels of compli-

ance in Colombia, proposing a preservation 

scheme from document management [8]. 
Long-term digital preserva-

tion: standards, auditing, ma-

turity and strategic planning 

Qualitative 

Identify 10 standards, 8 audit models, and 3 

maturity models. Analyze strategic factors 

in digital preservation [7]. 

Distributed Digital Preserva-
tion and Inter-Institutional 

Collaboration in Mexican 

Universities 

Mixed 
It proposes a distributed model of digital 
preservation for public institutions of higher 

education in Mexico [4]. 

Digital Preservation 
Literature 
review 

Manual that guides the development of 
preservation plans in the face of the risk of 

digital obsolescence [17]. 

Digital repositories for con-

servation 

Literature 

review 

Literature review on the role of digital re-

positories in long-term preservation [2]. 
State of the Art of Digital 

Preservation in Mexico, Co-

lombia, Brazil, and Argentina 

(2006–2016) 

Mixed 

Comparative study on advances and chal-

lenges in digital preservation in Latin Am

ica [9]. 

er-

Preservation and preservation 

of digital documents 

Literature 

review 

Literature analysis on digital conservation 

strategies [18]. 

Digital document preservation 
and computer security 

Literature 
review 

It studies vulnerabilities and security strate-

gies to ensure the reliable preservation of 
digital documents [11]. 

Digital preservation strategies 

at the Universidad Católica 

Santiago de Guayaquil 

Literature 

review 

It underscores the importance of an institu-

tional culture of preservation and mitigation 

of digital risks [10]. 

Ingesting digital archives into 

long-term storage system 

through free open-source soft-

ware in South Africa 

Qualitative 

It proposes a framework for preservation us-

ing free software in government institutions; 

It highlights interoperability and security as 

key pillars [19]. 

Decentralized digital preser-

vation: the LOCKSS initiative 

and shadow libraries 

Critical Re-

view 

It analyzes the LOCKSS model and its ad-

aptation by alternative libraries and reposi-

tories as a decentralized mechanism of digi-

tal preservation [20]. 
Preserving digital heritage: 

assessing the compliance of 

digital repositories in South 

Africa with OAIS and TDR 
standards. 

Qualitative 

Assesses the degree of compliance of digital 

repositories with OAIS and TDR standards 

in South Africa; identifies critical gaps and 
proposes improvement actions [21]. 

D-Cloud-Collector: Admissi-

ble Forensic Evidence from 
Mobile Cloud Storage 

Technical 

proposal 

It presents a model with HSM to preserve 

digital evidence in cloud environments with 

guarantees of traceability and legal admissi-
bility [22]. 
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Forensic Approaches for End-
to-End Encryption Cloud 

Storage Services: MEGA as a 

Case Study 

Applied te-
chnical 

study 

It proposes a methodology for forensic col-
lection and analysis in encrypted services 

(E2EE); and highlights technical and legal 

challenges in preservation [23]. 

Detection and extraction of 
digital footprints from the 

iDrive cloud storage 

Experimen-
tal 

Design a guide to extract fingerprints in web 
browsing and detect misuse of cloud storage 

for forensic purposes [24]. 

It develops a model based on generative ar-

Artificial Intelligence-Driven 
Interactive Experience for In-

tangible Cultural Heritage 

Ap-
plied/Expe-

rimental 

tificial intelligence (LoRA) for the digital 
preservation and creative reinterpretation of 

intangible heritage, integrating it into inter-

active museum experiences [25]. 

It proposes a multi-criteria decision-making 
Decision Algorithm for Digi-
tal Media and Intangible-Her-

itage Digitalization Using PF-

COCOFISO 

Methodolo-

gical pro-

posal 

model (PF-COCOFISO) to select optimal 

strategies for heritage digitization under un-

certainty, considering technological, eco-

nomic, and cultural factors [26]. 
It features a neural network with integrated 

WA-Net: Wavelet Integrated 

Attention Network for Silk 

and Bamboo Character 

Recognition 

Experimen-

tal 

wavelet transform-based attention (WA-

Net) for the enhancement of automatic 

recognition of historical characters in de-
graded digitized documents [27]. 

A Conceptual Framework for 

the Path of Digital Preserva-

tion of Intangible Cultural 
Heritage 

Systematic 

review 

It carries out a systematic review that de-

rives a conceptual framework to guide pro-

cesses of digital preservation of intangible 
heritage, integrating technical, cultural, and 

management components [28]. 

Table 4. Comparison Table Traditional vs. Digital Preservation 

Paper document Electronic document 

Support can last for many years. The stand has a short life. 

It can be read even if it is deteriorated If it is damaged, it prevents its reading 

Preservation using chemical techniques 
Preservation through digital strategies (migration, 

emulation) 

Authenticity by signature and physical seal Authenticity by electronic signature or encryption

Face-to-face access Remote access over networks 

Preservation of documents of current and 

disappeared producers 

Preservation of digital or digitized documents 

born 

Professional profile: chemistry, history, 

paleography 

Professional profile: computer science, metadata, 

document management 

Physical identification: shelves, boxes Digital identification: structured metadata 

(Sáenz-Giraldo, 2019) 

3.1 Strategic models of preservation 

Several studies propose structured models that guide digital preservation from an insti-

tutional perspective. [4] suggests an inter-institutional distributed model for public uni-
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versities in Mexico, reflecting the need for cooperation in contexts with limited re-

sources. For their part, [7] identify strategic frameworks linked to audits and long-term 

planning, as part of a comprehensive preservation architecture. 

[28] provide a conceptual framework for intangible heritage that incorporates tech-

nical, normative, and social variables, allowing models to be adapted according to the 

type of institution and its digital maturity. [25] move towards models based on artificial 

intelligence, integrating generative algorithms to design interactive experiences that 

strengthen institutional memory. 

Along the same lines, [22] developed a system based on cryptographic modules 

(HSM) for cloud environments, proposing a technical architecture aligned with tracea-

bility standards. These approaches share a common vision: the need to articulate tech-

nological infrastructure with long-term organizational strategies. 

[26] study contributes to the design of decisional models applicable in contexts of 

uncertainty, by incorporating the PF-COCOFISO method, which weighs multiple stra-

tegic criteria. This proposal reinforces the idea that preservation models must be adap-

tive and oriented toward sustainable decisions in complex environments. In addition, 

[17] highlights the need for organizations to formulate explicit institutional plans as a 

first step to address the risks of digital obsolescence. 

3.2 International standards and regulatory frameworks 

Standardization is a key factor in digital preservation. [16] synthesizes ISO criteria for 

electronic document management, particularly ISO 14721 (OAIS) and ISO 16363. [21] 

evaluates the compliance of South African digital repositories with these standards, 

identifying infrastructure and documentation gaps. [7] outlines ten standards, eight au-

dit models, and three maturity frameworks, emphasizing the role of international stand-

ards in promoting continuous institutional improvement. [28] highlights the importance 

of regulation in sustaining preservation policies, while [26] proposes a flexible frame-

work adaptable to various digitalization levels by combining technical, legal, and cul-

tural components. 

The analysis by [8], focused on the Colombian case, shows the lack of articulation 

between national regulations and international standards, which generates inconsisten-

cies in institutional application. This divergence is a phenomenon replicated in other 

Latin American contexts, as shown by [9]. Along these lines, [1] also propose high-

level archival policy guidelines aimed at ensuring sustainable institutional preservation. 

[2] complements this vision by underlining the importance of preserving both the in-

tegrity and authenticity, reliability, and functionality of the electronic document, fun-

damental aspects that must be protected through standards recognized and widely sup-

ported by the international community. 
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3.3 Applied technological tools 

Technological innovation is at the heart of document preservation strategies. [27] de-

veloped WA-Net, a neural network that allows the recognition of deteriorated old char-

acters in historical documents, which represents a significant advance in automated dig-

ital restoration techniques. [22] integrate security hardware (HSM) into cloud solutions, 

to preserve digital evidence with legal value. His proposal stands out for its emphasis 

on traceability, a critical factor in environments where the veracity and authenticity of 

the archives are central. 

[23] address the problem of end-to-end encryption (E2EE) and its compatibility with 

preservation and forensic analysis processes, by proposing an analysis methodology for 

services such as MEGA. On the other hand, [24] explore how to extract digital finger-

prints from browsers, which reinforces the concept of document tracking in distributed 

environments. [25] research focuses on generative AI tools, such as LoRA, to create 

interactive museum experiences that combine heritage preservation and interpretation. 

These tools not only safeguard content but also revalue it in educational and cultural 

contexts. 

[19] provide evidence on the use of free software in long-term storage systems, 

which is a viable solution in institutional contexts with budgetary constraints. The ap-

propriation of open technologies is presented as a strategic alternative to proprietary 

commercial solutions. 

3.4 Institutional diagnosis 

Institutional diagnosis is essential to understand the real state of digital preservation in 

organizations. [8] conducts a normative-operational analysis in Colombia that reveals 

structural flaws between policies and their practical implementation. This phenomenon 

is also documented in the work of [9], who compare experiences from Mexico, Brazil, 

Colombia, and Argentina. 

[19] show that the use of free software not only reduces costs but also facilitates 

institutional self-assessment processes by being transparent and auditable. Although 

not explicitly included in the table, successful cases of the implementation of interop-

erable institutional repositories have been reported, demonstrating progressive im-

provements in diagnostic and technical planning processes.  

[7] introduce maturity models as diagnostic tools that allow baselines and action 

plans to be established. These tools are key to assessing gaps between what should be 

normative and operational reality. In addition, [10] highlight the need to foster an insti-

tutional culture of preservation as a structural condition for the success of any strategy. 

Organizational culture acts as a facilitator or brake depending on the degree of commit-

ment of institutional leadership. 

In this sense, [2] stresses the importance of guaranteeing principles such as the in-

tegrity, authenticity, reliability and functionality of the digital document, elements that 

should be the object of systematic diagnosis in any organization. Likewise, [11] states 
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that an institutional environment of document preservation cannot be conceived with-

out a robust model of computer security, which ensures the permanence, accessibility, 

and availability of digital objects over time. 

3.5 Current challenges in institutional environments 

The studies reviewed converge in the identification of structural and operational chal-

lenges. Among the most relevant are: lack of specialized technical training, obsoles-

cence of supports, absence of standardized protocols, and low institutional investment. 

[18] synthesizes many of these problems, highlighting the impact of obsolescence on 

digital document life cycles. 

[20] proposes an alternative solution based on decentralized infrastructure 

(LOCKSS), which reduces dependence on centralized platforms and mitigates risks as-

sociated with the loss or manipulation of information. This proposal has a high potential 

in contexts with limited storage capacity. [26] underlines the complexity of institutional 

decision-making in scenarios of high uncertainty. Its methodological proposal includes 

a weighted evaluation system that takes into account cultural, legal, and budgetary var-

iables, promoting a more holistic logic in the management of preservation. 

[25] also highlight the challenges linked to the energy sustainability of the techno-

logical solutions used. The heavy use of servers and AI processing systems raises ques-

tions about the environmental impact of long-term digital strategies. [10] show that, 

without explicit political will, even the best-formulated strategies can be ineffectively 

executed. This reinforces the idea that digital governance must include not only tech-

nical frameworks but also committed leadership. 

The findings show a significant evolution in the way institutions approach digital 

preservation, with a move towards more comprehensive models, supported by both in-

ternational standards and emerging technological tools. The integration between strate-

gic, regulatory, and technological frameworks has made it possible to build solid pro-

posals that respond to diverse institutional realities. However, critical gaps persist in 

policy implementation, especially in contexts of low technological or institutional ma-

turity. The absence of articulated guidelines and qualified human resources are factors 

that still limit the success of these strategies in Latin America, as evidenced by [9] 

The articulation between situational diagnosis, interoperability, and scalable solu-

tions is emerging as a priority. Models such as those proposed by [7, 19] point in this 

direction, betting on auditable, transparent, and sustainable structures. 

Likewise, there is a conceptual evolution towards the inclusion of preservation as an 

essential component in digital security policies, as highlighted by [2,11]. This conver-

gence between disciplines opens up new possibilities for the formulation of integrated 

governance frameworks. In summary, the results confirm the need to adopt a multidi-

mensional approach that combines regulations, technical capacities, strategic frame-

works, and institutional will as pillars for the effective management of digital docu-

mentary heritage. 
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4 Conclusions 

This study has shown that the preservation of digital documents is a strategic challenge 

for institutions that manage information in the digital age. Through the documentary 

analysis of 22 studies, trends, gaps, and good practices were identified around the stra-

tegic models and international standards that govern digital preservation in institutional 

environments. 

One of the main findings lies in the need to integrate regulatory frameworks such as 

ISO 14721 (OAIS), ISO 16363, and the UNESCO Charter for the Preservation of Dig-

ital Heritage, within the internal policies of organizations. The absence of such frame-

works limits the sustainability of preservation initiatives, which is particularly critical 

in Latin American countries with institutional and technological gaps. 

Likewise, it was found that the most effective strategic models are those that com-

bine technological planning, document governance, and human resources training. In 

this sense, experiences such as those proposed by the British Library or academic insti-

tutions analyzed in the study, stand out for their comprehensive vision and focus on 

continuous improvement. 

From a methodological perspective, the review allowed us to observe a growing 

concentration of recent studies (the year 2025), which confirms the contemporary boom 

of the subject and the urgency of its approach. However, the typology of studies shows 

a predominance of qualitative and documentary approaches, which suggests the need 

to expand future research toward empirical, comparative, and applied studies. The 

methodological approach adopted was a structured narrative review, which allowed for 

the synthesis of interdisciplinary findings without applying formal systematic review 

protocols such as PRISMA. 

Moving towards an efficient institutional management of digital preservation re-

quires adopting a multidimensional approach, which articulates standards, technology, 

computer security, organizational sustainability, and a cross-cutting culture of preser-

vation. This articulation not only strengthens institutional digital governance but also 

ensures the accessibility, authenticity, and longevity of digital objects as part of the 

documentary and cultural heritage of organizations. 

This study is limited by its reliance on documentary analysis, which, although com-

prehensive, does not include empirical validation in institutional contexts. Future re-

search should develop applied studies that test the proposed models in real environ-

ments, incorporate longitudinal evaluations of preservation policies, and explore the 

integration of emerging technologies such as AI and blockchain under diverse legal 

frameworks 
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