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Abstract. The purpose of an intrusion detection system is to prevent damaging 

attacks. Additionally, the tactics and technologies used by attackers are always 

changing. In the last work, we proposed employing random forest and support 

vector machines (SVM) in military defense environments (KDD 

dataset).Numerous experiments were conducted on the KDD dataset in order to 

lower FN rates and increase efficiency, regardless of whether SVM and RF have 

demonstrated good accuracy and precision failed to decrease FN rate and many 

deep learning modals has been studied.The hybrid SVM+LSTM modal 

demonstrated successful decreasing FN rate, increased accuracy, recall, and 

precedence 
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1 Introduction 

 

The internet has become a very significant. aspect of everyone's daily life in the modern 

day since it provides crucial information on a variety of topics, including business, 

education, and entertainment, as well as information about sensitive subjects like 

military defense. Network attacks are increasing in all fields due to widespread internet 

use, but it's crucial to identify and research attacks in the military because they involve 

sensitive national data. The integrity, resilience, and confidentiality of computer 

networks are under risk from a variety of threats. One of the most prevalent and 

dangerous types of attacks is the denial of service (DOS) attack. The goal of DOS 

assaults is to temporarily shut down different services for users' benefit. Generally 

speaking, the phenomena overload the system with unsolicited requests and depletes 

network resources. Consequently, DOS acts as a broad umbrella for various types of 

attacks meant to deplete network and computer resources. Remote to Local (R2L): User 

to Root (U2R) attacks try to switch the attacker's access permission from regular user 

to root user, who has total access to computers and network resources, in order to obtain 

unauthorized access to these resources. attack using probes. A tool or program has been 

put in place to monitor or gather information regarding network activities. 

Satan, Ip sweep, Mscan, Saint, and Nmap are some of these attacks. Consequently, an 

intrusion detection system has been implemented. Intrusion detection system (IDS) 

reinforces users to flag conceivably hazardous acts. If a breach of privacy 
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comes   to   light,   the   IDS   cautions the system's administration .intrusion detection 

systems, M.L techniques are used to correctly Assess a wide range of assaults, reduce 

false negative rates , and boost recognition rates Several intrusion detection systems 

have evolved that use numerous one M.L algorithms have been developed because M.L 

algorithms are recognized as They are among fenders for beneficial techniques to 

provide identifying harmful activity assaults in a rapidly and in a precise manner On 

IDS, a number of machine learning algorithms have been created. Created SVM and 

RF on IDS in a previous paper. We are now using hybrid modal SVM+LSTM to reduce 

FN rate and increase accuracy prior recall. 

2 Intrustin detection system 

Information sharing and communication depend on computer networking. Conversely, 

computers necessitate ongoing monitoring and identification of third-party threats. The 

three pillars of computer security—confidentiality, integrity, and availability—may be 

compromised by these problems. An intrusion is an effort to steal information from the 

CIA and jeopardize the secrecy of a computer system or network. Monitoring system 

or network activity for indications of unauthorized access is known as intrusion 

detection. The following are the IDS's main objectives: 1) Keep an eye on hosts 1) 

Monitor hosts and networks; 2) Analyze network behavior; 3) Send alerts; and 4) 

Report any suspicious activity. There are two ways employed.  

IDS includes anomaly detection and misuse detection.  

Anomaly detection techniques simulate Computer networking facilitates 

communication and information sharing.  

Computers need third-party hazard identification and monitoring. and identified on a 

continuous basis. These issues have the potential to jeopardise the three pillars of 

computer security: confidentiality User behaviour is used to create a normal (standard 

Action. This method builds a model that closely resembles a user's typical behavior by 

analyzing their behavior over time.  

The intrusion detection system (IDS) will sound an alert whenever an event deviates 

from normal behavior making it suitable for the detection of new attacks. To identify 

potential intrusions, the gathered events will be compared to known attacks or threats 

via signature-based methods or misuse detection. Known attacks are frequently 

described using signatures. The aforementioned approach outperforms the anomaly 

detection method. andlowers the quantity of false alarms. However, it is not useful for 

detecting new attacks. Integrity and availability are depicted in Figure 1. An intrusion 

is an attempt to compromise the security of a computer system or network and steal 

data from the CIA. The process for identifying intrusions is monitoring network or 

system activity and looking for signs of illicit The IDS's primary goals are to: 1) monitor 

hosts and networks; 2) analyze computer network activity; 3) send out alerts; and 4) 

respond to any questionable activity.. Fig 1 shows working princle of IDS with 

SVM+LSTM 
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Fig 1: IDS with SVM+LSTM procedure 

 

Fig 2: visualization of IDS with hybrid modal 

3 Methodology 

The KDDCup99 dataset is processed using a structured machine learning workflow. 

Initially, the dataset is loaded, which includes network trafficData including labeled 

instances reflecting both normal and aberrant behavior. Preprocessing corrects missing 

values, normalizes numerical features, and codes categorical variables so cleaning and 

preparing data. Training and testing subgroups of the dataset help to guarantee an 
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objective assessment. The model is built using the training set then tested for 

performance prediction. An LSTM and SVM hybrid model) networks is then used. The 

SVM component performs feature-based classification to detect abnormalities from 

normal activity, leveraging its robustness for high-dimensional data. The LSTM 

component focuses on learning the temporal patterns. 

4 Literature Review 

Saud Mohammed Othman et al.[1] says used the KDD dataset using Spark-chi-SVM 

and Logistic Regression & SVM to obtain accuracy of 99.55%, 92.7%, and 96.8%, 

respectively 

Jan Lasky et al.[2] employed a self-collected dataset in conjunction with ISCX, 

DARPA, NSL-KDD, and KDDCUP99, as well as an auto encoder, a Boltzmann 

machine, a deep belief network, and a recurrent neural network. The Boltzmann 

machine demonstrated high accuracy and a low false positive rate. 

Wei Zhong et al.[3] employed DARPA, ISCX, and CICIDS datasets with Decision 

Tree, SVM, CNN, and Big Data Based Hierarchical Deep Learning System 

(BDHDLS), with BDHDLS demonstrating excellent accuracy.[5],Several more 

datasets, including KDDCUP, UNSW-NB15, NSL-KDD, and a self-generated SCADA 

network, were used with various M.L approaches, yielding high accuracy. Several more 

datasets, such as KDDCUP, UNSW-NB15, NSL-KDD, and self-generated SCADA 

network, were employed with various M.L approaches, resulting with excellent 

accuracy. 

 Wenjuan Wang et al.[4] developed a novel cloud intrusion detection approach based 

on Support Vector Machine (SVM) and Stacked Contractive Auto-Encoder. When 

tested on the NSL-KDD and KDD99 datasets, the technique yielded encouraging 

results for cloud intrusion detection. The effectiveness of this technique indicates that 

future cloud intrusion detection systems may benefit from integrating SVM with 

Stacked Contractive Auto-Encoder.  

Shanleela Pitafi et al says[5] A 2020 study found that there has been a paradigm shift 

in the field of perimeter intrusion detection systems toward M.L-driven approaches. 

This study created a curated dataset to improve security measures by employing ST-

Density-based spatial clustering of methods with noise scan (ST-DBSCAN). The 

system, known as STPID, achieved an amazing 90% accuracy, representing a 

significant leap in the use of M.L to improve the reliability and efficiency of security 

systems. This fundamentally changes our understanding and use of security measures, 

pointing to a future in which M.L plays an important role in intrusion detection systems. 

Langzhou Liu et al.[6] conducted the investigation in 2022. The M.L models employed 

include Random Forest, Support Vector Machine (SVM), XGBoost, Long and Short 



 

 

3256             M. R. Nandini et al.

Term Memory (LSTM), AlexNet, and Mini-VGGNet deep learning models. The 

DSSTE algorithm was implemented and the models were compared. The DSSTE 

demonstrated great accuracy in detecting imbalanced network traffic. These models 

were tested and validated using the NSL-KDD and CSE-CIS-IDS2018 databases. 

Wickramasinghe et al.[7] (2023) emphasize the growing importance of Machine 

Learning (ML) in Cyber-Physical Systems (CPSs) for applications such as performance 

monitoring, preventative maintenance, and threat detection, citing the huge volumes of 

data generated by these systems. However, they highlight a significant challenge: the 

"black-box" nature of many ML models, which makes their adoption difficult in safety-

sensitive CPS situations where openness and accountability are vital. While explainable 

ML has made tremendous progress in supervised learning, unsupervised learning is still 

immature, particularly in the setting of CPSs, which frequently generate large amounts 

of unlabeled data. Wickramasinghe et al. propose Self-organizing Maps (SOMs) as a 

potential solution for explainable unsupervised machine learning. Their system 

generates both global and local explanations for SOM clustering decisions, which 

enhance Model transparency. The authors use feature perturbation techniques to 

confirm the effectiveness of this strategy, demonstrating that explainable SOMs can 

uncover the key characteristics driving the model's decision-making process, making it 

a promising choice for explainable unsupervised learning in CPSs. 

Rachid Ben et al[8] says, numerous studies have proposed hybrid deep learning models 

such as CNN-LSTM for network intrusion detection, utilizing their capabilities in 

feature extraction and sequence modeling. However, these algorithms frequently lack 

real-time applicability and are susceptible to overfitting as a result of imbalanced 

datasets or insufficient diversity in training data. 

Anusha k  et al.[9] took two datasets, kdd and NSL-KDD, and applied two M.L modals 

(SVM and RF) to both datasets. The accuracy is likewise remarkable, but one of the 

critical parameter false negative rate, that is, the modal wrongly forecasted the attacks 

as no attacks is high. 

5 Dataset description 

With 494,021 network traffic records and 43 attributes including duration, 

protocol_type, src_bytes, dst_bytes, number_of_logins, and logged-in, the KDDCup 99 

dataset is a benchmark set for evaluating intrusion detection systems. With multi-class 

classification, the objective variable, result, assigns each record to either normal or one 

of several kinds of evil activity. Combining Support Vector Machines (SVM) and Long 

Short-Term Memory (LSTM) networks this work enhances intrusion detection. SVM 

is used for dimensionality reduction and preliminary classification, whereas LSTM uses 

its ability to describe temporal dependencies in network traffic. By combining SVM's 

strong classification with LSTM's sequential learning, the model efficiently captures 

both static and dynamic traffic patterns, increasing detection accuracy and lowering 

false positive rates. A hybrid shows promise for real-time application and adaptation to 
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varied datasets, making it an effective option for modern network intrusion detection 

systems. 

6 HYBRID learning techniques 

To address challenges such as high false negative rates and efficient network attack 

detection, a hybrid model integrating Support Vector Machines (SVM) and Long Short-

Term Memory (LSTM) networks is presented. This method combines the temporal 

modeling capacity of LSTM with the classification strength of SVM, making it 

especially useful for datasets including sequential or time-series data, such as network 

traffic or system logs. The model includes two main phases: feature extraction and 

classification, which ensures a streamlined and successful workflow. 

a. SVM+LSTM 

Support Vector Machines (SVM) and Long Short-Term Memory (LSTM) networks 

combine to create a potent hybrid method for sequential data analysis. This model 

improves the identification of patterns and anomalies in time-series datasets by 

combining their respective advantages. The tasks of LSTM include understanding 

hidden structures, identifying temporal connections, and deriving significant insights 

from sequential data. As the classifier, SVM uses the features that were retrieved to 

accurately differentiate between normal and abnormal patterns. This hybrid approach 

is especially helpful in domains where it's critical to identify minute time-based 

differences, such as cybersecurity, financial fraud detection, and system performance 

monitoring. Two crucial stages are followed by the model to guarantee an effective 

workflow: 

LSTM Feature Extraction: LSTM processes the input data to identify underlying 

patterns. The network is trained to handle sequential input data and find temporal 

connections and patterns in the dataset. This involves Learning Temporal Features: The 

LSTM identifies trends, periodicities, and correlations within the data that can signal 

Normal or atypical activity, for example, assault patterns or valid traffic. Creating 

Embeddings: After training, the LSTM generates feature vectors (embeddings) that 

capture the essence of each sequence in a high-dimensional space. These embeddings 

act as a condensed representation of the learnt temporal patterns, giving useful input 

for the classification stage. 

Classification Using SVM: The extracted features are fed into the SVM for final 

decision-making. The LSTM embeddings are fed into the SVM, which excels at 

discovering hyperplanes to divide data into discrete classes (e.g., normal vs. attack). 

The benefits of this step include handling Non-linear Data: The SVM can efficiently 

classify non-linearly separable data using kernels such as the Radial Basis Function 

(RBF) or polynomial kernels. Improved Accuracy The combination of temporally 

enhanced data from the LSTM with SVM's robust classification Capabilities provide 

great precision and fewer false negatives. Workflow for the Hybrid Model: During the 
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training phase, the LSTM model learns temporal patterns and dependencies from the 

dataset. After training is completed, the LSTM creates a feature vector (embedding) for 

each input sequence. These feature vectors are used to train the SVM, which learns to 

categorize data using the LSTM-generated representations. In the predictive phase, the 

trained LSTM creates a feature vector to represent fresh input data sequences. This 

feature vector is used by the trained SVM to categorize the sequence (for example, 

normal vs. anomalous).  

Advantages of Hybrid Models:  

Temporal Awareness. The LSTM's capacity to simulate sequential dependencies 

improves its ability to detect subtle attack patterns had emerge over time. 

Accurate classification. The SVM effectively handles the high-dimensional feature 

space generated by the LSTM, resulting in precise classification with a low false-

negative rate. 

Scalability. This modular approach enables the system to adapt to a wide range of 

sequential datasets beyond network intrusion detection, such as fraud detection or 

activity tracking.  

Efficiency in Real-Time Scenarios. By using pre-trained components, the model may 

perform rapid classification in operational settings. This SVM+LSTM hybrid model 

displays a strong mix of sequential learning and robust classification, making it a 

potential solution for detecting and mitigating network intrusions in dynamic and high-

stakes settings. 

7 Experimental results 

Using the KDD CUP 99 dataset, we employ a hybrid model of Support Vector Machine 

(SVM) and Long Short-Term Memory (LSTM) network to enhance an Intrusion 

Detection System (IDS) for networks. SVM selects critical features from network data, 

while LSTM detects temporal patterns, enabling accurate identification of various 

attacks. This model reduces false positives and provides real-time threat detection, 

strengthening the security of agricultural systems. 
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Fig. 3. Target variable outcome visualization 

 

Fig. 4. SVM+LSTM vs accuracy graph 

 

Fig. 5. modal comparisons for kddcup99 SVM vs RF vs SVM+LSTM 
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Table 1.Comparision of Accuracy OF SVM+LSTM techniques with two 

different datasets 

DATASET ACCURACY PRECESION RECALL F1 SCORE 

KDD99  99.0% 100% 99.0% 100% 

Fig. 6. Confusion matrix for SVM+LSTM 

The research findings are presented in the form of several figures and a table, which 

provide a detailed examination of the model's performance. Figure 2 depicts the target 

variable representation, which distinguishes between normal and attack properties, 

while Figure 3 shows how accuracy improves with the number of epochs. Figure 4 

compares the performance of various models, including SVM, RF, and the hybrid 

SVM+LSTM, showing that the latter outperforms the others. Figure 5 shows the 

confusion matrix for the SVM+LSTM model used on the KDDCup99 dataset, 

demonstrating its classification performance. Table 1 summarizes key measures like 

accuracy, precision, recall, and F1 score to provide a comprehensive evaluation of the 

models. Overall, the SVM+LSTM model is the most effective in detecting threats 

because it combines the strengths of Both algorithms produce superior outcomes. 

8 Conclusion and Future Work 

This study investigated several machine learning algorithms for intrusion detection, 

including SVM, Random Forest, and a hybrid SVM+LSTM model, which produced 

outstanding results on the KDD Cup 99 dataset, with 99% accuracy, 100% precision, 

99% recall, and a perfect 100% F1-score. These results demonstrate the efficacy of 

combining LSTM sequential learning with SVM classification skills for intrusion 

detection. Looking ahead, various improvements can be made, including incorporating 

more advanced deep learning techniques such as CNNs or Transformers, applying the 

model to real-time datasets for dynamic situations, and optimizing it for large, 

complicated datasets. Furthermore, fine-tuning hyperparameters, implementing attack 
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emergence handling techniques, and improving model explainability can boost its 

performance and dependability. Increasing the model's capacity to handle various 

assault vectors and adjusting Adapting to emerging cybersecurity challenges will be 

crucial to preserving its relevance. By addressing these future directions, the system 

can be upgraded to provide effective security against growing cyber threats, especially 

in military defense systems. 
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