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Abstract. The VANETS have the ability to significantly increase road safe-
ty and traffic efficiency through real-time data interchange. Their distinct fea-
tures, such as erratic connectivity, changeable network topologies, and suscep-
tibility to security risks, present significant difficulties, nevertheless. For de-
pendable data delivery in these changing situations, routing techniques are cru-
cial. This article offers a thorough analysis of several routing techniques de-
signed specifically for VANETSs, grouping them into topology-based, location-
based, cluster-based, broadcast, and geocast strategies. Every category is thor-
oughly examined, with an emphasis on its general fit for VANET systems as
well as its operational principles, advantages, and disadvantages. A comparison
analysis is provided to show how well each strategy performs in various net-
work scenarios and provide information on the benefits and drawbacks of each.
Additionally, the paper highlights and talks about the unresolved research issues
and possible paths forward in the VANET routing sector. This work intends to
support the continuous development and implementation of reliable and effec-
tive VANET communication systems by offering a systematic review of current
routing protocols and pointing out topics for further study.
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1 Introduction

Vehicular Ad Hoc Networks (VANETS) represent a crucial technology within modern
Intelligent Transportation Systems (ITS), enabling seamless communication between
vehicles (V2V) and with roadside infrastructure (V2I). VANETSs enhance road safety,
traffic management, and infotainment services by facilitating real-time data exchange.
The rapid advancements in connected and autonomous vehicle technologies have fur-
ther amplified the importance of reliable VANET communication.
Due to their highly dynamic nature, VANETSs face numerous challenges, including
rapid topology changes, intermittent connectivity, security threats, and varying traffic
densities. To address these challenges, researchers have developed various routing pro-
tocols designed to optimize data transmission while minimizing latency, packet loss,
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and overhead. This paper provides a detailed classification and analysis of these routing
protocols.

2 Classification of VANET Routing Strategies

VANET routing protocols can be broadly classified into topology-based, position-
based, cluster-based, broadcast-based, and geocast-based approaches [1]. Each cate-
gory has unique characteristics, making it suitable for specific VANET applications.
The following sections provide an in-depth analysis of these protocols.

2.1 Topology-Based Routing

Routing methodologies that leverage network topology depend on pre-defined path-
ways and conventional packet transmission techniques. These strategies utilize the net-
work's structural information to create and manage routes. These protocols use network
topology information to establish and maintain routes, and are further categorized into
proactive, reactive, and hybrid protocols [2] [3]:

2.1.1 Proactive Routing: These protocols sustain current routing tables contain-
ing pre-computed paths between network nodes. Exemplary protocols in-
clude OLSR (Optimized Link State Routing) and DSDV (Destination-Se-
quenced Distance Vector). They are typically algorithm-driven and de-
signed for rapid route availability [4]. These protocols offer minimal la-
tency, but are prone to significant control overhead due to frequent network
topology adjustments [5].

2.1.2 Reactive Routing: These protocols establish routes solely upon demand.
AODV (Ad hoc On-Demand Distance Vector) and DSR (Dynamic Source
Routing) are representative of this category. While they minimize over-
head, the route discovery phase can introduce latency [6]. These protocols
demonstrate swift adaptation to network modifications, but may produce
delays during route establishment [5].

2.13 Hybrid Routing: By integrating proactive and reactive strategies, hybrid
routing protocols, such as ZRP (Zone Routing Protocol), segment the net-
work into localized zones. Proactive routing is employed within these
zones, while reactive routing is utilized for inter-zone communication. This
technique optimizes performance by achieving a balance between latency
and overhead [7]. It proves advantageous in intricate settings characterized
by unpredictable vehicle movement and communication dynamics [8].
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2.2 Position-Based Routing

Position-based routing protocols utilize the geographic coordinates of nodes rather than
maintaining routing tables. These protocols rely on geographic information for packet
forwarding, making them highly adaptable to VANETS' dynamic nature and well-suited
for high-mobility environments as they do not rely on predefined routes [9][10]. These
protocols increase scalability and has low overhead making them suitable for urban
scenarios [11]. Some well-known position-based protocols include:

2.2.1 Greedy Perimeter Stateless Routing (GPSR): This protocol forwards
packets to the nearest neighbour in the direction of the destination. When no
closer neighbour exists, it switches to perimeter routing. GPSR utilizes GPS
data to forward packets towards the destination in a greedy manner and is
efficient in dense networks but struggles in sparse environments.

2.2.2 Geographic Source Routing (GSR): GSR integrates digital maps to en-
hance route selection, ensuring packets are forwarded along optimal roads.
This makes it particularly effective in urban environments and integrates ge-
ographic information with pre computed routes for efficient data delivery.

2.2.3 Greedy Traffic-Aware Routing (GTAR): Designed for urban scenarios,
GTAR leverages real-time traffic conditions to select routes, avoiding con-
gested roads.

2.2.4 Directional Greedy Routing (DGR): Uses directional forwarding to en-
hance routing performance.

2.3  Cluster-Based Routing

Scalability in vehicular networks is enhanced through cluster-based routing, which
structures vehicles into tiered groups. Within each cluster, a designated cluster head
oversees communication, and gateway nodes facilitate inter-cluster data exchange.
These protocols improve network scalability by creating adaptable clusters, with a clus-
ter head managing internal communications. Notable examples include:

2.3.1 COIN (Clustering for Open Inter-Vehicle Communication): This dy-
namic clustering protocol aims to improve vehicle coordination and de-
crease packet interference.

2.3.2 VCBR (Vehicle Cluster-Based Routing): This approach prioritizes route
stability by selecting cluster heads with extended life spans, thereby mini-
mizing re-routing overhead. These protocols are especially effective in
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highway environments, where vehicles naturally group according to speed
and direction.

233 CBLR (Cluster-Based Location Routing): This method establishes clus-
ters based on patterns of vehicle movement.

234 MBC (Mobility-Based Clustering): This technique utilizes vehicle mo-
bility metrics to maintain stable clusters, leading to improved network per-
formance.

2.4  Broadcast Routing

Protocols centred around broadcast and geocast routing are designed to distribute data
to numerous nodes simultaneously. Broadcast-based routing is primarily employed for
critical safety communications and urgent notifications. In contrast to unicast or mul-
ticast methods, these protocols transmit information to every node within a defined
area.

2.4.1 Broadcast Routing: This approach is well-suited for safety-critical appli-
cations where messages must reach all vehicles in proximity (e.g., hazard
alerts).

2.4.2 Flooding: As the most straightforward broadcast method, flooding in-
volves each vehicle re-transmitting received messages. While guaranteeing
message propagation, this can result in the 'broadcast storm' challenge.

2.43 UMB (Urban Multi-Hop Broadcast): Developed for urban settings, UMB
employs a selective relay node strategy to diminish redundant transmis-
sions.

2.4.4 DV-CAST (Distributed Vehicular Broadcast): This protocol aims to al-
leviate network congestion by limiting message re-transmission to a subset
of vehicles.

2.5  Geocast Routing

Geocast routing focuses on delivering messages to designated geographical areas,
thereby enhancing the effectiveness of location-based services [12]. This approach rep-
resents a location-dependent multicast technique, where information is distributed to
vehicles situated within a specified geographic boundary.

2.5.1 LAR (Location-Aided Routing): This method leverages GPS data to con-
fine message flooding to a particular geographic region, thus lowering net-
work overhead.

2.5.2 ZHLS (Zone-Based Hierarchical Link State Routing): This protocol
partitions the network into zones and employs a hierarchical routing scheme
to optimize efficiency.
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Geocast protocols find widespread application in scenarios such as providing accident
advisories, disseminating meteorological warnings, and delivering location-targeted ad-
vertisements.

3 Comparative Analysis of VANET Routing Protocols

Vehicular Ad-Hoc Network (VANET) routing protocols can be classified according to
their functional attributes and methodologies, each possessing unique strengths and
weaknesses. An analytical examination of these protocols reveals their performance
variations across different deployment contexts, notably in urban and rural settings
[13][14]. Table 1 shows the comparative analysis of VANET routing protocol

3.1  Types of Routing Protocols: Reactive, proactive, and hybrid protocols offer
different trade-offs in route establishment and maintenance.

3.2 Performance Metrics: Throughput, packet delivery ratio, and latency are key
metrics, with performance varying by vehicle density and environment.

3.3  Advantages and Disadvantages: Proactive protocols offer low latency but
high overhead, while reactive protocols conserve bandwidth but introduce
delays. Hybrid protocols aim to balance these factors.

Table 1.Comparative Analysis of VANET Routing Protocols.
Protocol Type Advantages Disadvantages

. High head in dy-
Topology-Based Reliable in structured networks 87 overfieac In ¢y
namic environment
Requires GPS and lo-
Position-Based Highly scalable and adaptable egulres . aneto
cation services

. Cluster maintenance
Cluster-Based Efficient in dense networks .
complexity

High redundancy and

Broadcast/Geocast Ideal for safety applications .
congestion




4.1

4.2

4.3

4.4

A Study of Vehicular Ad Hoc Network (VANET) Routing Protocols 1699
Challenges in VANET Routing

Dynamic Topology

A major challenge in VANET routing is the network's continually changing
structure. Given the constant movement of vehicles, the network topology is
inherently unstable, complicating packet delivery. Effective routing protocols
must adapt to these changes to ensure reliable inter-node communication
[24][26]. The unique topological characteristics of VANETS differ considerably
from Mobile Ad-Hoc Networks (MANETS), as VANETs must address a greater

degree of variability in both node mobility and the number of active nodes [25].

Security and Privacy Issues

Security and privacy issues also pose substantial barriers to VANET routing. As
vehicles exchange information, the requirement for strong authentication and
defence against potential attacks is critical. Ongoing research is focused on
developing authentication protocols to secure communications and guarantee
data integrity and confidentiality [27][28]. Moreover, factors such as network
congestion and Quality of Service (QoS) demands further complicate the

creation of efficient routing methodologies [24].

Performance Constraints

Performance limitations in VANETSs are varied, encompassing eclements like
congestion, restricted bandwidth, and high energy consumption. Routing
protocols must be capable of managing these constraints while ensuring
effective packet delivery, even in challenging environments such as dense traffic
or scattered vehicle clusters [29][30][31]. The challenge is to design protocols
that can accommodate both urban and highway settings, as routing demands can

diverge significantly between these environments [31].

Protocol Diversity

The wide array of routing protocols developed for VANETS also introduces a chal-
lenge. These protocols can be categorized based on various criteria, including their op-
erational attributes and intended applications. However, a unified approach is necessary
to enable interoperability among different systems, particularly as global regulations
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continue to evolve [15][32]. This absence of standardization impedes the deployment
of routing solutions across diverse regions and vehicular environments.

5 Real world application of VANET protocols

VANETS are instrumental in various real-world applications. Some of the most notable
use cases include:

5.1 Collision Avoidance Systems:

VANETS enable vehicles to exchange safety messages, helping drivers avoid accidents.
5.2 Traffic Management:

Routing protocols facilitate real-time updates on traffic conditions, reducing conges-
tion.
5.3 Emergency Services Communication:

First responders use VANETS for faster and more efficient navigation during emergen-
cies.
5.4  Autonomous Vehicle Coordination:

Future self-driving cars will rely on VANET protocols to navigate and avoid obstacles.
5.5 Smart Parking Systems:

Vehicles communicate with infrastructure to locate available parking spots in urban
areas.

The adoption of 5G and Al-powered routing protocols is expected to further enhance
these applications, making transportation systems more efficient and secure.

6 Al and Blockchain for Secure VANET Routing

In the progression of VANETS, the incorporation of Artificial Intelligence (AI) and
Blockchain technologies is attracting interest to improve routing efficacy and security.
Conventional routing methodologies encounter difficulties in managing the dynamic
characteristics of vehicular networks, resulting in heightened packet loss and routing
overhead. Al-based algorithms, including deep reinforcement learning, possess the ca-
pability to forecast vehicular movement patterns, thereby enabling dynamic optimiza-
tion of route selection.

Blockchain, on the other hand, offers decentralized security mechanisms that prevent
data tampering, Sybil attacks, and unauthorized access. Smart contracts can enable
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trustless interactions between vehicles, ensuring that only authenticated nodes partici-

pate in routing decisions. These emerging technologies promise to revolutionize
VANET communication by providing robust, adaptive, and secure routing solutions.

7 Security Challenges in VANET Routing

Given the open and dynamic characteristics of VANETS, security continues to be a
crucial consideration. The subsequent table outlines significant security vulnerabilities
and their effects on routing protocols.

Table 2. Security Challenges in VANET Routing.

Security Threat Impact on Routing P ial Solution

i : : . . Fake shortcuts mis-
Sybil Attack Fake vehicles disrupt routing decisions ake shorteuts mis
lead routing

Denial of Service ) Al-based anomaly de-
Network congestion and packet loss .
(DoS) tection

. Trust-based routi
Black Hole Attack Malicious nodes drop packets rus-basec routing
protocols
Geographical packet

Wormbhole Attack Fake shortcuts mislead routing . .
verification

8 Conclusion and Future Scope

Vehicular Ad-hoc Network (VANET) routing protocols are fundamental for facilitating
diverse applications, ranging from improving road safety to enabling autonomous nav-
igation within intelligent urban environments. This document has presented a thorough
examination of these protocols, detailing their categorization, advantages, disad-
vantages, and suitability. The incorporation of Artificial Intelligence (Al) and Block-
chain technologies presents viable solutions for mitigating the inherent challenges of
VANETS, such as fluctuating network architectures and security vulnerabilities, and
facilitates the creation of more resilient and adaptable routing methodologies. Future
research initiatives should prioritize hybrid strategies that merge Al-based decision-
making with distributed security protocols, concurrently capitalizing on emerging tech-
nologies like 6G and edge computing, to establish the foundation for fully intercon-
nected and intelligent transportation systems.
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