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Abstract. Authentication systems play a crucial role in verifying the 

identity of individuals, whether they are accessing physical spaces, digital 

platforms, or services. Traditional methods of authentication, such as 

passwords, PINs, and security questions, have limitations, including 

vulnerability to theft, guessing, or brute force attacks. Biometric authentication 

has emerged as a more secure and convenient alternative. Biometrics refers to 

the use of unique physical characteristics such as fingerprints, facial features, 

iris patterns, or voice recognition to identify individuals. For the purpose of 

security, these biometric systems are being employed in the banking sector, 

healthcare, offices, airports etc. At the airports, Automatic Border Control 

(ABC) gates are being used which capture a live photo and compare it with the 

photo in e-MRTD. The traveller is only allowed to pass the gate when both of 

these photos match. Today, these ABC systems are exposed to face morphing 

attacks in which a person tries to pass the gates by using a forged photo in his 

passport. This photo is created by combining two images together which 

resembles both the participating images and is used to fool the security systems. 

This problem is alarming as it is a matter of national security. Therefore, the 

proposed model detects whether a photo is morphed or not. The dataset 

contains both genuine and morphed images. Various pre-processing techniques 

is applied on the images to make them ready for the training. Three blocks of 

convolutional layers followed by a fully connected layer is used in the 

architecture. Adam optimizer is used for optimization and binary cross entropy 

is employed as a loss function. The model outperforms in comparison to 

existing techniques when various performance metrics are applied on the test 

dataset. 
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1. Introduction 

Biometrics refers to the identification of individuals based on their unique biological 

characteristics. Recent advancements in technology and artificial intelligence have 
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significantly enhanced and automated security systems through biometric 

authentication, which can include methods such as retina scans, fingerprint recognition, 

and facial recognition. These biometric systems are increasingly being deployed across 

various sectors, including corporate offices, banking, healthcare, airports, and 

smartphone security, to strengthen safety and streamline access control.One of the 

major applications of these facial biometric security controls is Automatic Border 

Control (ABC) systems. These ABC systems compare a live captured photo of a 
traveller with the chip-stored photo of the machine readable travel document (e-

MRTD) of the traveller[1]. The traveller is allowed access to pass the gate only when 

both the photos match. These ABCs are deployed in approximately 80 airports[2] after 

the ICAO has made it mandatory to include photo of the traveller in the passport. This 

has also led to the issuance of more than 800 million e-Passports in twelve 

years[3].However, these ABC systems are vulnerable to a severe security threat in the 

form of face morphing attacks. This threat was first identified by Ferrara et al.[4]. In 

face morphing, a forged image is created by combining the features from photos of two 

or more individuals. The morphed image resembles all the contributing faces and it is 

then used to fool the ABC systems to get access through the entry gate by an illegal 

person[5]. The threat is shown in Figure 1. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig.1. Morphing attack during passport application. [6] 

This problem has emerged due to the availability of various morphing tools today. Any 
attacker can use these tools to combine his image with the image of another person 

without any criminal background (i.e., the accomplice). In this way, a morphed image 

is created. 

There can be two scenarios for face morphing attacks: the first one is when the 

passport application process involves submission of the photograph for an ID by the 

applicant himself at the passport issuance office, as shown in Fig. 1. Here, the 

accomplice can apply for the passport with the morphed image which is uploaded in 

his e-document. The attacker can now use this document to cross the e-gates as the 

morphed image matches with both of its constituent subjects’ images. To make the 
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detection of morphed image even more difficult, the attacker practice to print and then 

scan the morphed image to use this re-digitized version of morphed image for the 

application. The detection of print-scanned images is difficult as compared to digital 

image as the pixel level information is discarded during the process. This case is the 

most difficult to detect as the morphed photo gets printed on the passport by the office 

only and the document becomes a genuine one[3].  

Another case is where live photo is captured at the passport office. In this scenario, 
the identity spoofing is done after the passport gets printed. The morphed photo is 

printed on the top of the actual photo by such minute specifications by the criminals 

that it is impossible to detect that some manipulations have been done with the 

document. 

The extremity of the problem was proved by various studies in which the morphed 

images were presented to experts having extensive training who even failed to 

differentiate between real and morphed images [4][7][8]. Thereafter, studies were also 

conducted to check the feasibility of biometric systems and it highlighted that even the 

verified face recognition systems produced a high similarity score of the morphed 

image with both the constituents’ images[9][10]. Recently, the European Commission 

and Frontex have also addressed this problem as a serious one.  

The structure of this paper is organized in different sections. Section 1 is the 
Introduction. Section 2 gives an overview of the existing work carried out for face 

morphing attack detection. The methodology of this research work is included in 

Section 3. Section 4 introduces the metrics used to evaluate the network. The details 

regarding the experiments carried out on training data and the results achieved is 

provided in Section 5. In the concluding part, the paper discusses the results and the 

advantages of this research work. 

2. Related Work 

Automated morphed face detection was first introduced by Raghavendra et al. in their 

work of 2016[9]. It was based on micro-texture pattern of BSIF and the classifier used 

was SVM. The authors generated their own dataset manually which consisted of 450 

morphed images and their methodology achieved a good detection performance but 

their proposed work was suited to digital images only.  

Scherhag et al.[10] were the first to propose solution for print-scanned version of 

morphed images. They created two datasets by printing the images of an already 

available digital morphed face images and scanning them using two different scanners 

as per the guidelines of ICAO. Testing was performed on these two datasets using two 

already available FRS – VeriLook and OpenFace. Results show that the available 

techniques are not suitable for P&S images as the accuracy degraded to a great extent. 
Raghavendra et al. in [3] generated morphed images using the software tools GIMP 

and GAP and then created a print & scanned version using two different scanners. 

Their proposed detection method combined the working of the first fully connected 

layers of two deep CNN networks AlexNet and VGG-19 and then the combined 

features are classified using P-CRC. The analysis of performance was done both for 

digital and print-scanned images and it was found that performance degrades in the 
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detection of print-scanned images. The performance also went down when the training 

was done with one dataset and testing was done with another dataset. 

In [11], Seibold et al. applied transfer learning on VGG-19 and taken two neurons for 

the output layer to check whether the image under consideration is a genuine or a 

morphed one. The authors used some regions of the face from morphs and aligned 

them on original so that network can consider whole face area to check for morphs. 

Their experiments showed that neural network-based methods are better in detecting 
morphs than texture-based but the performance of neural network degrades when 

complex morphs are encountered. 

The authors in their work [12] have used the basic morphing pipeline to create morphs 

and then trained and tested the dataset on three deep neural networks – AlexNet, VGG-

19 and GoogleNet using both the approaches of training from scratch and using pre-

trained weights. Results have shown that using transfer learning approach in deep 

learning architectures have shown better results than training from scratch. 

A new perspective for detection of morphs using GAN was proposed by Peng et al. in 

[13] who named it FD-GAN. They created their own dataset FM with 65 subjects’ 

images. The photographs are taken twice within an interval of 1 week and each time 

10-12 frontal images were taken. In all, around 23 images of each subject were taken. 

Then morphed images were created with these images using pixel fusion factor from 
0.1 to 0.9. They have used GAN approach to restore the accomplice face which utilizes 

symmetric dual network architecture along with 2 levels of restoration losses for 

separating the features of accomplice. They conducted the experiment keeping in mind 

two scenarios – first, with still images and second with variation in expressions and 

makeup. It was discovered that in second scenario, restoring the image of the 

accomplice was difficult. 

The authors of [14] created their own dataset from FERET and FRGCv2 using four 

morphing software tools, resized the images, printed them and then scanned them at 

300 dpi. They used pre-trained DL based face recognition system for feature extraction 

and for those features which were not extracted with this FRS, they trained their own 

MAD algorithm. Their algorithm reported a DEER of 1 to 7% for different datasets. 
In their work of 2020[15], Venkatesh et al. aggregated multiple denoising methods 

using a DL based network MS-CAN. This aggregation was done to compute residual 

noise. They used AlexNet for feature extraction and CDC for classification. 

The morphs generated through previous GANs were not complaint with the rules of 

ICAO and were of low quality. To test a morph detection algorithm, the morphed 

images should be as complex as possible so that they can fool a human expert as well 

as FRS at ABC. To overcome this limitation, Venkatesh et al. in [16] improved GAN 

architectures for generating high quality morphs using StyleGAN. Their proposed 

scheme of morph generation was able to handle the artifacts automatically. They have 

analyzed the GAN dataset by comparing it with other landmark-based morph dataset 

and a previously generated GAN-based morphed dataset[17] and reported the results of 
various MAD methods in detecting both GAN and landmark-based morphs. Their 

findings show that StyleGAN and MorGAN do not impose much threat to FRS than 

landmark-based morph generation. 

The authors in [18] have collected 1900 face images from different datasets and also 

added their own to generate equal number of morphs. To train their network, they have 

used VGG-19 with 2 output neurons, one for bona-fide image and one for morphed 
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image. They have developed an advanced training method to force a neural network so 

that it considers all the regions of the face when making decision for a morphed image 

rather than only around the eye areas. For this, they have used partial morphs i.e., only 

few regions are from morphed image and are aligned to the input image. Four regions 

are focussed for generating partial morphs, area around nose, mouth, and eyes. They 

have experimented their model in 4 ways: in the first three ways, the output layer 

contains only two neurons – one for morphed and one for bona-fide while in the fourth 
way, it has 4 output classes where each class represents one morphed region. They 

analysed their method and found that it does not primarily affect the accuracy when 

compared to BSIF but it is more robust against different complex attacks. 

3. Proposed Methodology 

3.1 Dataset Preparation 

The dataset contains two set of images – morphed and genuine. The images in the 

morphed set are a subset of images from FRLL-Morphs dataset which is a collection of 

morphed images prepared using 4 different morphing tools: OpenCV[19]–[21], 

FaceMorpher[20][22][23], StyleGAN2[23] and WebMorpher[24]. Morphed images 

are selected from each of these categories. The genuine images are taken without any 

change. 

Once the images are selected, they are required to be pre-processed. Pre-processing of 

images refers to the techniques applied to raw image data in order to enhance its 

quality, reduce noise, and prepare it for further analysis or processing tasks. The goal 

of image pre-processing is to improve the image's clarity and highlight relevant 
features, making it easier for algorithms to interpret and analyze the image correctly. In 

the proposed work, each image is resized to 128*128 ensuring that all images have the 

same dimensions and are converted to RGB. Labels are assigned based on whether the 

image is morphed (1) or genuine (0). The pixel values of the images are normalized to 

the range [0, 1]. This step ensures that the model’s weights are updated more 

efficiently during training. The dataset is divided into training and testing data in the 

ratio of 80:20.  

3.2 Data Augmentation 

Data augmentation is the process of artificially increasing the volume of data by 

creating transformed versions of original images. The tool used for augmenting the 

dataset is ImageDataGenerator which is a class in Keras. It is used to apply random 

transformations (like rotation, zoom, shift, and flipping) on the training data to 

artificially increase the size of the dataset and improve the model’s ability to 

generalize. This helps the model become more robust and reduces the chances of 

overfitting. The augmentation included: 

 Rotation: Random rotations by up to 20 degrees. 

 Width and height shifts: Horizontal and vertical shifts by up to 20%. 

 Shear: Random shearing by up to 20%. 



 Zoom: Random zooming by up to 20%. 

 

 

 Horizontal Flip: Random horizontal flips of the images. 
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This data augmentation allowed the model to see a more diverse set of images 

during training, which can improve its performance on unseen data. 

3.3 Model Architecture 

The architecture of the Convolutional Neural Network (CNN) of the proposed model 

consists of three main blocks of convolutional layers, followed by fully connected 

layers: 

Convolutional Layers 

First Convolutional Block: This block contains a convolutional layer followed by a 
max pooling layer. The convolutional layer performs a convolution operation using 32 

filters, each of size 3x3. The ReLU activation function is used to introduce non-

linearity. The input images are of size 128*128 with 3 channels (RGB). The max 

pooling layer performs max pooling with a 2x2 window, which reduces the spatial 

dimensions of the feature maps by half, thus reducing the computational complexity 

and enabling the model to focus on high-level features. 

Second Convolutional Block: The convolutional layer of this block performs 

convolution with 64 filters, each of size 3x3. This layer learns more complex features 

from the images. This is again succeeded by max pooling to reduce the feature map 

size. 

Third Convolutional Block: Here, the convolutional layer uses 128 filters to learn even 

more complex features and then max pooling reduces the spatial size. 

FlatteningAfter the three convolutional blocks, the resulting 3D feature maps are 

flattened into a 1D vector. This is necessary before feeding the data into fully 

connected layers. 

Fully Connected LayersA fully connected layer with 128 neurons is used. The ReLU 

activation function is applied to introduce non-linearity.Dropout is used as a 

regularization technique to prevent overfitting. It randomly sets 50% of the inputs to 

zero during training.The output layer has a single neuron with a sigmoid activation 

function. This is because the problem is binary classification (morphed vs. genuine), 

and the sigmoid function outputs a probability score between 0 and 1, which represents 

the likelihood of the image being morphed.Fig. 2 shows the architecture of the 

proposed CNN model.  
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Fig. 2. Block diagram of the proposed CNN model 

Model Compilation 

Optimizer: Adam optimizer is used. It adapts the learning rate during training and is 
known for its efficiency and good performance in practice.  

Loss Function: Binary Cross Entropy is used as the loss function, which is typical for 

binary classification tasks. It measures the difference between the predicted and true 

labels. 

4. Metrics 

In addition to accuracy, for analysing the performance of any morph attack detection 

methods, several performance metrics have been standardized[25]. These metrics are 

mentioned below: 
 APCER: It is the count of the percentage of morphed images which are detected as 

bonafide images. 

 BPCER: It is the percentage of bonafide images wrongly detected as morphing 

attacks. 

 ACER: It is the average of APCER and BPCER. 

 DEER: It is the point in the curve where APCER is equal to BPCER. It acts as a 

decision threshold to measure accuracy. 

5. Experimentation and Results 

The model is trained for 50 epochs with a batch size of 32. The experiment 
demonstrated the effectiveness of using a CNN for morphed face detection. The model 

achieved a high classification accuracy on the test set, with good performance on both 

morphed and genuine images.  

The training and validation loss is shown in Fig. 3 and Fig. 4 shown the training and 

validation accuracy of the model during the training process. 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

182             P. Arora et al.

 

 

  

 
 

Fig. 3. Training and Validation Loss Fig. 4. Training and Validation Accuracy 

The classification report provides detailed evaluation metrics for each class (genuine 

vs. morphed). The accuracy achieved by the proposed model is 90%. 

 Fig. 5 and Table 1 gives a glance of the classification report of these results. 

Fig. 5.Classification Report of the proposed model 
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Table 1.Table captions should be placed above the tables. 

 Genuine Morphed 

Precision 83% 100% 

Recall 100% 80% 

F1-Score 91% 89% 

Support 5 5 

Fig. 6 below shows the precision, recall and F1-Score of genuine and morphed 

classes.Additionally, the evaluation metrics such as APCER, BPCER, ACER, and 

DEER gave a nuanced view of the model's ability to handle both genuine and morphed 

faces. These metrics are shown in Fig. 7. 

The model has achieved a very good score in all the aspects for precision, recall and 

F1-Score. Additionally, when measured in terms of SOTA metrics for morphing attack 

detection models, the proposed model has achieved exceptional results. BPCER of 

0.08 indicates that 8% of genuine users are falsely rejected as attackers.  An APCER of 

0.12 indicates that 12% of morphing attacks are falsely accepted as legitimate users. 

 

 Fig. 6. Precision, Recall and F1-Score of both the clas 

 

  Fig. 7. BPCER, APCER, ACER and DEER 
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6. Conclusion 

The experiment demonstrated the effectiveness of using a CNN for morphed face 
detection. The model achieved a high classification accuracy on the test set, with good 

performance on both morphed and genuine images. Additionally, the evaluation 

metrics such as APCER, BPCER, ACER, and DEER gave a nuanced view of the 

model's ability to handle both genuine and morphed faces. The model achieved an 

overall accuracy of 90% on the test set. The ACER was found to be 10%, showing a 

balanced error rate across both classes. 

To further improve the model, future experiments could explore using deeper 

architectures or pre-trained models (e.g., VGG16, ResNet) for better feature extraction. 

Implementing additional data augmentation techniques or leveraging a larger dataset 

may help in improving the results. Fine-tuning the model for optimal thresholds in the 

DEER metric can also help the future researchers. 
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