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Abstract. This research proposes an innovative method for distinguishing real
images from deepfakes using Vision Transformers (ViT) combined with the
AdamW optimizer and cosine similarity. The approach utilizesViT's self-
attention mechanism to capture global spatial relationships and extract rich
feature representations from input images. Cosine similarity is then used to
measure the proximity between features extracted from real and deepfake
images, enabling highly accurate deepfake detection. The AdamW optimizer
facilitates effective training of the ViT by optimizing model parameters
efficiently. Extensive evaluations across diverse scenarios demonstrate the
robustness and precision of the proposed method, highlighting its potential in
applications such as media verification, digital forensics, and surveillance.
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1 Introduction

The advancement of deepfake technology has significantly complicated the task of
identifying authentic images, as fabricated content can now appear strikingly realistic
and difficult to distinguish from genuine visuals. These deepfakes pose serious threats
to cybersecurity, media integrity, and legal investigations, and are frequently employed
in deception campaigns, identity manipulation, and sophisticated scams. Owing to their
intricate nature, traditional detection methods—such as manual forensic analysis and
basic image processing techniques—often fall short in accurately identifying
deepfakes. In response, deep learning-based approaches, particularly Vision
Transformers (ViTs), have emerged as promising tools for this challenge. ViTs
segment images into patches and process them as sequences, allowing for the detection
of deeper contextual relationships and patterns than traditional Convolutional Neural
Networks (CNNs), which analyze images in a more localized and hierarchical manner.

This paper explores the representation of real and deepfake images using a pre-trained
Vision Transformer (ViT) model and evaluates their similarity through cosine
similarity measurement, which quantifies the closeness between two feature sets. A
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lower cosine similarity score indicates significant disparities, whereas a higher score
reflects greater resemblance between the images. To improve the precision of feature
extraction, the AdamW optimizer is incorporated for optional fine-tuning during
experimentation. The framework also facilitates interpretability by visualizing results
through proximity charts and percentage-based similarity scores. This approach offers
a robust and flexible system for deepfake detection by leveraging Vision Transformers
and deep learning-driven similarity analysis.

1.1  Literature Survey

The growing prevalence of Al-generated synthetic content has sparked significant
interest in identifying distinguishing characteristics of deepfake images. In the context
of image similarity detection, traditional machine learning (ML) techniques such as k-
nearest neighbors (k-NN), decision trees, and support vector machines (SVMs) have
been explored. However, these methods depend heavily on manual feature extraction,
limiting their effectiveness when applied to more complex deepfake manipulations
[112].

With the rise of deep learning (DL), convolutional neural networks (CNNs) have
enhanced the ability to differentiate between authentic and manipulated images.
Architectures like ResNet, VGG, and EfficientNet have been widely adopted for
image classification tasks, including deepfake detection [3]. Nonetheless, CNNs
primarily focus on local feature extraction and often struggle to capture long-range
dependencies, which may reduce their effectiveness in identifying subtle deepfake
artifacts [4].

Recent research has investigated the application of Vision Transformers (ViTs) for
detecting deepfake imagery. Unlike CNNs, ViTs utilize self-attention mechanisms to
model global relationships within an image, enabling more comprehensive feature
representation [5]. Due to their capacity to capture intricate patterns and textures,
ViTs have demonstrated superior performance over traditional CNNs in classification
tasks, including facial forgery detection [6]. Pre-trained models such as ViT-B/16 and
ViT-L/32 have been employed to analyze the similarity between real and synthetic
images. These models generate high-dimensional embeddings, which are then
compared using cosine similarity to assess the degree of resemblance [7]. A key
advantage of ViTs is their ability to learn hierarchical representations without the
need for handcrafted feature engineering.

One of the major challenges in developing deep learning models for deepfake
detection is achieving optimal performance while avoiding overfitting. The AdamW
optimizer has gained prominence in recent studies due to its improved weight decay
regularization, which enhances generalization in deep neural networks [8]. Unlike
traditional Adam optimization, AdamW decouples weight decay from the learning
rate, enabling more stable convergence and preventing excessive parameter updates
that can degrade model generalization [9].

2 Methodology

The proposed system in Fig. 1 utilizes a Vision Transformer (ViT)-based architecture
to detect deepfake images by comparing them against real counterparts. Each input
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image—real and suspected fake—is first divided into fixed-size 2D patches. These
patches are flattened into 1D vectors and passed through a linear projection layer to
obtain uniform patch embeddings. Positional embeddings are then added to retain
spatial information, enabling the model to understand the layout of image regions.
These enriched embeddings are processed through multiple Transformer encoder
layers that leverage self-attention mechanisms to capture both local and global
features. The resulting high-level representations of the real and deepfake images are
passed into a similarity computation module, where a similarity score is calculated.
This score helps determine the authenticity of the input image by quantifying how
closely it matches a known real reference. The system is trained end-to-end using the
Adam optimizer to minimize loss and improve detection accuracy.
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Fig. 1. ViT based Real to Deepfake Detection System

2.1  Existing System
Traditional deepfake detection methods primarily relied on feature extraction
techniques, such as analyzing pixel-level inconsistencies, detecting artifacts in facial
regions, and assessing color distortions. However, these techniques often struggled
to generalize across different deepfake generation methods due to their limited
ability to capture complex patterns.

CNN-Based Approaches:

Early deepfake detection frameworks adopted Convolutional Neural Networks
(CNNs) to automatically extract features from images and classify them as real or
fake. Architectures such as ResNet, EfficientNet, and XceptionNet were trained on
large datasets containing both authentic and manipulated images. For instance,
Nguyen et al. (2019) explored CNN-based models to identify tampered facial
regions by learning spatial anomalies in deepfake images. Similarly, Afchar et al.
(2018) introduced MesoNet, a lightweight CNN designed specifically for deepfake
detection, demonstrating effective performance in identifying facial forgeries.
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Despite their effectiveness, CNN-based methods typically required extensive
labeled datasets and were vulnerable to adversarial attacks, which limited their
robustness in real-world scenarios.

Recurrent and Hybrid Models:

To enhance temporal consistency analysis in video-based deepfake detection,
researchers investigated Recurrent Neural Networks (RNNs) and hybrid models
combining CNNs with Long Short-Term Memory (LSTM) architectures. Guera and
Delp (2018) proposed a CNN-LSTM model that analyzed frame sequences to
capture temporal inconsistencies in deepfake videos. This approach improved
detection performance by leveraging transitions in facial expressions and movement
patterns. However, these models were computationally intensive and less effective
for single-frame image analysis, limiting their applicability in static deepfake
detection.

2.2 Proposed System

The proposed system employs Vision Transformers (ViTs) for deepfake detection,
using cosine similarity to assess resemblance between real and manipulated images. It
evaluates key visual elements such as background, posture, facial expressions, and
hairstyle to improve detection accuracy.

Feature Extraction with Vision Transformers:

A pre-trained ViT model is used to extract high-level representations from input images.
Unlike CNN s that focus on local features, ViTs divide images into fixed-size patches
and process them using self-attention mechanisms. This allows the model to capture
global context and subtle inconsistencies often introduced by deepfake manipulations.

Similarity Computation and Multi-Factor Analysis:

The extracted feature vectors from real and deepfake images are compared using cosine
similarity. A score closer to 1 indicates strong resemblance, while lower values suggest
possible tampering. Beyond numerical similarity, the system also analyzes:

e Background consistency to check if the surrounding environment remains
stable.

e  Posture alignment to validate natural body positioning.

e  Facial expression accuracy to confirm emotional coherence.

e Hairstyle consistency to detect alterations in texture, flow, or shape.

These visual checks complement the similarity metric, enhancing detection robustness.

Optimization and Result Interpretation:

The AdamW optimizer is applied to fine-tune the ViT model, helping to prevent
overfitting and improve generalization. To support interpretability, the system visualizes
results through similarity graphs, feature embedding plots, and percentage-based scores,
offering clear insight into the degree of manipulation.
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End-to-End Detection Pipeline:

Images are first divided into patches, which are flattened and linearly projected into
embeddings. Positional encodings preserve spatial structure, and the embedded
sequence is processed by Transformer encoders. Final representations are compared to
produce a similarity score indicating the likelihood of deepfake manipulation.This
streamlined, three-phase approach—feature extraction, similarity analysis, and result
visualization, that offers a robust and interpretable solution for detecting deepfakes,
applicable across domains like cybersecurity, digital forensics, and content
authentication.

3 Results

The proposed approach uses Vision Transformers (ViTs) in conjunction with cosine
similarity to assess the resemblance between real and deepfake images. By
calculating a similarity score, the system determines the likelihood of an image
being authentic. Experimental results indicate that ViTs outperform conventional
CNN-based methods by capturing both global visual patterns and critical local
features. This enhanced capability enables more precise identification of deepfake
manipulations, as illustrated in Fig. 2. The framework achieves higher accuracy in
similarity detection as expressed in Fig. 3, by clearly distinguishing between
authentic and manipulated images.
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Fig. 2. Real and DeepFake Image similarity Detection using Transformers with
Similarity Score
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Fig. 3.Similarity Score Vs Epochs

The framework also analyzes multiple aspects of image content, including posture,
facial expression, and hair style as expressed in Table 1. Among these, facial
expressions and body posture tend to exhibit more distinct features compared to
background variations, leading to higher accuracy in assessing similarity related to
pose and emotion. Since deepfake generation techniques often preserve certain
original attributes while modifying facial regions, background elements may
occasionally be inaccurately rendered. The integration of the AdamW optimizer
enhances the feature extraction process by minimizing false positives and
improving model generalization. By combining Vision Transformers, cosine
similarity, and multi-factor analysis, the framework delivers a robust, efficient, and
highly accurate deepfake detection method suitable for real-world applications. It
has outperformed when compared with other models as depicted in Fig. 4,
excelling with 89 % score of similarity.

Table 1.Comparison of Real and DeepFake Images with Different Image Variations.

Image Real Image DeepFake Image Similarity
Variations Score

R,

Emotion -_ 80.33%
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Pose 64.23%
Hair Length 60.68%
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Fig. 4. Comparison of similarity Detection across various models
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.


http://creativecommons.org/licenses/by-nc/4.0/

	Real And Deepfake Image Similarity Detection Using Transformers



