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Abstract. RFID technology is now an integral part of most industries including 

healthcare, supply chain management, and security systems, providing effective 

asset tracking and real-time data management. While RFID technology is 

widely utilized, current RFID systems are susceptible to critical security threats 

like unauthorized access, data eavesdropping, and cloning attacks. For 

defending against these attacks, in this paper, a multi-factor RFID-based door 

entry system with PIN authentication and keystroke profiling is proposed for 

increased security. Existing systems consists of RFID-based access control, 

including Arduino-based systems, GSM-based locks, and gesture-based 

systems. Even though these systems are robust and convenient to use, they are 

not robust against advanced attacks like brute force attacks or behavioural 

anomalies. The proposed system presented in this paper closes these loopholes 

by employing multiple layers of authentication, offering a better choice for 

secure access control in residential and commercial settings. This system 

integrates RFID tags, tailored PINs, and behavioural biometry using keystroke 

dynamics to eliminate threats of weak PINs and single-factor authentication. 

Using a Multilayer Perceptron (MLP) algorithm to analyse keystrokes, the 

system provides maximum accuracy in authenticating legitimate users and 

distinguishing them from attackers on the basis of typing routines. Compared to 

current systems—e.g., gesture-based or GSM-based locks—the solution 

provides greater security while maintaining ease of use. This methodology 

enhances security features but also provides a simple and expandable structure 

for future advancements in intelligent access control technologies. 

Keywords: Multi-Factor Authentication, Access Control, Keystroke Dynamics, 

RFID Security, Arduino UNO, PIN Authentication  

1. Introduction 

Radio Frequency Identification (RFID) technology has emerged as a very important 

component of the different industries that provide an interface for managing and 

tracking assets, inventory and personnel. Its scope is diverse, including supply chain 

management, transport, health care, hospitality, home automation, and security 

systems. RFID allows real-time tracking of goods throughout a supply chain that 

leads to improved accuracy in inventory while reducing operating expenses. For 
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instance, the application of RFID anti-theft tags is used to see how products move 

within the supply chain[1].  

RFID technology is an important factor in ensuring patient safety and asset 

management within healthcare. RFID systems are employed for tracking medical 

instruments, medicines inventory, and provision of accurate treatments for patients. 

According to a research article published in Applied Sciences, RFID can enhance the 

working of healthcare facilities by automating inventory management to minimize the 

occurrence of human errors during the procedures [2]. This system aids in improved 

operations, thus increasing patient satisfaction through less waiting periods in times of 

critical situations. Another study published in the International Journal of Radio 

Frequency Identification Technology and Applications discussed the practical 

application of RFID in the healthcare system for tracking the identification of patients 

and medication management, thereby highlighting its role in minimizing medical 

errors. 

There are three vital components in the RFID systems- RFID tags, readers 

and antennas. RFID tags can be classified as passive, active and semi-active tags. 

There is no power source in passive tags and rely on operation through 

electromagnetic field generated by the reader. Whereas active tags include a battery 

thus facilitating the transmission and communication over longer distances. Semi-

active tags include both features of passive and active tags but mostlyrely on external 

sources to perform certain functions. This makes the technology applicable in 

virtually all scenarios-from pet tracking to control of inventories in retail 

environments. 

However, RFID systems have some security vulnerabilities and threats. The 

common security issues with RFID technology include unauthorized access, data 

interception, eavesdropping, and cloning attacks. For example, an attacker can 

intercept the communication between an RFID tag and reader to obtain sensitive 

information or impersonate a legitimate tag to access unauthorized data [3]. These 

vulnerabilities call for strong security measures to prevent breaches from occurring. 

Secure encryptions and security authentication are essential for securing RFID 

communications against these attacks. A systematic mapping study on RFID 

technology demonstrates a detailed overview of its applications and developments, 

further reinforcing the need for secure protocols to mitigate these risks. 

For countering such security challenges efficiently, a three-factor 

authentication system, integrating RFID with further means of verification, is put 

forth in a proposal. Such a system could include a Personal Identification Number 

limited with a lockout mechanism, adding further security. This PIN would be a kind 

of knowledge-based factor, while the RFID tag would be a possession-based factor. 

Additional behavioural authentication could be attained by means of keystroke timing 

analysis, where the time measurement taken by users explains the entry of the PIN. 
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This multi-factor system provides considerable security since an attacker would be 

required to bypass numerous barriers. 

Recent studies focus on the integration of advanced biometrics with RFID 

systems within the security paradigm. For example, facial recognition systems may be 

integrated with RFID tags to verify identity in access scenarios [4]. These integrations 

assure an organization that access to a secured facility is granted only to those 

allowed while there will be little risk of spoofing/entrance by unwanted individuals. 

Machine learning algorithms can help identify the user's behavioural patterns for real-

time anomaly detection. One of the articles from the International Journal of Radio 

Frequency Identification Technology and Applications evaluated RFID discussion of 

integrating this technology with others to achieve more security and improved 

efficiency. 

RFID technology is becoming indispensable across different sectors due to its 

remarkable efficiency and security provision. Its integration with multi-factor 

authentication systems provides a strong solution to access control systems and 

mitigating built-in weaknesses of the RFID communications. However, as RFID 

technology continues to grow, new and comprehensive security infrastructures must 

be built that will be able to counter future threats while ensuring that maximum 

benefits are received from the wide applications of RFID. 

2. Literature Review 

Adwaith A. Nair et al. [5]designed a RFID Door access control system under an 

Arduino Uno main board interfaced with the RFID module for authentication, a servo 

motor for operation, LEDs for visual feedback, buzzer for audio alert, and LCD for 

user interactions. The system was simulated in Tinker cad before physical assembly to 

ensure it works correctly. The system is designed to be secure and user friendly, RFID 

authentication with the possibility of multi-factor authentication (MFA). Training and 

testing were done through simulation to minimize errors during implementation. 

Results show the system works, real time feedback through LEDs, buzzer and LCD 

messages for access status. The system is user friendly while maintaining strong 

security against unauthorised access. Future upgrade will be advanced RFID protocols 

and machine learning algorithms to improve accuracy and adaptability in 

access control system. 

S. Umbarkar et al. [6] implemented a digital door lock security system using 

Arduino, with 3 modes of operation: keypad, Bluetooth and GSM module. User can 

unlock the door by entering 4-digit password via keypad, using smartphone Bluetooth 

app within a 10-meter range or by sending password via SMS through GSM module. 

A security alert mechanism will trigger the buzzer and send SMS notification after 3 

consecutive failed attempts. The components include Arduino board, 4x4 keypad, 

HC-05 Bluetooth module, SIM300 GSM module, servo motor for door operation, 

LCD for messages, buzzer for unauthorized access alert. The system was tested and 
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worked well, it can control door access and send security notification. Results show 

the system is reliable, real-time alert enhance security, it’s a good approach for 

modern access control system. 

Gulbakshee J. Dharmale et al. [7]implemented an RFID door lock system 

using an Arduino Uno, an RC522 RFID reader and an LCD for secure access control. 

The system checks RFID card IDs against a registered list, unlocks the door for 

authorized users and denies access to unauthorised ones. Visual feedback is given 

through LEDs and LCD messages. Developed in C programming, the system is 

flexible and easy to implement. The system integrates IoT. Training is registering 

valid RFID cards; testing is to validate access control by scanning both authorised and 

unauthorised cards. Results show effective access control; the system unlocks the 

door for registered users and restricts unauthorised entry. Arduino makes it simple to 

develop, implementation is faster than traditional locking mechanism. This project 

showcases RFID technology in secure authentication and smart home security. 

Shehu Kakale Tilli et al. [8]designed a secure door lock system using RFID 

authentication to control access. The system reads RFID cards and grant or deny 

access based on the card’s authorization. The prototype was developed using Proteus 

software that consists of RFID module for reading cards, microcontroller for 

processing input, servo motor for door operation, LCD for access status and power 

supply. The system was tested by simulating access attempt with both authorized and 

unauthorized RFID cards. Results show the system granted access to authorized users 

and denied any unauthorized attempt, with clear message on the LCD. The proposed 

system is affordable and reliable security solution for home, office and secure 

facilities. Future upgrade will be multi-factor authentication to enhance security, it can 

be adapted to environments that require higher level of security. 

Steeven Zeiß et al. [9] designed a gesture-based door control system using 

capacitive proximity sensors for contactless operation, it’s suitable for public spaces 

like restroom. The system consists of capacitive sensors for gesture detection, 

DORMA PORTEO motor control unit for door operation, IC TLC555-based 

electronic circuit with guard electrode to prevent external interference. User can 

perform specific gesture to open or close the door, with visual feedback showing the 

status. The system was tested through usability study with 16 participants aged 21 to 

35, they evaluated the system’s intuitiveness and preference using Likert-scale 

questionnaire. Results show that user found the system intuitive and prefer it for 

hygiene reason, but suggest improvement for reducing gesture recognition error and 

feedback mechanism. The system is a hygienic and user-friendly alternative to 

traditional door control method. 

Mei-Chuan Tseng et al. [10] designed a door-opening activity monitoring 

system using single wrist-worn inertial sensor to recognize 3 sub-gestures: grasping 

the handle, rotating it and opening the door. The system uses 3-axis accelerometer and 

gyroscope for data collection, moving average technique and event detection for 



          1559Intelligent Door Entry: RFID-Based Authentication with Pin and …   

motion pattern analysis. 5 healthy participants performed multiple door-opening 

activity, manually labelled using camera to mark start and end time. The system 

achieved high performance, accuracy 0.933, precision 0.896, recall 0.904. But 

distinguishing between grasping and rotating gesture is challenging due to their 

similarity. The study shows the feasibility of using single wearable sensor for gesture 

recognition in door-opening activity, potential application in smart home system, 

assistive technology and automated access control. 

Adnan Ibrahim et al. [11]designed a GSM based digital door lock security 

system using PIC microcontroller with 5-digit password mechanism and gear motor 

for locking and unlocking. A GSM module allows remote alert, send warning message 

to pre-set number after 3 failed login attempts to indicate unauthorized access. The 

system has 16x2 LCD for user feedback and buzzer for alert. Testing confirmed 

system stability, with startup time of 11.13 sec and message transmission in a good 

GSM reception area. The prototype costs around $37, but can be reduced during mass 

production. Future upgrade will include face detection sensor, gesture sensor and 

CCTV integration, make the system suitable for residential and commercial use. 

Kaushika Rudraraju et al. [12] designed a secure door locking system 

integrated with RFID and GSM technologies for controlled access into the required 

areas. The RFID reader in this case is connected to the 8051 microcontroller which 

reads RFID cards and either accepts or rejects card entries depending on validation 

thereby denying entry to access unauthenticated users. In cases where an invalid card 

has been read, the system provides an alert through GSM to the mobile number of the 

registered user. Besides, a Raspberry Pi Zero W enhances the door locking system 

with an OTP which is valid only for a limited time. The system was tested through 

simulation using Proteus to verify its functionality and reliability. The results 

confirmed that the system was able to differentiate between valid and invalid users for 

the automation of access control, hence increasing security. The programming 

language used is Keil μVision and the circuit simulation was done using Proteus. The 

model outlined proves to be an effective deterrent and means of improving security 

through real-time authentication and alerting when unauthorized access occurs, thus 

providing a robust and efficient electronic locking system for doors. 

Teodoro P. Monteclaro I et al. [13] has installed the SafeHaven system, 

blending both RFID and PIR sensors with a numeric keypad lock for two-factor 

authentication and intrusion detection, and thereby offering real-time security. 

Multiple if-else trees simulate multi-threading in the structure and verify or alerts 

users based on keypad and RFID input. Once keypad attempts are over, the system 

will only grant entrance through RFID. The system components include servo motor, 

buzzer, LCD, and motion-detecting PIR sensor. The testing was accomplished in the 

RFID mode, keypad mode, and bypass mode, whereas the PIR sensor successfully 

detected movement near the windows and of an "Intruder Alert" on the LCD display 

message activated the buzzer. A 100 percent success rate in both intrusion detection 

and access control verification proved the reliability of the system. Home security will 
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not be compromised because visual and auditory alerts are triggered from any 

unauthorized access with the combined application of RFID and keypad 

authentication. 

Somjit Nath et al. [14] implemented a door unlocking system that uses RFID 

technology interfaced with a central server for the control of access in offices, 

laboratories, and libraries. It essentially consists of an RFID reader, passive RFID 

tags, a 433 MHz transmitter-receiver, an Arduino micro-controller, and a Raspberry Pi 

server. The system maintains a database of authorized users that tracks the entry and 

exit logs through a secure webpage. It also features emergency buttons to allow 

manual door control in case of emergencies. New users will be registered by 

assigning individual RFID serial numbers to be stored in the database. The system 

was tested for user authentication, access logging, and emergency operations. The 

results proved very reliable, with remote monitoring being viable and customization 

made easy. The system is capable of multiple RFID tagging and live tracking, 

providing an inexpensive and effective solution for secured access control. 

Muhammad Sabirin Hadis et al. [15] implemented a Smart Lock System 

(SLS) that makes use of Bluetooth communication for contactless door access based 

on end-users’ proximity. It comprises a lock control, a Bluetooth device, a central 

server, and an electronic door lock. The system consists of two verification zones for 

identity verification within the system: one has access through the Bluetooth signal 

area and area for validation, which makes sure authorization is granted within 1 meter 

of distance. Some additional features are a web application of device management, 

'Get Back' to disable lost devices, and fingerprint authentication for security. The test 

scenarios confirmed that validation area entry permits access and is very stringent 

with security on Bluetooth encryption and authentication. The system offers 

disability-friendly approaches for improved access with secured, automated entry 

solutions into homes, offices, and vehicles. The system is contactless and multi-layer 

authenticated; hence, it can be an efficient cost alternative to any locking mechanism. 

Meera Mathew and Divya R S [16] implemented a secure door lock system 

that uses RFID two-factor authentication encryption mechanism. It consists of a RFID 

reader that reads tag information, encrypts it, and verifies it against its central server 

database. Once authenticated, a one-time password is generated and sent to the user's 

mobile phone and the door lock. The user then enters the OTP via the keypad, which, 

if correctly entered, will send a control signal to unlock the door. Components of this 

system are PIC16F877A microcontroller, RFID module, LCD display, ZigBee 

wireless module, and L293D motor driver IC. The RFID authentication test was 

carried out, and the encryption processes were added with OTP validation. The result 

says that the system is effective for unauthorized access, as it has provided a green 

LED or red LED based on the authentication status. It is a system in high security 

areas, resulting in a more secure mechanism when compared to single-factor 

authentication. 
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Ilkyun Ha [17]implemented a digital door lock that is geared towards 

ensuring maximum safety and ease. The system employs a Raspberry Pi control board 

besides a mobile device and other sensors, such as impact detection with alarms, the 

capturing of images of unauthorized people, and remoted access control functions. 

This system operates using the Arduino microcontroller, OpenWrt OS, MySQL 

Database, and UHTTP web server, to integrate a mobile application. These include 

Logitech's webcam C170 for monitoring of visitors; ultrasonic sensor for proximity 

detection; vibration sensor for the perception of impacts; and an HC-06 Bluetooth 

module to enable wireless communication. Testing considered sensors' response time, 

password error handling, and remote-control functionalities. Results showed 

improvements in simplified security through denied unauthorized access while 

allowing real-time monitoring. User-accommodating design with image capture for 

intrusion detection and remote-control access makes it a prime candidate for 

commercialization as an advanced secure door lock. 

Table 1. Comparative Table of the Reviewed Papers 

Authors System 

Descripti

on 

Authenticati

on 

Method(s) 

Future 

Upgrades/Impro

vements 

Research Gap 

Adwaith 

A. Nair 

et al. [5] 

RFID 

door lock 

access 

control 

system. 

RFID, 

potential for 

Multi-Factor 

Authenticati

on (MFA) 

Advanced RFID 

protocols, 

machine 

learning 

algorithms to 

improve 

accuracy and 

adaptability. 

Vulnerability 

to 

Interference, 

Security 

Risks, High 

Installation 

Costs, 

Scalability 

Issues 

S. 

Umbarka

r et al. 

[6] 

Digital 

door lock 

security 

system 

with 

keypad, 

Bluetoot

h, and 

GSM. 

Keypad (4-

digit 

password), 

Bluetooth 

(smartphone 

app), GSM 

(SMS 

password) 

N/A Limited Range 

of Bluetooth, 

Dependence 

on GSM 

Network, 

Single 

Password 

Vulnerability, 

Lack of 

Advanced 

Security 

Features 

Gulbaksh

ee J. 

Dharmal

e et al. 

[7] 

RFID 

door lock 

system. 

RFID IoT integration 

(already 

implemented 

according to the 

paper). 

Limited 

Range, 

Vulnerability 

to Cloning, 

Dependence 
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on Power 

Supply, Lack 

of Advanced 

Security 

Features 

Shehu 

Kakale 

Tilli et 

al. [8] 

Secure 

door lock 

system 

using 

RFID 

authentic

ation. 

RFID Multi-factor 

authentication to 

enhance 

security. 

Single Factor 

Authentication

, Potential for 

RFID Cloning, 

Limited 

Testing 

Scenarios, 

Scalability 

Steeven 

Zeiß et 

al. [9] 

Gesture-

based 

door 

control 

system 

using 

capacitiv

e 

proximit

y 

sensors. 

Gesture 

recognition 

Improvement 

for reducing 

gesture 

recognition 

error and 

feedback 

mechanism. 

Lack of State 

Feedback, 

Insufficient 

Visual 

Feedback, 

Gesture 

Recognition 

Accuracy, 

Limited 

Interaction 

Options 

Mei-

Chuan 

Tseng et 

al. [10] 

Door-

opening 

activity 

monitori

ng 

system 

using a 

single 

wrist-

worn 

inertial 

sensor. 

Gesture 

recognition 

(grasping, 

rotating, 

opening) 

Distinguishing 

between 

grasping and 

rotating gestures 

is challenging. 

Reliance on a 

single wrist-

worn inertial 

sensor, Lack 

of Real-World 

Testing, 

Segmentation 

Challenges, 

Limited 

Sample Size 

Adnan 

Ibrahim 

et al. [11] 

GSM 

based 

digital 

door lock 

security 

system. 

5-digit 

password, 

GSM remote 

alert 

Face detection 

sensor, gesture 

sensor, and 

CCTV 

integration. 

Limited 

Password 

Complexity, 

Dependence 

on GSM 

Network, 

Single Point of 

Failure, 

Limited 

Testing 
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Environment 

Kaushika 

Rudraraj

u et al. 

[12] 

Secure 

door 

locking 

system 

integrate

d with 

RFID 

and 

GSM. 

RFID, OTP 

(One-Time 

Password) 

via GSM 

N/A RFID Card 

Misplacement, 

Unauthorized 

Access 

 

Teodoro 

P. 

Montecla

ro I et al. 

[13] 

SafeHav

en 

system, 

blending 

RFID 

and PIR 

sensors 

with a 

numeric 

keypad 

RFID, 

Numeric 

Keypad, PIR 

sensor (for 

intrusion 

detection) 

N/A Limited User 

Input Options, 

Single Point of 

Failure 

User Lockout 

Somjit 

Nath et 

al. [14] 

lock. 

Door 

unlockin

g system 

using 

RFID 

interface

d with a 

central 

server. 

RFID N/A RFID 

Limitation, 

Frequency 

Interference, 

Server 

Dependency 

Muham

mad 

Sabirin 

Hadis et 

al. [15] 

Smart 

Lock 

System 

(SLS) 

using 

Bluetoot

h 

communi

cation. 

Bluetooth 

proximity, 

fingerprint 

authenticatio

n 

'Get Back' 

feature to 

disable lost 

devices. 

Accessibility 

Issues, 

Security 

Variations, 

Device 

Dependency, 

User 

Authentication 

 

 

Meera 

Mathew 

and 

Divya R 

S [16] 

Secure 

door lock 

system 

using 

RFID 

two-

factor 

RFID, OTP 

(One-Time 

Password) 

via Keypad 

N/A Vulnerability 

to hacking, 

Limited 

existing 

systems, 

Security in 

critical zones 
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authentic

ation 

encryptio

n 

mechanis

m. 

 

Ilkyun 

Ha [17] 

Digital 

door lock 

with a 

focus on 

safety 

and ease, 

employin

g a 

Raspberr

y Pi, 

mobile 

device, 

and 

various 

sensors. 

Remote 

access 

control, 

impact 

detection, 

image 

capture 

Commercializati

on as an 

advanced secure 

door lock. 

Limited 

remote 

control, 

Incomplete 

IoT 

application, 

Sensor 

dependency, 

Commercializ

ation 

challenges 

 

3. Experimental Setup 

3.1 Hardware Components for RFID-Based Smart Door Lock Systems 

This RFID-based smart door lock system consists of several key elements. At the 

heart of the system is a microcontroller, Arduino Uno which acts as the central 

processing unit. This microcontroller helps processing signals from RFID reader and 

controls the locking mechanism of the system. The RFID reader, RC522 is 

responsible for scanning RFID tags and cards, capturing their unique identification 

numbers (UIDs) and verifying them by sending those to the microcontroller. 

To manage the physical locking and unlocking of the door, a 12V solenoid 

lock is used. The solenoid lock serves as a mechanical mean for opening and closing 

of the door, and also offers a more secure and automated solution. For user feedback 

and interaction, a 16x2 LCD display is integrated to display messages like “Access 

Granted” or “Access Denied”. In case of a standard LCD display, it typically requires 

16 connections which may create GPIO limitation issues. To overcome this, we 

connect this 16 connection LCD display to an I2C module. By using this module, we 

reduce down to 4 pin connection with Arduino Uno. This also makes communication 

with the display a bit easy. For dual factor authentication we also integrate 4x4 matrix 

keypad for pin-based verification. The database backend handling is managed by 

NodeMCU ESP8266. This is a Wi-Fi based component that aids in database 

connectivity directly to google sheet giving a real time dataset. 
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Other essential components include jumper wires for connections, 

breadboard for prototyping and a power supply, which can be a 9V battery. Overall, 

these hardware components work together and contribute to create a secure, 

automated and a user-friendly RFID smart door lock system. 

3.2 Software Components for RFID-Based Smart Door Lock Systems 

In Arduino-based implementation, programming for the system is usually executed on 

Arduino IDE. This platform requires installation or importing certain libraries for 

certain hardware components such as RC522 RFID reader module requires MFRC522 

for interfacing. SPI module initializes communication with the RFID reader via 

source code and also configures digital pins for components such as 16x2 LCD 

display and Solenoid lock. During the setup process, the RFID reader scans RFID 

card to register it’s UID number into an array stored in the Arduino’s memory. The 

main loop of the source code continuously checks for a valid RFID, when a tag is 

detected by comparing it against the pre-registered list. When a match is found, the 

Arduino sends signals to the LCD display and asks the user to type in the valid pin for 

their RFID. After a valid pin is entered, the Arduino triggers the solenoid lock to 

unlock the door and display on the LCD, “Access Granted”. If an unauthorised card is 

detected or an invalid pin is entered, the Arduino signals the LCD display to show 

“Access Denied” as a message to the user. The validity of a user is checked using a 

database present in the ESP8266. The source code has also incorporated delays which 

prevents rapid retries and ensures smooth operation. Few more libraries like Servo.h 

and LiquidCrystal_I2C are installed for solenoid lock and LCD interface, 

respectively.  

3.3 Security Attacks on RFID Systems 

RFID door lock systems are vulnerable to several security attacks that exploit their 

wireless communication. 

RFID Brute Force Attack 

Brute force attacks entail systematic password or cryptographic key guessing to 

circumvent verification. Brute force attacks target weak or default passwords in low-

cost RFID tags, for example, use of short alphanumeric strings of low entropy [18]. A 

case in point is the RFID system of the Dutch e-passport, which was hacked by brute 

force attacks on its 56-bit encryption key, revealing biometric information [19]. 

Countermeasures include fuzzy logic-based password strength checks and dynamic 

session tokens to counter such attacks [18]. 

RFID Eavesdropping Attack 

Eavesdropping refers to the practice where attackers monitor unencrypted 

communication between tags and RFID readers to obtain sensitive data such as tag 

IDs. Passive RFID systems such as MIFARE Classic are most susceptible since they 
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transmit data in cleartext [20]. AES-128 encryption and the use of Faraday cages to 

prevent signal interception are effective countermeasures [21]. 

RFID Cloning Attack 

Cloning attacks copy RFID tag information to make duplicates, allowing 

unauthorized access. Immutable identifier-based systems, like the MIFARE Classic 

card, are susceptible because of defective cryptographic methods [19]. Physical 

Unclonable Functions (PUFs) and elliptic curve cryptography (ECC) mutual 

authentication protocols have been put forward to counter cloning by using unique 

hardware fingerprints and authenticating both sides[21]. 

RFID Replay Attack 

Replay attacks result when an individual captures and resends valid authentication 

messages again to circumvent security validation. Replay attacks take advantage of 

the absence of time-decaying challenges in protocols like the HB+ protocol, which 

utilizes easy-to-guess session keys [22]. Use of nonce-based authentication and 

session timeouts are imperative ways of avoiding reused tokens[20]. 

4. Proposed System 

The proposed system consists of two factor authentication which combines RFID 

authentication with PIN code entry via a 4x4 matrix keypad to secure physical access. 

When a valid user scans an RFID tag/card, the system verifies the card’s UID code 

and proceeds ahead by prompting the user to enter a predefined unique PIN for the 

scanned card. While this approach improves security over standalone RFID systems, 

having weak PINs creates vulnerabilities for many attacks primarily brute force 

attack. For example, simple PINs like “0123” can be guessed systematically without 

rate-limiting mechanisms. So, to address these limitations and vulnerabilitieswe 

decided to propose a system that incorporates keystroke user profiling, which 

analyses the unique typing rhythm of authorised users during PIN entry. This method 

aims to leverage behavioural biometrics, such as the time intervals between 

keystrokes, which aids to create a unique user profile stored alongside the RFID UID 

and PIN [23]. This authentication mechanism will create deviations in typing patterns 

by triggering access denial, even if correct PIN is entered (see Fig. 1). This system 

primarily prevents brute force attacks by requiring attackers to replicate both the PIN 

and user’s behavioural biometric, which is computationally not possible [24]. 

This system utilizes a Multilayer Perceptron (MLP) algorithm to classify 

legitimate users based on keystroke dynamics, achieving up to 92% accuracy in 

differentiating valid users from attackers [23]. By incorporating this layer in a simple 

two factor authentication system, we aim to balance usability and security, offering a 

robust defence mechanism against vulnerabilities. 
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Fig. 1.Flowchart of the Proposed RFID System. 

5. Future Scope 

Our proposed system holds good promise for future applications in various domains. 

It combines RFID with multi-factor authentication (MFA) to ensure good access 

control. Opportunities for refinement in the future would also include further 

biometric integration with such things as facial recognition or fingerprint scanning as 

well as machine learning algorithms for real-time anomaly detection based on user 

behaviour. Strong encryption protocols such as AES-256 would also assist in 

countering security vulnerabilities like brute force attacks and data interception. 

Moving from an Arduino Uno to a Raspberry or Arduino Mega. Scalability thus 

allows the system to easily be integrated into IoT ecosystems and be centrally 

controlled through mobile apps or voice assistants. Cloud management can assure 

real-time monitoring and remote access, thus being best suited for large-scale 

applications like corporate interiors or gated communities. Moreover, the adaptability 

makes it appropriate for sectors like healthcare, retail, or public-facing applications to 

secure restricted areas, supervise inventories, or enact contactless access control. User 

experience can be further enhanced with features like haptic feedback and refined 

keystroke profiling algorithms to reduce errors and enhance usability. Hence this 

system could be built as an open-source and cost-effective prototype, thus opening up 

opportunities for community-driven innovations. Future work additionally explores 
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areas like AI-driven security implementation, energy-efficient RFID components, and 

integration with sophisticated technologies like gesture sensors or CCTV. 

6. Conclusion 

The intelligent door entry: RFID-based authentication with pin and keystroke 

profiling system will be a bold step forward for security in RFID-based doors 

systems. It moves from traditional single-factor RFID authentication addressing 

serious vulnerabilities, namely eavesdropping and brute-force attacks. The system 

therefore has a layer of knowledge-based authentication in the form of entering a PIN 

through a keypad. On top of that, the unique invention of using keystroke profiling 

adds behavioural biometrics to strengthen the system against intrusion. This system 

can prove the practicality of the multi-layered security approach. It emphasizes the 

need for research towards an ever-improving access control system as RFID will take 

more potential roles in people's daily doings. It lays a very good foundation for the 

next steps towards secure, user-friendly, and flexible door entry systems. With such 

advanced security mechanisms, the risks of future emerging threats can be reduced, 

and a host of benefits provided by RFID technology in a world rapidly interconnected 

can be realized. 
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