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Abstract. The increasing reliance on Unified Payments Interface (UPI) for digital transactions 

has significantly transformed the financial landscape, making digital payments seamless and 

accessible. However, this widespread adoption has also led to an escalation in fraudulent activi-

ties, including phishing, social engineering, fake UPI handles, SIM cloning, and malware-based 

attacks, causing notable financial damages. To tackle this issue, this research proposes a hybrid 

machine learning approach that integrates Convolutional Neural Networks (CNNs) and Hidden 

Markov Models (HMMs) for efficient fraud detection. The HMM is employed to study transac-

tional sequences, detecting unusual deviations from a user’s established patterns, whereas 

CNNs analyze transaction characteristics to identify intricate fraudulent patterns, thereby 

strengthening anomaly detection.One of the primary obstacles in fraud detection is the inherent 

imbalance in transaction datasets, where fraudulent cases constitute a significantly smaller 

proportion compared to legitimate ones. Additionally, the continuous evolution of fraud strate-

gies and the challenge of false positives further complicate detection. To address these chal-

lenges, the study incorporates multiple machine learning techniques, advanced resampling 

methods, and refined feature engineering to enhance prediction accuracy. By leveraging real-

time analytics and publicly available datasets, this approach establishes a scalable and adaptive 

fraud detection model, enhancing security, minimizing financial threats, and fostering trust 

within the digital payment ecosystem. 

Keywords:UPI Fraud, Machine Learning, Hidden Markov Model, Convolutional Neu-
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1 Introduction 

The popularity of online transactions has grown exponentially in recent years, with Unified 

Payments Interface (UPI) emerging as one of the most widely used digital payment methods. 

As UPI adoption increases globally, so do the risks associated with fraudulent activities such as 

phishing attacks, fake UPI handles, SIM cloning, and social engineering scams. According to 

recent financial reports, digital payment fraud has resulted in billions of dollars in losses annu-

ally, highlighting the urgent need for advanced fraud detection mechanisms. Unlike traditional 

credit card fraud, where physical card theft is a major risk, UPI fraud is often executed through 

digital means, making it harder to detect using conventional security measures. 

To combat these growing threats, fraud detection systems now leverage machine learning mod-

els to analyze transaction patterns and identify suspicious activities in real-time. This project 

integrates a hybrid approach using Convolutional Neural Networks (CNNs) and Hidden Mar-
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kov Models (HMMs) to enhance UPI fraud detection. HMMs track and model a user's transac-

tion behavior over time, identifying deviations that may indicate fraud, while CNNs extract 

complex features from transaction data, improving anomaly detection accuracy. By leveraging 

historical purchase behavior, spending patterns, transaction frequency, and geolocation data, the 

system can efficiently flag fraudulent activities. Additionally, advanced techniques such as 

resampling strategies, feature engineering, and anomaly detection algorithms help address data 

imbalance challenges, ensuring robust security for digital payments. As fraud techniques con-

tinue to evolve, implementing AI-driven fraud detection models is essential to safeguarding 

financial transactions and reinforcing user trust in the digital economy. 

Today's modern society requires a significant amount of energy, with the construction industry 

producing large amounts of waste and emissions. Additive manufacturing (AM) technologies, 

such as 3D printing and 3D scanning, offer a sustainable alternative to traditional construction 

methods to fight climate change and lower greenhouse gas emissions. By utilizing AM, indus-

tries can efficiently produce a wide range of products while adhering to the principles of reduc-

ing, reusing, and recycling. Additionally, AM played a crucial role during the COVID-19 pan-

demic by supplying hospitals with essential medical supplies. The use of generative design in 

AM allows for the production of single, consolidated parts using less material, simplifying the 

supply chain, saving time and resources, and promoting sustainability. 
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3 Proposed System 

This study introduces an innovative hybrid fraud detection model utilizing a combina-

tion of Convolutional Neural Networks (CNNs) and Hidden Markov Models 

(HMMs). The key contributions of this approach include: 

Pattern Analysis Using HMM: HMMs are used to analyze transaction sequences, 

identifying deviations that may indicate fraudulent activity. By learning from histori-

cal transaction behaviors, the model can recognize anomalies and flag suspicious 

transactions in real time. 



 

 

 

 

 

 

 

594             T. S. Kartik et al.

Feature Extraction Using CNN: CNNs are employed to process and analyze transac-

tional features, identifying intricate fraud patterns that may not be evident through 

traditional statistical methods. 

Handling Data Imbalance: Given the rarity of fraudulent transactions compared to 

legitimate ones, techniques such as Synthetic Minority Over-sampling Technique 

(SMOTE) and anomaly detection methods are integrated to enhance the model’s per-

formance. 

Real-time Fraud Detection: The model is designed to process transactions in real time, 

providing immediate alerts and preventing fraudulent activities before they can cause 

financial damage. 

Advantages 

Faster Detection: CNN-based fraud detection operates significantly faster than tradi-

tional methods, enabling real-time prevention of fraudulent transactions. 

No Physical Verification Required: Unlike conventional systems that may require 

verification from the actual cardholder, this approach automatically detects fraud 

without causing inconvenience to users. 

No Manual Intervention Needed: The system functions independently, eliminating 

the need for human oversight in the fraud detection process. 

Higher Accuracy: CNN models can identify complex fraud patterns with high 

precision, reducing false positives and improving overall accuracy. 

4 Modules 

The fraud detection system consists of five primary modules: 

User Registration: This module enables new users to register by providing personal 

details and UPI credentials. Additionally, users can configure security questions for 

added protection. The system ensures data validation to prevent incorrect or fraudu-

lent registrations. Users also receive authentication links or OTPs for verification 

before account activation. 

Authentication System: Users can log in securely by entering their credentials. Ac-

cess to exclusive features is granted only upon successful authentication. Multi-factor 

authentication (MFA) can be integrated to enhance security by requiring additional 

verification steps, such as email or SMS confirmations. 

Security Features: Users can set spending limits, define daily transaction caps, and 

configure security questions to prevent unauthorized transactions. If spending exceeds 

the set threshold, security verification is triggered before proceeding further. The 
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system also monitors transaction patterns in real time to identify and prevent potential 

fraud attempts, alerting users when suspicious activities are detected. 

User Dashboard: This module provides users with an interface to monitor transac-

tions, view reports, and analyze UPI-related activities. Users can track their spending 

habits, filter transactions by date, and download statements. A graphical representa-

tion of spending trends is also available, helping users make informed financial deci-

sions. 

Transaction Processing: All purchase transactions occur within this module. The 

system ensures secure processing by encrypting transaction data and verifying pay-

ment credentials. If a transaction surpasses the predefined limit, security questions 

must be answered correctly; otherwise, account restrictions may be enforced. In cases 

of suspected fraud, the system automatically notifies users and temporarily freezes 

transactions until verification is completed. 

5 Modules Process 

The fraud detection system consists of five key modules, each responsible for a spe-

cific aspect of the fraud detection process: 

• Data Collection: This module involves sourcing relevant datasets for training and 

evaluation. The system utilizes UPI fraud datasets obtained from platforms like 

Kaggle, which contain transaction details, labels indicating fraudulent or legitimate 

transactions, and associated metadata. 

• Data Preprocessing: Before feeding the dataset into the machine learning models, 

preprocessing techniques are applied to refine the data. Features are extracted and 

stored as independent variables, while transaction labels are stored as target varia-

bles. The data is then standardized using techniques like normalization and scaling 

to enhance model performance. 

• Model Training and Evaluation: The dataset is split into training and testing sub-

sets to facilitate supervised learning. A variety of machine learning models, includ-

ing Logistic Regression, Random Forest, and Neural Networks, are trained on the 
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dataset. Performance metrics such as accuracy, precision, recall, and F1-score are 

used to evaluate and compare the effectiveness of different models, ensuring opti-

mal fraud detection capabilities. 

• Fraud Detection and Prediction: Once the models are trained, they are deployed 

to process new transactions in real time. Incoming transaction data undergoes pre-

processing and is then passed through the trained models to determine whether a 

transaction is legitimate or fraudulent. Suspicious transactions trigger alerts for fur-

ther verification. 

• Deployment and Monitoring: The final module involves integrating the trained 

model into a web application or financial system where transactions are monitored 

continuously. The fraud detection model is updated periodically based on new 

fraudulent patterns, ensuring adaptability to evolving fraud tactics. 

6 System Architecture 

System architecture refers to the conceptual framework that outlines a system’s struc-

ture, behavior, and various operational perspectives. It serves as a formalized model 

that organizes and represents system components, facilitating logical reasoning about 

their interactions and functions. Acting as a strategic blueprint, system architecture 

ensures efficient development, enabling scalability, maintainability, and seamless 

integration with other modules. Additionally, it aids in early identification of potential 

risks and performance constraints, allowing for proactive improvements in security 

and system efficiency. 
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Fig. 1.System Architecture 

The three-tier software architecture, which became widely adopted in the 1990s, 

was developed to address the limitations of two-tier systems. It introduces an inter-

mediary layer, known as the middle-tier server, positioned between the client-side 

user interface and the back-end data management system. This middle layer is respon-

sible for processing business logic, enforcing system rules, and managing workflow 

execution. Unlike two-tier systems, which typically support a limited number of users, 

three-tier architecture enhances scalability, efficiently handling hundreds of concur-

rent users. It achieves this by implementing functions such as request queuing, appli-

cation execution management, and database staging, ensuring optimized performance 

and resource utilization. 

Advantages 

1. Faster Detection: CNN-based fraud detection operates significantly faster than 

traditional methods, enabling real-time prevention of fraudulent transactions. 



 

 

 

 

2. No Physical Verification Required: Unlike conventional systems that may re-

quire verification from the actual cardholder, this approach automatically detects 

fraud without causing inconvenience to users. 

3. No Manual Intervention Needed: The system functions independently, eliminat-

ing the need for human oversight in the fraud detection process. 

4. Enhanced Precision: CNN models excel at detecting intricate fraud patterns with 

remarkable accuracy, minimizing false positives and significantly improving the 

effectiveness of fraud detection systems. 
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7. Result 

The table showcases the accuracy levels of different machine learning models 

applied to UPI fraud detection. Among them, the Convolutional Neural Network 

(CNN) demonstrated the highest accuracy at 100%, showcasing its superior ca-

pability in identifying fraudulent transactions by recognizing complex data pat-

terns. The Random Forest (95.50%) and Decision Tree (94.75%) models also 

delivered strong performance, leveraging their ability to manage non-linear pat-

terns in transaction data effectively. 

When evaluating traditional machine learning approaches, K-Nearest Neighbors 

(83%), Support Vector Machine (81.50%), and Naive Bayes (81.25%) exhibited 

moderate accuracy levels, whereas Logistic Regression (80.25%) had the lowest 

effectiveness. These findings emphasize that deep learning models, particularly 

CNNs, surpass conventional models in fraud detection due to their ability to learn 

intricate transaction patterns and adapt to evolving fraudulent strategies. 

S Models Accuracy(%) 

No. 

1 ConvolutionalNeuralNetwork(CNN) 100 

2 Random Forest  95.50 
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3 Decision Tree  94.75 

4 K- Nearest Neighbors(KNN) 83.00 

5 SupportVectorMachine(SVM) 81.50 

6 Naïve Bayes 81.25 

7 Logistic Regression  80.25 

Fig.2. The process flow of AM phases is aimed at improving environmental sustaina-

bility. 

 

 

 
Fig 3 :Login page 
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Fig 4: Output page 

 

 

8. Future Scope  
The future scope of the UPI Fraud Detection System is extensive and promising. As 

fraudulent methods continue to evolve, there is ample opportunity to enhance the 

system by incorporating advanced machine learning techniques, such as deep learning 

models like LSTM and Transformer architectures, to capture increasingly complex 

transaction patterns in real-time. Continuous model training and online learning capa-

bilities could be implemented to enable the system to automatically adapt to new and 

emerging fraud tactics without requiring complete retraining. Additionally, integration 

with financial institutions can be deepened by establishing partnerships with major 

banks and UPI service providers, thus enabling real-time fraud alerts and faster re-

sponse times through secure API connections. On the deployment front, transitioning 

from a localhost environment to a scalable, cloud-based platform would ensure im-

proved performance and better handling of high transaction volumes. Moreover, inte-

grating blockchain technology could offer an immutable ledger for transactions, 

thereby increasing the security and transparency of the system. Future improvements 

may also include the development of an advanced, interactive admin dashboard for 

real-time monitoring and analytics, as well as multilingual support to cater to a broad-

er audience. These enhancements will not only boost the efficiency and accuracy of 

fraud detection but also help in building greater trust among users and financial part-

ners. 

9. Conclusion 



 

 

 

 

          Adaptive UPI Fraud Detection: A Hydrid Machine Learning …    601

This project explores the use of Convolutional Neural Networks (CNN) for detecting 

fraudulent activities in UPI transactions. The various stages of transaction processing 

are represented as an underlying stochastic process within the CNN framework. 

Transaction amount ranges are utilized as observation symbols, while transaction 

types function as distinct states within the model. By analyzing user spending behav-

iors, the system defines observation symbols and establishes initial model parameters, 

allowing the CNN to effectively differentiate between legitimate and fraudulent trans-

actions by learning from historical data. 

Experimental results validate the efficiency of this approach, demonstrating that the 

system accurately detects fraudulent transactions by assessing user spending patterns. 

Comparative analysis indicates that the model consistently achieves an accuracy of 

approximately 80% across diverse datasets, underscoring its reliability in fraud detec-

tion. Furthermore, the system exhibits high scalability, making it well-suited for han-

dling large volumes of real-time transactions with efficiency. 
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