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Abstract: The application of Vehicular Ad-hoc Networks (VANETSs) in
underwater environments has posed significant security challenges, especially
in the physical layer. This paper presents a detailed analysis of the security
threats of Underwater VANETs (UVANETs) jamming, eavesdropping,
spoofing, wormhole, and Sybil attacks. The existing countermeasures analysed
include physical layer authentication, cryptographic techniques, acoustic
encryption, and Al-based intrusion detection systems. The research gaps
highlighted involve adaptive security models, Al-based defences, and cross-
layer security mechanisms. Future research is focused to combine federated
learning with blockchain-based security measures to enhance the resilience of
UVANETs.
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1. Introduction

The rapid evolution of Vehicular Ad-hoc Networks (VANETS) into underwater environments
has created a new frontier in maritime communication and surveillance systems. Underwater
VANETs (UVANETS) are among the most promising technologies for marine exploration,
underwater observation, and collection of oceanographic data. [1] Yet, with advancement,
unprecedented security challenges have arisen at the physical layer, where the traditional
security mechanisms have proven inadequate in the aquatic environment [2].

1.1 Overview of VANET Systems

Vehicular Ad-hoc networks are defined as a special form of mobile ad-hoc networks in which
the vehicles form the nodes of this dynamic communication network [3]. Traditional VANETSs
revolutionized terrestrial transportation systems by enabling vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communications [3]. Recent research has shown that these
networks have evolved to become an important component of intelligent transportation systems
such that they can support applications from safety alerts to traffic management applications
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1.2 Underwater VANET Systems: A Paradigm Shift

The technology of VANET is being introduced into underwater environment, which gives rise
to UVANETSs with specific features and problems [4]
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1.3 Acoustic Communication

Compared to terrestrial VANETS, which communicate through widely available radio waves,
UVANETs communicate majority through acoustic waves, thereby severely affecting
transmission ranges and data rates [4].

1.4 Dynamic Topology

Underwater vehicles operate in three dimensions, leading to a more complex network topology
when compared to the typical VANETS [4].

1.5 Environmental Factors

Some references state temperature, salinity, and pressure are important considerations for signal
propagation, and they complicate communication in underwater environments [4].

Recent studies have seen an increasing deployment of UVANETS in critical applications, such
as coastal defence, underwater resource exploration, and marine environmental monitoring [4].
1.6 Security Challenges in Underwater VANET Systems

The physical layer of UVANETS faces unique challenges in its security landscape. Following
extensive recent research, three major security concerns have been identified [5]:

1.7 Acoustic Channel Vulnerabilities

Poor bandwidth constrains the utilization of conventional security protocols [5].
The slow propagation of sound in water (~1500 m/s) causes high latency [5].
Susceptibility to environmental interference [5].
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Figure 1: Path loss Range in Different Types of Waters [21]
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1.8 Resource Limitations

Stringent energy limitations impact the implementation of security algorithms [5].
Limited processing capabilities in underwater nodes [5]

1.9 Network Dynamics
Complex 3D mobility patterns complicate security maintenance [5].

Difficult time synchronization impacting security protocols [5].

Recent studies suggest that these challenges need to be addressed with tailored security
solutions different from conventional VANET approaches [5].

1.10 Trends in UVANET Security

More recently published studies have emphasized a number of current cybersecurity threats
concerning UVANETS, where an incident of increased cyber-attack is reported for maritime
networks [6]. The Maritime Cyber Attack Database (MCAD) has reported an increasing
number of incidents.[6].

1.11 Jamming Attacks:

They remain a major security threat in interference with the transmission of distress signals and
navigation communications, which are of primary importance to maritime safety and
operational efficiency [6].

1.12 GPS Spoofing Attacks:

Signals designating a false position may cause ships to make navigational errors, threatening
their safety, and even resulting in accidents [6].

1.13 Denial-of-Service (DoS) Attacks:

This set of attacks deploys heavy traffic against vital communication nodes with the intent to
incapacitate them and obstruct their normal functions, and severely affect emergency response
mechanisms and vessel coordination.

1.14 Eavesdropping and Data Theft:

Intruders gain access to highly secret cargo details, navigation plans, and operational data by
unauthorized interception of wireless communication that endangers maritime commerce and
security [6].

1.15 Rogue Access Points:

The unauthorized access channels in marine networks would allow the attacker to infiltrate an
external attack in order to take control of the ship's communication and navigation systems
without authorization [6].

The growing sophistication of these attacks highlights the need for robust intrusion detection
mechanisms, Al-based anomaly detection, and cryptographic techniques to strengthen the
security of UVANETS [6].

1.16 Significance and Objectives of the Review
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This systematic review specifically investigates the essential gap in understanding physical
layer security threats and their mitigation strategies in UVANETS. The objectives thus include:
To analyse the development and current state of physical layer attacks in underwater networks.
To analyse intrusion detection mechanisms available for UVANETSs.

To identify the overall effectiveness of threat mitigation measures.

To suggest possible routes in the future for beefing up network security in UVANET through
advanced technology.

2. Literature Review

2.1 Underwater VANETSs Architectures and Characteristics

Underwater vehicular ad hoc networks (VANETS) build on traditional vehicular networks in
aquatic environments primarily characterized by the use of acoustic communication since radio
waves are attenuated quickly in water. These networks include AUVs, ROVs, underwater base
stations, and surface buoys working as gateways to wired terrestrial networks [17][18].

Figure 2: SDN-based Hybrid UAN Architecture [13]

Key characteristics of Underwater VANETSs include high delay, limited bandwidth, high bit
error rates, and dynamic topologies due to water currents and node mobility [18]. Integration of
localization, communication, and control mechanisms plays an important role in both seamless
data transmission and network stability [17]. Energy limitations bottom out in these networks
as limited options remain for recharged batteries in underwater nodes [18]. Security is another
important issue because of its susceptibility to physical-layer attacks like eavesdropping and
jamming.

2.2 Challenges in UNANETSs

Various challenges arise in the deployment of Underwater Acoustic Networks (UNANETS).
The statistics include:

A long-time delay, as the propagation speed of acoustic waves is on the order of 1500 m/s and
it takes much longer than that of electromagnetic waves; thus, time delays in communication
are rather high [12].
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Limited bandwidths and high bit error rates, though only a few KHz wide, the short-range
acoustic channels cannot be affected by environmental noise [13].

Dynamic topology and mobility Because of the influence of water currents subjecting these
underwater nodes, routing and maintaining stable communication links becomes a cumbersome
task [18].

Energy constraints Obviously, underwater nodes run on limited battery power and hence
energy-efficient protocols need to be developed [11].

Deployment and maintenance complexity Deployment of underwater networks is complicated
because of the need for deploying special equipment and the fact that they are difficult to
access, resulting in increased costs in operations [10].

Security Vulnerabilities, Threats, and Attacks on UNANETs and Their Mitigation
Solutions

2.3 Physical Layer Attacks and Mitigation
Jamming Attacks & Anti-Jamming Techniques

Jamming occurs when a malicious node transmits high-power acoustic signals to overwhelm
communication channels, leading to severe network disruption [12].

Solution: Increasing jamming resilience using Frequency-Hopping Spread Spectrum
(FHSS)andPower Control Mechanisms to dynamically switch frequencies and minimize
jamming effects while optimizing energy efficiency [12].

Eavesdropping & Secure Modulation

Due to the omnidirectional propagation of acoustic signals, attackers can easily intercept
communications, leading to unauthorized access and data leaks [8].

Solution:To use these solutions within the secure one: Acoustic Encryption, Directional
Transmissions via Beamforming, and Decoy Signal Injection implement economic mechanisms
by including conceal packets which misguide the adversaries while providing encrypted signal
and direction of focus into a narrow beam [8].

Spoofing Attacks & Identity Verification

In spoofing attacks, the identity of a legitimate node is forged by an adversary, which may
mislead routing protocols and gain unauthorized access, thus crippling the network [2].

Solution: Physical Layer Authentication (PLA), Public Key Infrastructure (PKI), and Received
Signal Strength (RSS) Analysis to ascertain node legitimacy and detect signal anomalies which
may be indicative of an attempted spoofing [2].

Wormhole Attacks & Routing Security

Malicious nodes create a shortcut link (wormhole) between distant parts of the network,
disrupting routing protocols and enabling other attacks such as selective forwarding [19].

Solution: Distance-Bounding Protocols and Time-of-Arrival (ToA) Analysis confirm that
transmissions comply with legitimate propagation delays so as to thwart adversarial use of
routing mechanisms.
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Sybil Attacks & Node Verification

An attacker generates several false identities to fool data aggregation and mislead routing
algorithms to cause inefficiencies in their stories of networked environments [13].

Solution:Node Reputation Systems, Certificate-Based Authentication, andMachine Learning-
Based Intrusion Detection detect and mitigate Sybil nodes by analysing behavioural patterns
and validating node identities before allowing participation in the network.

2.4 Data Link Layer Attacks and Mitigation

Collision Attacks & Collision Avoidance Mechanisms

Many packets cannot be sent through malicious nodes transmitting simultaneously with
legitimate nodes, which produces high numbers of packet collisions while also reducing the
network throughput [2].

Solution: Adaptive MAC protocols having priority-based scheduling so that reasonable channel
access is ensured while at the same time decreasing packet collisions [2].

Unfair Channel Access & TDMA Protocols

An attack carried out by nodes may manipulate one or more MAC protocols to obtain unfair
priority in channel access operations, thereby making this network very inefficient [2].
Solution: Prevent unfair access by using TDMA protocols, which allocate dedicated slots to
nodes in order for them to access the communication channel fairly [2].

2.5 Network Layer Attacks and Mitigation

Sybil Attacks & Trust-Based Routing

A single malicious node creates illusions of multiple nodes, misleading the routing protocols
and creating various other false routes [13].

Solution: The trust management systems evaluate the credibility of the nodes, and if they
qualify, then the nodes are allowed for participation in routing [13].

Black Hole Attacks & Secure Routing Protocols

An adversary assumes the position of an intruder by proclaiming to have the best route to the
destination, but them does not pass any packets along [16].

Solution: Using encryption-based authentication, it will become difficult for unauthorized
nodes to modify and manipulate routing tables [16].

Wormhole Attacks & Secure Routing Mechanisms

The attackers set a tunnel between the two malicious nodes through which they route the traffic
backwards and forwards, so they disrupt the routing [13].

Solution: The secure routing mechanisms can be designed to detect and prevent wormhole
tunnels through the use of authentication protocols [13].

2.6 Transport and Application Layer Attacks and Mitigation

Flooding Attacks & Traffic Rate Limiting

Attackers manage to connect overwhelming requests or fake packets, causing congestion on the
network [17].

Solution: Traffic analysis and rate-limiting tricks would track abnormal spikes and allow for
quick mitigation [17].
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Denial of Service (DoS) & Intrusion Detection Systems (IDS)

Actors send excessive requests by malware-activated nodes or botnet attacks to exhaust limited
network resources [17].

Solution: Al-based IDS monitors network traffic for anomalies while in real-time detection of
potential threats [17].

2.7Physical Layer Threats in Underwater VANETSs

2.7.1 Jamming Attacks

Jam jamming occurs when a malicious node transmits high power acoustic signals in order to
disrupt communication channels leading to network disruption. Underwater communication
relies on acoustic signals, and, thus, jamming attacks can produce drastic impacts on data
transmission by overwhelming the channel with noise [9].

2.7.2 Eavesdropping

Eavesdropping is the unauthorized interception of data transmissions. Because of the fact that
acoustic signals have an omnidirectional nature, adversaries can easily capture the information
transmitted, which leads to breaches of privacy or data leaks [14].

2.7.3 Spoofing Attacks

In spoofing attacks, an attacker tries to masquerade as a legitimate node by forging its identity.
Routing protocols may be misled, unauthorized access may occur, and network functionality
may be disrupted [15].

2.7.4 Wormbhole Attacks

A wormhole attack exists where two malicious nodes establish a direct communication link
(wormhole) to route the traffic through an attacker-controlled tunnel. Any existing routing is
disrupted by this kind of misrouting, which can also be abused for other attacks such selective
forwarding [9].

2.7.5 Sybil Attacks

A Sybil Attack in this case is one form of disruption where the adversary creates many false
identities to mislead the network. The class of underwater VANETS is especially susceptible to
adopting this strategy to data aggregation, routing algorithm misguidance, and routing
inefficiencies [6].

2.8Countermeasures and Mitigation Solutions

2.8.1 Spoofing Countermeasures

Physical Layer Authentication (PLA):

PLA detects spoofing by analysing signal distortions caused by environmental effects, thus
making it difficult for any impersonation to go undetected [17]
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Cryptographic Techniques (PKI & Challenge-Response):

Such cryptographic techniques include PKI and challenge-response mechanisms that allow
encryption and the use of digital certificates to ensure node legitimacy, thus obviating identity

forgery [3]
Received Signal Strength (RSS) Analysis:

RSS analysis allows the detecting of spoofing attempts with observed inconsistencies in signal
strength and transmission characteristics [19]

2.8.2 Eavesdropping Countermeasures

Acoustic Encryption:

Acoustic encryption is a technology that protects data through the alteration of waveform
characteristics to render the signal unintelligible without decrypting it [8].

Directional Transmissions via Beamforming:

Controls transmission making sure that acoustic signals are focused in a small angle that
reduces interception by non-intended recipients [2].

Decoy Signal Injection:

It is the introduction of fake packets in the transmissions to confuse attackers and make the data
extraction more difficult [19].

2.8.3 Denial Of Service (DoS) Attack Countermeasures
Frequency-Hopping Spread Spectrum (FHSS):

Prevents jamming through the rapid switching of the frequency according to a prearranged
schedule; hence, jamming is difficult [19].

Power Control Mechanisms:

It vary transmission power so as to mitigate the jamming effects while conserving energy and
keeping the network operational [2].

Anomaly Detection Systems & Machine Learning-Based Intrusion Detection:

They discover the anomaly or traffic that doesn't comply with standard patterns and analyse
using Al-based analysis [12].

2.8.4 Wormbhole Attack Prevention

Geographic Routing Validation:
It is used to verify the delays expected versus actual of a signal that are caused by tunnel malice

[8].
Time-of-Flight (ToF) Analysis:

Considersthe time that takes for a signal to travel, then checks for any inconsistency by means
of systematic wormhole attack detection [19].
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2.8.5 Sybil Attack Countermeasures

Signal Clustering Techniques & Machine Learning-Based Sybil Detection:
Identifies multiple fake identities by analysing transmission patterns and behavioural anomalies

[2].
Identity-Based Cryptography (IBC):

Prevents identity fabrication by assigning cryptographic keys derived from unique node
identities [19].

Mobility Pattern Analysis:
Detects Sybil nodes by analysing unnatural movement behaviours and synchronized trajectories

(8].

2.9 Mitigation Strategies for Physical Layer Threats in Underwater VANETSs

2.9.1 Spoofing Attack & Its Countermeasures

Physical Layer Authentication (PLA) via Underwater Acoustic Multipath Crafting

Due to the unavailability of proper GPS and the peculiarities of acoustic signals in underwater
media, node identity verification in a communications network is a significant problem. Even
as attacks get easier to perpetrate, spoofing can represent the better form in which attackers
imitate legitimate nodes. This includes features such as taking advantage of direct properties of
underwater acoustic channels sound propagation and change in water with the distinctions
brought by Physical Layer Authentication (PLA) from other methods.

While sending a message, the receiver would not listen only to the content being sent, but also
keep track of other signals like phase shifts, changes in amplitude, and delays caused by
reflection with underwater surfaces. Those aspects would be taken as fingerprints of the
communication channel. Whenever someone would attempt to impersonate a legitimate node,
its signal would also interact alternatively with the environment, resulting in different
propagation patterns. Although they have the same waveform, multipath effects, and distortions
will show their presence. Detected inaccuracies will enable the receiver to intercept
unauthorized attempts to communicate. Featured in PLA are interferences environmental
conditions such as salinity, temperature variation, and currents in water, all of which could
affect difference in signal properties. This indicates that it is very effective at stationary regions
because it may produce false positives and negatives when used in more dynamic environments
where it tends to change the acoustic channel very quickly. Moreover, the PLA requires
additional resources to analyse the signal characteristics in real time, which might increase its
power consumption on resource-constrained underwater nodes [12].

Cryptographic Techniques (Public Key Infrastructure & Challenge-Response
Mechanisms)

Cryptographic schemes such as Public Key Infrastructure (PKI) and challenge-response
authentication allow checking the legitimacy of nodes before beginning communication. In a
challenge-response method, the sender encrypts a random nonce and sends it to the receiver; on
receiving that nonce, the receiver must decrypt and send the same value back to verify
authenticity. Each node is issued a unique cryptographic certificate by PKI so that an attacker
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will find it hard to forge any identity. The certificates are issued by a trusted authority whereby
trustworthy nodes verify each other's credentials.

Due to the overhead of encryption, communication latency is considerably increased, and this
becomes a real concern in an underwater network, where the propagation of acoustic signals is
by itself slow. Besides, PKI requires a periodic renewal of certificates and distribution of keys,
which, in long-term deployments, will become difficult where nodes are inaccessible for
maintenance. The additional computational power in using encryption and decryption also
contributes to energy consumption, thus decreasing the operational lifetime of battery-powered
nodes [8].

Received Signal Strength (RSS) Analysis

Spoofing detection based on RSS refers to analysing signal strengths to determine when such
signals are abnormal. Each node would have a different RSS signature resulting from the
distance, transmission power, and environment. When the location reported by the node does
not match the expected attenuation in RSS, it gets possible to classify it as an imposter. This
method relies on statistical models for comparing current RSS values against previously
defined baselines, thus commonly used in a scenario in which attackers replicate transmissions
from legitimate nodes.

However, because of currents, changes in temperature gradients, and the multipath propagation
of waves, the RSS may have natural variations, which may affect the probability of correctness.
Therefore, this implies very strict calibrations for establishing the difference between actual
fluctuations and those caused by spoofing. RSS measurements can be strengthened through
other forms of authentication like PLA or cryptographic authentication in order to increase
robustness and reduce false alarms [2].

2.10 Eavesdropping Attack & Its Countermeasures

Acoustic Encryption

Eavesdropping utilizes omnidirectional propagation of acoustic signals prevalent in underwater
networks. Acoustic encryption protects data at the physical layer by altering waveform
properties, rendering intercepted messages uninterpretable without decryption. In contrast to
higher-layer encryption, the technique directly alters the modulation properties of the
transmitted signal, encoding data in a form that can only be interpreted by authorized receivers
with the proper decryption parameters. Although effective against passive listening attacks,
acoustic encryption also has its drawbacks. The higher modulation complexity can lead to
delay, undermining the effectiveness of real-time communication. In addition, encryption keys
are still to be exchanged securely, and when broken, the entire communication can be
intercepted. Lastly, high-energy demands with real-time waveform processing can make it
infeasible for low-resource nodes [13].

Directional Transmissions via Beamforming

Beamforming techniques focus acoustic waves in a single direction, minimizing the likelihood
of interception. Nodes can create constructive interference in the direction of the targeted
receiver using more than one hydrophone and minimize signal strength in other directions. This
effectively pins the communication signal in a narrow beam, making it difficult for an
eavesdropper not within the beam to intercept useful information.
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However, precise alignment is required, which can be challenging in unstructured underwater
networks where currents reallocate node positions in a random fashion. Furthermore,
beamforming techniques require complex signal processing algorithms to execute directional
transmission and therefore enhance computation complexity. Precise node localization is a
problem such that slight changes will degrade receive signals and compromise communication
reliability [16].

Decoy Signal Injection

This method involves the insertion of fake data packets into genuine transmissions, thus
making it difficult for the attackers to obtain useful information. The fake signals are worthless
without the decryption key. Through flooding the communication channel with these false
packets, attackers will need to use significant computational power to obtain meaningful data,
thus increasing the difficulties of eavesdropping.

Though this technique is effective, it leads to bandwidth consumption, which is very limited in
underwater networks. It is also essential that the legitimate nodes be able to distinguish real
messages and decoy signals to avoid unintended delays in processing. A correct
implementation must be ensured to avoid excessive overhead that would counteract network
efficiency [20].

2.11 Denial-of-Service (DoS) Attack & Its Countermeasures

Frequency-Hopping Spread Spectrum (FHSS)

DoS attacks exploit the limited bandwidth of underwater acoustic channels by flooding the
network with malicious signals. FHSS mitigates jamming by rapidly switching frequencies in a
predefined pattern known only to legitimate nodes. Attackers attempting to jam one frequency
find that communication has already moved elsewhere. This method increases security as it is
difficult for the attacker to anticipate the next frequency being used, thereby diminishing the
impact of their interference attempt.

However, FHSS demands synchronization between the sender and receiver, and they must hop
frequencies at the same time. And any loss of timing could mean miscommunication, packet
loss, and retransmission, which would greatly impact the efficiency of the whole network.
Indeed, FHSS will require more space in terms of bandwidth for frequency hopping, which
poses a challenge in such spectrally-constrained environments [12].

Power Control Mechanisms

Power control techniques used are adaptive energy consumption based on interference levels.
When jamming occurs, nodes reduce their power levels or change channels, thus the effect of
the attack is mitigated. In fact, these techniques limit the capacity for transmission of other
types of signals and at the same time conserve energy while still ensuring that communication
between the honest nodes remains uninterrupted.

Although energy-efficient, the process involves ongoing monitoring of signal-to-noise ratios,
which may cause processing delay. Additionally, in high-interference environments, power
reduction may reduce transmission range and, thus, overall network connectivity. Nodes must
carefully balance power adjustments to maintain reliable communication without exposing
themselves to jamming attacks [13].
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Anomaly Detection Systems & Machine Learning-Based Intrusion Detection

DoS attacks are detectable using statistical anomaly detection and Al-based intrusion detection
systems (IDS). They detect patterns of traffic to locate anomalies that are typical of an attack,
like repetition of packet transmission or anomalous signal behaviours. Machine learning
models enhance detection efficiency by learning from novel attack patterns continuously,
enabling the network to respond to novel attacks.

Machine learning-based IDS, however, needs a large dataset to train on to prevent false
positives. Further, implementing these models on resource-limited underwater nodes is
challenging due to their resource requirements. To mitigate these limitations, hybrid approaches
integrating lightweight anomaly detection with periodic Al-driven analysis can improve
efficiency without overburdening network resources [11].

2.12 Wormbhole Attack & Its Countermeasures

Geographic Routing Validation & Time-of-Flight (ToF) Analysis

Wormhole attacks create low-latency tunnels between distant nodes, misleading routing
protocols into believing they are closer than they actually are. Geographic validation techniques
estimate expected signal propagation times based on node locations. If a packet arrives
significantly faster than expected, it is flagged as suspicious.

ToF analysis measures real travel time and compares it with predicted values, looking for
anomalies that suggest malicious tunnelling. By measuring timestamps at several relay points,
the network can verify if a packet took a normal route or was tunnelling through a wormhole
artificially.

However, both methods require precise synchronization and accurate location tracking, which
can be difficult in deep-sea environments where GPS is unavailable. Environmental factors
such as ocean currents and temperature gradients can also introduce delays that must be
accounted for to reduce false positives [14].

2.13 Sybil Attack & Its Countermeasures

Signal Clustering Techniques & Machine Learning-Based Sybil Detection

Sybil attacks are defined as an attacker forming multiple false identities to control the activities
of a network. Signal clustering techniques look at unique signal features, such as transmission
patterns and frequency variation, to determine multiple identities from a single source. Al-
driven Sybil detection further enhances security by identifying behavioural anomalies, such as
identical movement trajectories or synchronized transmissions.

While highly effective, machine learning models must be trained on diverse datasets to ensure
accurate classification and minimize false positives. Additionally, signal clustering techniques
require continuous monitoring and data collection, which can introduce computational
overhead on energy-limited underwater nodes. Hybrid approaches that combine real-time
clustering with periodic Al verification can optimize detection without overloading system
resources [10].
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Identity-Based Cryptography

Identity-based cryptographic (IBC) systems assign cryptographic keys derived from a node’s
unique identity, preventing attackers from fabricating multiple fake nodes. Unlike traditional
PKI, IBC eliminates the need for certificate distribution but requires computationally expensive
key derivation processes, which may not be feasible for low-power underwater nodes.

IBC provides a robust mechanism of authentication; however, it is a scalability problem in big
networks because of the complexity involved in key management. Also, the loss of a private
key can lead to security violations in the entire system. To enhance security, IBC is often
combined with periodic key updates and distributed trust models to mitigate the risks associated
with compromised credentials [8].

Mobility Pattern Analysis

Legitimate underwater nodes exhibit natural mobility patterns influenced by currents and
mission objectives, while Sybil attackers often display unnatural synchronized behaviours.
Mobility analysis detects these anomalies by tracking movement patterns over time and
comparing them to expected models.

Legitimate cluster nodes are, however, at times misclassified, and hybrid detection mechanisms
are thus necessary. Additionally, environmental factors such as water turbulence may cause
movement paths to change, resulting in false positives. To improve accuracy, mobility analysis
sometimes incorporates other security techniques such as cryptographic authentication or signal
clustering [15].

3 Inferences

Table 1. Comparative Analysis of Mitigation Strategies to Evaluate Efficiency, Accuracy, and

Scalability.
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3.1 Best Solution for Each Attack Type

For Spoofing Attacks, the best solution is Cryptographic Techniques (PKI & Challenge-
Response) since they ensure authentication is established and effective against unauthorized
impersonation of identities. Secure key exchange and challenge-based authentication
significantly obstruct the path for attackers to fake.[15]

The one best way of defence for Eavesdropping Attacks is Acoustic Encryption: it provides
end-to-end confidentiality through encrypting data so that it cannot be compromised even if
intercepted. This mode of interference best defends against unauthorized forwarding of
information. [14].

In Denial-of-Service (DoS) Attacks, Machine Learning-Based Intrusion Detection Systems
(IDS) serve as the final line of defence. They adaptively define network behaviour in an
attempt to detect and respond to DoS attacks in real time, offering intelligent and adaptive
defence against dynamic threats. [11]

The best countermeasure against Wormhole Attacks is then Geographic Routing Validation &
ToF Analysis. Validating physical distances among nodes, incorporating signal travel time
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analysis, helps this method accurately identify and neutralize wormhole attacks that subvert
routing protocols. [14]

The best remedy for Sybil Attacks is therefore Signal Clustering & Machine Learning-Based
Detection. By leveraging singular signal features, it distinguishes among real nodes and
attackers, thereby preventing an attacker from making use of several false identities to deceive
the network[11]

All in all, these state-of-the-art solutions put up a very secure platform toward addressing
different types of cyber-attacks with solid authentication, confidentiality, availability, and
integrity in wired and wireless systems.

3.2 Research Gaps in Underwater Network Security

The main research gaps in underwater network security are:

3.3. Insufficient adapted security models:

Most of the proposed security solutions in underwater networks are static and do not alternate
dynamically in proportion to environmental alterations such as temperature variations, water
currents and node mobility. [13]

3.4 Absence of implementation of Al-based security:

Notwithstanding the promise that Al techniques have in cyber security, their application in
underwater networks has not been extensively researched. Federated Learning (FL) and Digital
Twin (DT) technologies possess potential to be useful in improving security but are not yet
fully implemented. [8]

3.5 High Computational and Energy Constraints:

Underwater equipment tends to be resource-restricted, so it would be difficult to introduce
sophisticated cryptographic and Al-based security measures without seriously depleting battery
life. [13]

3.6 Inefficiencies in Intrusion Detection Systems (IDS):

Most IDS systems are based on centralized data processing, which is unrealistic given high
latency and bandwidth limitations in underwater environments. [1]

3.7 Lack of Cross-Layer Security Approaches:

Current security mechanisms concentrate on singular layers (e.g., physical, network) but not
cross-layer approaches that can enhance security across the whole communication stack. [13]

4. Al Applications in Underwater Networks

4.1 Federated Learning for Intrusion Detection:

Federated Learning (FL) powered by Al is extensively used in underwater networks for
distributed intrusion detection. FL allows nodes to train local models and exchange updates
without compromising data privacy and security without granting access to sensitive
information. [1]
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This decentralization-based Al model reduces dependency on central servers, which is very
crucial in low-bandwidth and high-latency underwater scenarios. [1]

5 Machine Learning for Anomaly Detection

Al-powered Intrusion Detection Systems (IDS) leverage machine learning models to detect
anomalies in underwater networks. The systems can detect patterns of attacks and respond to
new attacks dynamically. [1]

Deep learning usage for IDS improves the accuracy of threat detection, thwarting attacks such
as jamming, Sybil, and DoS. [13]

5.1 Blockchain-AlI Integration for Authentication

Block chain-based Al is investigated to facilitate secure key management and node
authentication, avoiding spoofing and identity-based attack threats. [15]

Al-enforced smart contracts enhance trust verification and assist in the security of underwater
acoustic sensor networks (UASN). [8]

6 AI's Impact on Underwater Network Security

6.1 Enhanced Threat Detection Rate:

Al IDS increases the threat detection rate by 15-20% and reduces false positives to render the
response more efficient. [1] Machine learning algorithms strengthen security controls by
enhancing learnedly in an autonomous manner, responding to changing cyber threats faster than
rule-based mechanisms. [13]

6.2 Minimization of Energy and Enhanced Security Mechanisms:
Al-based security solutions promote optimal resource utilization with reduced underwater node

power consumption and improved network lifetimes. [1]

Al adaptive security models adaptively modify protection levels dynamically, improving
energy efficiency in constrained settings. [1]
6.3 Faster Cyberattack Response Times:

Al automation reduces response times for security breaches by 30-40%, which facilitates faster
mitigation of cyber-attacks. [1]

Al-based anomaly detection enables real-time quarantining of infected nodes, which prevents
network-level disruptions. [1]

6.4 Al-Based Underwater Network Security Solutions

6.4.1 Federated Learning for Decentralized Security

FL allows collaborative security models, which improve real-time intrusion detection with
respect to privacy. FL is especially beneficial for underwater drones and distributed sensor
networks. [1]

6.4.2 Blockchain-AI Hybrid Authentication

Block chain-driven Al authentication protects underwater communication through identity
verification and safe key management. [15]
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6.4.3 Al-Based Intrusion Detection & Response (IDS)

Deep learning IDS identifies anomalies with greater accuracy, protecting networks from Sybil,
DoS and spoofing attacks. [1] Al-based IDS systems improve network robustness through
dynamic security level adjustments as per live threats. [13]

7 Conclusion

UVANETs experience specific security threats from the employment of acoustic
communication, dynamic topologies, and limited resources. This systematic review recognizes
significant threats at the physical layer and compares state-of-the-art countermeasures, such as
cryptographic mechanisms, anomaly detection, and Al-based measures. There is still a long
way to go in developing real-time adaptive security, scalability, and energy saving defences.
Al-driven intrusion detection, federated learning-based decentralized security, and blockchain-
based improved authentication and trust management should be investigated in future studies.
A comprehensive, cross-layer security solution is needed to make secure and robust UVANET
deployments possible.
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