)

Check for
updates

Al-Driven Ransomware Detection and Classification for
Improved Cyber Defense

Pilaka Anusha, Chigurupati Tanmayi , Inturi Bindu Vahini ,
Boddupalli Guna Priya, Pasunuti Lahari

'BVRIT HYDERABAD College of Engineering for Women, Hyderabad, India

anushapilaka99@gmail.com

Abstract. Ransomware poses major threats to cybersecurity, disrupting
networks, applica- tions, and data centers across various sectors. Traditional
defenses fail against sophisticated attacks, necessitating advanced solutions. We
propose a feature selection-based framework using deep learning to enhance
ransomware detection. Three models—Random Forest, Sequential, and
XGBoost—were evaluated on a dataset of ransomware files, with XGBoost
achieving peak accuracy.
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1. Introduction

Cybersecurity continues to face serious threats from ransomware, a form of
malicious software that encrypts user data and demands payment for its release.
These attacks can severely disrupt computer systems, applications, and data
centers across various industries. As ransomware evolves into more
sophisticated variants, traditional detec- tion methods—such as statistical, data-
centric, or event-based approaches—are no longer sufficient.

To address this, our research presents a feature selection-based framework that
lever- ages deep learning techniques, including Random Forest, Sequential
models, and XGBoost, for effective ransomware detection and classification.
The framework ana- lyzes features of executable (.exe) files, such as memory
usage, metadata anomalies, and entropy levels, to identify malicious behavior.
The primary goals are to enhance detection accuracy using the XGBoost
classifier and to evaluate its performance in comparison with other models. By
incorporating ML and DL methods, this work contributes towards achieving
more robust and adaptive cybersecurity solutions against evolving ransomware
threats.

2. Literature Review
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Traditional detection methods have been used to categorize ransomware and
other types of malware. A well formed behavioral structure can be employed to
scrutinize different ransomware, and the majority of ransomware families have
similar behav- ioral characteristics, such as network traffic, payload persistence,
and stealth tactics. The most popular classical anti-malware method is signature-
based analysis, in which worms are extracted and their signatures are broken
down using an n-gram technique to propose a signature-based malware detection
model [3]. This framework makes it possible to detect malware and produces a
reliable solution that gets rid of risks. A system based on static and dynamic
behaviors was presented to address the limita- tions. Static-based analysis looks
for malicious activity in an application’s code, while dynamic-based analysis
keeps an eye on processes to identify malicious intent [4]. Both methods,
however, are not very good at identifying unknown malware, and they are not
effective against targeted attacks, high variant output, or code obfuscation. A
focus on semi-supervised learning has been explored to utilize a combination of
labeled and unlabeled data for ransomware detection. [5]. Upon applying several
classifica- tion strategies and feature selection to the datasets for analysis, the
random forest, a semi-supervised classification base classifier, fared better than
the other methods.

Traditional methods of ransomware detection and prevention have been
improved via applying contemporary ML techniques. A network intrusion
detection framework has been offered, offering a novel flow-oriented method for
ransomware detection through the use of an Argus server and client apps[6]. To
improve accuracy and performance, supervised machine learning was utilized in
conjunction with six feature selection techniques for categorization. One popular
machine learning method for detecting malware and ransomware is random
forest [7]. A methodology for detecting ran- somware based on digital DNA
sequencing has been introduced, with a focus on k-mer frequency vectors and
sequencing design constraints[7]. The recall, accuracy, preci- sion, and f-
measure of the framework were evaluated using ransomware and goodware
examples. For multi-level analysis, a different machine learning-based detection
model was created that effectively identified ransomware by 3 deciphering parts
of the virus code [8]. The detection performance of the model varied between
76% and 97%. To diseern ransomware embedded in executable files, another
method used ML classifi- cation techniques like decision tree, logistic
regression, random forest and KNN. [9].

Additionally, it has been proposed that ML be used to dynamically appraise and

classify malware by monitoring for unique ransomware indicators in harmless
software actions [10]

3. Proposed System

Theproject’sobjectiveistoanalyzespecificfileattributesandidentifythosethat
may be malicious in order to unmask and classify ransomware using a
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neural network-
basedmodeldevelopedusingthefeaturesofexecutable(.exe)files.

ImageBase represents the preferred memory address where the file’s
image is loaded. Anomalous values in this feature may suggest an
attempt by the malware to hide in non-standard memory locations.
VersionlnformationSize indicates the size of the version information
resource. This resource includes metadata such as the file’s version,
company name, and product name. Unusual values in this feature can
hint at tampered or suspicious file.

4. DataPreprocessing

Preprocessing entails a number of steps to get the dataset ready for
efficient model assessment and training.
Datacleaningfocusesonidentifyingandhandlinganyvaluesmissinginthedatas
etby replacing numerical features with the column’s mean or median and
imputing cat- egoricalattributeswiththemodeora
separate”’unknown”category.Anomalies,such as outliers, are detected and
removed. To lower noise and enhance model performance, redundant or
irrelevant columns, such as identifiers or highly correlated features, are
removed.

Feature dropping is performed by identifying redundant features
through correlation analysis and removing those with high
multicollinearity to ensure the independenceof predictors.
ThedatasetisseparatedintotestingandtrainsubgroupsusingScikit-
learn’strain test split function. About 20—-30% of the sample is put
aside for testing in order to assess model generalization.

5. RandomForestClassifier

The random forest model is an ensemble learning approach that improves
prediction
accuracybycoalesceseveraldecisiontrees.Itusesbootstrapsampling, wheretraini
ng
subsetsarerandomlyselectedwithreplacement,andrandomfeatureselectionatea
ch split to reduce tree correlation. Trees are grown to full depth without
pruning, stop- ping based on criteria like minimum samples per leaf. For
regression, predictions are averaged, while for classification, the final output
is determined by majority voting across all trees,
subsetsarerandomlyselectedwithreplacement,andrandomfeatureselectionatea
ch split to reduce tree correlation. Trees are grown to full depth without
pruning, stop- ping based on criteria like minimum samples per leaf. For
regression, predictions are averaged, while for classification, the final output
is determined by majority voting across all trees.

5.1 Architecture
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Fig.1:RandomForestBootstrappingand Voting Process.
5.2 Algorithm
RandomPForest:
Begin{

* ReadthedatasetdataintoaDataFrame.
* Dropirrelevantornon-numericcolumns:

— Features=data/{legitimate,Name,md5}
— Target=data[legitimate]

* Fill missing valueswith columnmeans.

* Compute correlation matrix and drop features with correlation
greater than 0.95 to reduce multicollinearity.

* UselnformationValue(IV)andWeightofEvidence(WOE )toselectfeatu
reswith

IVgreaterthanl.
* Splitdatasetintotestingandtraindecks(80/20).
* Definingamodelwithparameters:

Rfmodel=RandomForestClassifier(randomstate=42)

* UsetrainingdatasettotrainRfmodel:

model.fit(Featurestrain, Targettrain)

* Makelabelpredictionsforthetestsetdata:

Target’=model.predict(Featurestest)

* Evaluatelikelihoodofthepositiveclass:
_ —proby’=model.predictprobability(Features test)[:,1]

* CalculatemeasureslikeF 1score,accuracy,falsepositiverate(FPR),re
call,preci- sion,Matthewscorrelationcoefficient(MCC),andAUC.
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Fig.2:ConfusionMatrixforModelPredictions
6. SequentialModel

The model training involves multiple steps to ensure optimal
performance. A 20% validation split monitors performance, with
training in batches of 32 for efficiency. Early stopping halts training
after 5 stagnant epochs, up to a maximum of 50, and restores the best
model based on validation loss. Final evaluation on the test set
achieved 98.1% accuracy. Predictions use a 0.5 threshold to convert
probabilities to binary outcomes. Performance is assessed using a
classification report.

6.1 Algorithm

SequentialModel:
Begin{

* ReadthedatasetdataintoaDataFrame.
* Dropirrelevantornon-numericcolumns:

— Features=data/{legitimate,Name,md5}
— Target=data[legitimate]

* Splitdatasetintotestingandtraindecks(80/20).
* Normalizefeaturesusingstandardscaling.
* Defineanetwork-basedmodelwithparameters:

SqModel=Sequential([Dense(128,activation="relu’ ,inputshape=(xt£ain. shape[ 17] ,))De
nse(64, activation="relu’), Dense(1, activation="sigmoid’)])

* Compilethemodel,includingthelossfunction,optimizerandmetrics:

— SqModel.compile(optimizer="adam’,loss="binary crossentropy’,met-
rics=[accuracy’])

* Toavoidoverfitting,traintheSqModelwithES.
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— ES=EarlyStopping(monitor="valloss’,patience=5,restorebestweights=Tru

©)
— H=SqModel.fit(Features train,target train,validation
split=0.2,epochs=50, batch size=32, callbacks=[ES])

AppraisetheSqModelusingthetestdata:
- L,A=SqModel.evaluate(Featurestest, Targettest).
Predictthetestdata’slabels:

Target=(SqModel.predict(Featureses)>0.5).astype(int32
)

Generateclassificationreportandconfusionmatrix.
Plotlossandaccuracyfortraining/validationoverepochs.
SavethetrainedSqModel:

— SqModel.save(’ransomwaredetectionmodel.h5”)
Reloadandassessthemodelthatwassaved.
— loadedmodel.evaluate(Xtest,ytest).

}End

Model Accuracy

Train Accuracy
0.992 validation Accuracy

0.991
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Fig. 3: Training and Validation Accuracy Across Epochs
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Fig.4:TrainingandValidationLossAcross Epochs.

7. XGBoostClassifier

XGBoost is a high-performance classifier optimized for structured data.
Key parame- ters include 200 estimators, max depth of 5, and a learning
rate of 0.1 for balanced learning. To increase diversity, it uses features
(colsample bytree=0.8) and 80% of the data (subsample=0.8). For
imbalanced data, scale pos weight adjusts class
weights,andevalmetric="logloss’optimizesbinaryclassification. Themodelis
trainedvia the fit method and evaluated using accuracy, a confusion
matrix, and classification report (Fl-score, recall, precision, support).
Feature importances offer insights intothe contribution of each input
variable.

7.1 Architecture

[ Ransomware Data Set ] | Sample Data |

Construction of
Decision trees

g . Tva_3
resiuat ) residual " resiuat
L Resuh_l] [nesult,z J [nesu‘\t,n]

Sum of Results Final Output

Final Results

Fig. 5: Gradient Boosting Decision Tree (GBDT)

7.2 Algorithm

XGBoostModel:
Begin{
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* ReadthedatasetdataintoaDataFrame.
* Dropirrelevantornon-numericcolumns:

— Features=data/ {legitimate,Name,md5}
— Target=data[legitimate]

* Fill missing valueswith columnmeans.
* Computeclassweightstohandleimbalance.

* Splitdatasetintotrainingandtestsets(80/20)withstratification.

* Utilizingstandardscaling,normalizethefeatures.
Definethe XGBoostmodelwithparameters

—XgboostModel=XGBClassifier(n estimators=200,max depth=5,learn-
ing rate=0.1,subsample=0.8,colsample bytree=0.8,scale pos weight=
w1/w0)

= Utilizingthetrainingdata,fitthemodel:
— XgboostModel.fit(Featurestrain, Targettrain)

* Computefeatureimportancescores
I=XgboostModel.featureimportances[/], Vj _ _
* Barplotofljforeachfeature.

* Predictinglabelsforthetestdata:

- y’=XgboostModel.predict(xtest)

* Calculatemodelaccuracyandgenerateclassificationreport(F 1 -score,recall,
precision, support).

* Createconfusionmatrix.

+End

Fig.6:FeatureImportanceinRansomwareDetection.
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8. Results

8.1 Dataset

Thedatasetcontains54characteristicsand 138,047samples,ofwhich70%contains
ransomware and the rest 30% are warrantable observations.

8.2 Comparison Analysis

Thefollowingtableisthecomparisonbetweenthemodels

Table 1: Comparision of model performance metrics

Feature RandomForest Sequential XGBoost
IAccuracy 0.9938 0.9900 0.9943
IPrecision 0.9883 0.9900 1.0000
Recall 0.9913 0.9900 1.0000
F1-score 0.9898 0.9900 1.0000

8.3 ConclusionandFutureDirection

After closely examining the three models—the Random Forest
Classifier, the Sequen- tialModel,andtheXGBoostClassifier—
wehaveconcludedthattheXGBoost Classifier performs better than
the other two models in terms of f1-score, accuracy, and precision.

* Toenhancegenerality,provideavarietyofdatasetsfromdifferentplatforms.
* Developlightweightmodelsfor real-timeransomwaredetection.
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