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Abstract.The internet plays a crucial role in ensuring public safety today. The 

U.S. Knowledge People group ranks digital threats alongside terrorism and other 

significant challenges. Securing a nation has become increasingly difficult, given 

the vast amount of information online, including misinformation, which can 

potentially fuel hatred and undermine public safety. This project aims to link 

emotions and opinions to national security threats, focusing on the impact of 

negative sentiments in online data, which can jeopardize public safety. It's 

essential for experts to quickly identify and address these sentiments. While there 

is some correlation between emotions and public safety concerns, limited research 

has been conducted on the significance of these emotionswith security risks or 

how to predict their escalation. This idea proposes to use online news sentiment 

analysis to predict political security threats. The study highlights political security 

as a crucial public safety concern and uses real-world web news data to illustrate 

the efficacy of word analysis and machine learning (ML) in filling in data gaps. 

The study makes use of Random Forest-Decision Tree models, a standalone 

Random Forest model, and ensemble learning with a stacking classifier. The 

predictive capacity of the system is further increased by adding AdaBoost to this 

ensemble technique, providing more reliable threat estimates. The solution uses 

an easy-to-use Flask interface for user testing and an SQLite database for 

straightforward sign-ins and data interchange. This ensures a thorough 

assessment of the system's usability and efficacy while improving model 

performance and offering a useful platform for actual user interactions. 

Keywords: Public Safety, Sentiment Analysis, National Security, Machine 

Learning (ML), Threat Prediction 
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An increasingly important component of national security is cyberspace. Digital threats 

are listed alongside counterintelligence, terrorism, and the spread of WMDs in the U.S. 

Intelligence Community's 2016 National Threat Assessment [1]. The abundance of data, 

online reporting, and false information that circulates online has made national security 

more difficult. Negative feelings and destructive conduct can endanger public 

safety.Research has uncovered a strong link between emotional attitudes and security 

risks. It has also been observed that sentiments in messages, such as anger or fear, can 

provoke negative feelings that may jeopardize public safety. Timely identification of 

these emotions helps experts manage potential risks early, as online content often 

contains sentiments that may raise concerns regarding public safety, as highlighted in 

each aspect of national security. As mentioned in [2], techniques such as dictionary-

based approaches and Machine Learning (ML) methods can be applied to infer 

emotions across different domains.Frameworks for evaluating emotions related to 

national security are insufficient. Research on sentiment analysis for public safety has 

not been fully explored, yet it holds the potential to identify risks and safeguard the 

nation. This area requires further in-depth study [3]. Previous research has focused on 

classifying human emotions using various methods, but the connection between 

emotions and national security risks, and the prediction of their escalation, remains 

under-researched. This paper proposes a novel theoretical framework for predicting 

political risks based on sentiments in online news. The research focuses on political 

security, an essential component of public safety. An experimental study using a hybrid 

method to mine public sentiments, including those related to political security, validates 

the proposed framework. We employ a dictionary-based approach and ML techniques 

such as Decision Tree, Naïve Bayes, and Support Vector Machine for this purpose. 

Several machine learning models were used to evaluate the performance, accuracy, and 

precision of each hybrid technique in the trials. Text data for the trials came from online 

news sources.Even though understanding emotions is crucial for public safety, there is 

still little research in this field. Although sentiment data has been mined using 

conventional techniques like dictionary-based approaches and contemporary machine 

learning techniques, their use in forecasting national security threats is still not well 

understood. The majority of recent research has concentrated on categorizing human 

emotions rather than considering their relevance to security issues or how they might 

influence the intensification of threats.Studies have indicated a robust association 

between prospective security threats and internet attitudes. Anger, fear, and hate speech 

are examples of negative emotional content that can exacerbate tensions and directly 

endanger public safety. Since internet data frequently contains attitudes that can indicate 

impending problems, real-time identification of these emotions is essential for 

specialists who need to handle such concerns early. These feelings, which are frequently 

entwined with news stories, posts on social media, and online debates, can have harmful 

outcomes if they are not appropriately recognized and controlled. 
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2. RELATED WORK 

To solve issues in online opinion mining, a thorough examination of 122 research 

publications looked at important studies on sentiment analysis applications and the 

Kansei method [2]. Databases including ACM, IEEE, ScienceDirect, SpringerLink, and 

SCOPUS were investigated between 2015 and 2021. The goal of this study is to improve 

the effectiveness of web-based opinion and emotion mining by examining sentiment 

analysis methods and the Kansei approach. Much of the research highlighted the use of 

Machine Learning (ML), dictionary-based methods [7, 8, 10], hybrid approaches, and 

Kansei techniques for extracting emotions and sentiments from text. The Kansei method 

and the social implications of ML and sentiment analysis were also discussed, alongside 

significant developments and concerns. 

In modern times, social media and data analytics have become vital tools for 

organizations across various sectors to make informeddecisions [3]. Businesses are 

increasingly leveraging data analysis to improve strategies and decision-making 

processes. Sentiment analysis also known as opinion mining, significantly influences 

everyday decisions, such as choosing a smartphone, evaluating a movie, or making 

investment choices. This technique identifies public sentiment [13, 15, 16], often 

utilizing either vocabulary-based or ML-based methods. Despite advancements in 

sentiment analysis, some algorithms such as Naïve Bayes and Support Vector Machine 

(SVM), remain limited as they primarily classify sentiments as positive or negative. 

While sentiment analysis has improved, certain inefficiencies and inaccuracies persist. 

This paper reviews various sentiment analysis techniques and approaches to help 

improve understanding in this domain. 

Sentiment analysis aims to extract source opinions about a target from a series of 

documents. This work [4] reviews methods and tools for mining opinions from cited 

texts (reported speech). The challenges of this task are explored, motivated by the 

diverse objectives and impact phenomena in citations. Annotated statements from the 

EMM news aggregation engine were utilized to evaluate the proposed methods. The 

findings suggest that generic sentiment analysis systems require extensive vocabularies 

and domain-specific training and testing datasets. 

Today, Twitter has been widely used as a social sharing medium of opinions and 

insights. Tweets are aggregated to provide useful information on public opinion 

regarding different events. This study developed a machine learning-based sentiment 

classification model that classifies a tweet into positive or negative based on a dataset 

of manually labeled tweets. For the classification process, Bayesian Logistic Regression 

(BLR) was used. 
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To further refine the analysis, subjective and objective keywords in different external 

vocabularies were used, as well as unigrams and bigrams features. In the Term 

Frequency – Inverse Document Frequency (TF-IDF) feature filtering. 

We show how the approach was applied to data from the FIFA World Cup 2014, 

collected via the usage of the FIFA World Cup 2014 official hashtags and the Twitter 

Streaming API. This study indicated that such methods can be used to predict sentiment 

for future events and showed how analyzing such events can contribute if understood 

better. 

Web 2.0 has meant that people’s opinions of global or daily issues can now be shared 

more freely [7]. These activities have been made easier through social media platforms 

by providing transparent ways of exposing their vice with ease to any part of the world. 

Customer user comments are considered widely employed by business and service 

industries to show their views on eWOM. In recent decades academic and research 

groups and public and private organizations to assessed and evaluated public opinions 

and attitudes. A systematic review of the sentiment analysis research was done which 

discussed ideas from over 100 publications over the past decade, as well as some 

important tasks, methods, and applications [3, 10, 11, 15, 16]. Usually, sentiment 

analysis has multiple subtasks but those subtasks can be performed using different 

techniques. This review of literature from 2002 to 2015 categorizes the subsequent 

studies as subtasks, ML and NLP methods, and applications in sentiment analysis. In 

addition, it presents open issues and a summary table of 166 publications. 

3. PROPOSED METHODOLOGY 

The proposed framework reaches out if the model limitation is addressed to supply 

better results. It is a lexicon-based sentiment analysis with machine machine-learning 

integration technique that successfully improves the accuracy and reliability of 

sentiment analysis. The framework combining the AdaBoost algorithm beyond 

traditional classifiers such as Decision trees and Naive Bayes helps boost the model 

performance. 

To do so, it relies on ensemble learning called AdaBoost, a combination of multiple 

weak classifiers that builds a strong and capable level of prediction. First, lexicon-based 

sentiment scores are extracted in this framework to perform an initial analysis of the 

text. These scores, along with other features, then go into AdaBoost as it iteratively 

progresses to train a model by adjusting the weights of misclassified samples on each 

iteration. With the use of AdaBoost, the system can manage the complex audience in 

the text and hence the sentiment classification is more accurate. 
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The improvement across different datasets represents an improvement to the 

generalizability of a hybrid of standalone models while addressing their shortcomings 

at the same time. AdaBoost is integrated to make a more reliable prediction framework 

when the sentiments are nuanced or even mixed. 

1. System Architecture: 

 

Fig 1.Proposedarchitecture 

When running the framework to predict a political security threat, it goes on 

consecutively each time. The first part is defining an information section and the second 

factors in cleaning and preparation of data. It takes the NRC lexicon analyzes the 

emotions on news items, and later converts them to numerical vectors using the 

information of Term Frequency – Inverse Document Frequency representation. The 

dataset is split using a training test split into the training and testing subsets. Several 

models were trained on the training set: Decision Tree, SVM, Naïve Bayes, Random 

Forest, and Stacking Classifier. The model is tested on the testing set based on the 

metrics of Accuracy, Precision, Recall, and F1-score. It makes the development and 

evaluation of a political security threat prediction system systematic. 
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2. Dataset collection: 

The web-based news data were collected and labeled with custom-developed methods. 

So, a dictionary-based approach was used to perform the sentiment labeling over input 

text. The text was split into each sentence, and sentiment was assigned to each of them 

to classify the dataset using a machine learning framework. The system used this ability 

to predict what sentiment new text samples contained, whether positive or negative 

opinions. Metrics such as accuracy, precision, and recall evaluated the performance of 

each hybrid method.  

3. Data Processing: 

The data processing converts raw data into the form of usable insights for the 

businesses. Data scientists work to collect, organize, clean, validate, analyze, and 

present information in the formats of charts and reports. This step may be done 

manually, mechanically, or electronically. The better data is processed the more 

meaning it carries, making decision-making proper and offering more effective 

operation and critical decision-making. A transformation is occurring, and advances in 

computer software and digital data processing technologies share in it. More 

specifically, big data can be transformed into useful insights to be used both for quality 

management and strategic decision-making. 

4. Feature selection: 

Reducing the dimension of a dataset becomes necessary as datasets grow in size and 

complexity. Feature selection is the main study to improve the predictive performance 

of models while reducing computational costs.Feature engineering when it comes to 

machine learning is selecting the most important attributes for the machine learning 

algorithms. Feature selection techniques are designed to take out redundant or 

unnecessary features and reduce the data to the main features that matter the most for 

the model. Since the machine learning model will decide for itself what are the most 

relevant features, performing feature selection before training the machine learning 

model has several advantages. 

5. Naïve Bayes 

Bayes Naïve is a probabilistic machine learning method that is based on Baye’s 

theorem. One feature does not have any influence on another. The simplicity, 

efficiency, and ability to work with large datasets of Naive Bayes make it the most 
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suitable technique for this project such as sentiment analysis and threat prediction. 

As such, it is optimized to analyze political security-related textual data, calculating 

the probability of a particular sentiment or threat class based on some features (words 

or emotions). 

6. Support Vector Machine (SVM) 

The Support Vector Machine may assist especially with supervised learning 

algorithms such as classification and regression. SVM chooses the minimum 

hyperplane in a feature space such that the margin of the two classes is maximum. It 

is suitable for dealing with as well as classifying complex text-based data sets, 

including high dimensional data. In this project, an SVM is applied to text data 

processing and analysis to predict political security threats and sentiments. 

7. Decision Tree 

Machine learning helps in constructing the decision-making tree-like model using 

the Decision Tree algorithm. It recursively splits the dataset by way of slicing it into 

subsets based on the key attributes, producing a structure composed of the nodes that 

represent the decisions and leave them with outcomes. Decision Trees are simple and 

allow one to reason about emotions coming together and their relations to political 

security issues. However, such models for forecasting and managing such threats 

require sentiment and emotion analysis models, and this interpretability is critical. 

8. Random Forest with KNN Integration 

Random Forest (RF) is an ensemble learning technique where it builds several 

regression decision trees during training and yields results by mode (classification) 

or mean prediction (regression). To prevent overfitting and enhance generalization, 

each tree is trained using a random subset of the dataset and features. 

When the KNN is incorporated into the Random Forest architecture, the data 

interpretation for intricate interactions is enhancedand the Random Forest method 

improves the performance of the model in classifying sentiment-rich text. However, 

this hybrid approach is most suited for detecting subtle patterns in linguistics that 

may signal political security risks. 

9. Stacking Classifier 
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A stacking Classifier is made with multiple base models such as Random Forests and 

Decision Trees to improve predictions. The LGBM Classifier in this setup serves as 

the final estimator which combines the predictions of the base models for a more 

robust predictive system. The stacking approach addresses the shortcomings of each 

model and helps the system capture complex sentiment-political security risk 

relationships in textual data to refine the prediction. 

4. EXPERIMENTAL RESULT AND DISCUSSION 

Precision:The percentage of certain events or tests, that are well characterized, is 

what precision measures. Use the formula to get accuracy. 

 

 

 

 

 

Fig2.Precision comparison graph 
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Fig3.Recall comparisongraph 

Recall: Then, ML accuracy and recall are how much it can catch all class occurrences. 

The success of the empirical variant of the model is judged in terms of excess of 

precisely anticipated positive prospects that indeed convert into real earnings.  

Accuracy: The model’s accuracy is the percentage oftrue predictions at a 

groupingposition. 

Fig4. Accuracy graph 
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F1 Score: The F1 score combines both false positives and false 

negatives and can be considered as a harmonized precision and validation 

technique for unbalanced data sets. 

Fig 5. F1Score 

 

 

 

Fig6.PerformanceEvaluation 
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Fig 7.Homepage 

Fig 8. Signuppage 
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Fig9. Login page 

Fig 10.User input 
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Fig 11. Predict the resultfor a giveninput 

5. CONCLUSION 

Political security threat prediction is a novel subject wherein lexicon-based sentiment 

analysis is used with machine learning techniques to boost the accuracy and scalability 

of the prediction. This method is a good way of collecting subtle, coarse-grained public 

opinions by using the NRC lexicon to analyze documents' sentiments. This adds more 

finesse to the risk analysis by using emotions. The proposed framework is tested using 

SVM, Naïve Bayes, and Decision Tree Machine Learning algorithms that validate the 

effectiveness of the proposed framework. It is extremely valuable in terms of the 

project’s capability to monitor social media sentiment for political security purposes. 

Early identification of attitude creates windows for authorities to control emerging risks 

to not create social unrest or threats. Random Forest and Stacking Classifiers offer better 

threat prediction performance than any other advanced ensemble models. Among these, 

Stacking Classifier results outperformed other models with high accuracy, precision, 

recall, and F1 score respectively predicting such political security threats.The system 

also has an easy-to-use interface based on Flask and SQLite. The user tests and feedback 

validation, along with reliable model predictions provide improved front-end usability, 

making the model practical and useful for practical application. 
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