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Abstract. In this paper, we assess Meta Quest ecosystem’s current security by
exposing the peer reviewed research gap since 2021. Our multi layered analysis
framework classifies vulnerabilities successful at hardware physical, middle-
ware runtime, application and network communication level. Through these
findings we set the groundwork for developing targeted security improvement
and best practices both for developers as well as users of the technology who
use VR, as well as the roadblocks that traditional security models pose for the
specific challenges presented by immersive computing platforms. We have also
given possible patches to the unpatch attacks by implementing the current wave
of Artificial Intelligence. In the end, we have summarized the vulnerabilities
and given them an impact score based on how much it affects
the VR Ecosystem.
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1 Introduction

The domain of Virtual Reality (VR) technology in cybersecurity research has become
a popular one, and Meta Quest headsets are among the most popular consumer plat-
forms. These devices, with collection of personal data, location, and user behavior,
create an ideal target for cyberattacks. This paper employs a multi-layered framework
to identify, prioritize and understand security vulnerabilities in Meta Quest VR head-
sets concerning exploits disclosed in later literature that have not yet been patched in

the security updates.
We observe the growth of cybersecurity challenges in the context of virtual reality
technology that enters the market and is increasingly found across different sectors
from healthcare to education. Meta Quest headsets have adapted a large market pene-
tration, and it is particularly important to research as it is a complex architecture from
the hardware, firmware, operating system, and the application layers. Security im-
provements by Meta have failed to eliminate these vulnerabilities which are universal
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throughout the architectural layers, revealed by recent security analysis.
By nature, these virtual reality headsets reside at the crossroads of the established
computer mode of operation and the immersive technology, with security require-
ments unknown to the simple cybersecurity standards. The implementation of VR
headsets for remote collaboration has increased due to the pandemic, the very pace of
implementation according to Hoft et al. [1], which is fostering new threats to the use
of VR headsets. And as it grows in usage context, there is more opportunity for secu-
rity breaches to affect the lives of the users, especially those involved with sensitive
andspatial data.

The meta quest’s headsets have a complicated architecture, which have several attack
vectors that need to be investigated in depth. Recently, a DNS spoofing vulnerability
has been identified recently Exploited at the network layer that can result in DoS or
other exploits. Such attacks have been successfully executed on Meta Quest devices
in controlled environments that mimic the public Wi-Fi scenarios.[2]
Application as well as interface vulnerabilities are also equally concerning. For ex-
ample, in Inception attacks it is possible to insert visual layers between users and real
applications, granting social engineering attacks in order to steal user information.
The vulnerability we find here affects the Meta Quest headsets across all versions,
and it remains unpatched; the same risk happens across a number of devices and
iterationsat the application layer.[3]

Also, structured methodologies for VR security vulnerability analysis do not exist,
making these problems worse. For us, it worked well to systemize threat modeling of
the meta quest device using the STRIDE threat modeling framework to help identify
vulnerabilities in category Spoofing, Tampering, Information Disclosure, Denial of
Service, Elevation of Privilege. This is an effective method for thoroughly assessing
the security posture of complex VR systems.

2 Literature Survey

2.1 AR/VR Market Size and Growth Projections

Recent market research analyses show that the global AR and VR market has a big
potential. The current market size for the given market was USD 23.73 billion in
2023, and is expected to grow to nearly USD 214.82 billion by 2031.[4] The total
market size of this represents a compound annual growth rate (CAGR) of 31.70 per-
cent from 2024 to 2031, an indication of the escalating adoption of these immersive
technologies by different sector [4].

Another source of alternative market analysis, Markets and Markets provides a
different but nevertheless hopeful outlook to the AR and VR market, valuing it at
USD 22.12 billion in 2024 and USD 96.32 billion in 2029 with a CAGR of 34.2% for
the time in question [6]. Although these numbers aren’t overly off concerning long
term projections, both analyses verify the massive stretch of growth that the AR / VR
industry can apply to, as projected annual growth rates are always consistently above
30%.
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2.2 Meta's Position in the VR Market

Regardless, Meta (formerly Facebook) has set itself up as what is probably the biggest
player in the virtual reality hardware space. In 2022 alone, the company has invested
well over $25 billion into research and development of this technology [5]. Mark
Zuckerberg, Facebook, obviously sees the Metaverse vision, and feels that the
Metaverse can truly revolutionize big entertainment and big enterprise type applica-
tions, thus he surged in with a large stake.

The Oculus Quest 2 — rebranded as Meta Quest 2 — has been a commercial success,
especially for the company, which is selling its flagship product. Of the current gener-
ation, it has become the bestselling VR headset with over ten million units sold [5].
When consumer VR products have been properly executed and marketed this sales
volume has generated $5.2 billion in hardware revenue to Meta [5].

Market share distributions are especially noteworthy in the case of Meta. With its
current 75 percent VR headset market share, the company leads far ahead of other
competitors [5]. As the closest competing product, Sony’s PlayStation VR has sold
about 6.6 million through worldwide sales only, which equates to 5% of the market.
However, this is the significant gap between Meta and its nearest competitor and the
company’s leadership in consumer VR hardware right now.

2.3  Layers in AR/VR Headset

Hardware/Physical Layer. The layer consists of those physical components that
constitute the headset. For example, it includes displays, some sensors (such as iner-
tial measurement units, cameras, infrared sensors), the processing unit (e.g., the Qual-
comm Snapdragon XR2), and physical interfaces (e.g. buttons, battery, and connec-
tions for external controllers). These elements provide the basic raw data and compu-
tational power that are defined to provide an immersive VR experience [7], [8].

Firmware Layer. Firmware includes the bootloader, secure boot mechanisms and
other low level firmware components (device drivers, init routines, etc.), since they all
reside in the firmware area (or otherwise serve as firmware). The first layer serves as
the prime base for the system and that the hardware will be properly initialized and
that out of the box security measures will be applied before loading the operating
system [7].

Operating System Layer. A customized Android based operating system (most often
referred to as VROS) runs at this layer on the headset’s layer manages the system
resources, does hardware accretion (does not provide any information about the
hardware details), and security policy can be applied, for instance with SELinux isola-
tion, at OS layer. This layer plays an important role in ensuring isolation of process
and efficient resource management to meet technical requirement of immersive VR
applications [8].

Middleware Layer. Running on top of the middleware or runtime layer, the services
offered by middleware and runtimes include known sensors fusion, low latency frame
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timing adjustments (e.g., time warp), and layers composition through dedicated com-
positor. It offers high level APIs (i.e., OpenXR or VrApi) that allows developers to
build immersive apps without having to low level details of hardware. While papers
on performance improvements (e.g., latency reduction) exists in the literature, any
reported numbers in the discussed works do not come with the same level of quantita-
tive precision [3].

Network/Communication Layer. This manages the wireless connectivity (Wi-Fi and
Bluetooth) for transmitting and receiving data between the headset, its controllers and
far services or servers. It supports remote content streaming, multiplayer interaction
and over the air update. However, in order for the VR experience to be perceived as
secure and efficient, it is necessary to have detailed quantitative statistics of perfor-
mance parameters at this layer, and the recent papers reviewed do not do that [7].

Application Layer. Underlying these layers is a layer hosting the user facing applica-
tions like games, productivity tools and social VR platforms that build immersive
experience using services of the underlying layers. The modular design at this level
facilitates regular updates and the development of diverse VR content [8].

3 Vulnerabilities in Meta Quest

3.1 Physical Layer

Side-Channel Sensor Eaves Dropping.

Explanation. It is Side Channel Sensor Eavesdropping attack which is implemented as
a system named IMMERSPY and it is a sophisticated manner of privacy violation that
uses zero permission motion sensors in VR headsets to pull the information from the
sensitive speech. Meta Quest headsets’ accelerometer and gyroscope data can be suc-
cessfully used to reconstruct spoken content broadcasted through the headset’s speak-
ers; researchers found. In this attack, malicious actors can obtain sensitive numeric
information, such as credit card numbers, social security numbers and other private
spoken data, without having to access traditional audio inputs [9].

How the Attack happens. The attack consists of a background executable which runs
indefinitely and captures an inertial measurement unit (IMU) at high frequency (1000
Hz) on Meta Quest without user permission in this case. On the headset speakers,
very small vibrations attempt to cause the accelerometer readings to change in pre-
dictable ways when audio is played. This sensor data is first passed through several
sophisticated steps to malicious application: segment discontinuous data stream, re-
move the noise originating from head movements, detect the speech areas based on
some rule pattern on standard deviation over the accelerometer axis. The captured
vibration patterns are processed into these signals and are then fed into a Mel-
spectrogram CNN-LSTM neural network model designed to extract spoken digit in-
formation from these signals [10].
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What Attackers target to execute the Attack. Meta Quest devices have zero-permission
sensors that attackers wish to attack, the accelerometer and gyroscope. When com-
pared to cameras or microphones, these sensors are considered benign, hence, they do
not require user permission, as in the existing model. Variation of the Standard Devia-
tion across accelerometer axes can be reliably used as an indicator for speech pres-
ence, and as speech volumes increase, so increase the amplitude of the variation in the
STD. Furthermore, its attack was proven very useful in compromising numeric se-
quences: four digits in a sequence with 74% accuracy or full 16-digit sequences with
62%. Finally, the researchers find that these attack capabilities are capable of operat-
ing across varying volume levels, audio formats, and headset models [11].

Unpatched Reasons. Several challenges make this vulnerability unpatchable across
major VR platforms, including Meta’s MetaOS, Apple’s VisionOS, and Microsoft’s
Windows Mixed Reality. The zero-permission sensors being exploited—essentially
requirements for the core VR functionality—are responsible for controlling the track-
ing of the head and triggering the detection of the movement, which are the very core
of the immersive experience. The security of these sensors is traditionally treated as
non-sensitive, with the respective security model not taking into account the mechani-
cal vibration side channels by which these sensors transmit the audio information. In
this security architecture, the motion sensors can be accessed universally, while cam-
eras and microphones need to be explicitly enabled. However, this model is not appli-
cable for VR headsets which experience uniqueness in physics as sound vibrations
therefore propagate through a physical structure and affect the sensor readings [12].
No security updates address performance counter isolation as of February 2025. The
vulnerability persists due to:

e  Shared resource architecture in Qualcomm Snapdragon XR2

e Lack of granular permission controls for hardware telemetry

e Dependency on performance metrics for thermal management [13]

Potential Solutions and Al Implementation. Various countermeasures to address this
vulnerability have been proposed by researchers. The most useful defense is one that
emits carefully calibrated inaudible tones through the Head Mount Display speakers
that mask the vibrations without, and thus masking vibrations without, disrupting
what the user is currently doing. On average, the attack accuracy was reduced by
about 70% compared with informed and uninformed attack scenarios respectively
using this approach. Other possible solutions could be to build the Al — powered
anomaly detection services capable of identifying suspicious motion sensor access
pattern matching to eavesdropping attempts or redesign the physical coupling be-
tween the speaker and the IMU sensor so that the transfer of vibration from them is
decreased. Additionally, enhanced machine learning techniques can be used to differ-
entiate between legitimate motion patterns and motion patterns produced by audio
content, and thus such a system would be adaptive to evolving attack methodolo-
gies [14].
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Table 1.Comparative threat analysis of Physical Layer.

Vulnerability Type Impact Score Patch Status

Side-Channel Sensor Eaves Dropping 8.1 (High) Unpatched

3.2  Network Layer

WIFI Pwnage Root Exploit.

Explanation.Wi-Fi association attacks represent a genuine, sophisticated class of
wireless network exploitation targets for shared networks and for systems where de-
veloper mode is enabled. Wi-Fi clients are attacked by these attacks to associate with
malicious access points through exploiting protocol vulnerabilities and usability fea-
tures. The actual weakness comes from the loose definition of the access selection
phase in IEEE 802.11 that leaves it up to implementers to do their own thing, but that
leaves the door open to security gaps. By finding ways to overrule the security, and
opt solely for usability, manufacturers allow malicious network managers to cause
devices to become associated, and thus open to association attacks — potential com-
plete network compromise [15].

How the Attack happens. The attack takes place in stages and abuses certain vulnera-
bilities of the Wi-Fi association mechanism. Attackers then set up a rogue access
point based on a copy with the same SSID or by exploiting auto connect feature.
While in developer mode, the security settings are relaxed and permissions are in-
creased, allowing attacks on such systems. If a single device connects to the malicious
access point, the attacker gets a man in the middle position and can sniff all network
traffic between the two devices. Effectiveness of a given attack depends on the oper-
ating system and its implementation of network management features, some systems
being more victims to auto reconnection exploits, known beacon attacks, and
KARMA and MANA techniques that respond to probe requests for already connected
networks [15][16].

What Attackers target to execute the Attack.Most attack targets are shared network
environments that include multiple devices that join the same Wi-Fi infrastructure, for
example, corporate offices, educational institutions and public hotspots. Usually, the
combination of system with enabled developer mode - expanded permissions, and
generally reduced security constraints - makes the targets especially attractive. At-
tacks will focus on features such as probe requests to previously connected networks
that are frequent in mobile devices. Due to their high value, enterprise environments
where intellectual property (IP) or sensitive data are transmitted over Wi-Fi networks
are high value business targets in which successful exploitation can grant access to
confidential information and critical systems [16][17].

Unpatched Reasons.There are a number of factors that play a role in making these
vulnerabilities persist despite their known risks. The main reason is that between usa-
bility and security, there is deep tension that manufacturers will continue implement-
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ing user-friendly features that degrade security by accident. Moreover, the ecosystem
of Wi-Fi is so diverse that a universal patch is difficult to create as most of the older
devices remain vulnerable indefinitely. In shared network environments, administra-
tors usually cannot see all the devices that are connected. The intentional relaxation of
security constraints for functionality for developer mode systems means that there are
inherent vulnerabilities that cannot be fully patched without hindering legitimate de-
velopment activities. Finally, security updates are failing to keep pace with the evolu-
tion of attack methodologies, which are inching towards the deluge, as new variants
of association attacks seem to emerge yet again as vendors continue to introduce new
usability features [17][18].

Potential Solutions and Al Implementation.Mitigation is best addressed using a lay-
ered approach, with obvious technical controls but none so secure that information
security is not also a matter of awareness. In fact, network segmentation on the basis
of properly configured VLANs can protect the critical systems from being compro-
mised by potentially infected devices. Certificate based authentication is a strong
authentication mechanism that eliminates vulnerability-initiated association attacks.
Network access control (NAC) solutions can verify device compliance in order for
organizations to implement NAC solutions and allow the access to sensitive networks.
These attacks have promising detection and prevention capability using artificial in-
telligence capabilities. Baselines of normal network behavior can be set up using ma-
chine learning models in order to identify anomalous connection patterns that may
indicate rogue access points. With deep learning techniques, the signal characteristics,
connection timing, and even traffic patterns can be analyzed simultaneously to detect
sophisticated attacks with a higher accuracy than traditional methods. Defensive sys-
tems based on Al can be continuously monitoring the network environment for suspi-
cious activity and potentially detect and block the association attack before it suc-
ceeds. Naturally, these implementations of Al implement these Als by processing vast
amounts of network data in hopes to identify the subtle signs of malicious activity that
the human analyst would not be able to detect in real time [18][19].

5G Latency Manipulation in AR/VR Cloud Rendering.

Explanation.Latency manipulation for 5G is a kind of exploitation of the 5G network
architecture’s vulnerabilities for artificial growth or increase of data transmission
latency. This attack is geared towards applications that have strict demands for low
latency, including cloud rendering streams for video feature GPU ASICs applications
in virtual reality, gaming and much more. Attackers can interfere with timing sensi-
tive parts of SG communications to such an extent that real time applications are de-
graded and experience is affected while system functionality is compromised. Cloud
rendering is observing the usage patterns of streams in cloud rendering that are sus-
ceptible to being affected because of the critical timing requirements and ultra-low
latency end to end communication [20][21].

How the Attack happens. Attackers can exploit vulnerabilities in 5G networks through
various methods:
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Jamming and Spoofing: The physical downlink and physical uplink control
channels are targeted by attackers, causing increased latency or even denial
of service to UE to base stations [21].

Timing Attacks: If scheduling is predictable, it can be exploited in periodic
ultra reliable low latency communication (URLLC) services. Such selective
jamming of communication slots and frequencies in its time is an attack that
can be performed by attackers and these are basically timing attacks [20].
Man-in-the-Middle Attacks: It allows attackers to intercept and manipulate
traffic between the Multi-access Edge Computing (MEC) server, user plane
function (UPF) and user devices to induce artificial latency [22].

What Attackers target to execute the Attack.Attackers primarily target applications
and services that depend on the low-latency promises of 5G networks:

Industrial Control Systems (ICS): URLLC services is required for the real
time operations of these systems. Significant operational and safety issues
can result from disruptions [22].

Virtual Reality (VR) and Gaming: Manipulating latency may degrade per-
formance services that use cloud rendering and have low latency require-
ments [20].

Unpatched Reasons.Several factors contribute to these vulnerabilities remaining un-

patched:

Complexity of 5G Architecture: The 5G Network is a complex task to design
and secure and can be compromised with multiple potential attack vectors
[22].

Emerging Threats: 5G technology as it develops, new vulnerabilities are be-
ing emerged, but security measures may be lagging behind emerging threats
[22].

Performance Trade-Offs: There are many organizations that put aside securi-
ty for sake of performance [20].

Potential Solutions and AI Implementation.To mitigate 5G latency manipulation at-
tacks, several strategies can be employed:

Schedule Randomization: To counter timing attacks in periodic URLLC
communications, online schedule randomization can be used to make slot
and frequency assignment less predictable [20].

Enhanced Encryption and Authentication: We can use encryption protocols
and multi-factor authentication to protect against unauthorized access and
data manipulation [22].

Al-Driven Threat Detection: We can use machine learning algorithms to help
detecting and respond to such anomalies and potential threats in real-time,
making it easier to anticipate, detect sophisticated and evolving cyber threats
proactively [22].
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Bluetooth Sniffing of Controller Inputs in AR/VR Headsets.

Explanation. A Bluetooth sniffing attack is an attack to intercept wireless communica-
tions both between VR controllers and headsets without authorization. The protocol
which enables Bluetooth is exploited by attackers to capture input data including mo-
tion tracking, button presses and other interaction. [23] Most AR/VR devices transmit
unencrypted data that could be intercepted. Research has shown that there are certain
Bluetooth Low Energy (BLE) implementations that allow an attacker to eavesdrop on
AR/VR device communications and exfiltrate precious user data [24].

How the Attack happens.The attack typically follows a systematic process:

Device Discovery: Attackers rely on Bluetooth scanning tools to detect
AR/VR headsets and their controllers in their vicinity [25].

Exploitation of Bluetooth Vulnerabilities: Many AR/VR devices operate
through Bluetooth chips that contain firmware bugs, allowing attackers to in-
tercept data using modified Bluetooth adapters [26].

Data Capture and Analysis: Attackers initiate data collection by forming a
connection for subsequent recording of motion data and button presses as
well as spatial positioning information. The process of side channel analysis
helps to improve the accuracy of input reconstruction according to re-
search report [27].

What Attackers target to execute the Attack.The attackers gain following information:

Credential Theft: Attackers can steal confidential credentials by analyzing
controller input signals and motion sensor measurements. Attackers reach
high precision in reconstructing typed inputs by studying minimal movement
indicators according to research [27].

Behavioral Biometrics: The process of following user movements allows
system identification of specific behavioral characteristics [23].
Environmental and Personal Data: Motion data collected from headset can
help reconstruct room layouts, detect valuable objects, and infer user prefer-
ences [25].

Unpatched Reasons. Several factors contribute to the persistence of these vulnerabili-

ties:

Fragmented Supply Chain: The AR/VR Devices use parts from different
sources who maintain separate security approaches as well as system update
practices [26].

Lack of Security Prioritization: Manufacturers often prioritize performance
and feature development over security fixes [25].

Protocol-Level Challenges: The Core Bluetooth protocol contains various
vulnerabilities which demand joint collaboration between hardware produc-
ers and software programming teams to deploy patches effectively [27].
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Potential Solutions and Al Implementation.The following solutions can be imple-

mented:

End-to-End Encryption: Strong encryption for controller communications
implemented end to end serves to stop data interception [23].

Enhanced Authentication Mechanisms: Behavioral biometrics including eye
tracking patterns constitute multi factor authentication that functions as an
extra security layer.[24].

Al-Based Anomaly Detection: Machine learning models can monitor con-
troller inputs in real time to detect unusual patterns that might indicate an at-
tack [25].

Firmware and Software Updates: Manufacturers must execute periodic secu-
rity patches and implement secure firmware update mechanisms [26].
Integrating these security measures will help mitigate the risk of Bluetooth
sniffing with the user data on AR/VR device manufacturers technologies. In
particular, Al driven solutions can produce good results regarding detecting
and preventing such attacks in real time.

Table 2. Comparative threat analysis of Network Layer.

Vulnerability Type Impact Score _ Patch Status
Partial patches available;
WIFI Pwnage Root Exploit 9.0 (Critical)  security best practices
recommended
. . Under research; mitiga-
5G Latency Manipulation in AR/VR . . . :
. 8.5 (High) tions exist but no univer-
Cloud Rendering.
sal patch

Bluetooth Sniffing of Controller Inputs
in AR/VR Headsets

Some firmware patches
7.8 (High) released, but many devic-
es remain vulnerable

33

Middleware Layer

XR SDK Memory Leaks in Shared Memory Architectures.

Explanation. Within XR, SDKs memory leaks develop when developers fail to free
allocated memory resources correctly, producing persistent resource depletion. The
problems caused by these leaks become more severe within architectures that use
shared memory since multiple processes require access to common memory pools.
The Meta Quest devices running XR environments experience three different negative
outcomes when memory leaks occur: application crashes, deteriorating performance,
and denial of service.

How the Attack happens.The operations for stereoscopic rendering and spatial track-
ing within XR SDKSs require the use of shared memory. Improper memory handling
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creates memory leaks, which become progressively worse over time. Attackers use
predictable resource patterns by systematically causing resource-heavy triggers like
scene and rendering operations. The system enters an exhausted state because of this
situation. Immersive XR applications experience both crashes and degraded user ex-
perience due to these leaks that affect real-time interactions.

What Attackers target to execute the Attack.This study revealed sporadic memory
leaking occurs in shared variables within real-time systems because threading and
concurrency issues cause memory leakages when reading and writing shared varia-
bles [29][32].

Unpatched Reasons.Multiple reasons prevent the patching of severe XR SDK
memory leaks:

Memory leak detection turns out to be a complex challenge because they typically
appear only under specific situations or heavy use conditions [30][31].

The multiple layers present in XR systems such as application logic, SDKs, and ren-
dering engines create complex challenges for analyzing the source of failure while
requiring team-wide cooperation to solve the issue [28][30].

The restricted memory capacity of Meta Quest products such as Quest 2, which uses
6GB of RAM, demands developers to focus on maximizing performance instead of
creating advanced memory functions [30].

The allocation of development resources for new features takes precedence over solv-
ing memory problems, which prevent only limited user segments from functioning
properly.

The need to function with older hardware and software versions takes time away from
deploying innovative memory management features during the product life cycle [32].

Potential Solutions and Al Implementation.The implementation of garbage collection
mechanisms leads to automatic memory release of unused system resources.
Development tools that perform heap analysis should be utilized persistently to detect
memory leaks prior to deployment.

Anaconda provides machine learning models for chart-based anomaly detection to
measure real-time memory usage which reveals unusual memory leak patterns ac-
cording to [28][31].

Al-based networks identify upcoming resource requirements through user patterns
(for instance, from XR eye-tracking data) to optimize distribution effectively [33].
Artificial Intelligence systems operating during runtime execute self-healing functions
automatically through isolation of defective components to liberate memory while
reallocating system resources without application restarts [34].

Sharing Al models across different XR platforms through Federated Learning enables
detection of prevalent leak patterns as well as the recommendation of device and
SDK-specific mitigations [28].
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Biometric Hash Interception via Weak Cryptographic Protocols.
Explanation. The combined use of common memory architecture together with flawed
cryptographic operations enables attackers to intercept biometric hash information in
Meta Quest wearables. Inadequate protections of the biometric and quasi-biometric
data collected by Meta Quest headsets create the risk of data interception because the
devices monitor and track eye movements in Pro/Quest 3 models and hand move-
ments for all models as well as record movement patterns [35].

How the Attack happens.The vulnerability manifests through several pathways:

Shared memory architecture which powers headset and controller tracking on Meta
Quest devices presents security vulnerabilities to users. The performance benefits of
this approach make the system prone to security vulnerabilities. The shared memory
region identified as "Controller" within Industrial Control Systems exposes vulnera-
bilities that have been reported by developers according to their error log entries (-1,
EX SECURITY) [39].

The Android-based operating system displays vulnerability to sideloaded malware
which might steal biometric data during the data collection to storage process [38].

An attack group at the University of Chicago presented "Inception Attacks" to ma-
nipulate the perception system of the Quest while potentially stealing users' biometric
information [36].

What Attackers target to execute the Attack. Attackers are targeting the biometric hash
information and related biometric and quasi-biometric data collected by Meta Quest
headsets, including eye-tracking data in Pro/Quest 3 models and hand movement data
across all models [35].

Unpatched Reasons.Several factors contribute to persistent cryptographic vulnerabili-
ties in Meta Quest devices:

Upgraded RAM in Quest 2 amounts to only 6GB which presents major obstacles to
developers who want to implement secure cryptographic methods that must run effec-
tively. The lack of RAM creates crashes according to developer forums because run-
ning out of memory destroys system performance [39].

The Quest platform uses complex architecture by bringing together Android core
elements with customized VR frameworks which produces an inconsistent security
protection landscape.

The combination of complex shared memory APIs in developer documentation
creates implementation barriers at Meta which forces developers to choose between
functional needs and safety due to memory-less space.

The quick development of the Quest platform (from original Quest to Quest Pro/3)
requires security measures to adapt while maintaining backward compatibility which
results in potential protection vulnerabilities when transitions occur.
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Potential Solutions and Al Implementation.Security would improve through modify-
ing Meta's Private Data Lookup (PDL) into a specific version for Quest biometric data
protection. PDL enables users to conduct private inquiries of server-hosted data sets
through contemporary cryptographic methods [37].

Artificial intelligence enables machine learning models to manage memory re-
sources for security-sensitive tasks which maintains fortified cryptographic security
within Quest's memory constraints.

To stop attacks through shared memory vulnerabilities the implementation of iso-
lated environments for biometric handling should be established. Newer Quest models
would benefit significantly from such a protection measure because it secures eye-
tracking data.

The monitoring system with installed neural networks locally performs anomaly
detection of untypical device actions that indicate attacks through direct hardware
evaluation. [40] describes security measures for eye-tracking data and confirms how it
represents a crucial option.

Table 3. Comparative threat analysis of Middleware Layer.

Vulnerability Type Impact Score Patch Status
XR SDK Memory Leaks in Shared
Memory Architectures

Biometric Hash Interception via Weak
Cryptographic Protocols

8.8 (High) Unpatched

9.0 (Critical) Unpatched

3.4  Application Layer

Inception UI Cloning Attack.

Explanation. In recent academic research, an ‘inception attack’ has also been de-
scribed, the term for which often refers to what makes VR so dangerous, both for
them as a technology and for the people who use them. In such an attack, the adver-
sary produces a nearly identical clone of the user interface. In the VR it is created so
realistically that you find yourself lost in a VR within a VR where you only work with
a malicious copy of the system instead of the genuine system interface [3]. It dimin-
ishes the pleasant ability for the user to differentiate between the real and the deceitful
and makes it possible for the exposure of sensitive data.

How the Attack happens.The typical attack process involves [3]:

e Network Access & Developer Mode Exploitation: The attacker either gains
access to the user’s network or he exploits the developer mode privileges of
the device.

e Installing Malicious Application: A malicious application with repetitive
branded user interface is installed to the Virtual Reality system which will
emulate the VR system home screen and installed apps.

Once activated the malicious layer intercepts all user interactions i.e. voice input,
gesture data and keystrokes without user input.
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What Attackers target to execute the Attack. This attack is primarily targeted towards:
e Personal Credentials: Extraction of passwords and banking information.
e Financial Data: Modification of the details of a transaction involved in finan-
cial operations.
e  User Communications: Interception or manipulation of private conversations
and social interactions within VR platforms.

Unpatched Reasons.It is noted that comprehensive patches have not yet been de-
ployed primarily because [3]:

VR systems pose an interface authenticity challenge as there is no robust protocol for
verifying the authenticity of user interface.

There are trade-offs, traded off for increased security, which means decreased devel-
oper access and flexibility of the system, which could inhibit upward
growth in the system.

Potential Solutions and Al Implementation. The following strategies have been pro-
posed to counter the inception attack.:

Security Indicators, Physical or system-based indicators that users use to verify the
authenticity of the VR environment.

Protecting Core Interface elements to avoid any duplication by unauthorized cores
Devising machine learning systems to monitor and flag abnormal interaction patterns
that could indicate cloned interaction (which is an anomaly), use of Machine Learning
Systems for Anomaly Detection [3].

Haptic Feedback Attacks.

Explanation. The haptic feedback attacks target the vibration mechanisms; that is,
those based on Linear Resonant Actuators (LRAs) embedded in VR controllers. Addi-
tionally, research shows that changes in the vibration signals can induce physical
discomfort, damage hardware or act as a covert communication channel [7]. The
problem here is that haptic systems were traditionally made for bringing more user
experience but not for security at all.

How the Attack happens. Attackers can modify the vibrations frequency (usually with-
in a frequency range that humans don’t like) to make people feel dizzy or feel uncom-
fortable.

The attacker can cause the actuators to operate outside the safe parameters by chang-
ing the voltage supply to LRAs, leading to permanent damage of the hardware.

Subtle modification to vibration patterns can serve as covert communication to en-
code and transmit the data without user’s awareness [7].

What Attackers target to execute the Attack.The goals of haptic feedback attacks in-
clude:
e  User Experience Induction: The tendency to induce nausea or motion sick-
ness to decrease the VR experience.
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e Hardware Damage: Causing physical damage to the controller’s haptic com-
ponents.

e Data Exfiltration: A covert mechanism of data transmission in vibra-
tion signals.

Unpatched Reasons.It is suggested that haptic systems have not been a primary focus
of security research [7]. As a result:
e Design Priorities: Haptic feedback was designed for increasing immersion
more than for security.
e Security of haptic systems: While there are already haptic systems available,
protective measures for the secure use thereof are still emerging and no
standard exists yet.

Potential Solutions and Al Implementation.To counteract haptic feedback attacks,
researchers propose:
e  Voltage Regulation: Design circuitry to keep the voltage of LRAs in safe op-
erating range.
e Anomaly Detection: Using Al based systems for anomaly detection and
blocking abnormal vibration patterns that might be used as an attack [7].

Table 4. Comparative threat analysis of Application Layer.

Vulnerability Type Impact Score Patch Status
Inception UI Cloning Attack 9.2 (Critical) Unpatched
Haptic Feedback Attacks 8.5 (High) Unpatched

4 Conclusion

The analysis of the security vulnerabilities presents in Meta Quest VR headsets per-
formed in this research is comprehensive and multi layered. We show that threats
range from the physical and firmware layer to the operating system, middleware, to
application to network communication layer. In this layered approach of vulnerabili-
ties, it is shown that vulnerabilities do not exist in one area, but instead engage in
complex ways to compromise user privacy, disrupt performance, and create distrust in
the immersive computing platform.

Existing cybersecurity models that mostly consider a set of components as benign
fail to cover the unique challenges introduced by VR. For example, motions sensitive
devices are vulnerable to side channel attacks, middleware suffers from memory
management issues, there is interface cloning at application level and Wi-Fi pwnage
as well as 5G latency manipulation is a network exploit that all together demonstrates
weakness of the normal defense techniques.
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To meet the environment of VR technology, these amounts are being used to pro-
vide real time anomaly detection, strong encryption, and flexible security response.
To fight against these multifaceted threats, we suggest adoption of a high level of Al
based threat detection and remediation, as well as architectural and protocol im-
provements.

With a variety of sectors like healthcare, education, enterprise, interested in explor-
ing immersive technologies, it is more important to establish specialized security
frameworks to secure them and at the same time ensure good performance and good
user experience. Our work lays the groundwork for future research and development
work to remain ever so innovative in the application of new and novel security pro-
cesses in the virtual reality threat environment.

Disclosure of Interests. The authors have no competing interests to declare that are
relevant to the content of this article.
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