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Abstract-In today's online environment, websites face constant SQL injection and
cross-site scripting attacks - mostly because many developers still do not properly
check user inputs. Our team has built a smart scanning tool that finds these security
holes, thoroughly checks websites for weak points, and gives practical advice on
how to fix them before hackers can break in. Improvements include SVM, Light
GBM, Machine Learning (ML) models to detect phishing. This tool not only
identifies vulnerabilities but also provides blocking to protect against cyber threats,
significantly enhancing web application security. Machine Learning (ML) models
trained on historical attack data enabling the system to adjust and respond to
emerging threat techniques while reducing incorrect alerts. A phishing attack is a
simple way to obtain sensitive information from users. The main aim of attackers is
to get information from users like their user 1D, password, personal details, and bank
details. The paper aims to detect phishing URLs using LightGBM and Support
Vector Machine algorithm
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LIntroduction

The operation of the internet Running and functioning for the last few decades has covered a wide
part of our life. Our life has become easier and simpler, the way we live has been changed. It in an
integral part of communication, education, business operations, and commerce. Required data and
information can be harnessed from the internet for individual, organizational, industry, and societal,
growth. Everything is different with the internet and of course not been as simple as online
transaction. It's also made things like online shopping, banking from home, working remotely, and
learning online way easier and more efficient. In addition to that, social media platforms and cloud-
based applications have further improved worldwide connection and information sharing. However,
as internet usage continues to grow, cybersecurity threats such as phishing attacks have also
increased. Cybercriminals exploit vulnerabilities to steal sentient information, such as login details,
personal information, and Bank details, by impersonating trusted sources. Phishing is difficult to
catch because the problem is they keep changing and they are good at tricking you. So, to keep
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everyone safe from phishing and make the internet secure, we really need to use things like machine
learning and Al to identify those threats.

II. Review Of Literature

Phishing attacks have become a common cybersecurity concern, which is encouraging the creation
of various machine learning based approaches detection.Researchers have proposed many models
and frameworks that focus on the accuracy and effectiveness of the mechanism of phishing
detection. This section discusses the literature reviews on phishing detection through machine
learning and deep learning.

Phishing detection using machine Learning

Butnaru et al. [1] proposed an algorithm based on supervised machine learning to prevent phishing
attacks through the analysis of novel mixture phishing attacks. The literature is sifted based on the
Google Safe Browsing, increased their detection rates. The study demonstrates how machine
learning used to address this problem is more effective than the efforts of traditional rule-based
systems in identifying phishing patterns.

Shahrivari et al. [2] spotlight that phishing attacks will share common characteristics, making them
suitable for detection using machine learning techniques. Their study employed many machine
learning classifiers to forecast phishing websites, demonstrating that flexible models could be
tailored for accurate phishing detection. Adapting to new attack patterns is the benefit for this
approach, positioning machine learning as a robust tool for combating phishing threats.

Phishing is detected using Hybrid Models and Feature Choice

In order to examine phishing characteristics, Zamir et al. [3] included system that compare
Information Gain, Gain Ratio, Relief-F, and Recursive Feature Elimination (RFE) feature selection
techniques.They applied many approaches, such as Principal Component Analysis and Random
Forest and Neural Networks Hybrid models can greatly improve phishing detection performance
uses Heapingl (Bagging + RF + NN) and Heaping2 (Bagging + KNN + RF), which were created to
boost classification accuracy.

Deep Learning Methods for Identifying Phishing

Do and Selamat et al. [4] investigated deep learning methods for phishing detection by assessing
four models: the Gated Recurrent Unit (GRU), Long Short-Term Memory (LSTM), Convolutional
Neural Networks (CNN), and Deep Neural Network (DNN).

II1. Existing Methodology

Phishing is a cyber security attack where malicious actions are done to the people individuals and it
will take the sensitive information by the trusted websites or URLs. These attacks are came out from
the emails, messages, or websites that contain incorrect URLs or attachments. If the user click on
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these links, their data may be leaked, or their system will be attacked by the malware.phishing
attacks are more now,phishing attackers are targets more people. The attackers were aim to increase
the number of people who clicked on malicious links or wrong attachments. Some of the phishing
methods are blacklist filtering, heuristic approaches, and machine learning. IN the Machine learning
techniques,it is used to find phishing URLs by analyzing various features such as domain name
structure, URL length, HTTPS usage, and redirection patterns.
In machine learning detection,the input URLs or attachments are given to the training model and
then it processes and classify the inputs to the genuine or attacked by the phishing.To accomplish
this, many machine learning algorithms like Vector machine,RandomForest, DecisionTrees, and
XGBoost have been studied. There are no single best performers or worst performers, all algorithms
have advantages and disadvantages, dependending on feature selection, quality of dataset and
optimization of model. While existing techniques help achieve improvements in the accuracy of
phishing detection, they fall short of detecting zero-day phishing attacks, evasion techniques, and
adversarial manipulations.

IV.Proposed Methodology

The proposed methodology uses machine learning and artificial intelligence techniques to enhance
web security by detecting and blocking input links. the system integrates advanced algorithms to
identify and prevent website risks and attacks through automated scanners and real-time monitoring,
and it uses training and testing datasets of machine learning algorithms to give accurate results.

1. Data set: Our dataset consists of more than 20000 URLSs, extracted from publicly available
phishing repositories such as PhishTank, OpenPhish, and legitimate sources, we tested the URLs,
and by this the model is properly pre-trained to identify the phishing URLs.

i. After analyzing, the features were categorized as:

ii. Structural Features: Domain length, presence of special characters, subdomains.

iii. Content-Based Features: HTML structure, embedded scripts, use of JavaScript redirection.
iv. External Service Features: WHOIS data, domain age, SSL certificate validation.

We implemented multiple training techniques to balance the dataset and improve the effectiveness
of our model.

2. Train the model (SVM and light GBM): First, we need to train the model according to the training
data set; it helps to identify different patterns, and then it will become a supervised learning model
that supports the algorithms that identify malicious inputs, this model mainly supports vector
machine (SVM) and lightGBM. These models are now trained to test the safe and harmful data. We
trained both the SVM and LightGBM models, to improve the model performance.

i. SVM: Used RBF kernel, optimized value using Grid Search, and improved margin-based
classification.
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ii. LightGBM: Implemented iterations with a learning rate of 0.05.

iii. Hybrid Approach: We combined SVM with LightGBM to increase the strength and accuracy of
the model. The ensemble model achieved better generalization.

The hybrid model outperformed individual classifiers by achieving a 97.5% accuracy with improved
recall and precision. Additionally, the detection time was reduced to 1.2 seconds per URL, making it
ideal for real-time applications.

3. Check the accuracy: after training of the model is completed, we will evaluate the models to
check their accuracy using some algorithms doing this, we will know the accuracy of the model and
also we will get the effectiveness of the model by which the model can differentiate between
genuine and harmful.

4.Testing: After training the model we will test the mode by giving the URLs of the websites, then it
processes the link and checks whether the link whether a genuine or phishing website the model
scans the link, checks the structure, and identifies the patterns.

5. Displaying the result: After analysing the link and the pattern in the input given URL, the system
displays whether the link is genuine or phishing if the link is genuine the users can proceed with the
website, or else they can block the website for more secure reasons.

6. Blocking non genuine links: If the URL is detected as a malicious link containing phishing then
we will get an option to block it after clicking the block butt, on the URL will be blocked and added
to the database of the restricted website, thus preventing users from accessing it in the future.

The proposed system offers an approach to secure the website against cyber threats by combining
automated scanner real-time monitoring and training and testing the model by machine learning
algorithms by these techniques we can detect and block the malicious websites.

Link Classification Methodology

_ Allow Link
Check Is Link

Train Model — — TestLinks — .
Accuracy Genuine?

Block Link

Fig 1: Methodology
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To enhance web security, we propose an intelligent, hybrid phishing detection system that not
only classifies URLs as genuine or malicious but also actively prevents phishing attacks
through real-time monitoring and automated blocking mechanisms. Our proposed model
integrates Support Vector Machine (SVM) and LightGBM in a hybrid learning approach to
improve classification accuracy and response time.

A. Key Components of the Proposed System
The system consists of five major components:
1. Feature Extraction & Preprocessing

o  Extracts structural, content-based, and external service features from the
input URL.

o  Uses Recursive Feature Elimination (RFE) to select the most relevant
attributes.

o Normalizes data to prevent bias in classification.
2. Hybrid Model for Classification (SVM + Light GBM)

O  SVM efficiently handles complex phishing patterns by identifying hyperplane
boundaries.

o  LightGBM accelerates decision-making using gradient boosting.

o  The ensemble model combines these two techniques to improve detection
performance.

3. Real-time URL Scanning & Classification

o  The system continuously monitors input URLs from email messages, browser
traffic, and web requests.

o  When a URL is detected, it is classified within 1.2 seconds using the trained
model.

4. Automated Blocking & Security Enforcement

o Ifa URLis flagged as phishing, it is automatically blocked and added to the
restricted database.

o  The system provides an option to report false positives, allowing dynamic
model updates.

o Integrates with browser security plugins and firewall rules for proactive
protection.
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5. Adaptive Learning & Model Updates

o  The system incorporates continuous model retraining using new phishing
patterns.

o  Aself-learning module ensures adaptation to emerging threats.

o  Future improvements include Deep Learning models such as LSTMs for
sequential URL pattern analysis.

B. System Architecture Workflow

1. Input URL/Website request — Feature Extraction — Hybrid Classification Model
(SVM + LightGBM) — Decision Making (Genuine/Phishing) — Security Action
(Allow/Block URL) — Report & Update Database

2. Ifthe system detects a previously unseen attack, it flags the URL for manual review
and retrains the model accordingly.

V. Experiments And Results

We have a dataset with 86 features which are extracted from 11429 URLs. This dataset is designed
for benchmarking forML based detection system. There are three different classifications 55 features
were extracted based on the structure and patterns of URLs, 25 are extracted from the content of
their respective pages, and 7 from external services. The dataset consists of 50% phishing URLs and
50% legitimate URLs. To put it in practice, we defined the following modules.

Fig 2: This is the dataset

The modules we have designed for implementation:
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1.Data Collection and Pre-processing: The other company that the URLs are getting put is actual or
phishing. For example, during the extraction of features such as domain age, URL length, or
presence of special characters accordingly.

2.User Login: One of the main things will be the user login, through which user can access its
system using username and password.

3.Training the Model (SVM and LightGBM): For SVM and light GBM algorithm we will train the
models in order to model whetherthe URLs detected as phishing or the URLSs are original. This way
we can implement Support Vector Machine (SVM) for the robust lively classification and then
LightGBM gradient boosting machine algorithm.

4.Accuracy: Assessment of the models by evaluating them using accuracy, precision, recall, and F1-
score.

5.Testing: We can test the Model with new URLs. It accepts user input or dynamically test the
URLs.

6.Dispaying Message: Shows if the URL is Valid or Invalid If the URL is genuine then it will print
the message as genuine otherwise it will print as not genuine.

7.Blocking: If the URL is detected as not genuine then it will allow the users to block the URI and
store it in database.

=

@itribute weh_traffic
5 11}

@anribute Links_pointing to_page { 1.0.-1 )

@anribute Statistical_report {-1.1 }

@nnribute Result £-1.1)

Fig 3: The dataset is trained
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Fig 4: Execution of Django

Now in your browser type given URL http://127.0.0.1:8000/index => as shown in the below screen
=>html and hit enter to navigate you to the following page

o SVM Algorithm  Run Light GEM Algorithm st Your URL  Lognt

no‘_,.. a a B o B &9 B aa £ o

Fig 5: Testing genuine URL

R SVM Algerithm  Ruse Light GBM Algocithun. Test Vour URL  Legonst

no o 8 @ a Rk 5w m aa L

Fig 6: Predicted as genuine URL
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provided the URL as https://mail.google.com on screen above and then clicked on the button to
produce below output.

€ 9 C WA O oA TR LE

Ruan SUM Algorithn  Run Light GIM Algoritbr

[ = SR v
Fig 7: Predicted as Phishing URL

Inthe above screen, we entered the phishing URL
‘https://in.xero.com/3LQDhRwfvoQfeDtIDMgkk1JWSqC4CMIJt4VVIRsGN’

m o oa- #uo@=-0Cm@8 ~ 8 Eean e

Fig 8: Blocking of Phishing URL

V1. Evaluation And Performance

In the above screen in blue color text if the URL is detected as phishing then it will block the URL
successfully Similarly now we can test different kinds of phishing URLs then the algorithm will
predict them as Phishing URLs. The below screen provides a list of blocked URLs in the database
you can see that the URL is successfully blocked.
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@ LI} reo@E-cm@% ~mE van e

Fig 9: URL is Blocked

VII. Conclusion

In this paper, we mainly aim to enhance the detection methods to detect phishing websites by using
the most popular algorithms like LightGBM and Support Vector Machine with the help of machine
learning. The random has multiple decision trees by which detection is more accurate we got a
detection accuracy of 97.16%.we made up a better performance by using multiple training data and
testing data to make the algorithm accurate.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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