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Abstract. Over the last few years, the demand for effective and precise mal-

ware and intrusion detection systems has been on the rise because of mounting 

cybersecurity threats. Conventional signature-based methods tend to face a high 

false positive rate, but machine learning models offer a robust alternative 

through feature selection and classification methods. We present, in this paper, 

Random Forest-based classification model for selecting the highest-ranked sig-

nificant features to enhance detection accuracy and CNN (Convolution Neural 

Network) is employed for spatial feature extraction. It extracts local patterns 

and dependencies from the network traffic data, including packet structure and 

flow patterns. CNN layers apply a filter to the input data, deriving high-level 

spatial features that are of relevance to intrusion detection. The dataset contains 

numeric and categorical features, with categorical variables encoded with Label 

Encoding and for numeric data. Min-Max normalization is performed before 

feature selection is applied. The Random Forest algorithm provides ranked fea-

ture importance, and the top 10 most important features are used for training the 

model. A Random Forest classifier with 100 trees is trained on the refined da-

taset, achieving high training accuracy (~100%), while the test accuracy is 

slightly lower, indicating possible overfitting. The proposed model undergoes 

five key stages: data preprocessing, feature selection, model training, evalua-

tion, and virus detection in test samples. The training process is computationally 

efficient, requiring only a few seconds. The evaluation metrics, including classi-

fication reports and accuracy scores, highlight the model’s effectiveness in 

malware and intrusion detection. The results demonstrate that Random Forest’s 

feature selection capability enhances classification performance, making it a 

powerful tool for cybersecurity applications. The multi-classification model 

trained on the NSL-KDD+ dataset demonstrates outstanding performance, the 

model maintains exceptional precision (98.25%), reaching a peak accuracy of 

99.08%. 
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(ML) and deep learning (DL) for enhanced network security. 

CNN, and LSTM, in terms of accuracy, precision, recall, and F1-score. 
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1 Introduction 

With therapid expansion of digital infrastructureand cloud technologies, cy-

bersecurity threatshave become more sophisticated and frequent, necessitat-

ing the development of robust Network Intrusion Detection Systems (NIDS). 

NIDS play a crucial role in detecting unauthorized access, malicious activi-

ties, and cyberattacks in real-time by analyzing network traffic. These sys-

tems are broadly classified into signature- based detection and anomaly-

based detection. Detection of anomalies works better than detection of sig-

natures. While signature-based methods depend on matching the incoming 

traffic patterns against a pre-stored collection of known attack signatures, it 

is very challenging for them to spot the new or so-called zero-day attacks. 

Instead, it uses machine learning and artificial intelligence techniques like 

CNN (Convolution Neural Network) [11] and Random Forest classifier [11] 

to detect deviances from the norm for discovering the novel threats. There 

are various machine learning models used with NIDS: Support Vector Ma-

chines, K-Nearest Neighbors, and Decision Trees. Still, they usually rely 

heavily on limited features and become less accurate, more error-prone in 

false positive rates. Feature selection greatly plays an important role to im-

prove the efficiency of detection in reduced computational complexity and 

better classification. Due to the challenges posed by these systems, this paper 

proposes an improvement of the Random Forest-based NIDS based on ran-

dom forests using feature selection techniques to identify the best attributes 

before classification. This would minimize false positives and enhance ac-

curacy as we train our model on the most important features. 

Thisstudydemonstratesthat Random Forest’s feature ranking and classifica-

tion capabilities make it an effective tool for network intrusion and malware 

detection, ensuring a more reliable cybersecurity defense. 

1.1 Research Objectives 

This study's primary objectives are: 

 To develop an Intrusion Detection System (IDS) using machine learning 

 To analyze the performance of hybrid IDS models in detecting cyber threats 

by evaluating their effectiveness using datasets like CICIDS 2017. 

 To compare ML and DL-based approaches, including Random Forest, 

 To provide cybersecurity professionals with insights into advanced detection 

techniques for mitigating evolving cyber threats. 

This study demonstrates that deep learning-based IDS models, particularly CNN 

and LSTM architectures, outperform traditional ML models in detecting anoma-

lies and attacks. Through extensive evaluation, the results highlight the superiority of 

hybrid models in providing real-time, adaptive security solutions. The findings offer 
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valuable insights for organizations to strengthen their cybersecurity measures, im-

prove threat detection efficiency, and protect cloud and network environments from 

sophisticated intrusions. By leveraging data-driven security strategies, this research 

emphasizes the transformative role of AI-driven IDS in modern cybersecurity 

frameworks. 

Table 1: Summary of literature Review 

Title of the 

Publication 

Year 

Published 

Au-

thor(s) 

Summary of the Pub-

lication 

Result and 

Accuracy 

Score 

Intrusion de-

tection systems 

based on ma-

chinelearning 

algorithms 

 

          

2021 

Amano

ul SV, Ab-

dulazeez 

AM, 

Zeebare 

DQ, 

The research intro-

duces a taxonomy for 

IDS classification and 

highlights how ML tech-

niques improve detec-

tion accuracy, reduce 

false alarms, and identify 

unknown threats, con-

tributing to advanced cy-

bersecurity solutions. 

High ac-

curacy; pre-

cision, recall, 

and F1-score 

balanced 

false posi-

tives and 

negatives, 

ensuring ro-

bust network 

security 

. Predictive 

model for net-

work intrusion 

detection sys-

tem using deep 

learning 

 

 

         

2020 

Sstla V, 

Kolli VK, 

Voggu LK 

The research focuses 

on improving anomaly 

detection by leveraging 

neural networks to dis-

tinguish between normal 

and malicious network 

activities. Performance 

metrics such as accuracy, 

precision, recall, and F1-

score demonstrate the 

model’s efficiency in re-

ducing false positives 

and enhancing detection 

rates. 

High ac-

curacy in in-

trusion de-

tection; im-

proved preci-

sion, recall, 

and F1-score 

for enhanced 

threat identi-

fication. 

A taxonomy 

of cyber harms 

 

 

         

2018 

Agrafi-

otis I, 

Nurse JR, 

Goldsmith 

M 

This study explores 

the evolving threat land-

scape of cyberattacks 

and introduces a taxon-

omy of cyber-harms, in-

cluding physical, eco-

nomic, psychological, 

a cyber-

harm taxon-

omy in as-

sessing 

threats, im-

proving risk 

evaluation, 

enhancing 
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reputational, and societal 

harms. 

security 

strategies 

A Deep 

Learning Ap-

proach for In-

trusion Detec-

tion Systems in 

Cloud Compu-

ting Environ-

ments 

 

 

 

        

2024 

Wa’ad 

H. Aljuaid 

 and 

Sultan 

S. Al-

shamrani 
  

 

This research presents 

a CNN-based intrusion 

detection model for 

cloud networks, address-

ing the challenge of 

large-scale traffic analy-

sis and improving 

cyberattack detection ac-

curacy. 

model 

achieves 

over 98.67% 

accuracy, 

precision, 

and recall in 

detecting and 

classifying 

network in-

trusions 

Deeplearn-

ing-basedintru-

sion detection-

systems 

 

 

        

2021 

Lan-

skyJ,AliS,

Moham-

madiM, 

This survey explores 

deep learning-based in-

trusion detection sys-

tems (IDS), classifying 

various approaches and 

analyzing their effective-

ness in securing com-

puter networks. It high-

lights IDS architectures, 

deep learning tech-

niques, and their role in 

accurately detecting in-

trusions. 

The sur-

veyed IDS 

frameworks 

demonstrate 

improved de-

tection accu-

racy, preci-

sion, and ef-

ficiency in 

identifying 

security 

threats. 

Network in-

trusion detec-

tion system: 

A systematic 

study of ma-

chine learning 

and deep learn-

ing approaches 

 

 

        

2020 

Zeeshan 

Ahmad, 

Adnan 

Shahid 

Khan, 

Cheah Wai 

Shiang 

ML and DL analyzing 

their effectiveness in de-

tecting network intru-

sions while addressing 

challenges like false 

alarms and novel attack 

detection.  

High ac-

curacy; pre-

cision, recall, 

and F1-score 

balanced 

false posi-

tives. 



 

 

 

 

     607Intelligent Network Intrusion Detection System Using Machine …        

2 Existing System 

For an Intrusion Detection System (IDS), machine learning models analyze network 

traffic data to classify whether an activity is intrusive (attack) or normal based on 

historical datasets. The current approach for intrusion detection typically employs 

models like Convolutional Neural Networks (CNN), Random Forest (RF), Support 

Vector Machines (SVM), and Decision Trees. These models assess security by 

analyzing network attributes such as packet size, protocol type, connection duration, 

number of bytes transferred, and anomaly patterns. 

CNN(ConvolutionNeuralNetwork): 

ConvolutionalNeuralNetworks(CNNs)haveemergedasapowerfuldeeplearningtech-

niquefor Intrusion Detection Systems (IDS), enablingefficient detection ofcyber 

threatsinnetworktraffic data Contrarily, unlike traditional machine learning models 

that use features designed by hand, convolutional neural networks automatically ex-

tract hierarchical patterns from raw network data. In applied IDS, these are 1D-CNN 

architectures for sequential data, like in the case of network packets and log files.The 

model would mostly consist of convolutional layers, which are intended to capture 

the spatial dependencies first, followed by batch normalization layers for stabiliza-

tion, max pooling layers to lean down the problem size, and finally fully connected 

layers to get some final classification done. Thus,CNN can learn complex patterns 

of attacks and tell them apart from normal activities and malicious ones. 

Bidirectional Long Short-Term Memory (Bi-LSTM): 

While CNN excels in extracting spatial features, Bidirectional Long Short-Term 

Memory (Bi-LSTM) networks are used to analyze temporal dependencies in network 

traffic. Bi-LSTM enhances traditional LSTM models by processing input sequences 

both forward and backward, allowing the model to learn from past and future events 

simultaneously. This bidirectional capability is particularly useful in IDS, as cyber at-

tacks often exhibit sequential patterns, such as distributed denial-of-service (DDoS) at-

tacks, which evolve over time. Bi-LSTM helps in detecting these patterns by maintain-

ing a memory of previous network states while considering future traffic behaviors. By 

integrating Bi-LSTM with CNN, the research leverages both spatial and temporal fea-

tures, enabling the IDS to achieve higher detection accuracy, lower false positive rates, 

and improved classification performance compared to conventional machine learning 

models like SVM and KNN. 

Decision Tree (DT): 

Decision Trees (DT) are widely used in intrusion detection because of their ability to 

handle both numerical and categorical data. They create a tree-like model where deci-

sions are made based on feature values. However, decision trees tend to overfit when 

dealing with complex datasets. 
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Random Forest (RF): 

Random Forest (RF) improves upon decision trees by creating an ensemble of multiple 

trees, averaging their predictions to enhance accuracy and reduce overfitting. RF is of-

ten used in IDS as a robust machine learning classifier. 

Apart from CNN and Bi-LSTM, intrusion detection systems (IDS) often incorporate 

other algorithms to enhance accuracy, robustness, and efficiency like SVM, RNN etc. 

3  Proposed System:  

By utilizingCNN with Random Forests, the suggested system improves network intru-

sion detection. These models are chosen because they are more accurate, robust, and 

interpretable than traditional machine learning models.  

1.Convolutional Neural Network (CNNs)are widely used in intrusion detection sys-

tems (IDS) for their ability to extract spatial features from network traffic data. CNNs 

work by applying convolutional layers that capture patterns such as network packet 

characteristics, protocol behaviors, and anomalies in data flow. These layers help in 

recognizing attack signatures and distinguishing between normal and malicious traffic. 

CNNs are particularly effective in handling high-dimensional datasets, reducing the 

need for manual feature engineering. By leveraging filters and pooling layers, CNNs 

can focus on the most critical features while discarding irrelevant noise, thereby im-

proving classification accuracy. In the given research, CNN plays a crucial role in the 

initial feature extraction process, transforming raw network data into a structured for-

mat that can be further analyzed by deep learning models. 

2.Random Forest (RF) is a powerful ensemble learning algorithm used in intrusion 

detection systems (IDS) for accurate and robust classification of network traffic. It op-

erates by constructing multiple decision trees during training and combining their out-

puts to improve prediction accuracy and reduce overfitting. Unlike a single decision 

tree, which can be prone to high variance, Random Forest mitigates this by aggregating 

results from multiple trees, making it more resistant to noise and outliers in network 

traffic data. In the context of IDS, RF is effective at classifying traffic into normal or 

attack categories by analyzing key network features such as packet size, connection 

duration, and protocol types. Additionally, RF is computationally efficient and can han-

dle large datasets, making it suitable for real-time intrusion detection. However, while 

RF excels in feature importance ranking and interpretability, it may struggle with high-

dimensional data, which is why it is often used alongside deep learning models like 

CNN and Bi-LSTM to enhance detection accuracy and reduce false positive rates. 

4  System Architecture 

The high-level structure and design of a complex system, which provides a blueprint 

for how its components should be arranged and interact, is referred to as system archi-

tecture. To achieve precise intrusion detection, it consists of the architecture of machine 



 Feature columns include categorical and numerical data. 

 Categorical features such as protocol type, service, and flag are label-encoded. 

 The names of selected features are saved for consistency. 

 This ensures the same features are used during testing and inference. 

 A RandomForestClassifier with 100 trees is trained. 

 The model determines important features contributing to classification. 

 The trained model is saved for future use. 

 A Sequential CNN model is built using three fully connected (Dense) layers. 

 The second dense layer has 32 neurons for feature extraction. 

 The output layer applies SoftMax activation to predict multiple classes. 
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learning models, data processing procedures, front-end and back-end elements, data-

base management, and communication interfaces. A clear system design is essential to 

the project since it enables quick data processing, seamless model integration, and real-

time forecasts. 

 

 

5  Methodology 

1. Load and Preprocess Data 

 The dataset (train_with_columns.csv) contains structured data with features 

and labels. 

 The labels (attack types or normal traffic) are also encoded for classification. 

 The dataset is split into features (X) and labels (y). 

2. Save Feature Information 

3. Train the Random Forest Classifier 

 It learns patterns from X to predict y based on decision tree ensemble learning. 

4. Train the CNN Model 

 The first layer has 64 neurons with ReLU activation. 

 A Dropout layer (30%) is used to prevent overfitting. 

 The model is trained using the Adam optimizer for 10 epochs. 

5. Save Models and Encoders 



l. 
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 The trained Random Forest model is saved as rf_model.pk

 The trained CNN model is saved as cnn_model.keras. 

 The label encoder (used for decoding categorical labels) is also stored. 

5. Backend (Flask): 

Flask, a lightweight Python web framework, is used in the backend design to enable:  

• Routing: Oversees API endpoints for data retrieval and model predictions. 

• Handling HTTP Requests: Handles user input, including student data. 

• 

w

Database Integration: Retrieves and stores student data by establishing a connection 

ith MongoDB.  

• Real-time predictions from trained models are served via the machine learning API. 

The frontend, database, and machine learning models can all work together seamlessly 

thanks to the Flask backend.  

6. Frontend (HTML, CSS, Javascript): To provide an intuitive user experience, 

HTML, CSS,Javascript is used to develop a responsive and user-friendly web interface.  

• 

t

Users may submit their features information using the detection form to determine 

heir chances of occur of attack.  

• Interactive Visualizations: Shows whether the input data is related to intrusion or nor-

mal 

6 Implementation 

The dataset used for Intrusion Detection System (IDS) implementation consists of 

network traffic data, which includes a variety of protocol-based, behavioral, and 

statistical features. The data is sourced from real-world network logs, intrusion de-

tection datasets, and cybersecurity benchmarks, providing insights into different 

types of cyber threats and normal traffic patterns. The dataset aids in identifying key 

factors contributing to intrusions, improving the ability to classify and mitigate at-

tacks effectively. 

The dataset includes the following characteristics: 

 Network Protocol Features: Protocol types (TCP, UDP, ICMP), service 

types, and flag indicators. 

 Traffic Behavior Metrics: Source and destination IPs, packet sizes, flow du-

rations, and connection states. 

 Attack Signatures & Labels: Identifies known attack types such as DoS (De-

nial of Service), U2R (User-to-Root), R2L (Remote-to-Local), and probing 

 Statistical Attributes: Frequency of connection requests, anomaly scores, 

and time-based metrics. 

 Target Label (Intrusion Status): Specifies whether the connection is normal 

or malicious, aiding in classification. 

For effective model training, the dataset undergoes preprocessing, including the re-

moval of missing values, normalization of numerical features, and encoding of cate-

gorical attributes (e.g., protocol types). Feature selection techniques such as Mutual 



 

plotlib and Seaborn.  
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Information and Random Forest-based selection are applied to retain the most rel-

evant features. 

The IDS implementation employs hybrid models, combining Convolutional Neural 

Networks (CNN) for pattern recognition and Random Forest classifiers for interpret-

ability and robustness. The model is trained to detect, classify, and respond to cyber 

threats in real-time, making it a valuable tool for network security enhancement. 

6.1 Hardware specifications:  

The following hardware specifications are utilized to facilitate efficient model deploy-

ment and training:  

• Processor: AMD Ryzen 5/7/9 or Intel Core i5/i7/i9.  

• RAM: 8 GB • Storage: at least 500GB of SSD space.  

6.2 Requirements for Software: 

System Software Microsoft's operating system for an easy-to-use development envi-

ronment is called Windows.  

6.3 Language of Programming: 

Python is the primary programming language for creating models and integrating them 

with backend systems.  

6.4 Frameworks and Libraries:  

Implementing machine learning models (Random Forest, CNN) is possible using 

Scikit-learn.  

• Flask is a web framework for developing APIs and deploying models. 

• Data visualization for feature importance and model evaluation is provided via Mat-

6.5 Tools for Development:  

• Model training and exploratory data analysis are done using the Google Colab. 

• 

6

The main IDE for system writing, debugging, and deployment is Visual Studio Code. 

.6 Approach:  

Preprocessing of Data:Addressing missing values, encoding category properties, and 

normalizing numerical data.  

Engineering Features: Choosing the most relevant components to determine place-

ment outcomes.  

Assessment of Performance: Accuracy, precision, recall, and F1-score are used to 

evaluate models.  

Integration of Systems: Using Flask and HTML,CSS,JavaScript to deploy the learned 

model. 

7  Result Analysis 

The proposed system utilizes CNN (Convolution Neural Networks), Random Forest, to 

predict attacks based on protocol type, service, source bytes,destination bytes etc. The 

models were trained and tested on a student placement dataset, and their performances 

were evaluated using key metrics such as accuracy, precision, recall, and F1 score. 
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Among all models, the proposed CNN with Random Forest approach emerges as 

the best choice, providing high accuracy, precision, recall, and F1-score. It success-

fully balances robustness and performance, outperforming CNN with Mutual Infor-

mation and Bi-LSTM-based approaches. While Bi-LSTM achieves higher accuracy, its 

significantly lower recall and F1-score indicate poor generalization. 

Thus, for a real-world intrusion detection system, the CNN with Random Forest 

hybrid model is the most effective and reliable solution, ensuring minimal false neg-

atives and highly accurate classification. 

Test Case ID   Test Descrip-

tion          

 Expected Out-

put          

 Actual Output           Result 

TC-01          Input a valid 

normal data 

 Predicts "nor-

mal"          

Normal Pass 

TC-02          Input a fields 

with intrusion 

data 

 Predicts "intru-

sion"      

Attack Pass 

TC-03          Input an empty 

fields 
 Displays 

an warning        

Error: "fields 

need to be fill"  

 Pass 

7.1 Comparative Analysis  

The comparative analysis of different intrusion detection models reveals significant 

variations in performance across various metrics. CNN with Mutual Information 

achieves a strong training accuracy of 96.66% and testing accuracy of 95.73%, 

demonstrating good generalization with high recall (0.98) and an F1-score of 0.96, 

making it a reliable approach for identifying malicious activities. When Random For-

est is integrated with CNN and Mutual Information, there is a slight drop in training 

accuracy (95.43%) and testing accuracy (95.30%), but the model maintains a balanced 

precision (0.94) and recall (0.95), ensuring robustness in classification. However, the 

proposed CNN with Random Forest model outperforms all other approaches, 

reaching 99.08% training accuracy and 98.80% testing accuracy, with exceptional 

recall (0.99) and F1-score (0.98), proving to be the most efficient and balanced model 

for intrusion detection. Despite CNN with Bi-LSTM achieving the highest accuracy 

(99.25% training and 99.14% testing), its poor recall (0.48) and F1-score (0.49) 

indicate a high false-negative rate, making it unreliable for real-world applications. Ul-

timately, the hybrid CNN with Random Forest approach stands out as the most 

effective solution, offering superior accuracy, precision, and recall, ensuring min-

imal false negatives and highly accurate threat classification in cybersecurity ap-

plications. 

Algorithms Training 
Accuracy 

Testing Accuracy Precision Recall f1Score 
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CNN with m 
Mutual  In-
formation 

0.9666 0.9573 0.94 0.98 0.96 

CNN with 
Mutual In-
for-
mation
 
& Random 
Forest 

0.9543 0.9530 0.94 0.95 0.94 

CNN with 
Random 
Forest (Pro-
posed Algo-
rithm) 

0.9908 0.9880 0.98 0.99 0.98 

CNN with 
Bi-LSTM 

0.9925 0.9914 0.73 0.48 0.49 

7.2Accuracy Comparison 

Graph image 
The bar graph visually compares the accuracy of the suggested and current IDS models. 

The current system, utilizing conventional machine learning models like CNN com-

bined with Bi-LSTM, achieves 99% accuracybut computationally complex, effec-

tively classifying known attack patterns but struggling with high-dimensional feature 

spaces and unseen threats. In contrast, the proposed system, leveraging Convolutional 

Neural Networks (CNN), significantly improves accuracy to 97%, excelling in learn-

ing hierarchical feature representations, identifying complex attack patterns, and reduc-

ing false positives. CNN’s ability to extract spatial dependencies from network traffic 

data enhances its robustness in detecting intrusions. This improvement underscores the 

effectiveness of deep learning in IDS, demonstrating how advanced models strengthen 

intrusion detection, mitigate cyber threats, and improve overall cybersecurity resili-

ence. 

8  Future Scope: 

Future research in IDS will focus on enhancing resilience against advanced 

persistent threats, particularly worm attacks and User-to-Root (U2R) exploits. 

Implementing IDS models in honeypot systems will allow security professionals to 

study attacker behavior in a controlled setting, enabling real-time updates and 

adaptive security responses. As cyber threats evolve, machine learning-driven IDS 

models will continue to play a pivotal role in safeguarding IoT environments, ensuring 

proactive defense mechanisms and efficient breach mitigation strategies. 

8.1  Conclusion:  
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In conclusion, we propose integrating a Convolutional Neural Network 

(CNN) with feature selection to reduce computational time and the high false 

positive rate. By leveraging CNN with feature selection, we can focus on the 

most relevant features, reducing unnecessary computations while maintaining 

high accuracy. Our approach is particularly beneficial for handling medium 

to large datasets. Additionally, the proposed system is expected to enhance 

model generalization by reducing overfitting, leading to a more robust, scal-

able, and efficient deep learning model for real-world applications and 

achieves an accuracy of 98%. 

9  References:  

1. Bala D, Islam MA, Hossain MA, et al. Efficient epileptic seizure recognition system 

using the multi-model ensemble method from e.g. In:2022 IEEE Conference on Inter-

disciplinary Approaches in Technology and Management for Social Innovation 

(IATMSI); IEEE; 2022. p. 1–6. 

2. Lansky J, Ali S, Mohammadi M, et al. Deep learning-based intrusiondetection 

systems: a systematic review. IEEE Access. 2021; 9:101574–101599. 

3. Ahmad Z, Shahid Khan A, Wai Shiang C, et al. Network intrusiondetection system: A 

systematic study of machine learning and deep learning approaches. Transactions on 

Emerging Telecommunications Technologies. 2021;32(1): e4150 

4. Cashell B, Jackson WD, Jickling M, et al. The economic impact of cyber-attacks. 

5. Gandhi R, Sharma A, Mahoney W, et al. Dimensions of cyber-attacks: Cultural, 

social, economic, and political. IEEE Technology and Society Magazine. 

6. Agrafiotis I, Nurse JR, Goldsmith M, et al. A taxonomy of cyber harms: Defining the 

impacts of cyber - attacks and understanding how they propagate. Journal of 

Cybersecurity. 2018;4(1): tyy006. 

7. Amanoul SV, Abdulazeez AM, Zeebare DQ, et al. Intrusion detection systems based 

on machine learning algorithms. In: 2021 IEEE international conference on automatic 

8. Sstla V, Kolli VK, Voggu LK, et al. Predictive model for network intrusion detection 

system using deep learning. Revue d’Intelligence Artificielle. 2020;34(3). K. 

9. NSL-KDD. Nsl-kdd dataset. available: http://nslcsunbca/nsl-kdd/. —;. 

10. SSAUTOMATIC Network Intrusion Detection System Using Machine learning and 

Deep learning 

11. Applied Sciences | Free Full-Text | A Deep Learning Approach for Intrusion 

Detection Systems in Cloud Computing Environments 

http://nslcsunbca/nsl-kdd/
https://www.researchgate.net/publication/378218537_Automatic_Network_Intrusion_Detection_System_Using_Machine_learning_and_Deep_learning
https://www.researchgate.net/publication/378218537_Automatic_Network_Intrusion_Detection_System_Using_Machine_learning_and_Deep_learning


          615Intelligent Network Intrusion Detection System Using Machine …   

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.

http://creativecommons.org/licenses/by-nc/4.0/

	Intelligent Network Intrusion Detection System Using Machine Learning and deep Learning



