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Abstract. Geofencing-enabled child safety monitoring devices provide a cut-

ting-edge way to continuously check on kids' wellbeing. By combining GPS 

tracking and geofencing, these gadgets enable parents or guardians to create vir-

tual limits, or geofences, around particular locations, such parks, schools, or res-

idences. The technology instantly notifies carers of the child's position and safe-

ty status whenever the child enters or leaves the designated zones. These devic-

es provide complete protection by including geofencing together with additional 

safety features like activity tracking, emergency warnings, and two-way com-

munication. By establishing a proactive approach to child safety in dynamic 

surroundings, the incorporation of geofencing into child monitoring devices not 

only improves location accuracy but also gives parents peace of mind. 

Keywords:Internet of Things (IoT), smart band, IoT device, child security sys-

tem, and child monitoring system. 

1 Introduction 

The Internet of Things (IoT) is a collection of systems and gadgets that are constantly 

connected to both physical sensors and the internet. During these years, children's 

safety is at stake, so it's important to provide a technology-based solution that will 

watch over them with a smart gadget and support them in an emergency. To imple-

ment IoT, the proposed system has a Wi-Fi module that transmits all monitoring pa-

rameters to the cloud for parental phone Android app monitoring. Additionally, it 

incorporates GPS and GSM modules for sending and receiving SMS messages be-

tween the parental phone and the safety gadget. An Android app can be used to track 

the safety device's whereabouts by using its position coordinates on the parental 

phone app. 

1.1 Research Objectives 

Designing a geofencing-enabled kid safety gadget that combines GPS, GSM, and IoT 

for real-time tracking and boundary alarms is the goal of the research (RO1). It aims 

to provide a dependable notification system that will provide immediate warnings 

when a child enters geofenced areas or presses the panic button (RO2). In order to  
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RO1: To design and develop a geofencing-enabled child safety monitoring device that 

integrates GPS, GSM, and IoT technologies for real-time location tracking and bound-

ary alerts. 

RO2: To implement a robust notification system that sends instant alerts to parents or 

guardians when a child crosses predefined geofenced boundaries or triggers emergency 

features (e.g., panic button). 

RO3: To ensure the device’s reliability and usability by incorporating features such as 

low-battery alerts, offline location storage, and seamless connectivity in poor network 

conditions. 

RO4: To evaluate the device’s performance through field testing in diverse environ-

ments, assessing accuracy in location tracking, alert responsiveness, and user satisfac-

tion. 

RO5: To enhance child safety by integrating additional sensors (e.g., heartbeat, temper-

ature) and enabling proactive monitoring of physiological and environmental risks. 

2  Review Methodology 

The The methodology takes a mixed-approaches approach, integrating software for 

real-time monitoring with hardware development using wearable sensors, GPS/GSM 

modules, and Arduino. To assess battery performance, alert dependability, and geofenc-

ing accuracy under various network conditions, field testing are carried out in a variety 

of settings. In order to evaluate the device's usability and emergency response efficacy, 

user studies collect input from parents and guardians. To safeguard sensitive data, data 

security measures are put in place, such as protected mobile app access and encrypted 

cloud storage. Lastly, prototype testing using AI-based anomaly detection and smart 

home integration features is used to assess the system's scalability. 

3 IoT Based Child Safety Systems 

Numerous studies have examined the use of Internet of Things (IoT) technologies, in-

cluding wireless communication, GPS, and GSM, to track children's whereabouts and 

send out alerts in case of crises. These systems usually include wearable technology, 

which uses sensors to gather environmental and location data and sends it to a cloud 

service or mobile app for tracking. Wearable IoT gadgets, such smartwatches or wrist-

bands, have been shown to be beneficial for child safety. These gadgets frequently in-

corporate GSM for parent communication and GPS for position tracking. A study by 

Sharma et al. (2019), for instance, talks about a smart bracelet that tracks kids' wherea-

bouts and notifies parents if they leave a certain area. Tracking position in real time is 

a crucial component of IoT-based systems. 
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4 Geofencing for Safety Boundaries 

Another essential element of Internet of Things systems for child safety is geofencing 

technology. It enables parents to establish safe zones or virtual borders, and it automat-

ically sounds an alert if the child breaches them. Systems that monitor children's move-

ments in real time frequently have this feature. Geo-fencing technology allows parents 

to designate certain locations, such a house or school, as safe zones, according research 

by Patel et al. (2020). An instant alert is delivered to the parent's phone if the youngster 

exits this area, enabling them to promptly respond and assure the child's safety. 

5 Geo Fence. 

Using GPS, RFID, Wi-Fi, or cellular data, geofencing is a location-based system that 

establishes virtual borders around actual geographic places. Through a smartphone app, 

parents or guardians can designate safe zones (such as the home, school, or playground) 

in relation to kid safety monitoring. The system sends out real-time alerts by SMS, app 

notifications, or phone calls to the parent's phone when the child's wearable gadget vi-

olates these predetermined parameters. Additionally, the system records location his-

tory, allowing for future tracking if necessary. By offering proactive alerts as opposed 

to passive surveillance, geofencing improves child safety by guaranteeing prompt re-

sponse in the event that a youngster wanders into dangerous regions. 

5.1 Purpose of Geo Fence. 

Geo Fence is used to enable users of apps to precisely track their users, provide them 

with marketing content, or notify them of events occurring in a certain area. Bluetooth 

beacons, which are designed to send specific messages to adjacent mobile devices, can 

significantly improve the technology. 

Building virtual "fences" around particular geographic locations in order to deliver tar-

geted messaging is the main goal of geofencing. However, beacon technology may also 

be utilized to have programs do everything the user has instructed them to do. These 

tools give users a lot of options, which leads to higher engagement, a better return on 

investment, and more relevant, personalized events in that region. A geo fence might 

be as little as a building or as large as a metropolis. Even their shapes can change. Users 

can construct geofences in the shape of polygons for more complicated situations, or 

they can be spherical for simpler ones.  

5.2 Working of Geo Fence. 

By using technologies like GPS or IP address ranges, geofencing creates virtual borders 

inside a predetermined geographic area. The physical position of a gadget operating 

within the designated area can be tracked thanks to these virtual fences. It is possible to 

record and use the geocoding data which contains the user's location for a number of 

purposes. Parents may effectively track their child's travels and safeguard their safety 
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by utilizing geofencing to establish a virtual geographic area. By sending out real-time 

alerts in the event that the youngster leaves the approved safe area, this technology is 

an essential tool for improving security. 

6 Block Diagram. 

The block diagram for the suggested child safety device. It is equipped with Wi-Fi, 

GPS, and GSM. The Link It One board is comparable to the Arduino board and is re-

ferred to be an all-in-one prototype board for Internet of Things and safety devices. An 

effective hardware development board used in industrial environments is the Link It 

One. The One board has built-in GSM and GPS modules as well as a number of other 

components, such as a temperature sensor, heartbeat sensor, buzzer, panic button, and 

more. A beacon is used in the safety device, and a packet is sent through it. The binding 

device receives the packet, which typically comprises data like the beacon's identifica-

tion number and signal strength. One of the most often monitored variables is temper-

ature. The DS18B20 temperature sensor is used to measure the child's body tempera-

ture. The suggested system measures the pulse rate using a heartbeat sensor. A basic 

optical heart rate sensor with amplification and nullification circuitry is coupled with a 

heartbeat/pulse sensor, which makes it quick and simple to obtain accurate pulse read-

ings. A SIM card on the board is used to activate the GSM/GPRS block. 

 
Fig. 1. Block diagram of Child safety Monitoring Gadget. 

Their primary differences are in RF carrier frequency and bandwidth. Mobile stations, 

base station subsystem networks, and operation subsystems make up the GSM network. 
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To determine the child's location, a GPS module is supplied. The signals from satellites 

are received by the GPS module. The GPS module can determine the location's latitude 

and longitude. Temperature and pulse rate data are among the measured metrics that 

the device transmits to the cloud. An SMS is sent to the parent or caregiver's mobile 

phone right away if there are any anomalies in the temperature or pulse rate data, and 

the mobile app is updated exclusively for the registries' cell number. The back end for 

storing and retrieving data, as well as a monitoring device, can be a database, cloud, or 

mobile application. 

A GPS module in the safety device will determine its current location and send it to the 

microcontroller for processing. In order to react to location queries sent by SMS from 

a parent's phone, the device also has a GSM module installed. The GPS location is 

updated often or upon request because the system is connected to the cloud via Wi-Fi. 

Anytime a parent wants to monitor the safety gadget, they can utilize a parental app to 

access all the data from the updated cloud and see its current/live location. 

The device that fulfills this function, in addition to the parental phone and safety device, 

is the binding gadget. This device uses wireless technology to monitor safety devices 

within a defined area. An alert is displayed on the device itself, which the parent or 

guardian will use, as soon as the safety device moves beyond the threshold distance 

from the BLE listener device. This feature of the binding device allows it to function 

independently without a phone network signal or internet connection, allowing the 

safety device to be monitored even when it reaches isolated locations like forests where 

communication signals are unreachable. 

7. Proposed Work. 

The first stage is to perform a comprehensive literature analysis in order to find gaps 

that our device can solve by analyzing current technologies and market offerings. After 

that, a user needs assessment will be conducted to learn more about the needs and con-

cerns of parents regarding kid safety through focus groups and surveys. A prototype 

constructed from sturdy, kid-safe materials and outfitted with necessary sensors like 

GPS and accelerometers will be the main goal of the system design, which will include 

both hardware and software development. User-friendliness will be given top priority 

in the companion mobile application, enabling parents to effortlessly keep an eye on 

their kids.  

The geofencing implementation, which will include procedures for establishing and 

maintaining virtual boundaries, and a strong notification system to notify parents when 

their child enters or traverses. In addition to user input sessions to improve functionality 

and usability, extensive field testing will be carried out in a variety of settings to eval-

uate the device's accuracy and dependability. 

Additionally, the design will incorporate privacy and security features, such as robust 

encryption and configurable settings to safeguard user information. For a more com-

plete safety solution, future improvements might look into integrating with other smart 

home appliances and explore the possibility of AI features that could generate move-

ment-based safety alerts. The ultimate goal of this project is to produce a prototype that 
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prioritizes user engagement and data privacy while greatly improving kid safety 

through efficient monitoring. 

Both software and hardware components will be developed during the system design 

process. In order to guarantee precise location tracking and movement monitoring, the 

prototype will be built from sturdy, kid-friendly materials and will include necessary 

sensors like GPS and accelerometers. Parents will be able to readily view real-time data 

and receive notifications thanks to the accompanying smartphone application's user-

friendly layout. 

8. Result and Discussions. 

The end-user login screen for the device IOT application appears. The children's infor-

mation is only accessible to those who have registered and been granted permission. 

After accessing the login page, the user is shown an information page that contains the 

child's latitude and longitude, the local temperature, the login date and time, and 

whether or not the panic button was detected. The same information is texted to the 

registered mobile phone numbers every 30 minutes as soon as a youngster is more than 

500 meters away from a parent or guardian. In Figure 2, the constructed geofencing is 

displayed. In the event of an emergency, a GPS and GSM alarm will be transmitted to 

the nearest police station's control center. 

 
Fig. 2. Geo Fence 

Messaging is a common method used by GPS and GSM to provide registered mobile 

devices with position and emergency information. The device IOT application's end-

user login screen shows up. Messages are commonly used by GPS and GSM to provide 

registered mobile devices with position and emergency information. 

The alarm message was sent over the cloud by the user without a signal. Thus, the 

parents or guardians will be aware of the information concerning their children. This 

device has a problem: when it is outside of the network service region, communication 

between the app and the device will be impossible. The device will notify the user when 

it enters an area with poor network coverage and will save the location before losing 

the network in order to solve this issue. This will make the device more useful in child 



 

 

 

By limiting unlawful escapes, this application makes 

sure kids stay inside the confines of the school. By in-

stantly notifying parents and school officials whenever a 

child exits the geofenced area, the system lowers the 

possibility of truancy or kidnapping. Additionally, it 

tracks movements during school hours by integrating 

with attendance systems. The geofence can activate 

safety procedures during emergencies, such as lock-

downs. It encourages effective resource utilization by re-

ducing the need for manual oversight. 
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monitoring situations by saving the location when it is in a poor network region and 

updating it once it returns to the good network region. 

Child safety monitoring devices based on the Internet of Things (IoT) are sophisticated 

systems that integrate many hardware and software components that work together to 

safeguard children. The Arduino Nano, ESP8266 Wi-Fi module, GPS module, GSM 

module, and cloud service comprise the device's hardware. A customized mobile appli-

cation that enables parents to set up geo-fencing borders and monitor their child's loca-

tion in real time is one of the device's software features. 

Table 1. Important areas of Child safety monitoring gadget using Geo fencing infor-

mation used. 

S.No Sustainable Ap-

plication 

Description 

1 School Safety 

2 Playground 

Monitoring 

By establishing virtual boundaries around playgrounds, 

geofencing alerts parents if kids stray from designated 

zones. This is particularly helpful in public parks with 

poor visibility. The device is able to distinguish between 

dangerous locations (roads, water bodies) and safe areas 

(swings, slides). Because alerts can be customized, prox-

imity risk warnings are possible. It encourages inde-

pendent play within reasonable bounds and lessens the 

need for ongoing parental supervision. Urban planners 

can discover harmful playground designs with the use of 

historical data. Sustainable implementation reduces the 

risk of harm while promoting outdoor activities. 

3 Public Transport 

Safety 

To keep an eye on their children's commutes, parents can 

geofence train or bus stops. To avoid missed stops or 

kidnappings, the device sounds an alert if a youngster 

gets out of the car in an unexpected place. It provides 

real-time updates on delays or route changes by integrat-

ing with transport APIs. Breach alerts are sent to con-

ductors and drivers for prompt action. The information 



Children are kept inside age-appropriate areas at librar-

ies and activity centers thanks to geofences. If a young-

ster enters a dangerous area, such as a maintenance area, 

staff members are alerted. After-school program attend-

ance is automatically recorded by the system. It reduces 

the need for human headcounts and annoying intercom 

announcements. Space layouts can be improved 

throughout time to make them easier for kids to navigate.  
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can eventually be used to optimize safer school transpor-

tation routes. This lessens the need for chaperones and 

tracking systems.  

4 Mall/Shopping 

Complex Secu-

rity. 

By establishing borders around shops, food courts, or ex-

its, geofencing aids in the search for missing children in 

congested areas. In order to facilitate prompt reunifica-

tion, parents are notified if their child ventures outside 

of specified zones. In an emergency, the system may 

work with mall security to lock down particular areas. 

Facility design for child protection is improved by 

heatmaps of common breach spots. It saves time and 

money by reducing reliance on PA systems and human 

searches. Families can use public spaces more effec-

tively with sustainable deployment without sacrificing 

privacy. 

5 Special Needs 

Childcare 

Caretakers of children with autism or cognitive impair-

ments who might run away benefit from geofencing. 

Zones that can be customized (such as home gardens or 

therapeutic centers) set off alarms when someone leaves 

without permission. Panic buttons on wearable technol-

ogy can provide instant help. Emergency responders' 

medical IDs are integrated with the system. It promotes 

dignity by lessening the need for physically constraining 

constraints. Designing safer living environments is aided 

by data on elopement trends. Sustainable use maintains 

children's autonomy while empowering caretakers. 

6 Tourist Destina-

tion Safety 

Temporary geofences can be built up by families visiting 

beaches or amusement parks. If kids venture into places 

that are off-limits (deep water, ride lines), alerts are trig-

gered. In isolated tourist destinations, the system oper-

ates offline, saving locations until connectivity is re-

stored. Aggregated data can be used by park officials to 

enhance hazard signage. It lessens the need for manual 

patrols and actual wristbands. Improved kid safety ben-

efits sustainable tourism by promoting family vacations. 

7 Library/ 

Community Cen-

ter Tracking 



 

For youth who are at risk, social workers geofence des-

ignated regions. Alerts are triggered by unauthorized ex-

its to stop trafficking or runaways. Compliance is guar-

anteed via tamper-proof wearables. For custody cases, 

data logs offer records that are admissible in court. It fos-

ters trust by lowering the need for intrusive check-ins. 

Goals for rehabilitation and supervision are combined in 

sustainable child welfare.  

Children are kept inside family zones by geofences at 

sporting events or festivals. Breach alerts are sent to or-

ganizers in order to stop lost-child situations. Temporary 

borders adapt to the layout of events. The system lowers 

security expenses and PA announcements. Future crowd 

control strategies are enhanced by post-event analytics. 

Family-friendly safety precautions are given top priority 

in sustainable event planning. 
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8 Hospi-

tal/Healthcare 

Monitoring 

Geofencing is used in pediatric wards and immunization 

clinics to keep vulnerable kids out of dangerous areas 

(like drug storage). When children with infectious dis-

eases cross isolation borders, alerts let staff members 

know. During emergencies, real-time location updates 

are ensured by integration with EHR systems. It lessens 

the need for ongoing nurse checks or physical obstacles. 

Movement pattern data enhances infection control facil-

ity designs. Patient comfort and safety are balanced in 

sustainable healthcare delivery. 

9 Disaster Evacua-

tion Manage-

ment 

Geofences direct kids to gathering spots during floods or 

fires and notify rescuers if they get lost. The system pri-

oritizes evacuation routes over regular boundaries. Reli-

ability during network failures is ensured by offline 

functionality. Historical data is used by shelters and 

schools to improve emergency exercises. During emer-

gencies, it lessens mayhem and missing-person in-

stances. Technology and community training are inte-

grated into sustainable catastrophe preparedness. 

10 Farm/Rural 

Safety 

In agricultural settings, children are kept under observa-

tion close to potential hazards, such as machinery and 

cattle pens. When geofences enter high-risk areas, 

alarms are set off. The technology uses mesh networks 

or LoRaWAN to adapt to broad, GPS-weak areas. Alerts 

are sent to farmers without interfering with their job. 

Data aids in creating farm layouts that are kid-safe. Fam-

ily safety without sacrificing output is a feature of sus-

tainable agricultural methods.  

11 Foster 

Care/Group 

Home Security 

12 Event Crowd 

Management 
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The device can send and receive data via cellular networks thanks to the GSM module's 

cellular connectivity. The ESP8266 Wi-Fi module links the device to the cloud service, 

while the GPS module locates the youngster. Coordinating the several parts and sending 

the data to the cloud service, the Arduino Nano serves as the control unit. The data that 

is received from the device must be processed and stored by the cloud service. It offers 

a safe environment for storing, analyzing, and retrieving data. In the event that the child 

leaves the specified geo-fencing boundary, the cloud service also allows the device to 

send notifications to the parents' mobile application. 

9. Future Scope  

This device's inability to connect to the app while it is outside of the network coverage 

region is one of its drawbacks. The device will alert the user when it enters an area with 

poor network coverage and save the location before losing the network in order to over-

come this limitation. In other words, the device will save the location when it is in a 

poor network region and update it once it returns to a good network region, making it 

more useful in kid monitoring scenarios.  

The device's inability to detect its battery level is another problem; in the case of child 

monitoring, this will lead to the loss of tracking. To address this, we have created a 

concept that alerts parents when the power is low and displays the battery level on the 

app UI. In the worst situation, the parent or guardian may engage in some dubious be-

havior if the smartphone is taken away because they will no longer be able to get noti-

fications. We formed an assumption based on the heartbeat and vibration levels that the 

device was currently collecting. 

10. Conclusion 

Parents and other carers who wish to guarantee the safety and security of their children 

may find that a child safety monitoring device equipped with geofencing data is an 

immensely useful tool. Parents may monitor their child's movements and keep them 

from wandering into dangerous locations by using geofencing technology, which al-

lows the device to offer real-time location information. Parents or other careers can 

install a geo-fence and view the location history from the Android application that con-

nects to this device. When the child exits a certain region, the device can also transmit 

warnings and messages, which can assist parents in responding appropriately in an 

emergency. All things considered, parents can rest easy knowing their child is safe and 

secure at all times with a child safety monitoring device that includes geofencing data. 

The inability to detect the device's battery level is another drawback, which will cause 

tracking to be lost in the case of child monitoring. In order to solve this, we have created 

a concept that warns the parents when the power is low and displays the battery level 

in the app UI. In the worst situation, the parent or guardian may engage in some dubious 

behavior if the smartphone is taken away because they won't be able to receive notifi-

cations. We made an assumption at the time based on the heartbeat and vibration levels 

that the equipment reported. 
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The IoT concept, kid safety concerns, and the necessity of implementing a child security 

system are all described in detail throughout the research. In order to create the Internet 

of Things-based kid security smart band, some earlier research has been incorporated. 

It helps parents keep an eye on their kids from a distance. Parents will receive notifica-

tions in the event of an emergency so that appropriate action can be done. This will 

lower the crime rate and guarantee the safety of children. Nevertheless, the suggested 

gadget lacks the necessary features and is not sturdy enough to perform similarly to a 

cell phone. Therefore, in order to make the suggested system more intelligent while 

also ensuring children's safety, future enhancements will be adding more features, soft-

ware, programs, and hardware. 
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