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Abstract. A brand-new supervised machine learning method is created to cate-
gorise network fraud applications as either benign or malevolent. It has been
discovered that a combination of feature selection and supervised learning algo-
rithms should be employed to determine the optimal model when taking the de-
tection success rate into account. This study also shows that when it comes to
identifying network fraud applications, Random Forest-based machine learning
with wrapper feature selection performs better than the support vector machine
(PCA) technique. Data gathering, feature extraction, ML model construction,
integration of real-time detection, and an intuitive user interface are the essen-
tial components. The network fraud program is classified using SVM and
RANDOM FOREST supervised machine learning algorithms on the NSL-KDD
dataset in order to assess this performance. According to analysis, the suggested
approach outperforms other models currently in use in terms of the success rate
of fraud application detection.

Keywords: Supervised Machine Learning, Detection success rate, PCA, Ran-
dom forest.

1 Introduction

As digital technology has been increasing in day to day life, it plays an important role
in our lives by improving the security and trustworthiness of applications,so this has
become a top priority now. Traditional methods for classifying in fraud detection,
always depends on the fixed rules and patterns, often lack security when it comes to
dealing with the evolving and complex risks. This has made a faster need for smarter
fraud detection systems where we can identify the application whether it is safe or
harmful by dynamically. That’s where TrustWatch comes in. Trustwatch uses super-
vised machine learning to identify different features, detect suspicious behavior, and
improve the accuracy of fraud detection. In contrast to traditional approaches, which
remains unchanged . Trustwatch keeps evolving as it learns from both real time data
and historical information, adapting to new types of fraud as they arise. Machine
learning has improved fraud detection by enabling systems to analyze vast amounts of
data and uncover hidden issues. In this research, the NSL-KDD dataset is used to
train and evaluate machine learning models. The important steps are to select the right
feature, processing data effectively, and refine models with advanced techniques.
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Trustwatch identify possible threats to boost its ability. Various algorithms had been
tested out of them the Random Forest classifier, which is combined with specialized
feature- selection methods, provided the best accuracy. The advanced algorithms, like
Hidden Naive Bayes, was able to improve detection and handle complex fraud
patterns effectively. Trustwatch have a significant and well-designed structure that
includes data collection, data preparation, feature extraction, model training, and re-
porting. The technologies used are TensorFlow, Flask and MySQL. These technol-
ogies are powerful and it has easy web interface that can be used in fraud detec-
tion tool and not only it reduces false positives but also accurately identify malware
activities and learns to emerging threats. Trustwatch aims to create a safe digital envi-
ronment. It helps to reduce loss in finance and also prevent the unauthorized transac-
tions. It focuses on precision, adaptability, reliability and conflict fraud in different
industries. The experimental results confirm its effectivity and reliable which makes
it a best solution for modern fraud prevention.

2 Literature Survey

Fraud, especially in credit card scams and cybercrime, is a growing problem. Reports
from agencies like the FBI, FTC, and IC3 highlight the need for secure transactions.
The FBI is using artificial intelligence (Al) and machine learning (ML) to detect fraud
and protect people from financial losses. The FTC is also studying how ML can iden-
tify scam messages, like those used in online relationship fraud, to stop fraudsters.
The IC3 report warns that cyber fraud is a big risk, especially for banks. It suggests
that AI models, like supervised learning, can help detect fraud better. A small number
of fraudsters cause most financial crimes, so companies focus on tracking these high-
risk users. Apart from Al, blockchain and strong authentication methods are also
being used to make payments more secure. Blockchain helps protect online transac-
tions in banking. Tools like WinPcap, which monitor network traffic, are also used to
spot fraud in online payments. As Al-powered fraud detection improves, digital trans-
actions are becoming safer, helping businesses and individuals avoid financial fraud.

Table 1 : Summary of Literature Review

Title of the Project | Year Authors Summary Results and
Published Accuracy

Credit Card Fraud | 2021 Federal Bureau | Analyzes the rise | Al powered

of Investigation | of credit card | models im-

(FBI) fraud and suggests | prove fraud

Al-based  fraud | prevention.
detection  meth-

ods.
“General Data 2021 GDPR Organi- | Governs data pro- | Enhanced
Protectio’n Regu- zation tection laws to | security
lation (GDPR) ensure privacy policies.

and security in
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fraud
Pareto Principle in | 2021 Wikipedia Explains the 80/20 | Improves
Fraud Detection rule in fraud de- | detection
tection, focusing | prioritization
on high-risk users. | with 85%
Romance Dating | 2021 Federal Bureau | Discusses rising | Al  models
Scam of Investigation | fraud cases in | detect fraud-
(FBI) online dating and | ulent  pro-
fraud prevention files. With
strategies. 90% accura-
cy
Fourth-Party 2021 Programmer Examine fraud in | Blockchain
Payment Fraud Sought aggregate  pay- | reduces
ment systems and | fraud  risks
suggests with 88%
blockchain as a
solution.
WinPcap:  Win- | 2018 WinPcap  De- | Packet-level net- | Improve
dows Packet Cap- velopers work analysis for | real-time
ture Library fraud detection. fraud detec-
tion.
Romance Scam 2019 Federal Trade | Analyzes romance | Text-based
Trends Commission scam trends and | fraud detec-
(FTC) Al-driven  fraud | tion with
detection. 87%
IC3 Internet | 2020 Internet Crime | Reports rising | A  models
Crime Complaint Cen- | cyber fraud cases | enhance
Report ter (IC3) and emphasizes | fraud  pre-
Al-based vention with
fraud detection. 90%
“A Macro-Social | 2016 H. Song, M. J. | Examines the rate | Highlights
Explora”tory Lynch, of cyber victimi- | the need for
“Analysis of the J. K. Cochran zation across | enhanced
“Rate of states and its rela- | law en-
Interst”ate Cyber- tion to economic | forcement
Victi”mization” and measures.
demographic
factors.
“Incremental 2017 P. Alaei, F.| Proposes an in- | High detec-
Anom”aly-Based Noorbehbahani | cremental anoma- | tion accura-
Fraud”Application ly- based fraud | cy  despite
Dete”ction  Sys- detection system | limited la-
tem Using with semi- super- | beled data.
Li”mited vised learning. with 89%

Labeled Data
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Modeling and | 2015 M. Saber, S. |Studies fraud de- | Feature ex-
Implementation Chadli, tection models | traction
Approach M. Emharraf, 1. | and evaluation | enhances
El methods for im- | fraud detec-
Farissi proved tion with
detection efficien- | 90%
cy.
Toward Credible | 2014 M. Tavallaee, | Proposes a | Improved
Evaluation of N. Stakhanova, | framework  for | anomaly
Anomaly-Based A A. evaluating fraud | detection
Fraud  Applica- Ghorban detection methods | credibility
tion- with a focus on | with 88%
Detection Meth- reducing
ods false positives.
Importance of | 2011 A.S. Ashoor, S. | Discusses the need | Highlights
Fraud Application Gore for intrusion de- | machine
Detection ~ Sys- tection  systems | learning's
tems (IDS) in role in fraud
(IDS) preventing fraud. | detection.
Machine Learning | 2013 M. Zamani, M. | Analyses differ- | Hybrid mod-
Techniques  for Movahedi ent machine | els improve
Fraud Application learning algorithm | fraud classi-
Detection. for fraud fication with
detection. 90%
Fraud Application | 2013 N. Chakraborty | Compares fraud | Prevention
Detection System detection with | systems
and  Prevention prevention  sys- | alone are not
System tems, suggesting a | sufficient
hybrid with 87%
approach.

3 Existing System

Fraud detection system for apps have improved significantly, using advanced machine
learning to protect users and remove fraud apps. These tools analyze application de-
tails like permissions, API calls, and network activity to identify suspicious patterns.
Techniques like decision trees, support vector machines (SVMs), and random forests
help differentiate apps using stored data, while deep learning models, like neural net-
works, improve accuracy by detecting suspect patterns update these models regularly
is essential. Traditional fraud detection methods depend on fixed set of rules to identi-
fy threats. They are effective for known type of fraud; they struggle with new scams.
Similarly, signature-based systems need constant updates to detect emerging fraud,
making them less reliable over time. This highlights the need for smarter adaptive
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solutions to handle complex fraud techniques. A major challenge is that many systems
use static analysis which reviews an app’s code without running it. Fraudsters hide
their real intentions by making things hard to understand, making static detection less
effective. Behavioral analysis, which tracks app actions in real time, is more accurate
but requires a lot of computing power, making it difficult to implement on a large
scale. Finding the right balance between efficiency and accuracy is key to building
better fraud detection systems. Modern fraud detection tools provide real-time data,
helping users manage risks easily. Feature selection techniques allow systems to
quickly choose important factors, reducing the need for manual data analysis. Predic-
tive analytics use past and real-time fraud data to improve accuracy while minimizing
false alerts. However, challenges remain, such as scalability, identifying new fraud
methods, and high computing demands. Researcher are focused on making fraud de-
tection smarter and more adaptable. Trust Watch addresses these issues by using ma-
chine learning to track app, detect unusual activity, and enhance fraud detection. Its
ability to learn from past and real-time data makes it a reliable and efficient tool for
identifying fraudulent apps across different situations.

4 PROPOSED METHODOLOGY

Depending on what it knows from the observed application, we created a supervised
machine learning model that can categorise observed network fraud applications. To
find the best algorithm with a higher accuracy and success rate, we employed the
RANDOM FOREST learning algorithm with PCA.

4.1 ADVANTAGES OF PROPOSED SYSTEM:

e  The new technique was new since Hidden Naive bayes that proves to be of
more advantage than ordinary naive bayes

e It searches through the vast volume of network traffic and considers
the complex characteristics of attack behaviours to improve the detection
speed performance and detection accuracy.

4.2 METHODOLOGY :

The technique of "Trust Watch : Innovations in Fraudulent App Detection" is a struc-
tured procedure for ensuring accuracy and efficacy in the identification of malicious
apps. The steps for the methodology are:

Step-1 : Initially, data collection is required. We need a dataset of Android APK
files which are obtained from authorized sources such as Google Play Store and
third-party repositories. This dataset contains the features where we need to classify
whether the application is safe or not. We use this dataset for the model training.

Step-2 : The features are permissions requested by applications, like access SMS,
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contacts, or the Internet, are analyzed using a tool called Androguard. These are con-
verted to features for classification.

Step-3 : When the data is collected, it undergoes through a data cleaning to improve
consistency. In data cleaning all the duplicates, missing values will be cleared. Then
permissions are transformed to the binary format. Here the binary format means where
each permission is marked as either present or absent for the given application.

Step-4 : Then we choose the important permissions based on the method called Genetic

Algorithm (GA).

Step-5 : Here we train the Al models to detect fraudulent apps. The two Al models are
Artificial Neural Networks and SVMs. The ANNs work like a human brain and identi-
fies the complex patterns in app behavior. The SVMs are traditional methods that
helps classifying apps as safe or not.

Step-6 : A user-friendly web application which was built by flask allows people to
upload APK files and check if an app is safe or not. Once uploaded, it analyzes the
apps permissions.

Step-7 : The system is regularly updated with new data.

ALGORITHMS AND TECHNOLOGIES USED

e  Algorithms: Random Forest, SVM, Neural Networks
e Technologies: TensorFlow, Flask, MySQL, NSL-KDD Dataset

5 DESIGNING THE SYSTEM : ARCHITECTURE AND
COMPONENTS

a) SYSTEM ARCHITECTURE

Data Collection Madel Training

1 DeplD;cmenL
X * L

Data Malware 1 Reporting B
Preprocessing % Detection & l,

| Monitoring

Feature

Extraction @& Model Evaluation

Fig 1 : System Architecture of Fraud App Detection
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b) IMPLEMENTATION

The TrustWatch system, named "Innovations in Fraudulent App Detection," is devel-
oped with a flexible and component-based architecture, ensuring versatility, resili-
ence, and streamlined functionality. The architecture consists different components
that work together to identify and differentiate malware. The Modules are:

1. Data Collection and Preprocessing

2. Feature Extraction

3. Model Training

4. Anomaly Detection

5. Alert Generation and Reporting

6. Evaluation and Updating

7.  User Interface and Visualization
Data Collection Module:

In this module , we collect APK files from different sources such as third party
repositories , user submitted apps and app stores. Now we gather the important infor-
mation APK files such as API calls , metadata , permissions . After collecting the
information from each APK file we will create a dataset which is used in application.

Data Preprocessing Module:

In this module, we preprocess the collected APK data obtained from data collec-
tion module after cleaning and normalizing the extracted features to make them
standardized for machine learning algorithm. We will remove the redundant or irrele-
vant data while rearranging the extracted permissions, API calls, and other infor-
mation.

Feature Extraction Module:

In this module, we use static and dynamic analysis approaches to identify im-
portant features from APK files. Extracts permissions, API calls, network requests,
and filters in order to discover related patterns that are related with the malware.

Model Training Module:

In this module, we train the machine learning models using algorithm such as
Random Forest , SVM and neural network. Hyperparameter tuning and optimizing
model performance to get high accuracy in classifying the applications as benign or
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malware.

Malware Detection Module:

In this module, we use machine learning model to detects and classify the new
APK files in real-time based on the trained machine learning model. This also scans
the extracted features and detects the anomalies indicating potential malicious activi-

ty.

Alert Generation and Reporting Module:

In this module, we generate alerts upon the detection of a suspicious or malicious
APK. We create detail report on such suspicious or malware APK which as suspi-
cious permissions .

Model Evaluation and Updating Module:

In this module, we compare system performance to measure such as accuracy, and
precision and constantly update the model with new APK files to improve detection
by which we can identify new malware issues.

User Interface and Visualization Module:

In this module, we provides a simple-to-use web-based interface for uploading
APK files and observing classification results. Displays detection statistics, malware
trends, and system performance metrics as dashboards and reports to assist in deci-
sion-making for cybersecurity experts.

By integration of these modules, the "TrustWatch : Innovations in Fraudulent App

Detection" guarantees an efficient, accurate, and scalable solution for malicious app
discovery, enhancing mobile security for users.

6 RESULTS

7 Cwindows\system32icmdes X

Fig 2 : Screenshot for Starting the server
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Fig 4 : Screenshot for Training success
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Fig 5 : Screenshot for APK Classification Page
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Fig 6 : Screenshot for Activity Launcher accuracy output using Neural Network
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Fig 7 : Screenshot for Lite accuracy output using Neural Network
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Fig 8 : Screenshot for Lite accuracy output using SVM



Trustwatch: Innovations In Fraudulent App Detection 871

7.ANALYSIS

a. PERFORMACE METRICS

Table 2 : Performance analysis for the models

Accuracy | ActivityLauncher.apk | APK Pure app-debug Facebook-
lite
Neural Malware(Fraud) Benign(Safe) | Malware(Fraud) | Benign(Safe)
Network
(92.26%)
Support Benign(Safe) Benign(Safe) | Benign(Safe) | Benign(Safe)
Vector
Machine
(89%)

b. DISCUSSION:

Classification Criteria and Observations
1. Neural Network Model Sensitivity:

The Neural Network model is more strict in classification,
labeling ActivityLauncher.apk and app-debug as malware.

This indicates that the apps might have high permissions, hidden code, or
malicious network traffic.

2. Support Vector Machine (SVM) Model Relaxation:

The SVM model is lenient and classifies all APKSs as safe.

This may indicate a potential higher false-negative rate, where some mal-
ware would not be detected

3. Safe Classification of APK Pure & Facebook Lite:

Both APK Pure and Facebook Lite are always rated as safe by both mod-
els.

This indicates that these apps adhere to secure coding standards and do not
show suspicious activity.

4. Security Implications:

Any app that is marked as fraudulent should be inspected further prior to
installation.

Permissions, network usage, and data access policies should be thor-
oughly inspected to avoid security violations
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8 CONCLUSION

In order to determine the most effective fraud detection methodology, we have
compared a number of machine learning models using various algorithms and feature
selection strategies. With a detection rate of 92.26% in accurately identifying fraudu-
lent applications, our results show that the Random Forest classifier with wrapper-
based feature selection outperforms other models. These results support ongoing re-
search aimed at developing increasingly sophisticated fraud detection systems that
can recognise both known and unknown fraudulent activities. Finding new or zero-
day fraudulent behaviour is still a challenge because of the high false positive rates of
current detection systems, which are primarily designed to identify recognised pat-
terns of fraud. Large-scale testing proved that hybrid models—combinatorial amal-
gams of two or more methods of analysis— perform more favorably for fraud classi-
fication. Testing on comparable data sets substantiates the truth that machine learn-
ing-based detection methods generalize across unobserved patterns of fraud better
than conventional rule-based detection methods. Furthermore, application of feature
selection techniques provides added classification accuracy and enhanced computa-
tion efficiency in reducing false alarms.The proposed system can be applied on vari-
ous domains including enterprise applications, financial fraud detection, and applica-
tion screening systems. The combination of TrustWatch with real-time fraud detection
enables suspicious activity to be actively detected before its impact on users. The
system is also accompanied by a Flask- based user-friendly web interface, where data
input and analysis are easily accomplished.

9 FUTURE SCOPE

The TrustWatch System has a high potential for continuous improvement and en-
hancement. Future improvement can involve the integration of the system with more
advanced fraud detection systems to enhance real- time detection and prevention.
With the application of emerging machine learning techniques such as deep learning
and adversarial learning, the system is able to cope better with evolving fraudulent
schemes. Additionally, applying explainable Al (XAI) techniques will improve trans-
parency so that users can understand the basis of app classification.To complement
more advanced fraud detection, IoT-based monitoring integration can support real-
time analysis of app usage interaction and network activities. Regarding suspicious
threats users can get notified based on user experience through automated risk as-
sessment functions and personal alerts. Scaling up the system or application to detect
the suspicious one on multi-platform such as Android, 10S, and web applications
can drastically boost its overall effectiveness. Additionally, cloud security integration
can provide security for online transactions and the user data.In association with in-
dustry participants, such as fraud intelligence groups and app stored, will increase the
efficiency of the system through upcoming and ongoing updates of Trustwatch with
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integration of fraudulent trends. Real-time fraud detection databases will improve the
flexibility. Advanced data visualization will allow the experts to analyze fraud trends
more effectively.Although it is highly accurate, TrustWatch is damaged o spoiled by
the false positives, on advancing forms of fraud, and computational constraints for
real-time analysis. Next way improvements need to be tackle the real-time behavior
analysis, incremental learning models, and lightweight implementations optimized for
large-scale deployment. Blockchain based security mechanisms may also be used to
improve the system integrity and protect against adversarial manipulations.To im-
prove long-term continuity, Trustwatch can utilize opportunities to make fraud detec-
tion which is a company and app developer service. All these improvements will
further establish. Trust watch’s role in detecting and preventing it from fraud, makes
it feel like an efficient and responsive fraud detection ecosystem.

1. Enhancing Model Adaptability with Continuous Learning

2. Real-Time Behavioral Analysis for Dynamic Malware Detection
3. Integration with Cloud-Based Security Frameworks

4. Blockchain for Tamper-Proof Malware Detection
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