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Abstract. The growing need for secure and decentralized file sharing systems 

has highlighted the drawbacks of many centralized storage solutions, most of 

which lack security, transparency, and user control. This paper presents Block-

share, a decentralized file storage and sharing system that leverages blockchain 

technology and the Inter Planetary File System (IPFS) to keep data unchangea-

ble, access it securely, and share files to anyone in the world efficiently. The 

main part of this project uses Solidity smart contracts on the Ethereum block-

chain to manage file permissions. This creates a Zero Trust model with end-to-

end encryption. It also uses the MetaMask wallet for user login and wallet set-

up. A user interface makes it easy to access the system. Tests and results show 

that the system achieves secure, decentralized, and efficient file storage and 

sharing, with low latency with secure and easy access control. This paper con-

tributes to the growing body of research on blockchain-based decentralized 

storage systems by providing a comprehensive solution that addresses key chal-

lenges in security, scalability, and usability. 

Keywords:Decentralized Storage, Blockchain, IPFS, Smart Contracts, Zero 

Trust, Secure File Sharing, End-to-End Encryption, MetaMask, ReactJS. 

1 Introduction 

Blockchain technology started as an innovative option for traditional financial sys-

tems when Bitcoin appeared in 2008. Its promise of being free from central control, 

open plus safe soon drew global attention, which changed how transactions get rec-

orded or checked. As blockchain grew, its uses went past digital money prompting 

research in fields like data storage, supply chain work or secure messaging. The fixed 

nature of blockchain shifted how data accuracy or trust may hold without a central 

power. 

Although blockchain has many strengths, it struggles with handling lots of data. Stor-

ing large files directly on blockchain is not cost effective or efficient because block 

size and transaction speed are limited. This problem led to interest in other technolo-

gies that make data storage easy while keeping blockchain security strong. InterPlane-
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tary File System (IPFS), a decentralized[7] system for sharing files that stores data 

using content addresses is a great way of achieving this. It splits the data into small 

blocks and gives each one a unique crypto hash. This approach improves the speed of 

file retrievals with lesser redundancy on a network of distributed systems. 

Even though using blockchain with IPFS shows potential, it brings new problems. A 

major challenge is security. Only allowed users must see private data kept in many 

locations. IPFS does not include checks for access. Any user with a file ID might get 

the file, which risks privacy. Though blockchain keeps data safe by not letting it 

change and by agreement among users, its open nature puts secret data at risk. More-

over growing these systems for many users and tasks does not work well. Blockchain 

networks suffer from slow speed and low capacity. 

This paper offers a solution that uses blockchain, IPFS, a new access control layer to 

solve these challenges. The Blockshare system uses an IPFS proxy that acts as a mid-

dleman to manage distributed access control with group key management. This proxy 

makes sure files use group specific keys before storage on IPFS. Only authorized 

users checked by secure authentication, may decrypt and read files. At the same time 

smart contracts on Ethereum store fixed metadata about file uploads, ownership as 

well as access permissions, which creates a secure audit trail. 

By using the advantages of blockchain and IPFS while reducing their weaknesses, 

Blockshare offers a scalable, secure along with efficient solution for decentralized file 

sharing. The system protects data accuracy, user privacy, limits access as well as im-

proves scalability. This work adds to research on blockchain storage systems and 

shows a clear path for the next generation of secure, distributed file sharing technolo-

gies. 

2  Review Methodology 

The evolution of decentralized storage systems has emerged as a paradigm shift in 

data management, driven by the limitations of centralized architectures and the grow-

ing demand for censorship-resistant, secure solutions. This section examines founda-

tional technologies such as IPFS, blockchain-integrated storage networks (Filecoin, 

Sia, Storj), and prior research efforts to address critical challenges in access con-

trol[8], scalability, and usability. 

2.1 IPFS 

The InterPlanetary File System (IPFS)[1] revolutionized content distribution through 

its peer-to-peer, content-addressable architecture, which replaces traditional location-

based addressing with cryptographic hashes. By decentralizing data storage across 

nodes and employing distributed hash tables (DHTs), IPFS ensures resilience against 
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single points of failure and enables efficient content retrieval. Its integration of Merk-

le Directed Acyclic Graphs (DAGs) guarantees data integrity and version control, 

making it ideal for immutable storage applications. 

 
Fig. 1.Storage in IPFS. 

 

However, IPFS lacks intrinsic mechanisms for incentivizing long-term storage or 

enforcing access control. Without economic rewards, nodes have no obligation to 

retain data, leading to potential data loss unless users manually preserve files. Fur-

thermore, IPFS’s openness allows unrestricted access to stored content, posing signif-

icant risks for sensitive or private data management. These limitations have spurred 

the development of blockchain-based incentive layers and hybrid systems to bridge 

these gaps. 

2.2 Blockchain-Enhanced Storage Networks 

Modern decentralized storage networks have evolved by integrating blockchain tech-

nology to overcome the inherent limitations of IPFS. This holistic approach enables 

networks like Filecoin, Sia, and Storj to offer scalable and resilient solutions that 

compensate for IPFS’s shortcomings in incentivization, redundancy, and privacy. 

Filecoin[3], built atop IPFS, introduces a decentralized marketplace where storage 

providers earn tokens for hosting data. It employs cryptographic proofs—Proof of 

Replication (PoRep) and Proof of Spacetime (PoSt)—to verify persistent storage and 

deter malicious actors. By leveraging IPFS’s content addressing while adding finan-

cial incentives, Filecoin prioritizes enterprise-scale storage with erasure coding for 

redundancy. However, its dynamic pricing model and reliance on transaction fees for 
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on-chain operations complicate cost predictability. Additionally, Filecoin’s limited 

support for non-Linux/macOS platforms restricts accessibility for general users. 

Sia[2] adopts a distinct approach by combining blockchain with smart contracts to 

create a storage marketplace. Files are encrypted, split into segments using erasure 

coding, and distributed across nodes. Storage hosts stake cryptocurrency as collateral, 

and renters pay via micropayments enforced by smart contracts. Sia’s open-source 

design and cross-platform compatibility enhance usability, but its dependence on 

cryptocurrency volatility introduces pricing instability. Furthermore, its probabilistic 

auditing mechanism raises concerns about consistent data availability. 

Storj[4] emphasizes privacy through client-side encryption and sharding, splitting 

files into fragments distributed globally. Unlike Filecoin’s auction-based model, Storj 

offers fixed pricing (e.g., $4/TB storage) and compatibility with Amazon S3 APIs, 

appealing to enterprises seeking predictable costs. However, its reliance on central-

ized "bridge nodes" for dispute resolution introduces trust vulnerabilities. Storj’s use 

of Ethereum-based tokens simplifies ecosystem integration but inherits scalability 

challenges from blockchain networks. 

2.3 Hybrid Architectures and Access Control 

Recent advancements explore hybrid systems that combine IPFS’s decentralized stor-

age with blockchain’s programmability to enforce access control. For instance, some 

systems utilize smart contracts to manage file permissions, automatically granting or 

revoking access based on predefined rules. These approaches often encrypt files be-

fore uploading to IPFS, storing decryption keys on-chain or in distributed proxies. 

However, many solutions place excessive computational burdens on data owners for 

key management or lack intuitive interfaces for non-technical users. 

A notable challenge in these systems is balancing scalability with granular access 

control. While blockchain provides tamper-proof audit trails, on-chain storage of large 

metadata can congest networks. Some frameworks mitigate this by separating file 

metadata (stored on-chain) from encrypted content (hosted on IPFS), but they often 

neglect efficient group key rotation mechanisms. For example, systems using static 

keys risk exposure when users leave a group, requiring manual re-encryption of all 

shared files—a process impractical for large datasets. 

2.4 Gaps and Opportunities 

Existing solutions exhibit three primary limitations: 

 Usability-Complexity Tradeoff: Platforms like Filecoin and Sia prioritize 

technical robustness over user experience, requiring advanced knowledge of 

blockchain operations. 

 Incomplete Access Control: While Storj encrypts data client-
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side,itlacksgranularpermissionmodelsformulti- user collaboration. 

 Scalability Bottlenecks: Systems relying solely on blockchain for metadata 

storage face throughput constraints during high-demand periods. 

The proposed system addresses these challenges through a three-tiered architec-

ture: 

1) IPFS for Decentralized Storage: Leveraging content addressing and peer-to-

2) Blockchain for Access Logic:Utilizingsmartcontracts to automate permission 

3) Proxy-Mediated Key Management: Introducing an IPFSproxytohand-

legroupkeyrotationandencryption, reducing on-chain overhead. 

This approach uniquely integrates MetaMask for seamless authentication, elimi-

nating the need for users to manage cryptographickeysmanual-

ly.BycombiningReact-basedinterfaces withautomatedproxywork-

flows,thesystemlowersentrybarriers while maintaining enterprise-grade security—

advancing beyond Filecoin’s storage-centric model and Sia’s contract driven limita-

tions. The proxy’s periodic key rotation mechanism further mitigates risks from re-

voked users, a critical improvementoverstatic-keyarchitecturesinexistingsolutions. 

3 System Architecture 

Blockshare is architected with a multi-layered design that ensures robustness, scala-

bility, and security in a decentralized environment. Each layer is engineered to ad-

dress specific functionalities, from providing an intuitive user interface to managing 

complex blockchain interactions and decentralized file storage. The following sec-

tions detail the key components of Blockshare's architecture: 

 
Fig. 2.System Architecture of Blockshare. 
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3.1 User Interface Layer 

The User Interface (UI) Layer is developed using React[10], a leading JavaScript 

library renowned for its modularity, responsiveness, and dynamic rendering capabili-

ties. This layer is augmented with MetaMask integration to handle Ethereum wallet 

authentication seamlessly. The UI is designed with user-centric principles in mind, 

offering an intuitive experience that allows users to effortlessly upload, download, 

and share files, as well as manage their access permissions. By abstracting the under-

lying complexity, the UI Layer enables both technical and non-technical users to in-

teract with the decentralized network without prior blockchain expertise. 

3.2 Application Logic Layer 

Central to Blockshare is the Application Logic Layer, which orchestrates the interac-

tions between the front-end, the decentralized storage network, and the blockchain. 

This layer encapsulates the core business logic and is responsible for: 

 Managing file operations such as uploads, downloads, and deletions. 

 Interfacing with Ethereum smart contracts to enforce access control policies 

and record file metadata. 

 Facilitating communication with the IPFS network for efficient file storage 

and retrieval, utilizing Pinata[11] to ensure persistent file pinning. 

 Implementing robust authentication flows via MetaMask, ensuring secure 

This abstraction ensures that the complexities of blockchain transactions and IPFS 

interactions are managed behind the scenes, providing a seamless and secure user 

experience. 

3.3 Blockchain Layer 

The Blockchain Layer leverages the Ethereum network to power a suite of Solidity 

smart contracts that govern Blockshare's file sharing and access control mechanisms. 

The smart contracts are the backbone of the system's security and functionality, per-

forming critical tasks such as: 

 Enforcing granular access control via mappings and structured data (e.g., 

ownership, accessList), ensuring that only authorized users can access sensi-

tive file data. 

 Maintaining an immutable audit trail of all file transactions and permission 

changes, thereby offering transparency and traceability. 

 Facilitating secure, trustless interactions among users by implementing a Ze-

This layer ensures that data integrity is preserved and that all operations are executed 

in a tamper-proof manner. 
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3.4 Storage Layer 

The Storage Layer utilizes the InterPlanetary File System (IPFS) to provide decentral-

ized, content-addressable file storage. In this model, each file is broken down into 

data blocks and distributed across the network, with unique cryptographic hashes 

serving as permanent file identifiers. To guarantee data persistence, Pinata is em-

ployed to pin files within the IPFS network, preventing them from being garbage-

collected. Additionally, the blockchain records these IPFS hashes, establishing an 

immutable link between the decentralized storage and the on-chain metadata. This 

integration ensures that files remain secure, verifiable, and permanently accessible. 

The multi-layered design of Blockshare not only enhances modularity but also lays 

the groundwork for future scalability and feature enhancements. By decoupling the 

user interface from the core application logic and storage mechanisms, each layer can 

be independently optimized and upgraded, ensuring that Blockshare remains adapta-

ble to evolving technological demands and user requirements. 

4 Workflow and Methodology 

This section outlines the workflow and methodology of the proposed file-sharing 

system implemented as a smart contract in Solidity. The contract encapsulates key 

functionalities such as file upload, access control, revocation of access, and sharing of 

access lists. Although the current design is simple, its modular structure provides a 

foundation for scalable group management and robust security in a decentralized en-

vironment. 

 
 

Fig. 3.Sequence Diagram. 

File Upload: A user initiates the file-sharing process by calling the add function. This 

function takes the user's address and a URL (representing the file location) as inputs 

and appends the URL to an array associated with that address. This process forms the 

backbone of the file storage mechanism, allowing users to store multiple file refer-

ences under their account. 

Granting Access:To enable another user to access the stored files, the owner calls the 

allow function with the target user's address. The function updates an internal map-

ping (ownership) to indicate that the target user is permitted to access the files. Addi-
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tionally, the function maintains an accessList array, which contains detailed records 

(via the Access structure) about which users have been granted permission. If the 

target user has been granted access in a previous transaction (tracked via previousDa-

ta), the function iterates over the access list to update the access flag; otherwise, it 

creates a new entry. This dual data structure ensures both quick access verification 

and a historical record of permission changes. 

Displaying Files: The display function is designed to retrieve the list of file URLs for 

a given user. However, access is restricted by an authorization check: only the file 

owner or a user who has been granted access (as per the ownership mapping) can call 

this function successfully. This check is enforced via a require statement, ensuring 

that unauthorized users cannot retrieve sensitive file data. 

Sharing Access List: For transparency, the shareAccess function returns the access 

list associated with the caller’s account. This enables file owners to audit who current-

ly has permission to access their files, providing an additional layer of accountability. 

 

 
Fig. 4.Data mapping in IPFS 

4.1 Revocation 

Revocation of access is handled by the disallow function. When a file owner decides 

to revoke a user’s access, the function sets the corresponding flag in the ownership 

mapping to false. It then iterates through the accessList to update the access status of 
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that user to false. This two-step process ensures that all records reflect the revocation, 

preventing any further unauthorized access attempts. 

4.2 Security 

Security is paramount in this system. The use of Solidity mappings for access control 

provides an efficient method for enforcing permissions directly at the contract level. 

The require statement within the display function ensures that only authorized users 

can retrieve file data, maintaining the confidentiality of the stored files. 

Furthermore, the combination of the ownership mapping and the detailed accessList 

offers a robust multi-layered security model. This dual approach not only simplifies 

debugging and auditing but also strengthens the system against potential attacks that 

might exploit a single point of failure. 

5 Experimental Results 

The performance and security of Blockshare were evaluated through a series of rigor-

ous experiments designed to validate both functional and non-functional require-

ments. Our system—integrating Ethereum-based Solidity smart contracts, IPFS for 

file storage, Pinata for persistent file pinning, and a React-based user interface—was 

subjected to tests that measured throughput, access control accuracy, security resili-

ence, and overall usability. 

5.1 File Upload and Download Performance 

To assess the system’s efficiency, we conducted controlled experiments by uploading 

and downloading files of varying sizes, ranging from 1 MB to 100 MB. Files were 

transmitted through our React frontend to the IPFS network, where Pinata ensured 

that files remained persistently available. Under simulated real-world network condi-

tions, our results demonstrated that a 10 MB file could be uploaded in an average of 

2.5 seconds and downloaded in approximately 3.8 seconds. These performance met-

rics highlight the effective orchestration between the decentralized storage provided 

by IPFS and the reliable pinning service of Pinata, ensuring that file transfers are both 

fast and robust even when blockchain operations are concurrently executed. 

5.2 Access Control Validation 

Access control is a critical component of Blockshare, ensuring that only authorized 

users can retrieve stored file data. Our testing strategy involved simulating a variety of 

user scenarios using automated scripts that invoked the smart contract’s allow, disal-

low, and display functions. The Solidity contract maintains detailed permission map-

pings through the ownership and accessList structures. In our tests, when a file owner 

granted access using the allow function, the smart contract updated these mappings 
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accurately, and only users with proper authorization were able to call the display func-

tion to retrieve file URLs. Conversely, when access was revoked via the disallow 

function, subsequent access attempts were correctly denied. These experiments con-

firmed that our access control mechanisms are robust and that the smart contract con-

sistently enforces the intended permission policies even under concurrent transaction 

scenarios. 

5.3 Security Evaluation 

Security assessments were carried out through both automated vulnerability scans and 

manual penetration testing. Our evaluation focused on ensuring that the end-to-end 

encryption (E2EE) implemented for file transmissions and storage effectively safe-

guarded data integrity and confidentiality. The Ethereum blockchain’s immutable 

logging of transactions further ensured that all operations were tamper-proof. The 

system was rigorously tested for common web vulnerabilities including cross-site 

scripting (XSS) and potential reentrancy issues within the smart contract. In all cases, 

the system successfully thwarted simulated attack vectors. Additionally, using Pinata 

for file pinning provided an extra layer of security by ensuring that files remained 

available and intact even if individual nodes were compromised. These measures 

collectively contribute to a resilient security posture that protects sensitive data across 

the entire decentralized ecosystem. 

5.4 Usability Assessment 

User experience is vital for the adoption of any decentralized platform. We con-

ducted a usability study with participants of varied technical backgrounds who inter-

acted with the system via the React-based interface integrated with MetaMask for 

Ethereum authentication. Participants were tasked with performing core functions 

such as file uploads, downloads, and access management. The feedback was over-

whelmingly positive, with users reporting that the interface was intuitive, the work-

flows were clear, and the process of managing file access was straightforward. Partic-

ipants particularly appreciated the transparency provided by the blockchain audit trail, 

which allowed them to verify file transactions and access permissions in real time. 

This usability testing confirms that Blockshare is not only functionally robust but also 

accessible to both technical and non-technical users. 

6 Future Work 

While Blockshare has demonstrated its potential as a decentralized file sharing solu-

tion, further work is needed to transition the system to a production-ready platform. 

Future efforts will concentrate on the following areas: 

 Cost Optimization: 



 User Experience: 

 Performance Benchmarking: 

2. Filecoin:A Decentralized Storage Network. Protocol Labs,2017. 

form.Ethereum whitepaper, 2014. 

9. MetaMask:AWeb3 Wallet for Ethereum. Meta Mask Docs,2021. 

 

1370             M. S. Kumar et al.

We plan to investigate layer-2 scaling solutions and alternative blockchain plat-

forms to reduce transaction fees and operational costs, ensuring economic viabil-

ity for frequent interactions. 

 Scalability: 

Enhancing scalability will be a priority. Future work will explore distributed 

caching, sharding, and dynamic load balancing strategies to support higher user 

volumes and larger datasets while maintaining low latency and high throughput. 

Improving the React-based interface and providing comprehensive APIs, SDKs, 

and documentation will be essential for driving adoption among developers and 

end-users alike. A focus on intuitive design and ease of use will help ensure that 

the system meets the demands of a wide range of users. 

Extensive real-world testing is planned to rigorously assess system reliability, 

throughput, and cost-effectiveness under various network conditions. Insights 

gained from these tests will guide iterative optimizations and refinements. 

7 Conclusion 

This paper presents Blockshare, a decentralized file storage and sharing system that 

leverages blockchain and IPFS to ensure secure, efficient, and transparent file man-

agement. The system utilizes Ethereum smart contracts for fine-grained access con-

trol, MetaMask for streamlined user authentication, and a React-based frontend to 

deliver an intuitive, user-friendly experience. Experimental results demonstrate that 

Blockshare achieves robust security, low latency, and high efficiency in handling file 

storage and sharing tasks, making it well-suited for decentralized applications. 
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