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Abstract. Online payment fraud has grown to be a serious cybersecuri-
ty risk that can result in data breaches and monetary losses. This study
introduces a fraud detection system based on Deep Quantum Neural
Networks (DQNNs), which use quantum computing to boost accuracy
over conventional machine learning methods. To forecast fraudulent ac-
tivity, the model examines transaction details including type, quantity,
and balance fluctuations. In the event that fraud is discovered, regis-
tered users will get real-time notifications via an integrated Twilio SMS
alert system. Streamlit is used to deploy the system, allowing for an in-
tuitive transaction monitoring interface. Through the use of PennyLane
and quantum circuits, the suggested method improves the effectiveness
of fraud detection. Results from experiments show that classification
accuracy is higher than that of traditional models. The potential of
quantum-enhanced fraud detection in protecting financial transactions is
demonstrated by this study.
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1. Introduction

Online payment security is a major problem because of the surge in fraudulent activi-
ty brought on by the quick expansion of digital financial transactions. In order to find
abnormalities, traditional fraud detection methods frequently rely on machine learning
models that examine transaction patterns. However, because cyber threats are always
changing, these technologies are limited in their ability to identify complex fraud
efforts. We suggest an Online Payment Fraud Detection System that combines tradi-
tional machine learning methods with Deep Quantum Neural Networks (DQNN) to
improve the accuracy of fraud detection in order to overcome these difficulties. This
technology ensures a strong and flexible approach to fraud prevention by utilising the
concepts of quantum computing to enhance pattern recognition and anomaly detection
in financial transactions.Our system uses a trained fraud detection model to process
user transaction details, including transaction type, amount, and balance information.
The model uses a Quantum Variational Classifier to categorise transactions as either
valid or fraudulent. It was constructed using PennylLane and quantum computing
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techniques. Additionally, Twilio SMS services are used to integrate a real-time warn-
ing mechanism that notifies users of any suspected fraudulent activity. This feature
improves financial security by guaranteeing quick response against unauthorised
transactions. Users can log in, enter transaction details, and instantly receive fraud
predictions thanks to the system's interactive and user-friendly interface, which is
made possible by the use of Streamlit.

Utilising the computational benefits of quantum mechanics, the incorporation of
quantum neural networks into fraud detection offers a fresh method of enhancing
fraud detection systems. The purpose of this study is to show how well quantum-
enhanced fraud detection works in comparison to traditional machine learning mod-
els. The suggested model guarantees effective and highly accurate fraud protection by
integrating real-time alarm systems and a secure authentication system. By investigat-
ing the possibility of quantum computing in protecting digital transactions against
fraudsters, this work advances the subject of financial cybersecurity.

2. LiteratureSurvey

A lot of research has been done on identifying fraudulent transactions in online pay-
ments, and several machine learning and deep learning methods have been put forth.
For fraud detection, researchers have thoroughly investigated conventional machine
learning techniques including random forests, decision trees, and support vector ma-
chines (SVMs) [2]. But as fraudsters get more sophisticated, deep learning models—
which learn from massive datasets—have proven to be more effective at spotting
fraudulent tendencies [5]. The problems with imbalanced datasets, where there are
substantially fewer fraudulent transactions than legitimate ones, have also been
brought to light by studies. To solve this problem, methods such anomaly detection,
oversampling, and synthetic data synthesis have been put forth [12].

New techniques for detecting fraud have been made possible by recent developments
in quantum computing. The idea of Quantum Neural Networks (QNNs) has gained
popularity as a possible strategy to increase computational efficiency and detection
accuracy. By analysing transaction networks more quickly than traditional deep learn-
ing models, researchers have shown that quantum graph neural networks can improve
the detection of financial fraud [1]. Furthermore, by spreading learning across several
financial institutions without disclosing raw data, federated quantum learning algo-
rithms have been proposed to enhance privacy-preserving fraud detection
[7]-Additionally, research indicates that hybrid strategies that use quantum computing
and deep learning can greatly increase fraud detection rates while lowering false posi-
tives [10].

Techniques for detecting anomalies and preventing fraud in real time are the subject
of another important field of study. Research has looked into using models based on
reinforcement learning to dynamically modify fraud detection criteria in response to
transaction patterns [9]. Furthermore, recurrent neural networks (RNNs) and deep
autoencoders have been extensively used to identify questionable online financial
transactions [18]. In order to differentiate between fraudulent and legitimate transac-
tions, feature engineering techniques, such as collecting behavioural traits from trans-
action history, have demonstrated encouraging results [15]. Finally, it has been sug-
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gested that combining fraud detection with mobile alert systems is a useful tactic to
improve security by instantly alerting users of questionable transactions [14].

2.1. Inference of the Literature Survey

It is clear from the literature review that advances in machine learning, deep learning,
and quantum computing have led to a considerable evolution in the detection of fraud
in online payments. Despite their widespread use, traditional machine learning models
like SVMs and decision trees frequently struggle with unbalanced datasets and chang-
ing fraud strategies. RNNs and autoencoders are two examples of deep learning mod-
els that have shown exceptional effectiveness in spotting fraudulent patterns. Recent
research shows how federated learning and quantum neural networks can be used to
detect fraud while protecting privacy. Additionally, adaptive models based on rein-
forcement learning and real-time anomaly detection have demonstrated encouraging
outcomes in improving security. For prompt user intervention, it has been suggested
that fraud detection be integrated with mobile alert systems.

3. Proposed Methodology

3.1. Gathering and Preparing Data

A dataset of online financial transactions with characteristics including transaction
type, amount, balance history, and recipient information is used by the suggested
fraud detection system. Preprocessing procedures for the data include encoding cate-
gory variables, managing missing values, and normalising numerical features. Tech-
niques for detecting outliers are used to guarantee data integrity. To assess model
performance, the dataset is then divided into training and testing sets. Oversampling
techniques like SMOTE are used to balance the dataset because fraud cases SMOTE
are used to balance the dataset because fraud cases are uncommon, which enhances
the model's capacity for learning.

3.2. Quantum Embedding and Feature Engineering

To improve the dataset, feature engineering is used to add derived attributes such
transaction velocity, frequency, and previous fraudulent activity. These characteristics
are essential for spotting intricate fraud trends. Quantum circuits are utilised to encode
data into a higher-dimensional environment utilising a quantum-enhanced feature
embedding technique. Transaction data is mapped into qubit states using quantum
angle embedding, which enables the model to take use of quantum entanglement qual-
ities for better pattern identification. When compared to traditional machine learning
techniques, this step improves the detection capability.
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3.3. Application of the Quantum Neural Network (QNN) Model

For fraud detection, a hybrid Deep Quantum Neural Network (DQNN) that combines
quantum circuits and traditional deep learning layers is used. The model is construct-
ed using input layers for classical preprocessing and quantum layers that process em-
bedded characteristics using parameterised quantum circuits (PQCs). To capture hid-
den links between transaction attributes, layers with strong entanglement are used. A
softmax activation function is used to carry out the final classification. This quantum-
classical hybrid technique leverages the benefits of quantum computation to provide
better fraud detection performance.

3.4. Fraud Detection and Warning System

Twilio's message API is used to initiate an automated alert system when a transaction
is deemed fraudulent. An instant SMS notification is sent to registered users, giving
them the opportunity to verify or contest the transaction. Important transaction infor-
mation including the amount, receiver, and timestamp are included in the fraud warn-
ing. The system uses authentication procedures to guarantee that warnings are deliv-
ered securely. Furthermore, an adaptive threshold mechanism is integrated, which
enables users to specify fraud warning sensitivity levels, lowering false positives and
enhancing system dependability in general.

3.5. Model Assessment and Ongoing Education

Accuracy, precision, recall, and F1-score measures are used to assess the fraud detec-
tion model's performance. To guarantee generalisation, the model is rigorously vali-
dated using k-fold cross-validation. To enhance future forecasts, a feedback loop is
created in which fraudulent transactions that have been identified are examined and
added to the dataset. Reinforcement learning is also incorporated into the system to
accommodate changing fraud tactics. The fraud detection system maintains its resili-
ence against new threats by regularly adding new transaction data to the model, guar-
anteeing strong security for online financial transactions.

3.6. Model Architecture of DQNN

To improve the accuracy of fraud detection, the DQNN design combines quantum
circuits with traditional deep learning layers. The model starts with a traditional data
preparation layer that converts categorical variables into numerical representations
and normalises transaction data. After that, feature embedding is used, in which quan-
tum feature encoding methods like amplitude encoding or angle embedding are used
to map classical data into a quantum Hilbert space. The model is guaranteed to use
quantum superposition and entanglement to extract intricate correlations between
transaction attributes thanks to this quantum embedding. PQC, which uses quantum
gates like Hadamard, CNOT, and rotation gates to allow qubits to interact, is then
used to process the encoded data. The model can learn complex fraud patterns that
may be challenging for classical algorithms to detect thanks to these quantum layers.
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Following the quantum processing phase, the output from quantum circuits is fed into
fully connected dense layers and other classical deep learning layers, which further
refine and categorise the data. A hybrid strategy is used, in which complex feature
extraction is handled by quantum computing and final classification is carried out by
traditional neural networks utilising activation functions such as sigmoid or softmax.
Hybrid gradient descent procedures, like backpropagation for classical layers and the
parameter shift rule for quantum gate optimisation, are used to train the DQNN. In the
classical part of the network, batch normalisation and dropout layers are used to avoid
overfitting. The end result is a binary categorisation that establishes the legitimacy or
fraud of a transaction.

4. WORKFLOW

4.1. Initialisation of User Transactions

When a user starts a financial transaction, whether an online payment, bank transfer,
or card-based transaction, the fraud detection system is triggered. The amount, time,
location, device ID, and user behaviour patterns are among the important transaction
details that the system records. The backend system receives these details and does
real-time analysis on them. In order to stop illegal financial activity, the transaction is
momentarily halted while the fraud detection model assesses its validity.

4.2. Transmission and Storage of Data in Real Time

The central processing unit securely receives and analyses the transaction data that
has been collected. Sensitive user data is protected by the system's end-to-end encryp-
tion. Concurrently, the transaction information is kept in a safe database for model
training and documentation. In order to examine trends and identify irregularities, the
system additionally retrieves the user's past transaction data. This storage system aids
in both model enhancement and adherence to financial security laws.

4,3. Implementation of Fraud Detection Models

The transaction data is processed in real time by the DQNN model. To determine if a
transaction is authentic or fraudulent, it examines a number of transaction characteris-
tics, such as frequency, location, and kind. The DQNN's hybrid quantum-classical
layers enhance detection accuracy by enabling complicated pattern identification.
Additionally, the system uses threshold-based scoring, in which transactions that sur-
pass a certain risk level are marked as possibly fraudulent for additional investigation.

4.4. Evaluation of Risk and Making Decisions

Each transaction is given a risk score by the model based on anomalies found. The
transaction is immediately approved if the risk score is low. Other verification proce-
dures, such OTP authentication, are initiated if the score is within a questionable
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range. The user is informed and the transaction is instantly blocked if the score is
high. The system uses real-time feedback from flagged transactions to continuously
improve its decision-making process.

4.5. Mechanism for User Notification and Response

An automated alert is delivered to the user's registered mobile number if a transaction
is deemed suspicious. The alert offers alternatives for user authentication along with
transaction details, such as the amount, location, and time. Through a secure interface,
the user has the option to approve or dispute the transaction. To stop financial loss,
quick measures like blocking the transaction or freezing the account are implemented
if the transaction is determined to be fraudulent.

5. DATA ACQUISTION

5.1. Gathering Financial Source Transactional Data

The system obtains transaction data from a variety of financial sources, such as credit
card processing systems, internet payment gateways, and banking servers. User ID,
transaction amount, location, time, and device information are all included in the
transaction data. The source code securely retrieves real-time data by integrating fi-
nancial institution APIs. Since the model depends on behavioural patterns, these data
points are essential for identifying anomalies. Data collecting complies with industry
compliance standards like GDPR and PCI-DSS thanks to the system.

5.2. Transactional Data Preprocessing and Cleaning

After being gathered, the raw transactional data is preprocessed to eliminate dupli-
cates, null values, and inconsistencies. Functions for addressing missing data utilising
outlier identification and interpolation approaches are included in the source code. In
order to preserve consistency across various sources, data is standardised, guarantee-
ing that attributes such as timestamps and currency values match up accurately. Addi-
tionally, the system maintains important transactional characteristics required for
effectively identifying fraudulent behaviours while anonymising sensitive data to
improve user privacy.

5.3. Using Feature Extraction to Identify Fraud

Meaningful features must be extracted from raw transactional data in order to use the
fraud detection model. Key attributes like transaction frequency, average spending
behaviour, and geographic spending patterns are extracted from the source code using
feature engineering approaches. Additionally, it computes behavioural measures such
abrupt changes in transaction amounts and the interval between consecutive transac-
tions. The dataset created from these extracted features serves as the DQNN model's
input.
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5.4. Maintaining and Revising the Dataset for Training Models

To retrain the fraud detection model, the gathered and processed transaction data is
updated on a regular basis. Continuous improvements are made possible by the sys-
tem's automated dataset versioning, which preserves historical fraud information. In
order to improve the DQNN model, the source code combines fresh transactional data
using batch processing. Updated datasets aid in increasing the detection algorithms'
accuracy when fraud strategies change, guaranteeing that the model is resilient to new
financial risks.

5.5. System Architecture

Fraud Detection System
<
User
Initiates Transaction
S — Transaction Interface ‘
Transaction Dataset
Provides Training Data|
) Cleans & Extracts Features
Preprocessing Module
Converts Data to Feature Vectors| Approves or Flags Transaction|
Feeds Procespsed Datal
Deep Quantum Neural Network (DQNN) Model
Rece|ves Fraud Alert]
btores Trained Model Preglicts Fraud Probability|
Loads Mode| for Prediction|
Saved Model (fraud_detection_model.h5) | Fraud Detection Engine
Reports Fraydulegt Transactions
Triggers Fraud Aleri
Alert System )
Banking Authority
Sends SMS Aler
\ e ,
; Mobile Network

Fig.1 . System Architecture

Using a modular architecture as shown in figure 1, the Fraud Detection System inte-
grates several parts to guarantee the safe and prompt identification of fraudulent
transactions. Users can start transactions using the Transaction Interface at the begin-
ning of the system. The Preprocessing Module processes these transactions and col-
lects important information including transaction amount, frequency, location, and
user behaviour. In order to identify suspicious transactions, the preprocessed data is
subsequently fed into a DQNN Model that has been trained on past fraud trends. As
the primary decision-making component, the Fraud Detection Engine evaluates the
model's predictions to ascertain whether a transaction is authentic or fraudulent.The
Alert System is activated when a fraudulent transaction is detected, and it immediate-
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ly notifies the user’s registered cellphone number using the cellphone Network. The
system notifies the Banking Authority of any highlighted transactions at the same
time so that they can be further investigated and handled. For training, the system
uses a Transaction Dataset, and it keeps updating the model with fresh data from the
Saved Model file. High fraud detection accuracy, fewer false positives, and a prompt
response mechanism to stop financial losses are all made possible by this architecture.
The system becomes more resilient to changing fraud tactics when machine learning
and quantum neural networks are combined to improve predictive capabilities.

6. Results And Discussion

The progressive improvement in model performance across several training rounds
shown in table 1 indicates that the Fraud Detection System achieved high accuracy in
detecting fraudulent transactions. The model had an accuracy of 75.16% and a loss of
0.6642 at the beginning of training, but it steadily showed an improvement in accura-
cy and a decrease in loss. The model demonstrated a highly successful learning pro-
cess by achieving an accuracy of 98.51% and a loss of 0.1992 by the final iteration as
shown in figures 1 and 2. While the growing accuracy demonstrates the model’s ca-
pacity to accurately distinguish between fraudulent and genuine transactions, the con-
sistent drop in loss indicates that the model was successful in minimising classifica-
tion errors.

Table1. ACCURACY AND LOSS OVER EPOCHS

Epoch Loss Accuracy
1 0.6642 75.16%
2 0.5142 78.22%
3 0.5036 81.55%
4 0.4642 85.11%
5 0.4312 87.16%
6 0.3642 91.01%
7 0.3011 93.65%
8 0.2962 96.99%
9 0.2344 97.71%
10 0.1992 98.51%

The outcomes confirm the Deep Quantum Neural Network (DQNN) model's resili-
ence and demonstrate its high degree of confidence in fraud detection. Over time, the
system reduced the number of false positives and false negatives by efficiently learn-
ing transaction patterns. The model's potential for practical use in financial institu-
tions is demonstrated by its high final accuracy of 98.51%.Small differences in accu-
racy across rounds, however, suggest that performance could be further improved by
further fine-tuning techniques such data augmentation and hyperparameter optimisa-
tion. Future developments may involve integrating more behavioral traits and real-
time adaptive learning algorithms to tackle future fraud techniques successfully.
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7. Conclusion

The Deep Quantum Neural Network (DQNN) model is used by the Fraud Detection
System to accurately and successfully identify fraudulent transactions. With an accu-
racy of 98.51%, the system's performance steadily improved, demonstrating its effec-
tiveness in practical financial applications. The model successfully reduces false posi-
tives and false negatives by utilising cutting-edge deep learning techniques, guaran-
teeing accurate fraud detection. Through the implementation of real-time fraud detec-
tion and alert methods, this project helps to improve transaction security. More dy-
namic behavioural patterns might be added in the future, the model could be opti-
mised for big datasets, and it could become more flexible in response to changing
fraud strategies. All things considered, this system offers a reliable and expandable
way to protect financial transactions from fraud.
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