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Abstract. Vehicles in IoV networks share data, but network congestion, 

unpredictable traffic, and resource limits create problems. Managing blockchain 

nodes and VNF placement in real-time is difficult. This study proposes ABV-

IoV, a framework that allocates blockchain nodes and VNFs dynamically, 

considering traffic load, bandwidth, and failure recovery. The framework 

consists of three layers. The Edge Layer processes data near vehicles. The 

Blockchain Layer places blockchain nodes based on real-time network 

conditions. The Core Network Layer distributes data and resources efficiently. 

The Dynamic VNF Placement Engine applies Markov Decision Process (MDP) 

reinforcement learning to adjust VNF locations. The Blockchain Node 

Allocation Unit uses genetic algorithms to reduce delay and balance resource 

use. Simulations with NS-3, Mininet, SimBlock, and Veins compare ABV-IoV, 

GRL-SFT, and VNF-PRA under different traffic conditions. The results show 

that ABV-IoV maintains lower latency, processes more data, and improves 

resource use compared to the other models. It also recovers from failures faster, 

ensuring continuous operation. The study shows that dynamic blockchain and 

VNF allocation can help IoV networks handle traffic fluctuations and resource 

constraints. Future research can explore real-world testing and interoperability 

between multiple domains. 

Keywords: IoV, Blockchain, VNF Placement, Reinforcement Learning, Genetic 

Algorithms, Network Traffic, Resource Allocation, Failure Recovery. 

1 Introduction 

Internet of Vehicles (IoV) networks require secure and efficient communication. 

Blockchain technology supports data integrity and trust. Virtual Network Functions 

(VNFs) help manage network resources. Placing blockchain nodes and allocating 

VNFs dynamically improves network stability. However, unpredictable traffic and 

resource constraints make optimization challenging [1], [2]. 

Research explores blockchain’s role in IoV security. Decentralized validation 

prevents data tampering and unauthorized access [1]. Sharding distributes blockchain 

processing, reducing workload on nodes and improving transaction speeds [3]. Deep 

reinforcement learning (DRL) and reward-constrained policy optimization (RCPO) 

enable adaptive VNF placement, responding to network fluctuations [4]. Current 
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methods struggle with real-time updates and balancing security with computational 

limits. 

This study proposes an approach to optimize blockchain node positioning and VNF 

allocation. The goal is to minimize delays, balance workload, and adjust network 

configurations dynamically. Multi-objective optimization techniques, such as NSGA-

III, evaluate trade-offs between efficiency and resource use [5]. Constraint-aware 

learning methods improve decision-making in NFV-based environments, ensuring 

feasible solutions under varying conditions [6]. 

The framework integrates blockchain with fog computing to maintain secure, low-

latency vehicle communication. Traffic data processing relies on distributed nodes, 

ensuring system responsiveness in applications like autonomous driving and traffic 

flow control [7]. Simulation results demonstrate the approach’s adaptability across 

different IoV scenarios, addressing issues like congestion and node failures. 

The document is organized as follows. Section II reviews related research on 

blockchain security and VNF management. Section III explains the proposed model 

and its optimization strategy. Section IV presents experimental evaluations and 

simulation findings. Section V summarizes conclusions and outlines possible research 

directions 

2 Related work 

Umrao et al. [8] propose an adaptive VNF placement model that adjusts dynamically 

based on traffic conditions. The method improves resource use and reduces delays by 

balancing workloads. Ros et al. [9] introduce a graph-based placement strategy using 

Graph Neural Networks (GNN) to enhance decision-making and fault tolerance. 

Fereira et al. [10] explore optimization models for node selection, aiming to reduce 

congestion and balance workloads. Sharif et al. [11] presents a latency-aware multi-

joint optimization approach combining heuristic methods with swarm intelligence to 

manage VNF allocation under variable traffic loads. These studies focus on 

improving efficiency in VNF placement but differ in their approach, with some 

emphasizing learning-based adaptation and others applying mathematical 

optimization. 

Saadat et al. [12] proposes a blockchain-based consensus node selection framework 

using artificial intelligence techniques to improve security and reliability in vehicular 

communication. Malik et al. [13] integrate blockchain with resource management to 

ensure data integrity while optimizing VNF placement. He et al. [14] introduce a 

nested blockchain framework that distributes processing tasks across multiple 

blockchain layers, improving validation efficiency and network stability. Brosius et 

al. [15] develop a blockchain-assisted virtual machine placement method, utilizing a 

decentralized structure for improved security and workload management. These 

studies address trust, security, and resource optimization using blockchain, but 

synchronization complexity and processing delays remain key challenges. 

Wong et al. [16] examine an adaptive VNF allocation framework for single and multi-

domain networks. The study introduces centralized decision-making for efficient 

resource distribution. Quang et al. [17] propose a queuing-based model that 
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dynamically adjusts VNF placement based on traffic demand, ensuring efficient 

workload balancing. Rafique et al. [18] investigated IoT-aware VNF placement, 

emphasizing the integration between IoT and cloud environments. Sallam et al. [19] 

develop a joint placement and allocation strategy for VNF nodes, employing a 

mathematical relaxation method to improve decision-making. These studies explore 

adaptive and cross-domain VNF management, with some focusing on workload 

distribution and others on multi-domain scalability. 

Ruiz De Mendoza et al. [20], Anvita, P., et al. [21] presented a near-optimal VNF 

placement strategy for edge-enabled 6G networks, targeting latency reduction and 

computational efficiency. Xu et al. [22] proposes a QoS-aware VNF placement model 

that ensures service continuity while minimizing rejection rates. These studies 

prioritize Quality of Service (QoS) by optimizing computational resources and 

improving response times. 

The AI-based models, including those from Sharif et al. [11] and Xu et al. [22], 

introduce processing overhead, which can slow down real-time decision-making. 

Synchronization issues appear in multi-chain blockchain frameworks like He et al. 

[14], affecting real-time performance. Optimization approaches, such as those by Ruiz 

De Mendoza et al. [20] and Fereira et al. [10], rely on predefined parameters, limiting 

their adaptability to unpredictable network conditions. Limited real-world deployment 

in Wong et al. [16] and Rafique et al. [18] leaves gaps in scalability and feasibility 

under practical IoV conditions. 

The reviewed articles present different approaches to optimizing VNF placement, 

securing IoV networks, and managing resources in multi-domain settings. Some 

prioritize adaptive AI-driven mechanisms, while others rely on blockchain-based 

solutions or mathematical optimization. The trade-offs between processing cost, 

security, and adaptability remain a challenge, highlighting the need for further studies 

in real-world environments. 

3 Methods and Materials 

ABV-IoV optimizes blockchain node placement and virtual network function (VNF) 

allocation in IoV. It reduces delays, distributes computational work, and adjusts 

resources dynamically. Three layers handle resource management. The edge layer 

places servers near vehicles for immediate processing. The blockchain layer positions 

nodes where network conditions allow efficient consensus. The core network layer 

gathers and distributes data while managing long-term resource allocation. 

3.1 Resource Management Module 

The module adapts resource use in response to real-time network conditions.  

Dynamic VNF Placement Engine: A reinforcement learning model selects where to 

place VNFs. State variables include bandwidth, traffic density, and current workload. 

Action involves deploying, moving, or removing VNFs. Rewards reflect response 

times and workload balance as in equation (1) 
𝑇 𝑡 𝑅𝑡𝑜𝑡𝑎𝑙= ∑ ⬚𝑡=0 𝛾 𝑟𝑡       (1) 



 

    

 where L is the delay, T is the processed data rate, and α, β are weight factors. 
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 where γ controls the influence of past rewards, 𝑟𝑡 measures system performance at 

time t, and T represents the evaluation period.  

Blockchain Node Allocation Unit: A genetic algorithm determines node positions. 

The objective is to reduce delays and increase throughput as in equation (2) 

Fitness = α⋅
1

𝐿
+β⋅T  (2) 

3.2 Optimization Model 

The system makes placement decisions based on an optimization function:  

𝑋, 𝑌𝑚𝑖𝑛𝐿(𝑋, 𝑌),   𝑋, 𝑌𝑚𝑎𝑥𝑇(𝑋, 𝑌),   𝑠. 𝑡. ; 𝐶(𝑋, 𝑌)  ≤  𝐶𝑚𝑎𝑥 

  (3) 

 In equation (3) X represents VNF placement, Y represents blockchain node locations, 

L(X,Y) measures delay, T(X,Y) represents throughput, and C(X,Y) is constrained by 

Cmax 

Decision Engine: A decision module analyzes real-time network data. It selects 

where to deploy VNFs, places blockchain nodes, and updates configurations as traffic 

and load conditions change. 

3.3 Methodology 

The approach follows a structured process, combining reinforcement learning, genetic 

algorithms, and real-time monitoring to adjust resource use efficiently.  

Data Collection and Processing: Network activity, traffic conditions, bandwidth 

availability, and workload status are recorded. Unnecessary data is filtered, and 

patterns in traffic flow are identified.  

Reinforcement Learning for VNF Placement: A Markov Decision Process (MDP) 

models the VNF placement problem.  

S = s1, s2,..., sn 

 represents states of network conditions, A=a1, a2, ..., am defines possible VNF 

placement actions, and a reward function R (s, a) evaluates each decision. The Q-

learning update rule as given in equation (4) 

𝑄(𝑠, 𝑎) ← 𝑄(𝑠, 𝑎) + 𝛼[𝑟 + 𝛾𝑎′𝑚𝑎𝑥𝑄(𝑠′, 𝑎′) − 𝑄(𝑠, 𝑎)] 
  (4) 

 where α is the learning rate, γ is the discount factor, r is the reward, and s' is the next 

state.  
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Genetic Algorithm for Blockchain Node Placement: Blockchain node locations are 

determined using a genetic algorithm. A population of candidate solutions P evolves 

through selection, crossover, and mutation. The fitness function balances delay 

reduction and throughput improvement as in equation (5). 

F(x) = α⋅
1

𝐿(𝑥)
+β⋅T(x)     (5) 

 where x represents a candidate node placement solution. 

4 Experimental Study 

This section presents the experimental study for evaluating Adaptive Blockchain and 

VNF Allocation in IoV Networks. The experiments measure network performance, 

resource use, and security features under simulated conditions. The setup includes 

network simulation, blockchain consensus evaluation, and VNF allocation testing. 

Two models, Graph-Based Reinforcement Learning for SFC Fault Tolerance (GRL-

SFT) [9] and Queuing-Based VNF Placement and Resource Allocation (VNF-PRA) 

[17], are also tested. GRL-SFT applies Graph Neural Networks (GNN) for predictive 

VNF placement, while VNF-PRA adjusts resource allocation based on traffic 

changes. These models assess fault tolerance, queuing-based VNF placement, and 

scalability in IoV networks. 

4.1 Experimental Setup 

The setup evaluates blockchain node placement, VNF allocation, and adaptive 

resource management. A combination of network, blockchain, and VNF allocation 

simulators replicates real-world conditions in IoV networks. NS-3 models vehicular 

network communication and traffic flow. Veins simulates vehicle movement and 

connectivity. Mininet tests VNF deployment and resource allocation. SimBlock 

evaluates blockchain interactions and consensus mechanisms. The combination of 

these tools creates an integrated testing environment. NS-3 and Veins handle 

vehicular traffic and network behavior. NS-3 and Mininet simulate VNF placement 

under different workloads. SimBlock and Mininet assess blockchain node interactions 

and resource use. This integration helps analyze latency, throughput, and fault 

tolerance across different conditions. The setup allows evaluation of adaptive 

decision-making, decentralized resource management, and failure recovery. By 

including GRL-SFT and VNF-PRA, the setup compares fault tolerance methods, 

predictive VNF allocation, and queuing-based resource adjustments. Observations 

from this setup help in understanding adaptability, efficiency, and security in IoV 

networks. 



 

 

Network Latency Yes Yes Yes 

Resource Utilization Yes Yes Yes 

Service Throughput Yes Yes Yes 

Processing Delay Yes Yes Yes 

Fault Recovery Time Yes Yes No 

Queue Length Analysis Yes No Yes 
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4.2 Performance Evaluation Metrics 

Performance is assessed based on network latency, resource utilization, service 

throughput, processing delay, fault recovery time, and queue length analysis. These 

metrics determine the efficiency of blockchain node placement and VNF allocation 

under different conditions. A comparative evaluation is performed across the 

proposed framework, GRL-SFT, and VNF-PRA. Table 1 below presents the 

evaluation metrics and their relevance to each model. Network latency is measured to 

evaluate delays in data transmission. Resource utilization efficiency assesses how 

well computational, and storage resources are allocated. Service throughput 

determines the total amount of successfully processed data over time. Processing 

delay tracks the time VNFs take to handle requests. Fault recovery time measures 

how long it takes to restore service after a failure. Queue length analysis examines the 

number of pending requests in VNF instances, helping identify congestion issues. The 

table highlights differences in how each model addresses these metrics. 

Table 1. Comparison of Performance Evaluation Metrics for ABV-IoV, GRL-SFT, and 

VNF-PRA 

Metric ABV-IoV GRL-SFT [9] VNF-PRA [17]

Table 1 presents a comparative analysis of key performance metrics used to evaluate 

ABV-IoV, GRL-SFT, and VNF-PRA. It highlights which metrics are assessed in each 

model, focusing on network latency, resource utilization, service throughput, 

processing delay, fault recovery time, and queue length analysis. The comparison 

helps determine differences in adaptability, fault tolerance, and efficiency across these 

models in blockchain-based VNF allocation for IoV networks. 

4.3 Results and Analysis 

The experiments evaluate ABV-IoV, GRL-SFT, and VNF-PRA across urban dense, 

suburban moderate, and highway sparse traffic conditions. The analysis focuses on 

latency, throughput, resource allocation, and failure recovery time. The results, 

presented in tables and graphs, show how ABV-IoV outperforms both models, with 

GRL-SFT performing better than VNF-PRA. 

Latency values for different network scenarios are recorded in Table 2. The ABV-IoV 

model consistently achieves lower latency, reducing delay in data transmission. GRL-

SFT has moderate latency, while VNF-PRA exhibits the highest delay across all 

conditions. 
Table 2. Latency Comparison Across Network Scenarios 

Network Scenario Model Latency (ms) 
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 GRL-SFT 44 

 VNF-PRA 59 

Suburban Moderate ABV-IoV 26 

 GRL-SFT 41 

 VNF-PRA 54 

Highway Sparse ABV-IoV 21 

 GRL-SFT 34 

 VNF-PRA 51 

 

 
Fig. 1. Latency Comparison Across Network Scenarios 

This figure 1 illustrates latency variations for ABV-IoV, GRL-SFT, and VNF-PRA 

under different network conditions. The differences between models remain small at 

lower traffic loads but widen as traffic density increases. ABV-IoV consistently 

records the lowest latency, while GRL-SFT performs moderately and VNF-PRA 

shows the highest delays across all scenarios. 

The throughput comparison in Table 3 highlights that ABV-IoV processes the highest 

number of data, followed by GRL-SFT. VNF-PRA handles the lowest throughput, 

limiting its scalability under heavy traffic conditions. Figure 2 presents a visual 

representation of throughput variations 

  Table 3. Throughput Comparison Across Network Scenarios 

Network Scenario Model Throughput Mbps) 

Urban Dense ABV-IoV 121 

 GRL-SFT 99 

 VNF-PRA 86 

Suburban Moderate ABV-IoV 111 

 GRL-SFT 94 

 VNF-PRA 81 

Highway Sparse ABV-IoV 106 

 GRL-SFT 91 

 VNF-PRA 76 



 

Urban Dense ABV-IoV 83 

 VNF-PRA 71 

Suburban Moderate ABV-IoV 81 

 GRL-SFT 73 

 VNF-PRA 69 

Highway Sparse ABV-IoV 84 

 GRL-SFT 77 

 VNF-PRA 67 
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Fig. 2. Throughput Comparison Across Network Scenarios 

This figure 2 shows throughput variations across different network loads. ABV-IoV 

processes the highest data volume, maintaining stable throughput in all conditions. 

GRL-SFT handles moderate loads, but its efficiency drops in denser traffic. VNF-

PRA struggles to process high data rates, leading to reduced performance as network 

congestion increases. 

The resource utilization comparison in Table 4 demonstrates that ABV-IoV 

distributes resources efficiently, maintaining higher utilization rates than the other 

models. GRL-SFT shows moderate performance, while VNF-PRA underutilizes 

available resources. 

Table 4. Resource Utilization Across Network Scenarios 

Network Scenario Model Resource Utilization (%) 

 GRL-SFT 79 



 

 

Urban Dense ABV-IoV 1.3 

 VNF-PRA 1.9 

Suburban Moderate ABV-IoV 1.1 

Highway Sparse ABV-IoV 0.9 

 GRL-SFT 1.1 

 VNF-PRA 1.5 
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Fig. 3. Resource Utilization Across Network Scenarios 

This figure 3 compares resource utilization efficiency among the models. ABV-IoV 

optimally distributes computing and network resources, ensuring balanced usage. 

GRL-SFT maintains reasonable efficiency, but VNF-PRA exhibits lower resource 

allocation, leading to inefficient performance in high-traffic environments. 

Table 5 presents the failure recovery time for each model. ABV-IoV recovers the 

fastest in all network conditions. GRL-SFT shows a moderate recovery time, while 

VNF-PRA support failure recovery, limiting its usability in dynamic environments. 

Table 5. Failure Recovery Time Across Network Scenarios 

Network Scenario Model Failure Recovery Time (s) 

 GRL-SFT 1.7 

 GRL-SFT 1.3 

 VNF-PRA 1.5 
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Fig. 4. Failure Recovery Time Across Network Scenarios 

The graph shown in figure 4 illustrates the failure recovery time of ABV-IoV, GRL-

SFT, and VNF-PRA across different network scenarios. The performance differences 

remain minimal in lower-bound scenarios such as highway sparse conditions, where 

resource demand is lower. As network complexity increases towards urban dense 

conditions, the differences in recovery time widen significantly. ABV-IoV 

consistently recovers faster across all conditions, with GRL-SFT performing 

moderately and VNF-PRA showing the slowest recovery, especially in high-load 

environments. 

The analysis of experimental results confirms that ABV-IoV consistently achieves 

lower latency, higher throughput, better resource utilization, and faster failure 

recovery than GRL-SFT and VNF-PRA. The findings suggest that predictive VNF 

allocation and blockchain-based resource optimization significantly improve network 

performance in IoV environments. GRL-SFT demonstrates moderate improvements 

over VNF-PRA, particularly in throughput and resource utilization, but its failure 

recovery is slower than ABV-IoV. VNF-PRA lags in all aspects, making it less 

suitable for real-time IoV applications 

5 Conclusion 

This study examines blockchain node placement and VNF allocation in IoV networks 

to enhance network efficiency, reduce latency, and manage resource distribution. The 

ABV-IoV framework applies reinforcement learning and genetic algorithms to adjust 

network resources based on traffic fluctuations and workload demands. The 

experimental findings indicate that ABV-IoV maintains lower latency, processes 

more data, and optimizes resource allocation, surpassing GRL-SFT and VNF-PRA in 

different traffic conditions. The results confirm that adaptive blockchain and VNF 

optimization influence IoV network performance. The study is based on simulated 

environments, lacking real-world mobility data. Future research may include real-

world trials, cross-domain network resource sharing, and extended security 
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evaluations. The framework offers a method for managing dynamic traffic and 

distributed security in IoV networks. 
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