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Abstract:The traditional voting process face challenges like long queues, manu-
al identity verification, and human error, reducing accessibility and voter turn-
out. To address these issues, a Facial Recognition-based Smart Voting System
is proposed, using advanced machine learning. The system employs Python’s
OpenCV and the MTCNN model for face detection and alignment, enhanced by
pre-trained models like RetinaFace and Dlib CNN for robustness. It captures
live facial images, extracts key landmarks, and compares facial embedding’s
with stored data for voter authentication. This approach improves accuracy, se-
curity, and efficiency, fostering greater accessibility and trust in elections.

Keywords:Facial =~ Recognition, Smart  Voting  System, OpenCV,
MTCNN(Multi-task Cascaded Convolutional Networks), RetinaFace, Dlib
CNN, Facial Landmarks.

1 Introduction

In democratic societies, the electoral process is one of the most important components
of ensuring that citizens have a voice in their government. The integrity and security
of voting systems are crucial to maintaining the legitimacy of elections. [1]. However,
traditional voting systems, whether paper-based or electronic, often encounter signifi-
cant challenges. Voter fraud, impersonation, inefficiencies in the logistics of vote
counting, and voter anonymity are some of the most pressing issues faced by these
systems. [2]. These challenges undermine the reliability and transparency of elections,
leading to concerns about election fairness and accuracy. To address these challenges,
the integration of biometric technology, specifically facial recognition, presents a
promising solution.

The proposal of a Facial Recognition-based Smart Voting System aims to modern-
ize and secure the voting process by leveraging advanced machine learning and com-
puter vision technologies. Biometric systems are increasingly being adopted across a
wide variety of sectors for their ability to provide unique, difficult-to-fake identifiers.
Facial recognition, in particular, offers a non-invasive and efficient method of verify-
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ing a person’s identity based on unique facial features. In this project, the voting sys-
tem uses three advanced pre-trained face detection and recognition models: MTCNN
(Multi-task Cascaded Convolutional Networks), Dlib CNN Face Detector, and Ret-
inaFace. These models enable high accuracy and robustness, even in challenging real-
world conditions, ensuring that the system can function reliably in various environ-
ments.

The primary objective of this system is to authenticate voters with a high degree of
accuracy by leveraging facial recognition technology. In the proposed system, each
voter’s identity is linked to their Aadhar number, which is a unique government-
issued identifier in India.[3]. Thedadhar number is widely used for a variety of identi-
fication purposes and provides an easily accessible database for voter authentication.
Upon entering their Aadhar number into the system, the voter is automatically
matched against the existing records in the system’s database to verify their registra-
tion. Once the system confirms that the Aadhar number exists in the database, the
process moves to the next stage: facial verification. [3].

2 History

2.1  Background

Voters were required to register in person at designated government offices, often
involving lengthy paperwork and long waiting times. On election day, voters had to
present physical identification documents (e.g., voter ID cards, passports, or driver’s
licenses) to polling officials for manual verification. This process was susceptible to
human error, such as misidentification or mismanagement of voter records.

The limitations of traditional voting systems highlighted the need for a more effi-
cient, secure, and accessible approach. Advances in technology, particularly in facial
recognition, machine learning, and automation, provided an opportunity to address
these challenges. By integrating these technologies, the proposed Facial Recognition-
based Smart Voting System aims to streamline voter authentication, reduce human
error, enhance security, and improve overall accessibility, ultimately fostering great-
er trust and participation in the electoral process.

2.2 Literature Survey

Face Detection Based on Receptive Field Enhanced Multi-Task Cascaded Con-
volutional Neural Networks: This study focuses on the use of Multi-Task Cascaded
Convolutional Neural Networks (MTCNN) for face detection, particularly improving
accuracy by enhancing the receptive field. MTCNN is a widely used architecture for
detecting faces in images and videos due to its ability to detect faces in various orien-
tations and lighting conditions. The paper discusses the enhancements made to the
receptive field in MTCNN, which improves its performance in face recognition ap-
plications. This approach is significant for smart voting systems that require realtime
face detection and verification. The use of MTCNN in voting systems ensures that
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only legitimate voters are authenticated based on their facial features, enhancing se-
curity and fraud prevention..

Aadhar-based facial recognition for secure voting: This paper explores the im-
plementation of Aadhar-based facial recognition systems for secure voting. It dis-
cusses the integration of biometric authentication with governmentissuedAadhar
numbers for voter identification, ensuring that only eligible voters are allowed to cast
their votes. The study highlights the reliability and security of biometric systems,
particularly facial recognition, in reducing the potential for voter fraud and identity
theft. The proposed model offers a modern approach to creating a tamperproof vot-
ing system that can be deployed on a national scale, leveraging the existing Aadhar
infrastructure.

Facial recognition and Al techniques for voting system security: This paper
explores how artificial intelligence (Al) and facial recognition technologies can be
integrated into voting systems to enhance security. It discusses the application of
deep learning algorithms in improving the accuracy of face recognition models, par-
ticularly in challenging environments such as poor lighting or occlusions. By using
Al-driven models for facial recognition, the system can more accurately authenticate
voters, thereby reducing the chances of voter impersonation or fraud. This research is
essential for enhancing the performance of facial recognition-based voting systems,
ensuring they work effectively in real-world scenarios..

2.3 Convolutional neural network Algorithm

The Convolutional Neural Network (CNN) is a deep learning algorithm specifically
designed for processing structured grid data, such as images. CNNs are widely used
in computer vision tasks like image classification, object detection, and facial recog-
nition due to their ability to automatically learn spatial hierarchies of features from
input data.

2.4  Multi-task Cascaded convolutional network Algorithm

MTCNN is a deep learning-based algorithm that performs three main tasks in a cas-
caded manner: Face Detection: Detects the presence of faces in an image. Facial
Landmark Localization: Identifies key facial Algorithm 1: Convolutional neural
network Algorithm(CNN)
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1: Intialize networks parameters x (filters,weights,biases)is

2: | foreach layer: netwrork do

3: 1.

4: a.If layer is convolutional:

5: 1.Apply convolution operation: F=[*K

6: ii. Apply activation function: A=sigma(F) b.

If layer is pooling:

7: | 1. Apply pooling operation: P = pool(A)

8: | c. If layer is fully connected:

9: |i. Rerform linear transformation: z=W - x +b

10: ii. Apply activation function: A = (z)
11: 2. Compute class probabilities using softmax: P = softmax(z)
12: 3. Compute loss: L = crosscntropy(P,y)
13: 4. Perform backpropagation to compute
gradients: L
14: 5. Update network parameters: = - L
15: 6. Repeat steps 2-6 until convergence
16: 7. Return predicted class probabilities P

landmarks (e.g., eyes, nose, mouth).

Face Alignment: Aligns the detected face to a standard pose for further pro-
cessing.The algorithm consists of three stages, each implemented as a separate CNN:
Proposal Network (P-Net): Generates candidate face regions.

Refine Network (R-Net):Refines the candidate regions and rejects false positives.
Output Network (O-Net): Produces the final bounding box and facial landmarks.

“(Fo)(xy) =="f (G, Hgxiy j) (1)

where:

f : fis the input image or feature map. g : g is the kernel (fil-
ter).

(x,y) : (x,y) are the spatial coordinates of the output feature map.
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R] Architecture

3.1 MTCNN (Multi-task Cascaded Convolutional Networks)

Input Layer:

Input: A color image in RGB format, typically sized [height x width x 3](e.g.,
160x160, 240x240, or 480x480 pixels, depending on implementation).The image can
contain one or more faces. The image is pre-processed (resized and normalized) to
match the model’s expected input dimensions.

Internal Layers and Functions:

P-Net (Proposal Network):

Convolutional Layers: These layers extract features from the input image.They work
on smaller regions (windows) of the image, identifying potential faces.

Fully Connected Layers: These layers refine the features and generate bounding box
predictions. They output bounding boxes and confidence scores for each detected
region.

R-Net (Refinement Network):

Convolutional Layers: Further refine the features of detected face regions from the
P-Net.

Fully Connected Layers: Process the refined features and classify the regions as
containing faces or not.

Output: Refined bounding boxes and confidence scores.

O-Net (Output Network):

Convolutional Layers: Further refine the face regions to provide precise alignment
of the detected face.

Fully Connected Layers: These layers predict facial landmarks.

Output: Boundlng boxes, confidence scores, and 5 facial landmarks.

Co ,‘ Face Classification
p—
Iﬂhl
GAP
Q (n meading bax ftegrezsion
\(r fal landmark Regression

1

Input RGI Image

Figure 1: P Net

Figure 2: R Net

RAELEEL b o

Figure 3: O Net
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3.2  DIib (CNN Face Detector) Input Layer:

Input: A color image in RGB format, typically resized to [height x width x 3], e.g.,
[600 x 800] pixels. The image can contain one or more faces, and Dlib resizes the
input mage for efficient processing Internal Layers and Functions

Convolutional Layers: These layers extract hierarchical features from the input im-
age.Early layers capture basic visual features (edges, textures), while deeper layers
detect more complex patterns (e.g., face shapes).

Fully Connected Layers: These integrate the extracted features and produce face
bounding box predictions. Activation Function: Typically uses ReLU (Rectified Line-
ar Unit) to introduce non-linearity between layers. Output Layer: After processing the
features, Dlib generates bounding box predictions.

Output layer:

Bounding Boxes: The model outputs coordinates for each detected face: [xmin, ymin,
xmax, ymax]. Confidence Scores: Confidence scores that indicate how likely the de-
tected region contains a face.

3.3 RetinaFace Input Layer:

Input: A color image in RGB format, typically resized to [height x width x 3] (e.g.,
[640 x 640] or [320 x 320]). RetinaFace uses multi-scale inputs, where images at
multiple resolutions are processed to detect faces at various distances and scales.
Internal Layers and Functions:

Backbone Network (e.g., ResNet):

Convolutional Layers: Extract hierarchical features from the input image at different
levels of abstraction. These layers can detect edges, textures, and other visual cues to
locate faces in the image.

Residual Blocks: Residual connections help avoid the vanishing gradient problem,
allowing for deeper networks with better performance.These are essential in detecting
faces in difficult conditions (e.g., occlusions).

Feature Maps: These represent learned features of faces and are passed to the next
stages of the model.

3.4  Region Proposal Network (RPN):

Anchor Boxes: Proposes potential face regions in the image.

Bounding Box Refinement: Refines these proposals to provide precise face bound-
ing boxes.

Face Landmark Localization:

Convolutional Layers: Localize the 5 facial landmarks (eyes, nose, mouth, chin)
using the learned features from the backbone network.

Landmark Regression: The model predicts the exact coordinates for each facial
landmark.

Output Layer:

Bounding Boxes: The model outputs coordinates for each detected face: [xmin, ymin,
Xmax, ymax].
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Confidence Scores: Each bounding box has a corresponding confidence score repre-
senting the likelihood that the area contains a face.

Facial Landmarks: 5 facial landmarks (eyes, nose, mouth, chin) are predicted and
output as coordinates: [(xeyel, yeyel), (xeye2, yeye2), (xnose, ynose), (xmouthl,
ymouthl), (xmouth2, ymouth2)].

3.5 Methodology

The Smart Voting System integrates innovative technologies like biometric verifica-
tion and facial recognition to provide a secure, efficient, and transparent process for
election voting. By utilizing cutting-edge face detection models such as MTCNN,
Dlib, and RetinaFace, the system ensures that only authorized individuals vote and
prevents the occurrence of fraudulent activities like voter impersonation. Below, we
elaborate on each phase of the system, detailing the steps involved and the underlying
security measures to safeguard the integrity of the voting process.

Voter Registration: The first phase of the Smart Voting System involves voter regis-
tration, where citizens provide necessary details such as their Aadhar number (a
unique identification number issued by the Indian government) and biometric data,
including their facial features.

Aadhar Database Integration:Before election day, voters are required to register
through a government-authorized system.The Aadhar number is linked to their face
data, whichis a unique facial template. This facial template is created by capturing a
high-quality image of the voter’s face using specialized cameras during the registra-
tion process. * Facial features such as the eyes, nose, mouth, and overall facial struc-
ture are processed to create a facial embedding vector—a mathematical representation
of the voter’s facial characteristics.These biometric templates (embedding’s) are
stored securely in the voter database.Each voter’s unique identifier ensures that only
one voteis cast per registered person, eliminating the potential for fraud or multiple
voting by a single individual.

Aadhar Number Input:The voter provides their Aadhar number to the system. The
system queries the Aadhar database to validate the authenticity of the number and
check whether the voter is registered.Once validated, the system links the voter’s
Aadharnumber to the facial biometric data stored during registration. This ensures
that the voter is eligible and authenticated to cast their vote.If the Aadhar number is
found to be valid and linkedto the registered data, the system moves forward with the
next step of face detection and recognition.

Face Detection and Verification: The next critical phase involves face detection and
verification, wherein the voter’s facial image is captured in real-time.This image is
processed through powerful face detection models such as MTCNN, Dlib, or Ret-
inaFace, which are integral to the system’s accuracy and efficiency.

Face Detection Models:MTCNN (Multi-task Cascaded Convolutional Net-
works),Dlib, and RetinaFace are used to detect and locate the face in the captured
image.These models identify regions of the image that correspond to human fac-
es.Bounding Boxes: Each detected face is surrounded bya bounding box, which marks
the region containing the face.Landmark Detection: Once the face is detected, the-
models predict key facial landmarks, such as the eyes, nose, mouth, and chin. These
landmarks help in aligning the detected face correctly, ensuring the highest level of
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accuracy in recognition. This step is crucial because it ensures that the face is detected
properly, and any facial features that could aid in the subsequent recognition phase
are captured and aligned.

Face Recognition for Authentication: Once the face is detected, the next step is face
recognition, where the captured facial data is compared with the stored facial embed-
ding’s in the voter database. This process is facilitated by advanced face recognition
models, typically using models like FaceNet.

Face Matching:FaceNet or similar models transform the capturedface image into an
embedding vector, which is a unique numerical representation of the individual’s
facial features.The system compares the captured face embeddingwith the stored em-
bedding in the database. If the embedding’s match within an acceptable threshold, the
system confirms the voter’s identity. * If the match is successful, the system allows
the voter to proceed to the next stage of voting.

Mismatches or Failed Verification: If the embedding’s do not match, or if the con-
fidence score is below the predefined threshold, the system denies access and alerts
the voter about the mismatch. This can trigger further manual intervention or system
retries, but it prevents unauthorized individuals from casting votes.

Voting Process:

| Enroliment

| Image Capture I—D—[E-'Juc[):lcum-n H Pre—proce ssing I— L on—

Faces

I Image Capture l——li‘m[);u_-_;nn l—bl Pre-proce ssing l

Featurc Feature

Recognition Extraction Extraction

f

Classification |

Name of Recognized Person

Figure 4: Architecture of voting system
After successful voter authentication, the voter is allowed to cast their vote. The vot-
ing interface typically consists of a digitalscreen where the voter can select their pre-
ferred candidate, party, or option.The voter is presented with a user-friendly digitalin-
terface, which lists the candidates or parties. * The voter selects their choice, and the
system records the vote electronically.
Confirmation: Once the vote is cast, a confirmationmessage is displayed to the voter,
indicating that their vote has been successfully recorded.Once the vote is cast, the
system logs out the voter, ensuring that they cannot modify their choice once the ses-
sion is completed.
Facial Data Privacy:The facial embedding’s are stored in a secure databasein a non-
reversible form to prevent misuse.The actual facial image is not stored, reducing
therisks associated with identity theft and personal privacy violations.
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Authentication and Authorization: Multi-factor authentication (MFA) and role-
based access control (RBAC) mechanisms are implemented to ensure that only au-
thorized personnel can access the administrative functions of the system. This pre-
vents unauthorized users from tampering with the system’s settings or voter data.
Secure Communication:SSL/TLS encryption is used for communication between
the voter interface and the backend servers, ensuring that all data exchanged between
the systems is securely transmitted and protected from eavesdropping.
Result and Analysis:
Voting Verification Process Using Aadhaar

»  Start

» Enter Aadhaar Number

» Check Aadhaar in Database
= If Not Found — Voter Not Verified
= If Found — Proceed to the next steps
Capture Voter Image
Face Detection
Facial Landmark Detection
Generate Image Embedding
Compare with Database Embeddings
= If No Match — Voter Not Verified
= If Match Found — Allow Voting.

VVVVYVYVY

4 Conclusion

The Smart Voting System represents a transformative step in the evolution of
electoral processes, offering enhanced security, transparency, and efficiency. By
integrating cutting-edge technologies such as Aadhar-based authentication, facial
recognition, it addresses many of the challenges associated with traditional voting
systems, such as fraud, voter impersonation, and logistical inefficiencies.The system’s
ability to accurately verify voter identities and securely process votes has the potential
to increase public trust and participation in elections, ensuring that only eligible voters
can cast their ballots. With the continuous advancement of technologies like block
chain, artificial intelligence, and multimodal biometrics, the Smart Voting System is
poised to further improve, offering robust protection against tampering and fraud,
while enhancing scalability and accessibility.

As this system evolves, future enhancements in Al driven fraud detection, cloud
computing for scalability, and privacy-preserving technologies will further strength-
en the electoral process, paving the way for safer and more inclusive elections glob-
ally. Ultimately, the Smart Voting System can significantly impact the way elections
are conducted, contributing to more transparent and democratic societies. By inte-
grating machine learning models like MTCNN, RetinaFace, and DIlib CNN with Py-
thon’s Open CV, the system ensures accurate, fast, and secure voter authentica-
tion.This automated approach reduces the risk of impersonation, eliminates the need
for physical ID verification, and enhances election integrity. Additionally, the system
improves accessibility for voters, including those with physical disabilities, by ena-
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bling a seamless and contactless verification process.By increasing efficiency, trans-
parency, and trust, this system paves the way for modern, technology-driven elec-
tions, making the voting process more inclusive and reliable.
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