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Abstract.The paper introduces a novel approach as security threats continue to 

evolve in complexity and dynamism, the demand for advanced real-time 

surveillance systems has become increasingly critical. This paper presents a 

novel approach by integrating two state-of-the-art technologiesYOLOv8 (You 

Only Look Once version 8) and Vision Transformer (ViT)to develop an 

efficient and accurate intelligent surveillance framework. YOLOv8 is renowned 

for its high-speed and precise object detection capabilities across diverse 

environments, whereas Vision Transformers leverage attention mechanisms to 

enhance contextual understanding and visual data classification. The study 

critically reviews existing literature to assess the performance and application 

domains of these technologies in suspicious activity detection. By examining 

their individual strengths, limitations, and potential synergies, this research 

proposes an integrated model that combines their capabilities to improve 

surveillance effectiveness. The objective is to provide a comprehensive guide 

for researchers and practitioners in developing robust surveillance solutions that 

enhance both public and private security infrastructures. Furthermore, the study 

emphasizes ethical considerations to ensure responsible deployment of 

surveillance technologies while contributing to the creation of safer 

environments. 
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1 Introduction  

Surveillance systems have undergone significant transformation over the past few 

decades, evolving from rudimentary mechanical configurations to advanced digital 

platforms. Traditional surveillance methods, which primarily relied on analog 

cameras, often generated low-resolution footage and required continuous manual 

monitoring. These systems lacked intelligent analytical capabilities, rendering the 

detection of suspicious activities largely dependent on human observation. 

Consequently, this limitation led to delayed threat recognition and reduced overall 

system effectiveness (Mudgal et al., 2021). 
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The heavy dependence on human operators for monitoring and interpretation 

presented substantial challenges, including susceptibility to human error, fatigue, and 

inconsistent judgment (Singh et al., 2023). These constraints emphasized the necessity 

for more automated and intelligent surveillance mechanisms. The advent of artificial 

intelligence (AI) and deep learning technologies has brought about a paradigm shift in 

surveillance systems, transitioning them into more autonomous and responsive 

solutions. 

2  Related Works 

Conventional surveillance systems have historically relied on analog technologies and 

rudimentary digital infrastructures for monitoring public and private spaces and 

identifying criminal behavior. These systems typically utilized closed-circuit 

television (CCTV) cameras that recorded video footage in real time, which was either 

monitored manually by security personnel or stored for subsequent review. Such 

systems were widely deployed across retail environments, transportation hubs, and 

residential areas to deter unlawful activities and enhance situational awareness 

(Mudgal et al., 2021). However, several critical limitations were associated with these 

traditional methodologies. 

A prominent drawback was the absence of intelligent analytics, which rendered these 

systems ineffective in automatically identifying anomalies or detecting suspicious 

behavior. Surveillance efficiency was heavily dependent on human vigilance, 

requiring personnel to constantly observe multiple screens or retrospectively analyze 

extensive video archives — a process prone to fatigue, oversight, and delay in threat 

response (Singh et al., 2023). Moreover, the static nature of analog CCTV cameras 

restricted the field of view, resulting in blind spots and the potential to overlook 

critical incidents beyond fixed camera coverage (Mudgal et al., 2021). 

To overcome these deficiencies, researchers have increasingly explored deep learning 

and computer vision approaches. Vision-based artificial intelligence models have 

demonstrated superior accuracy and scalability in detecting irregular patterns and 

suspicious actions (Aziz & Bajpai, 2024). Several peer-reviewed journal articles have 

reported successful deployments of Convolutional Neural Networks (CNNs) and 

Recurrent Neural Networks (RNNs) for event detection, yet many of these studies 

have been limited by smaller datasets, constrained generalization, and reduced 

performance in complex multi-person environments.  

In response to these challenges, the present research explores a novel integration of 

YOLOv8 and Vision Transformers (ViT) technologies that offer complementary 

strengths in real-time object detection and global contextual understanding. The 
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combination aims to overcome the limitations identified in previous journal literature 

and pave the way for a more intelligent, responsive, and ethically balanced 

surveillance paradigm. 

3.   Proposed Methodology 

 3.1 System Architecture 

The development of the proposed Suspicious Activity Tracking System is strategical-

ly designed to address the critical gaps identified in traditional and recent surveillance 

technologies. This architecture leverages the strengths of YOLOv8 and Vision Trans-

formers (ViT), forming a hybrid model that bridges the divide between fast object de-

tection and advanced contextual understanding. The conceptual framework of this 

system is motivated by the inadequacies highlighted in previous research, where most 
surveillance models either prioritized speed over accuracy or failed to comprehend 

complex inter-object interactions in real-time scenarios. 

One of the major deficiencies in conventional systems is the lack of integrated hybrid 

models that can effectively combine spatial precision with semantic understanding. 

YOLOv8, known for its high-speed performance and robust object detection capabil-

ity, is employed in the proposed system to detect suspicious behaviors and classify 

them into distinct categories such as violence, non-violence, crowd discussions, and 

crowd fights. The model is capable of identifying various objects and human poses 

with high precision, making it suitable for fast-paced environments. 

To overcome the limitations of YOLOv8 in handling deeper semantic relationships 

and temporal dependencies, Vision Transformers are incorporated. ViT models con-

tribute to a more nuanced analysis by interpreting the contextual relationships be-
tween entities, such as distinguishing between ordinary object possession and suspi-

cious weapon handling. This integration significantly enhances the system's 

performance in recognizing complex human activities, particularly those involving 

subtle behavioral cues and object interactions. 

The proposed hybrid architecture operates as a unified pipeline wherein YOLOv8 per-

forms real-time detection and classification, while ViT refines the outputs by offering 

scene-level understanding. This synergy improves not only the accuracy and reliabil-

ity of activity recognition but also enables the system to adapt to dynamic and clut-

tered environments. 

Furthermore, the architecture is modular and scalable, making it adaptable for various 

real-world applications such as public surveillance, smart city safety infrastructure, 
and automated threat monitoring systems. The dual-model design ensures that the sys-

tem can operate efficiently under both high-speed constraints and high-complexity 

scenarios, thereby addressing the multifaceted challenges of modern surveillance sys-

tems. 
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Fig.1.Architecture diagram 

3.2Module Descrption 

1). Pre-Processing 

The process begins with the crucial phase of dataset preparation, where video and im-
age data related to suspicious activities are carefully collected, annotated, and pre-
processed. This step ensures the creation of a well-curated and structured dataset, lay-
ing a robust foundation for training and evaluating the system. Sources for the dataset 
include public repositories, custom CCTV footage, and simulation videos specifically 
designed to mimic real-world scenarios involving activities such as fighting, theft, 
vandalism, and other abnormal behaviors. 29 The preparation phase involves several 
critical tasks, including frame extraction, noise reduction, and annotation using tools 
like Roboflow. Video frames are meticulously labeled with bounding boxes and cate-
gorized into predefined activity labels, ensuring accurate identification and classifica-
tion during model training. Pre-processing further ensures consistency across data 
samples, addressing challenges such as varying resolutions, noise interference, and 
lighting conditions. This structured dataset is stored in a format optimized for compati-
bility with the YOLOv8 and Vision Transformer (ViT) architectures, enabling seam-
less integration in subsequent phases. The activity detection module represents the core 
functional layer of the system, where YOLOv8, a state-of-the-art object detection 
model, is employed. YOLOv8 is specifically chosen for its exceptional speed and ac-
curacy in detecting objects in real-time, making it an ideal choice for surveillance ap-
plications. It processes the pre-processed dataset, analyzing each video frame to identi-
fy objects of interest, such as humans, vehicles, or weapons. The model employs 
advanced deep learning algorithms to draw bounding boxes around these detected enti-
ties and assigns a confidence score to each prediction. The confidence score quantifies 
the likelihood of correct identification, providing an additional layer of reliability to the 
detection process. By efficiently detecting objects across multiple frames, the YOLOv8 
module forms the backbone of the system, supplying the critical data required for sub-
sequent activity classification. Its ability to process large-scale datasets in real time en-
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sures the system remains scalable and responsive, even in high-traffic surveillance sce-
narios.  

2).Data Integration 

The next critical layer in the architecture is the activity classification module, powered 
by the Vision Transformer (ViT) model. This module takes the outputs from 
YOLOv8specifically the bounding boxes containing objects and further processes 
them to classify activities within the video. The ViT model is particularly well-suited 
for this task due to its inherent capability to capture long-range dependencies and 
understand complex spatial and temporal relationships within video frames. Using a 
fine-tuned ViT-16 architecture, the model analyzes sequences of frames to discern the 
contextual relationships between objects and their interactions 

3).Model Training 

This module overlays the detected bounding boxes and activity labels onto the orig-

inal video frames, providing a visually intuitive representation of the system's detec-

tions. Each detected object is marked with a bounding box and its corresponding label, 

along with the confidence score. These visual cues allow operators to quickly under-
stand the nature and severity of the detected activities, enabling timely decision-

making. For instance, an identified weapon or act of violence is clearly marked on the 

frame, prompting immediate response from authorities. This real-time visualization 

enhances situational awareness, making the system indispensable in high-risk surveil-

lance zones such as airports, public transportation hubs, and critical infrastructure facil-

ities.  

4). User Interface 

The User Interface diagram provides a comprehensive overview of the system's 
operational workflow, outlining the key functional components involved in detecting 

 
Fig. 2.Data Flow Diagram 

The Data Flow Diagram (DFD) in Figure 2 for the proposed system 
isdesignedtoillustratetheflowofdata approach and its components. 
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4  Implementation 

The information about the techniques that have been used to implement the model is 

meticulously designed to address the growing challenges of public safety and security 

through the seamless integration of advanced artificial intelligence techniques. Each 

stage of the architecture is built with precision to handle the complexities of video 

data processing, starting with dataset preparation and culminating in activity 
classification, visualization, and performance evaluation. 

Step 1: Dataset Preparation The dataset is prepared using Roboflow, where images 

and video frames containing labeled abnormal activities are processed. The data is 

then split into training, validation, and test sets.  

Step 2: Model Initialization  

The pre-trained YOLOv8 model (yolov8m.pt) is selected as the starting point for 

training and fine-tuning to detect suspicious activities.  

Step 3: Training Configuration  

The model is configured for training with a batch size suitable for the hardware, an 

image resolution of 640x640, and 10 epochs.  

Step 4: Model Training  

The YOLOv8 model is trained on the prepared dataset to learn features that 

differentiate normal and abnormal activities. Training generates weight files like 

best.pt and last.pt.  

Step 5: Validation  

The model is validated using the validation set, producing evaluation metrics like 

precision, recall, and mAP (mean Average Precision). Visualization tools display 

confusion matrices and validation results.  

Step 6: Dataset Preparation  

Images and video frames containing labeled suspicious activities are collected and 

organized into training, validation, and test sets.  

Step 7: Model Initialization  

The Vision Transformer (ViT-B/16) model pre-trained on ImageNet is selected as the 

starting point and Pretrained weights are loaded, and the model is moved to the 

appropriate hardware (CPU/GPU).  

Step 8: Feature Extraction and Fine-tuning  

The base parameters of the pre-trained ViT model are frozen to retain learned features 

and the classifier head is replaced with a fully connected layer tailored to the number 

of activity classes (e.g., suspicious or normal).  
Step 9: Training Configuration  

The training process is configured with a suitable batch size, learning rate, and 

number of epochs and a cross-entropy loss function is employed for classification 

tasks, optimized using the Adam optimizer.  

Step 10: Model Training  

The ViT model is trained on the prepared dataset then during training, the model 

learns to identify patterns and distinguish between normal and suspicious activities  

Step 11: Validation The model is validated using the validation set to evaluate its 

generalization capability and results are visualized using confusion matrices and 

performance plots. 
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4.1 You Only Look Once version 8 (YOLOv8) Algorithm 

Step 1: Prepare the dataset using Roboflow, ensuring proper annotation and data 

splitting for training, validation, and testing. The dataset should include a variety of 

scenarios and labeled objects or activities to improve model robustness.  

Step 2: Initialize the YOLOv8 model with pre-trained weights (yolov8m.pt) and 

configure hyperparameters such as batch size, learning rate, and epochs. These 

hyperparameters control the training process and ensure the model learns effectively.  

Step 3: Train the model on the annotated dataset, learning spatial and contextual 

features for object and activity detection. During training, the model adjusts its weights 

based on the error in predictions, minimizing the loss function.  

Step 4: Evaluate the model on the validation dataset to calculate precision, recall, F1 

score, and mean Average Precision (mAP) metrics. These metrics are essential for 

assessing model performance:  

Precision = TP / (TP + FP)  

Recall = TP / (TP + FN) • F1-score = 2 * (Precision * Recall) / (Precision + Recall)  

mAP = mean of Average Precision values across all classes  

Step 5: Fine-tune the model using custom dataset weights and save the optimized 

weights as best.pt. Fine-tuning adjusts the model based on a specific dataset, 

improving accuracy for particular tasks. 

The pseudocode forFile Processing and Classification algorithm is 

SET folder_path TO "h&m/images"\ 

SET dataset_path TO "path/to/dataset" 

SET model_weights TO "yolov8m.pt" 

SET batch_size TO 16 

SET epochs TO 50 

DEFINE detect_suspicious_activity(video_path) 

    LOAD trained YOLOv8 model weights 

    LOAD video from video_path 

    FOR EACH frame IN video 

        DETECT objects using YOLOv8 

        IF detected_class IN ["weapon", "fighting", "vandalism"] 

            MARK frame as suspicious 

        ENDIF 

    NEXT frame 



   

 

 

 

 

 

 

  

  

   

   

   

   

 

Intelligent Surveillance System Suspicious Activity Tracking With …             271

 RETURN detected suspicious activities 

END FUNCTION 

4.2  Vision Transformer Algorithm 

Step1: Prepare the dataset by ensuring proper annotation and data splitting for training, 
validation, and testing, focusing on weapon classification. This step includes labeling 
each image with the correct class and ensuring that the dataset contains a diverse set of 
weapon categories and background variations.  

Step 2: Initialize the Vision Transformer (ViT) model with pre-trained weights and 
configure hyperparameters such as batch size, learning rate, and the number of epochs. 
The learning rate is an essential hyperparameter that controls the speed at which the 
model adjusts its weights during training, and the batch size affects training efficiency.  

Step 3: Preprocess input images into fixed-size patches (e.g., 16x16) and embed them 
into linear vectors for input into the transformer. Each image is divided into smaller 
patches, and each patch is flattened into a one-dimensional vector. These vectors are 
then passed into the transformer model for further processing.  

Step 4: Train the model on the dataset, leveraging the self-attention mechanism to learn 
spatial and contextual relationships for effective feature extraction. The Vision 
Transformer uses the attention mechanism to weigh the importance of different parts of 
the image, allowing the model to focus on relevant features.  

Step 5: Evaluate the model on the validation dataset by calculating classification 
metrics such as accuracy, precision, recall, F1-score, and confusion matrices. These 
metrics assess the quality of the model's predictions: 

The pseudocode of Vision Transformer algorithm is 

DEFINE classify_suspicious_object(image_path) 

  LOAD trained ViT model weights 

  LOAD image from image_path 

 CONVERT image into patches 

 PASS patches through transformer layers 

 PREDICT class label 

 RETURN predicted class 

END FUNCTION 

5  Result and Analysis 

The proposed Suspicious Activity Tracking System combining YOLOv8 and Vision 

Transformer demonstrated robust performance in detecting and classifying suspicious 
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activities and weapons with high precision, recall, and efficiency. YOLOv8 excelled 

in identifying activities like theft, fighting, and vandalism under varying conditions, 

while the Vision Transformer accurately classified weapons such as knives and 

hammers using its advanced self-attention mechanism. Minimal misclassifications 

and strong performance metrics, including precise confusion matrices, highlighted the 

system's reliability. Visualizations with bounding boxes, activity labels, and 

classification confidence scores enhanced monitoring capabilities. Both models 
showed consistent learning progress and adaptability to diverse scenarios, including 

low-light and crowded environments, offering a comprehensive, scalable solution for 

real-time surveillance and actionable insights. 

 
 

Fig. 3. Performance metrics of mean Average Precision 

The Figure 3 illustrates the detailed performance metrics derived from the validation 

of the test case using the model's training data. The image highlights the progressive 

improvement in the model's learning over successive epochs, as evident from the 

steady upward trend of the performance curve. This curve indicates the model's 

ability to refine its predictions through continuous exposure to the training set, 

effectively minimizing errors and enhancing accuracy. The metrics also demonstrate 

the superior capability of the current model compared to its predecessor, as the curve 

surpasses the arc achieved by the previous architecture. The enhanced learning is 

attributed to the optimization of hyperparameters, the integration of advanced feature 
extraction mechanisms, and the robustness of the training data. The figure serves as a 

testament to the model's capacity to adapt and generalize, ensuring improved 

detection accuracy for concealed weapons and reducing false positives and false 

negatives in real-worldascenarios. 
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Fig. 4. Performance metrics of model accuracy 

Figure 4 provides an in-depth visualization of the performance metrics related to the 

Vision Transformer (ViT) model's accuracy in detecting weapons during the test case 

analysis. The graph showcases a distinct curve representing the relationship between 

training and testing accuracy, with a pronounced gap indicating the model's enhanced 
ability to generalize and learn 40 effectively from the dataset. This deeper curve 

reflects the ViT model's superior learning capacity, attributed to its self-attention 

mechanism, which allows it to capture intricate spatial and contextual features within 

the video footage. The gradual convergence of the train and test curves over 

successive epochs demonstrates the model's ability to fine-tune its predictions while 

reducing overfitting.  

6.         Conclusion and Future Work 

Intelligent Surveillance System Suspicious activity Tracking with YOLOv8 and 

Vision Transformer highlights the critical role of YOLO v8 and Vision Trans-

formers (ViT) in advancing surveillance capabilities, underscoring their unique 

strengths and complementarity. The integration of these models presents prom-

ising opportunities to optimize suspicious activity tracking, benefiting from the 

speed of YOLO v8 while capitalizing on the nuanced understanding provided 

by ViTs. Moreover, the exploration of hybrid approaches could unlock further 

advancements in the field, addressing current challenges such as computational 

overhead and the need for extensive datasets. As surveillance technology con-

tinues to evolve, focusing on ethical considerations regarding privacy and real-

world deployment challenges will be paramount for ensuring that these ad-
vanced systems are implemented responsibly. Overall, the findings affirm that 

enhancing surveillance surveillance capabilities through the innovative use of 

YOLO v8 and ViT is not only feasible but essential for addressing the growing 

complexities of security threats in today's dynamic world. 
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