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Abstract. Fog computing is quickly becoming a game changer in healthcare by addressing 

some of the limitations of traditional cloud systems. Processes data locally, right at the 

network’s edge, which means it can reduce delays, better manage bandwidth, and improve how 

quickly healthcare systems can respond in real time. This paper delves into how fog 

computing’s multi-layered architecture works together with healthcare IoT devices to support 

essential services like monitoring patients remotely, analyzing surgical data and managing 

chronic illnesses. Discussion of various techniques for scheduling tasks, scaling systems, and 

allocating resources, discussing how each affects performance and helps cut down on latency. 

Also, explored how fog computing can push forward predictive analytics, boost telemedicine, 

and maintain continuous care in areas that are typically underserved. Although fog computing 

has a lot of promise, there are still challenges, such as making different systems work together, 

ensuring data is secure and handling its growth. This study points out these challenges and 

suggests directions for future research to fully unlock fog computing’s potential to transform 

healthcare. 

Keywords:Fog, computing, Smart Healthcare, Cloud Computing, Latency, real-time 
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1 INTRODUCTION 

Fog computing extends the classical cloud systems by moving data processing, 

storage, and networking closer to the sources of the data, like IoT devices, sensors, 

and routers. In contrast to typical cloud models that depend on remote data centers, 

fog computing supports local processing on the edge of the network. This greatly 

minimizes latency and boosts performance for applications demanding prompt 

responses.This transition is becoming more significant as real-time processing is now 

crucial in the domains of autonomous vehicles, smart energy grids, networked 

healthcare systems, and next-generation mobile networks. In these scenarios, even 

little delays can be devastating. In the medical field, fog computing is particularly 

precious since it facilitates real-time healthcare applications. Whereas cloud 

computing is particularly suitable for data storage and analysis in large quantities, it 

tends to have difficulty with situations requiring immediate response. A case in point 

is ambulance dispatch. Delay caused by cloud latency can impede decisions that are 

urgent in nature. Fog computing remedies this by processing near the patient or the 

medical device, which allows for quicker response. It extends powerful computing 
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resources to local networks so that critical health metrics such as heart rate and blood 

pressure can be processed instantaneously at local fog nodes rather than being 

forwarded to remote cloud servers. This necessitates low latency and effective task 

scheduling for the success of health technologies based on the Internet of Things. 

Latency refers to the delay between data generation and processing, which is critical 

in remote patient monitoring, real- time diagnostics, and emergency response. 

Traditional cloud systems suffer from high latency leading to delays that can 

bedetrimental in life-critical situations. Fog computing optimizestask scheduling by 

processing urgent tasks immediately whileefficiently managing system resources. It 

minimizes networkcongestion and ensures faster responses. Effective 

schedulingalgorithms adapt to fluctuating conditions, maintaining system 

responsiveness even during high-demand scenarios. Thismakes fog computing a 

crucial solution for modern healthcare,enhancing real-time decision-making and 

improving patientoutcomes. 

 

Fig 1.Layered Architecture of Computing for Smart HeathCare System 

2 BACKGROUND 

2.1 Fog Architecture for Smart Healthcare Environment 

The fog computer architecture is a layered architecture as shown in fig. 1. The figure 

illustrates the hierarchical structure of fog computing in a smart healthcare 

environment. The fog computing architecture can be broken down into three primary 

layers: Cloud Layer, Fog Layer, and Edge Layer, each contributing to the efficient 

handling of data processing, storage, and networking. 



 

 

2398             C. Ahlawat et al.

2.2 Related Work of Fog Computing with Smart Healthcare Environment 

Several studies have examined the integration of fog computing with advanced 

technologies to enhance real-time health-care systems. Table 1 compares these 

studies. Latha et al. [5] proposed a fog-based model using iFogSim combined with   

POMDP for heart disease risk prediction. Quy et al. [3] introduced a layered fog-cloud 

architecture that improves real-time responses in IoT healthcare by performing 

computations at the edge. Khan et al. [6] developed a dynamic resource allocation 

algorithm in iFogSim to minimize delays and network usage in healthcare 

applications. Talaat et al.[7] extended this with IoT, fog computing, and reinforcement 

learning in EPRAM for real-time resource allocation and accurate healthcare 

predictions. Oueida et al. [8] applied edge computing and Petri nets to improve 

emergency department resource allocation, significantly reducing patient wait times. 

The Background section explored the foundational principles of fog computing and its 

layered architecture, emphasizing its role in minimizing latency for critical 

applications. The Research Methodology section systematically evaluates the studies, 

focusing on algorithms and solutions for implementing fog computing in smart 

healthcare. 

Table 1. RELATED WORK FOR FOG COMPUTING IN SMART HEALTHCARE 

ENVIRONMENT 

Author Year Objective Technique Parameters Algorithm Remarks 

 

Latha; P. 

Vetrivelan [5] 

2019 Develop a 

real-time 

healthcare 

monitoring 

system for 

heart disease 

risk prediction 

using fog 

computing and 

POMDP. 

iFogSim and 

POMDP for 

local processing 

and decision-

making under 

uncertainty. 

Latency, 

Scheduling 

iFogSim for 

fog 

simulation, 

POMDP for 

decision-

making 

Reduces 

latency, 

enhances 

timeliness 

and 

accuracy but 

has 

scalability 

and 

complexity 

challenges. 

Vu Khanh 

Quy, et al. [3] 

2022 Enhance IoT-

based smart 

healthcare by 

reducing 

latency and 

improving 

real-time 

response. 

Layered fog-

cloud 

architecture for 

real-time data 

collection and 

local processing 

at fog nodes. 

Latency, Service 

Response Time, 

Bandwidth, 

Storage 

Layered 

architecture 

Reduces 

latency and 

server 

overhead for 

efficient 

emergency 

healthcare 

services. 
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Salman Khan, 

et al. [6] 

2022 Develop an 

optimal 

resource 

allocation and 

load balancing 

algorithm. 

Workload-aware 

resource 

allocation and 

load balancing 

via task 

sequencing and 

dynamic 

workload 

distribution. 

Delay, Energy 

Consumption, 

Network 

Bandwidth, 

Throughput 

Resource 

allocation and 

load 

balancing 

algorithm 

Achieves 

significant 

delay, 

energy, and 

network 

usage 

reductions 

but lacks 

focus on 

security and 

runtime 

failures. 

Shuo Tian, et 

al. [10] 

2019 Introduce 

advanced 

technologies 

for efficient 

and 

personalized 

smart 

healthcare. 

IoT, big data, 

and AI for real-

time healthcare 

solutions. 

Machine 

learning and AI 

- Highlights 

AI's 

potential for 

personalized 

healthcare. 

Catalina 

Valenzuela-

Núñez, et al. 

[9] 

2023 Enhance 

resource 

utilization by 

predicting 

patient no-

shows and 

using 

overbooking 

strategies. 

Machine 

learning and 

integer linear 

programming. 

- ML-based 

scheduling 

model 

Optimizes 

resource 

utilization 

through 

prediction 

and 

scheduling. 

3 KEY CONTRIBUTIONS OF THE PAPER 

This work examines the contribution of fog computing toward revolutionizing 

healthcare through the mitigation of latency and the provision of real-time response in 

IoT-based health applications. It discusses task scheduling strategies, such as priority-

based and energy-aware methods, to maximize resource assignment and system 

dependability. The research also considers how systems based on fog can be scaled 

efficiently with the maintenance of high performance and low delay even when the 

data volume and users rise. It examines current fog computing models closely, 

reviewing what they have done well, where they are lacking, and how they can be 

enhanced. Practical applications like remote monitoring of patients, chronic disease 

management, and real-time analysis of surgical data all serve to illustrate how fog 
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computing can enhance the efficiency and responsiveness of healthcare. The research 

also explores some of the major challenges in this arena, such as data security, system 

compatibility, and limited computing capacity. By reviewing these problems, the 

research provides valuable insights that have the potential to direct the future of fog 

computing in smart health systems. 

4 RESEARCH METHODOLOGY 

Different from a typical review, comparison analysis is more formal and systematic in 

exploring, comparing, and synthesizing results of various studies. It critically assesses 

available studies to find trends, identify gaps, and trace improvement in healthcare 

systems based on fog. Through comparing major studies, this approach facilitates a 

closer understanding of the area and facilitates the development of creative solutions 

to address the issues discovered. Therefore, this work uses a comparison analysis as a 

rigorous method to classify and evaluate fog computing systems in smart healthcare 

environments. 

4.1 Objective of the Study: Key Research Questions 

The research questions of the current study are as follows: 

RQ1 How can fog computing reduce latency in time-critical healthcare applications, 

such as remote patient    monitoring and telemedicine? 

RQ2 What are the main factors contributing to high latency in healthcare networks, 

and how can fog nodes be 

positioned to minimize these delays? 

RQ3 What are the most effective scheduling algorithms for processing healthcare data 

at fog nodes, and how    do they impact overall system performance? 

RQ4 How does the scalability of fog nodes in healthcare systems impact latency, and 

what strategies can be 

employed to manage increasing workloads effectively? 

4.2 Paper Selection Process 

Papers were selected through a comprehensive search of multiple sources, including 

IEEE Xplore, Springer, and Elsevier, spanning the years 2015 to 2024. Keywords 

such as ”fog computing,” ”healthcare IoT,” ”latency reduction,” ”task scheduling,” 

and ”scalability” were used to filter relevant studies. 

The current section gave a comprehensive examination of current studies and methods 

to tackle problems in fog- 

based healthcare systems. The following segment concentrates on creating important 

research inquiries and showing their solutions. 
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Table 2.COMPARISON ANALYSIS OF FOG COMPUTING IN SMART HEALTHCARE 

ENVIRONMENT 

Author Pros Cons 

Shuo Tian, 

Wenbo Yang, 

et al. [10] 

Low Response Time,Efficient Resource 

allocation, real-time monitoring, telemedicine 

Data complexity, secu- 

rity risks, high cost, 

privacy concerns, inte- 

gration challenges 

R Latha; P 

Vetrivelan [5] 

Low Latency, BetterDecision Making, Efficient 

Resource Utilization 

 

Complex,Less 

Scalable, 

Higher 

ResourceConsumption

, HighOperational Cost 

Catalina 

Valenzuela- 

N´u˜nez, et al. 

[9] 

No-show prediction,Efficient Resource, 

Utilization, usesSVM which showshigh accuracy 

of thescheduling mode 

 

Overbookingrisk, 

service 

quality 

concerns,computationa

l 

complexity, 

datadependence 

Fatma M. Ta- 

laat (EPRAM) 

[7] 

Real-time allocation,low latency, efficient 

load balancing,accurate predictions,QoS 

improvement 

 

High complexity, 

memory heavy, 

frequent updates, data 

dependency 

Salman Khan, 

Ibrar Ali Shah, 

et al. [6] 

Low delay, optimizedresource allocation, im- 

proved bandwidth consumption, IoHT optimized 

 

Limited 

Resources,Complex, 

frequentUpdates 

Vu Khanh Quy, 

et al. [3] 

Ultra-low latency, real-time decision-making, 

Low service responsetime, high system 

performance 

Integration 

complexity,high initial 

investment,low 

privacy 

 

Soraia Oueida, 

et al. [8] 

Optimizing resourceutilization, reducing, patient 

waiting times,highly reliablereal-time resource 

management 

Limited to non-

consumables, 

setup 

complexity,computatio

nal load 



 

cloud dependency[11]. 

and minimizes delays[13]. 
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5 FOG COMPUTING IN SMART HEALTHCARE 

ENVIRONMENT 

RQ1. How can fog computing reduce latency in time-critical healthcare 

applications such as remote patientmonitoring and telemedicine? 

RS1.Fog computing minimizes latency by processing data closer to its source instead 

of relying on distant cloud servers. This enables real-time analytics and rapid 

decision-making[3]. 

As shown in Fig. 2, localized processing is essential in healthcare, where timely 

actions like alerting medical staff 

or triggering automated responses—can significantly impact patient outcomes[11]. 

• Proximity : Fog nodes near healthcare facilities or patient locations ensure faster data 

transmission[13]. 

• 

i

Edge Processing: IoT health data (e.g., heart rate monitors) is processed at fog nodes 

n real time, eliminating 

• Bandwidth Efficiency: Reducing cloud communication lowers network congestion 

Example Diagram: Fig. 2 illustrates fog computing’s role in time-sensitive healthcare 

applications. Patient   devices send health data to local fog nodes for immediate 

processing. Critical data is analyzed at regional fog nodes, while routine    data is 

stored in the cloud. Emergency alerts and responses are sent via fog nodes to doctors 

and patients. 

RQ2. What are the main factors contributing to highlatency in healthcare 

networks, and how can fog nodes bepositioned to minimize these delays? 

RS2. Factors Contributing to High Latency:  

• 

s

Network Distance: Data travels long distances between IoT devices and cloud 

ervers[12]. 

• Bandwidth Congestion: High data volume in healthcare networks causes delays. 

• 

p

Resource Allocation: Inefficient resource allocation delays time-sensitive data 

rocessing. 

Positioning Fog Nodes to Minimize Latency: 

• 

r

Proximity to Healthcare Facilities: Placing fog nodes near hospitals or homes 

educes data travel distance[13- 14]. 

• 

g

Edge-Network Placement: Deploying fog nodes at key locations, such as hospital 

ateways, minimizes the    need for cloud reliance. 

• Hierarchical Distribution: Layered fog nodes (local and regional) process urgent data 

at the nearest node. 

RQ3. What are the most effective scheduling algorithmsfor processing healthcare 

data at fog nodes, and how dothey impact overall system performance? 

RS3. Effective Scheduling Algorithms (shown in fig 4): 



  

 

parameters, improving performance over other meta-heuristic algorithms [15]. 

 

resource allocation and  reducing response time [16]. 
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• First-Come, First-Served (FCFS): Simple but may not prioritize urgent healthcare 

data [15]. 

• Priority Scheduling: Assigns tasks based on urgency, reducing latency for critical 

data but requiring efficient 

priority assignment. 

• Round-Robin (RR): Balances workload but may not optimize for latency in time-

sensitive healthcare tasks. 

• Earliest Deadline First (EDF): Prioritizes tasks with imminent deadlines, suitable for 

time-critical healthcare 

applications. 

• Energy-aware Scheduling: Balances energy consumption with latency, improving 

system sustainability and    performance [17]. 

Opposition-based Chaotic Whale Optimization Algorithm (OppoCWOA): 

• Description: Optimizes time and energy consumption by considering QoS 

• Impact: Reduces latency and improves resource utilization. 

Dynamic Load Balancing Technique (EDLB): 

• Description: Uses CNN and modified PSO for dynamic load balancing, improving 

• Impact: Reduces latency and enhances system performance. 

Example Diagram: Fig 4 illustrates how scheduling algorithms (FCFS, Priority 

Scheduling, Round-Robin, EDF, Energy-aware Scheduling) manage healthcare tasks 

in fog nodes, optimizing latency, energy usage, and resource allocation for improved 

real-time efficiency. 

RQ4. How does the scalability of fog nodes in healthcare systems impact latency, 

and what strategies can beemployed to manage increasing workloads effectively? 

RS4. Scalability’s Impact on Latency: 

• 

ri

Increased Workload: As the number of IoT devices (e.g., wearable health monitors) 

ses, the demand on fog 

nodes increases, leading to high latency due to resource competition [13]. 

• 

o

Resource Bottlenecks: Without proper scalability, fog nodes may become 

verwhelmed, causing delays and 

reduced performance in healthcare systems. 

Strategies for Managing Workloads: 

• 

r

Dynamic Resource Scaling: Automatically adjust fog node numbers or allocate 

esources (e.g., virtual ma- 

chines) based on current workloads, ensuring low latency during peak times. 

• Load Balancing: Distribute tasks across multiple fog nodes to avoid overloading any 

single node, improving 

latency and reliability. 

• 

ti

Hybrid Cloud-Fog Architecture: Use the cloud for non-critical data while offloading 

me-sensitive processing to fog nodes. 
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• Edge Caching: Store frequently accessed healthcare data at fog nodes to minimize 

data transfers and reduce latency [30]. 

Example Graph: Impact of Scalability on Latency A graph visualizing how latency 

increases as workload (number of healthcare devices) grows and how dynamic scaling 

can reduce this by adding fog nodes. 

This section explored scalability challenges and strategies for optimizing fog 

computing in healthcare, focusing on latency reduction and task scheduling. The next 

section will discuss specific Applications of Fog Computing in Smart Healthcare, 

highlighting its role in real-time patient monitoring, remote diagnostics, and 

emergency response systems. 

 

Fig. 2. Fog Computing in Time-Critical Healthcare Applications 

6 APPLICATIONS OF FOG COMPUTING IN SMART 

HEALTHCARE 

Automatic Diagnosis of Heart Diseases: Tuli et al. [18] present HealthFog, a fog-

based system that leveragesdeep learning and IoT for early cardiac disorder detection. 

Traditional diagnostics often miss early signs of tachy cardia and strokes, requiring 

expert analysis. HealthFog processes data from IoT-enabled cardiac monitors using 

deep learning models, providing accurate, low-latency results while minimizing 

energy consumption. 
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Fig. 3. Impact of Scalability on Latency in Fog Computing 

• Remote Pain Monitoring Using Fog Computing: A fog computing architecture 

[19] enhances real-time pain detection by analyzing signals from wearable biosensors, 

such as facial muscle activity and heart rate (sEMG, ECG). Processing data at fog 

nodes enables immediate pattern recognition, allowing healthcare providers to respond 

promptly. •Assistance of Pregnant Women: Beri et al. [20] proposed a fog-assisted 

system where smart wearables monitor vital signs like temperature, blood pressure, 

ECG, and oxygen levels. Rule-based algorithms analyze this data, delivering real-time 

alerts and health recommendations to ensure timely medical attention. 

• Tracking and Controlling Hypertension: An IoT-fog framework supports real-

time hypertension monitoring by locally processing health indicators such as blood 

pressure, cholesterol, and glucose levels. This system allows for remote monitoring of 

elderly, disabled, and isolated patients, helping them avoid frequent trips to the 

hospital.

 

Fig. 4. Scheduling Algorithms in Healthcare Fog Nodes 



 

complex due to the lack of 

data coherence issues. 

which may necessitate cloud reliance, reducing system efficiency. 
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7 ISSUES AND DRAWBACKS 

While fog computing enhances healthcare, particularly in chronic disease management 

and real-time monitoring, it also presents several challenges: 

1) Interoperability: Integrating diverse medical devices with fog infrastructure is 

standardization in protocols, data formats, and communication methods, leading to 

2) Security and Privacy: The decentralized nature of fog computing exposes sensitive 

patient data to cyber 

threats, including unauthorized access, attacks, and data breaches. 

3) Scalability Issues: The growing volume of healthcare data from connected devices 

strains fog systems, making it harder to maintain fast processing speeds and system 

reliability. 

4) Resource Constraints: Fog nodes, while closer to the data source, have limited 

processing power and storage, 

5) Latency in High-Volume Environments: In data-intensive healthcare settings, fog 

nodes may struggle to process large amounts of real-time data, leading to delays in 

critical decision-making. 

According to IEEE Xplore data [Fig 5], from 2019 to 2024, fog computing research 

has grown significantly, with 

4,098 papers on ”Fog Computing” (FC) and 2,328 on ”Fog Computing Application” 

(FCA). Healthcare-focused research is emerging, with 207 papers on ”Fog Computing 

in Smart Healthcare” (FCSH) and smaller studies on scheduling (19), optimization 

(21), and latency (78). This trend highlights a strong research foundation and 

increasing focus on healthcare applications. 

 

Fig. 5. Number of Papers Published on Fog Computing Topics (2019-2024) - IEEE Xplore 
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8 CONCLUSION 

Fog computing enhances healthcare by reducing latency through local data processing 

at intermediary nodes, enabling real-time responses crucial for remote monitoring, 

emergency diagnostics, and life-saving interventions. This decentralized approach 

helps reduce delays caused by transmitting data to the cloud. To react quickly during 

emergencies, scheduling techniques such as Earliest Deadline First and priority 

scheduling are applied to process urgent health conditions like irregular heart rate 

detection, while less severe jobs are processed later. With healthcare becoming more 

reliant on IoT devices, fog-based systems must expand and scale smoothly. By 

utilizing strategies such as dynamic scaling and load balancing, they can be kept up to 

speed, reliable, and capable of processing real-time medical treatment. 

9 FUTURE WORK: APPLICATIONS AND RESEARCH 

GAPS IN FOG COMPUTING FOR HEALTHCARE 

1) Emerging Applications in Healthcare: Fog computing can greatly enhance 

healthcare by allowing physicians and care teams to remotely monitor patients and 

identify potential health complications early on, before they become emergencies. 

Through the assistance of local fog nodes, early symptoms of medical conditions can 

be detected, enabling faster response and improved opportunities for avoiding 

emergencies. 

2) Expanding Beyond Emergency Scenarios: Fog computing is not only valuable 

during crises-it can also go a long way in treating long-term ailments such as high 

blood pressure and diabetes. Through constant monitoring of a patient's health in real 

time, it provides physicians with greater insight and reduces the necessity for regular 

hospital visits, resulting in improved health and care in the long run. 

3) Research Gaps: Despite its promise, however, fog computing continues to 

encounter issues surrounding security and privacy, particularly when it involves 

sensitive health data. There is an increasing requirement for robust real-time defense 

mechanisms like differential privacy and homomorphic encryption to protect patient 

data and avert possible breaches. 
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