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Abstract.Vehicular Ad Hoc Networks (VANET) support real-time vehicle-to-

vehicle and vehicle-to-infrastructure communication, but DDoS attacks have a 

significant effect on network availability, resulting in high packet loss and inter-

ference with emergency systems. Although ML-based Intrusion Detection Sys-

tems (IDS), Trust-Based Authentication, and Network Intrusion Detection Sys-

tems (NIDS) provide high detection accuracy, they are plagued by high compu-

tational overhead, scalability, and fixed detection thresholds. After extensively 

reviewing the literature, we have identified the key research challenges are sparse 

real-world datasets, difficulty in multi-attack mitigation, and non-integration 

with 5G and cloud security. This review paper also suggests the future explora-

tion in the areas of Self-Healing Security Mechanisms, Federated Learning, Ti-

nyML, AI-based SDN policies, and quantum-resistant cryptography to achieve a 

scalable and adaptive security architecture for next-generation VANETs. 

Keywords.VANET, DDoS Attack, Machine Learning, Security, Attack Detec-

tion 

1 Introduction 

Vehicular Ad Hoc Networks (VANETS) are a specialized subset of Mobile Ad Hoc 

Networks (MANETS) that aims to facilitate vehicle to vehicle communication (V2V) 

and vehicle to infrastructure (roadside) communication (V2I) in order to avoid conges-

tion by improving traffic flow and road safety. They do not require a fixed infrastructure 

for communication as they are deployed in a highly mobile and dynamic environment 

where every vehicle serves as a node during the exchange of information from one 

vehicle to another. The key components of VANET are the On-Board unit and Roadside 

unit. 

VANETs are expanding more rapidly with the enhancement of V2X communication, 

driving the automotive V2X market from $2.56 billion in 2021 to a projected $36.43 

billion in 2031 (CAGR 36.5%)[1]. The number of V2X-capable vehicles is projected 

to rise from 0.7 million in 2020 to 35.1 million by 2025[2], enhancing road safety with 

real-time traffic and hazard information exchange. The United States Department of 

Transportation promotes adoption at large, with a vision for zero roadway deaths[3]. 
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As more automobiles become networked, VANETs are increasingly important to low-

latency, high-reliability smart transportation systems. 

As indicated in the figure below, OBUs in cars communicate with one another (V2V) 

to exchange real-time data such as location, speed, and traffic flow forenhanced road 

safety and fewer accidents. OBUs also communicate with RSUs, via vehicle-to-infra-

structure (V2I) communication. RSUs serve as bridges between vehicles and external 

networks, allowing transmission of important vehicular information to traffic manage-

ment systems for better coordination. Through increasing network stability and guar-

anteeing low-latency communication, RSUs are important components in real-time 

data exchange. OBUs transmit critical information—like traffic, road conditions, 

weather information, and emergency messages—to RSUs, which in turn transfer this 

information to cloud systems for processing and storage. This unbroken data transmis-

sion enables authorities to control congestion effectively and maximize overall 

transport efficiency. 

 

Fig. 1.VANET Architecture 

The cloud is also important in bringing together and analysing this huge volume of data, 

using AI and big data analytics to deliver predictive information, like accident hotspots 

or best traffic diversion. Cloud integration also makes it possible to have over-the-air 

software updates for cars, keeping them secure and current with the latest standards. 

The cloud-based VANET infrastructure provides a number of benefits, such as real-
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time traffic observation, enhanced navigation, and better decision-making for autono-

mous vehicles. It facilitates smooth data exchange across various regions, making sure 

that vehicles are provided with accurate and timely information irrespective of their 

location. Nevertheless, this reliance on cloud storage and communication networks also 

poses security threats, such as possible cyberattacks on data integrity and privacy. One 

of these threats is DDoS Attacks, which is discussed further in the paper, as well as 

possible countermeasures for the prevention of it 

1.1 Security issues 

Security issues in VANETs[4] have a substantial impact on the reliability, safety, and 

privacy of vehicle communication systems. These vulnerabilities can result in illegal 

access, data tampering, network delays, and privacy violations ultimately compromis-

ing the trust and functionality of the system. Authentication guarantees that only au-

thorized users and devices have access to the network, preventing malicious individuals 

from impersonating legal vehicles or equipment. Non-repudiation ensures that partici-

pants cannot deny their actions, which is essential for accountability in situations such 

as accident reporting and traffic infraction detection. Integrity guarantees that data ex-

ecuted across the network is undamaged, as even minimal tampering with messages 

can have serious effects, such as misleading collision warnings or inaccurate traffic 

updates.The guarantee that the network will continue to function while guarding the 

system against attacks such as Denial-of-Service (DoS) attacks, which could damage 

the communication and cause chaos on the roads is taken by Availability. VANETs are 

large-scale and dynamic, following key management principles of securely creating, 

distributing and revoking cryptographic keys becomes challenging. Confidentiality in-

cludes protecting the user privacy by preventing sensitive information from being re-

vealed to unapproved individuals. 

Numerous studies have shown that Distributed Denial of Service (DDoS) attacks are 

one of the biggest risks to the network’s ability to provide services. The highest possible 

packet loss of up to 82% [5], is caused by DDoS attacks which affects the network by 

slowing down emergency communications. DDoS attacks can completely shut down 

VANETs by overloading the network with excessive traffic. This affects vehicle-to-

vehicle (V2V) as well as vehicle-to-infrastructure (V2I) communication. 

A single malicious vehicle can create multiple false identities to confuse other vehicles 

and traffic management systems, potentially causing congestion, accidents and incor-

rect routing. This creates a network distrust compared to other cyberattacks like Sybil, 

Man-in-the-Middle (MITM), Black Hole and Gray Hole attacks which affect the trans-

portation efficiency and safety. By intercepting and altering messages between cars, 

MITM attacks compromise communication integrity and lead to risky route choices, 

altered traffic lights, and increased congestion. Black Hole attacks consist of rogue 

nodes misleadingly promoting best routes to lure data packets, which are then com-

pletely dropped, disconnecting essential vehicle-to-vehicle (V2V) and vehicle-to-infra-

structure (V2I) communication. Likewise, Gray Hole attacks individually drop packets 

rather than all simultaneously, becoming more difficult to identify while still impeding 
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network performance by delaying or discarding important messages. While packet loss 

due to these attacks typically ranges between 30% to 50%, it is still significantly lower 

than the 82% packet loss caused by DDoS attacks, which makes DDoS a much more 

severe threat. Although these attacks undermine road safety and traffic efficiency, 

DDoS attacks stand out as the most critical due to their ability to paralyze the entire 

network, highlighting the urgent need for effective detection and mitigation strategies. 

1.2 On-Board Unit 

On-Board Unit(OBU) is considered the main part of Vehicular Ad Hoc Network. OBU 

helps with the smooth communication between vehicles and infrastructure. OBU is in-

stalled in a vehicle that mainly acts as a interface for data exchange, it helps the transfer 

of data for different types of applications and makes sure the V2V and V2I communi-

cation is efficient. OBU not only helps in message relay, but also ensures safety, traffic 

management and autonomous driving capabilities by integrating advanced technology. 

OBU also helps streamline processes like toll payments, traffic management and vehi-

cle management by wirelessly transmitting data. 

One of the major technologies used by an OBU is Dedicated Short-Range Communi-

cation (DSRC), this technology operates within the 5.9GHz frequency band. DSRC 

makes sure there is low-latency and that direct communication is established between 

vehicles and roadside units. Another technology used in Cellular Vehicle to Every-

thing(C-V2X). This technology uses existing cellular networks to provide both direct 

and network-based communications, giving enhanced range and reliability for 

manyV2X applications. OBU can also integrate WI-FI and Bluetooth technologies that 

will give support in vehicle connectivity. Some OBUs also have Global Navigation 

Satellite systems, like GPS, to help in proper positioning information that is important 

for navigation and location-based services. 
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Fig. 2.OBU architecture 

The architecture of the On-Board Unit (OBU), as depicted in the figure above, is di-

vided into three layers, namely the Input Layer, Processing Layer, and Output Layer. 

Each of these layers serve as a significant component in communication and decision-

making. The input layer, as the name suggests, deals with the acquisition of data from 

external sources and interacting with the other components. It consists of the GPS Mod-

ule, which obtains real-time location data of the vehicle, and the Serial Port Information 

Processing Unit, which is responsible for converting the raw GPS signals into useful 

digital data. The other two modules, Data Transceiver and Wireless Communication, 

are responsible for real-time vehicle-to-vehicle (V2V) and vehicle-to-infrastructure 

(V2I) communication, which allows easy data exchange between vehicles and their en-

vironment. 

The Processing Layer is the heart of the OBU. This layer contains the ARM (Advanced 

RISC Machine) Processor, which is responsible for running the complex computations 

and making decisions. Within this layer lies the Judgement & Decision-Making Unit, 

which acquires data from the input layer and uses that data to make informed decisions. 

The Memory Unit which is located in the processing layer is in charge of retaining and 

storing critical data from sources, for real-time operations and historical analysis. Fi-

nally, the Output Layer consists of the Human Machine Interface Module which trans-

mits and presents messages and other required information to the user using various 

output mechanisms. This multi-layered structure of the OBU ensures an organized and 

effective communication system, which enhances road safety and intelligent decision-

making in VANET systems.  
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2 Literature Review 

2.1 Authentication 

A number of studies have recognized and addressed the problems of secure VANET 

systems against DDoS attacks, which interferes with the communication between ve-

hicles and their surroundings by overwhelming the network with futile or malicious 

traffic. One such study[6], presents an evolved Intrusion Detection System (IPS) that 

implements reCAPTCHA mechanisms to detect and distinguish between legitimate and 

illegitimate traffic. In the paper, the authors have introduced a reCAPTCHA Controller 

using information theory-based measurements like frequency distribution and entropy 

analysis to detect and mitigate automated DDoS attacks. This system uses a stochastic 

model-based reCAPTCHA mechanism with a covariance analyser and rule-based fil-

tering to enhance the accuracy of the detection model. By implementing packet delivery 

ratio (PDR), average latency (AL), detection rate (DR), and energy consumption as 

performance metrics, the technique put forward in the paper exhibits better efficiency 

in detecting and mitigating DDoS attacks as compared to the current methodologies 

like Firecol and AODV-based detection systems. 

2.2 Integrity 

In[7]the authors suggested trust-based detection scheme strengthens VANET security 

by identifying and avoiding DDoS attacks with a trust assessment and clustering tech-

nique. Nodes are evaluated against trust metrics and clustered into groups with only 

trusted nodes being allowed to exchange information. This hierarchical framework en-

hances detection efficiency at the cost of computational overhead. Through real-time 

surveillance of network utilization, the approach performs better than AODV (Ad hoc 

On-Demand Distance Vector) and Firecol in packet delivery ratio (PDR), detection rate 

(DR), and energy consumption (EC)and minimizes delay, enhances efficiency, and al-

locates bandwidth best for enhanced VANET security. 

2.3 Availability 

The paper [8], deals with the detection of DDoS attacks in Vehicular Ad Hoc Networks 

(VANETs), which are extremely susceptible because they are wireless. These attacks 

make the network unavailable by flooding it with malicious traffic, denying access to 

critical information such as traffic real-time updates and emergency signals, causing 

congestion and possible road accidents. To address this, the paper suggests a Hybrid 

SVM-based Detection Algorithm that uses AnovaDot and RBFDot kernels together to 

increase accuracy and efficiency to detect DDoS attacks. The model has a two-stage 

classification: AnovaDot kernel initially detects attack patterns, and its output is again 

enhanced by the RBFDot kernel for improved classification. It is trained and tested 

against important network metrics like jitter, packet loss, delay, and collisions under 

normal and attack situations. Performance measurement indicates that the hybrid ap-

proach is more accurate, reduces false positives, and detects attacks in real-time com-

pared to individual SVM models. Nevertheless, the research is not without its 
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limitations, which include computational expense, no real-world verification, and no 

network overhead analysis. Future enhancements might include deep learning models 

for adaptive attack detection, edge computing for real-time processing, and network 

optimization methods for improvement in scalability and practical deployment in 

VANETs. 

The PETRAK [9], solution increases VANET security through the incorporation of 

machine learning (ML) and post-quantum cryptography to detect and avert DDoS at-

tacks. PETRAK incorporates an adaptive traffic threshold within an Intrusion Detection 

Prevention System (IDPS) to determine abnormal traffic flow. The four key functions 

of PETRAK include prevention, alarm, training, and detection. The alarm monitor 

watches over network parameters and activates detection when there are anomalies. 

The prevention mechanism is in immediate and future modes, employing logistic re-

gression and signature-based filtering to identify and block malicious packets. 

PETRAK has 99% accuracy in identifying DDoS attacks by examining datasets such 

as KDDCUP'99, CIC-MalMem-2022, and ToN-IoT, demonstrating its efficiency in 

VANET security. 

In [10], the author suggests a Variant Artificial Bee Colony Algorithm (VABCA) to 

improve DDoS attack prevention in Vehicular Ad-Hoc Network (VANETs). VABCA 

incorporated Cellular Automata, Differential Evolution, and Opposition-Based Learn-

ing while keeping the Artificial Bee Colony Algorithm as the fundamental algorithm. 

Cellular Automata was used for assessing vehicle nodes using a systematic approach, 

providing quicker decision-making with the help of parallel processing. The algorithm 

presented by the author is partitioned into three stages: the employer bee stage, onlooker 

bee stage, and scout bee stage. The employer bee stage’s primary role is to gather node 

information, including location, mobility rate and reputation. All this information is 

later processed by the help of a Cellular Automata model to improvise node selection. 

During the onlooker stage, Differential Evolution-based approaches improve the selec-

tion. Differential Evolution applies mutation and crossover to improve exploitation ef-

ficiency by making sure the most optimal candidates are selected. The Scout Bee stage 

employs chaotic systems and opposition-based learning for adding randomness and im-

proving exploration without causing premature convergence. Premature convergence 

is avoided by exploring the use of alternate node selection. Through all these mecha-

nisms, VABCA maintained exploration-exploitation balance.  VABCA helped improve 

the Dynamic adaptation of models to network conditions, and also boosted the resili-

ence of vehicular communication against cyber-attacks. The performance of the algo-

rithm is evaluated with the help of SUMO and OMNET++ simulation, demonstrating 

its accuracy to CA-ABCA and AC-ACO in minimizing attacks and ensuring network 

stability. 

In this paper [11], the authors have presented a machine learning-based system to detect 

DDoS attacks in SD-VANETs, which is an integration of Software-Defined Networks 

(SDN) and Vehicular Ad Hoc Networks (VANETs). As DDoS attacks primarily jeop-

ardize the network availability of VANET systems, the authors have concentrated on 

enhancing the detection abilities to ensure uninterrupted communication between vehi-

cles and their environment. Minimum Redundancy Maximum Relevance (MRMR) was 
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used as a feature selection model to identify the most pertinent features and eliminate 

redundancy, followed by Bayesian Hyperparameter Optimization to refine the perfor-

mance of classification models. In addition to these, three other ML algorithms were 

utilized in the paper namely, K-Nearest Neighbours (KNN), Support Vector Machine 

(SVM), and Decision Tree (DT) all of which were tested using performance metrics. 

Out of the three classification models, Decision Tree classifier worked the best having 

the highest accuracy of 99.35%. The work done by the authors significantly proves that 

the implementation of feature selection and hyperparameter tuning enhances the accu-

racy of DDoS detection in SD-VANETs. 

The authors in [12], have put forward a Distributed Network Intrusion Detection Sys-

tem (NIDS) that detects and prevents DDoS attacks in VANETs. Because of the large 

amount and real-time nature of VANET traffic, the authors have made use of big data 

technology and machine learning models for efficient detection. The method suggested 

by the authors integrates Apache Spark for quick data processing and HDFS for 

memory scalability. Apart from this, a Random Forest (RF) classification algorithm is 

implemented to distinguish between normal and DDoS attack traffic. The proposed 

system has two main units: a network traffic collection module that utilizes a micro 

batch processing model for real-time data collection and a network detection module 

for classifying traffic in VANET systems. Experimental results on NSL-KDD and 

UNSW-NB15 datasets show 99.95% and 99.75% detection accuracy with a low false 

alarm rate (0.05% and 1.08%) which promotes the efficiency of their methodology in 

attaining secure and robust VANET communications. 

In paper [13],  the author discusses about the susceptibility of Software-Defined 

VANETS(SDVANETS) to DDoS attacks and gives a hybrid machine learning-based 

anomaly detection system. The technique integrates Autoencoder with Long-Short-

Term Memory(LSTM) and Clustering with classification to recognize unusual traffic. 

Principal Component Analysis (PCA) is used for elimination of redundant and multi-

collinear data, enhancing the computational efficiency, while K-means clustering dif-

ferentiates network traffic into normal and abnormal behaviour. The framework uses 

fog computing to provide low-latency anomaly detection to make sure there are faster 

responses to security threats. Moreover, a decentralized Blockchain-Based Reputation-

Based system further increases network security and trust as it delivers tamper-resistant 

logs of anomalous activity. The method is validated using OMNET++ simulation at a 

94% rate for anomaly detection. 

To solve the problem of unusual traffic interfering with communication within the net-

work, the paper[14], puts forward a machine learning-based system for DDoS attack 

detection in VANETs. To achieve high detection rate and decrease false positives, the 

system combines multiple machine learning methods. The system can distinguish be-

tween valid and unusual traffic by recognizing network traffic patterns with the help of 

Support Vector Machines (SVM) and Artificial Neural Networks (ANN). K clustering 

helps in identifying abnormalities by clustering network data into clusters of similar 

traits, separating the outliers from normal traffic. Like paper [13], this system also uses 

Principal Component Analysis (PCA) to get maximum computing efficiency with su-

perior accuracy. Deep learning methods like autoencoders are used for enabling the 
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system to identify aberrations that could be considered as DDoS attacks. The frame-

work provided by the author is more sensitive to the real-world VANET environment 

and improves detection quality with the help of supervised and unsupervised learning 

approaches. 

The paper [15]uses Machine Learning based DDoS detection in cloud enabled VANET 

which uses NS2 simulation that produces network traffic data under attack scenarios as 

well as normal scenarios. The generated dataset is extracting Packet Delivery Ratio 

(PDR), energy consumption, source, destination Ips, packet attributes, and network pa-

rameters along with fuzzification which is used to deal with uncertain values and en-

hance classification accuracy. Different classification models are experimented with, 

such as Decision Tree, Random Forest, k-NN, Naïve Bayes, Logistic Regression, and 

Kernel SVM, with Decision Tree and Random Forest having the highest accuracy 

(99.59%), thus being the best for DDoS attack detection. The system of detection works 

in two phases: Phase 1 uses NS2 simulation to create a real-time attack scenarios 

wherein malicious nodes disrupt communication by forwarding packets, lowering PDR 

and increasing energy consumption. The trace files which were generated are converted 

into a dataset for data analysis. Phase 2 involves training Machine Learning models to 

classify network traffic as normal or an attack, helping to prevent possible disruption. 

Accuracy, recall, precision and F1 score metrics are used in this paper to measure model 

performance, wherein Decision Tree and Random Forest works the best. For more ef-

ficient detection and further improved results, the research paper suggests applying 

Generative Adversarial Networks (GANs) for generating synthetic data for improved 

generalization and hyperparameter tuning. 

2.4 Access Control 

The paper [16]introduces a Multilayer Self-Organizing Map (MSOM) with Software-

Defined Networking (SDN) for identifying and combating DDoS attacks in VANETs. 

MSOM augments traditional Self-Organizing Maps (SOMs) by using a two-layer hier-

archical clustering architecture: (1) Distributed SOM (DSOM) at Roadside Controllers 

(RSCs) for localized anomaly detection and (2) Classification SOM (CSOM) at the 

Evolved Node Base Controller (eNBC) for attack classification and security policy 

management. The system dynamically trains SOMs, consolidates DSOMs into an over-

all MSOM, and updates flow rules in real-time to enforce access control policies. The 

SDN-based architecture facilitates centralized decision-making, real-time traffic filter-

ing, and policy enforcement, which maintains network stability. The algorithm trains 

DSOMs at the RSC level with unsupervised learning to cluster traffic patterns, while 

CSOM at eNBC fine-tunes detection using Pearson squared regression for increased 

accuracy. Upon detection of a DDoS attack, the Mitigation Engine updates flow tables 

through the Policy Engine, blocking or redirecting malicious traffic. Reaction filters 

(LR, IR, HR) modulate responses according to attack intensity, whereas distributed 

SDN controllers minimize single-point failures and computational overhead to provide 

efficient DDoS prevention and ensure VANET availability. Experimental outcomes 

demonstrate a 99.67% accuracy rate in DDoS attack detection, along with increased 

resource efficiency and reduced system vulnerability. 
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3 Inferences 

Table. 1. Summary of DDoS counter measure algorithms in VANET 

References Solution /  

Algorithm 

Advantages Disadvantages Research 

Gaps 

[6] IPS with re-

CAPTCHA 

using entropy 

& frequency 

analysis, sto-

chastic model-

based filtering, 

and rule-based 

traffic control 

Detection Rate 

(94.7%), PDR 

(85%), La-

tency (33s), 

Energy (47J), 

and Botnet fil-

tering 

High computa-

tion, reCAP-

TCHA delays, 

and scalability 

limits 

Hybrid 

models 

based on in-

formation 

theory-based 

metrics and 

trust evalua-

tion mecha-

nism, and 

ML integra-

tion 

[7] Trust-Based 

DDoS Detec-

tion using 

Trust Evalua-

tion and Clus-

tering 

High PDR & 

DR 

(95.8%)Low 

latency and 

energy use Ef-

ficient attack 

detection 

High computa-

tion, Scalability 

issues, and Trust 

values can be 

compromised 

No AI or 

ML integra-

tion, Static 

thresholds 

affect adapt-

ability, and 

No 5G or 

hybrid secu-

rity integra-

tion



Hybrid SVM-

based DDoS 

Detection 

Combining 

AnovaDot and 

RBFDot Ker-

nels  

High detection 

accuracy and 

reduced false 

positives, En-

sures real-time 

VANET com-

munication, 

and Effective 

against evolv-

ing DDoS pat-

terns 

Computationally 

expensive and 

demands opti-

mal feature se-

lection for real 

world imple-

mentation  

PETRAK us-

ing Machine 

Learning (ML)

and Adaptive 

Alarming Sys-

tem for attack 

prevention and 

detection 

Computational 

overhead due to 

ML-based de-

tection, Potential

false positives in

adaptive alarm-

ing, and Dataset

dependency may

affect real-world

adaptability

VANETs 

Increase in 

Convergence 

(22%), Im-

proved DDoS 

detection, im-

proved explo-

ration-exploi-

tation, and ef-

ficient vehicle 

selection 

[8] Limited Al-

gorithm 

scope, May 

incorporate 

deep learn-

ing for adap-

tive attack 

detection, 

and No Net-

work over-

head consid-

eration 

[9] 

 

99% accuracy 

in DDoS de-

tection, Multi-

layered protec-

tion (preven-

tion + detec-

tion), andpost-

quantum cryp-

tography sup-

port for ad-

vanced secu-

rity 

Cloud adap-

tation, post-

quantum 

cryptog-

raphy, AI-

driven 

anomaly de-

tection, and 

lightweight 

cryptog-

raphy inte-

gration 

[10] Variant Artifi-

cial Bee Col-

ony combined 

with Cellular 

Automata, 

Differential 

Evolution, and 

Chaotic Oppo-

sition-Based 

learning for 

DDoS reduc-

tion in 

Larger Compu-

tational com-

plexity (O(n log 

m)), dependence 

on parameter 

tuning, and lim-

ited real-world 

validation 

Security 

against 

adaptive at-

tacks, and 

integration 

with crypto-

graphic or 

blockchain 

solutions 
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[11] MRMR fea-

ture selection 

+ Bayesian hy-

perparameter 

optimization + 

ML classifiers 

(KNN, SVM, 

DT) 

High detection 

accuracy 

(99.35% with 

DT), reduced 

redundancy, 

and improved 

efficiency 

Limited real-

time testing, and 

potential scala-

bility issues 

Need for 

real-time 

implementa-

tion, and ro-

bustness 

against 

evolving at-

tack patterns 

[12] Distributed 

Network Intru-

sion Detection 

System 

(NIDS) using 

Apache Spark, 

HDFS, and 

Random For-

est (RF) 

High accuracy 

(99.95%, 

98.75%), low 

false alarm 

rate (0.05%, 

1.08%), scala-

ble, and real-

time detection 

Computationally 

expensive, may 

struggle with 

highly dynamic 

attacks, and 

scalability  

Limited 

adaptability 

to new at-

tack patterns 

[13] Hybrid Intru-

sion Detection 

system using 

Autoencoder 

with 

LSTM,Clusteri

ng, Fog com-

puting, and 

Blockchain for 

real-time 

DDoS detec-

tion in SD-

Accuracy with 

94% detection 

rate, decreased 

latency, im-

proved secu-

rity with 

blockchain, 

and adaptive 

ML-based de-

tection 

Large computa-

tional overhead, 

scalability chal-

lenges, and lim-

ited real-world 

testing 

Requires re-

search on AI 

driven at-

tacks, and 

stronger se-

curity (pre-

sent) inte-

gration 



 

 

racy: 99.67%) 
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[14]  ML-Based 

DDoS Detec-

tion using 

SVM, ANN, 

and K-Means 

to detect at-

tacks in 

VANETs 

High detection 

accuracy 

(~99%), Fast 

processing of 

large data, and 

Adaptive 

learning for 

evolving 

threats 

Computational 

cost of MLmod-

els, False posi-

tives possible, 

and Limited 

real-world da-

tasets 

Lack of real 

VANET da-

tasets, Hy-

brid ML ap-

proaches 

needed, 

andbetter 

feature se-

lection for 

attack detec-

tion 

[15] ML-Based 

DDoS Detec-

tion using NS2 

Simulation and 

Fuzzification, 

Decision Tree 

and Random 

Forest 

(99.59% accu-

racy) 

High detection 

accuracy 

(99.59%), Im-

proves net-

work stability 

(PDR), and 

Reduces con-

gestion  

High computa-

tion cost, May 

degrade with 

evolving attacks, 

Limited real-

world testing, 

and Scalability 

issues 

Lacks real-

time adap-

tive learn-

ing, no en-

crypted traf-

fic analysis, 

and Hy-

perparame-

ter Optimi-

zation 

Needed 

 

[16] Multilayer 

Self-Organiz-

ing Map 

(MSOM) inte-

grated with 

Software-De-

fined Net-

working 

(SDN) 

Real-time 

DDoS attack 

detection and 

mitigation, 

Dynamic pol-

icy updates us-

ing SDN. Traf-
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Research Gap 2 (RG2)- Lack of Adaptive and Real-Time Attack Response 

Research Gap 3 (RG3)- Lack of Post-Quantum Cryptographic Measures 

Research Gap 4 (RG4)- Security Risks in Cloud Computing-Based VANETs 

Research Gap 5 (RG5)- Vulnerabilities in 5G-Enabled VANETs 

By analysing the current literature, the inference drawn emphasizes the strengths and 

limitations of different intrusion detection and prevention mechanisms for reducing 

DDoS attacks in VANETs. Numerous methodologies, including machine learning-

based techniques such as Support Vector Machines, Decision Trees, and Random For-

est, have shown high detection accuracy, achieving up to 99.59%. Hybrid models with 

feature selection methods like MRMR (Minimum Redundancy Maximum Relevance) 

and optimization techniques like Bayesian hyperparameter tuning have further en-

hanced detection efficiency with a reduction in false positives. Trust-based evaluation 

systems have also shown good performance, sustaining a high Packet Delivery Ratio 

(PDR) and Detection Rate (95.8%) while maintaining low latency and energy consump-

tion. 

Despite all these advancements, challenges like high computational overhead, scalabil-

ity issues and dependency on datasets are seen in the majority of the papers. Intrusion 

Prevention Systems (IPS) with reCAPTCHA controllers provide effective botnet miti-

gation, gaining a detection rate of 94.7%, yet face delays and scalability limitations due 

to reCAPTCHA processing. Similarly, hybrid SVM-base models and Network Intru-

sion Detection Systems (NIDS) using Apache Spark and Random Forest gain high ac-

curacy (99.95%) but are challenged by dynamic attack patterns and face scalability is-

sues. PETRACK, based on Deep Learning, gives 99% accuracy and multi-layered pro-

tection but is challenged by computational complexity often facing false positives. 

There are some gaps in research that remain unaddressed in the current security land-

scape. Hybrid models that utilize information theory-based metrics and trust evaluation 

mechanisms remain unexplored in addition to ML integration for improved adaptabil-

ity. The absence of AI and ML in the current present security framework leads to static 

thresholds that limit responsiveness to threats. Existing research has no integration with 

5G and hybrid security solutions. Restricted scope in algorithms suggests the need for 

deep learning-based adaptive attack detection. Furthermore, network overhead consid-

erations are often overlooked. Cloud Adaptation, Post Quantum Cryptography, Light-

weight Cryptography, and AI-driven Anomaly detection solutions need more explora-

tion. Security measures need to improvise adaptive attack resilience, mainly by inte-

grating cryptographic or Blockchain technologies. There is limited adaptability of ex-

isting methods to new attack types. AI-driven attacks and current security integration 

techniques require in-depth research due to the increased usage of AI over the years. 

Lack of real world VANET datasets shows the necessity of Hybrid ML approaches and 

better feature selection for attack detection. Research has also not sufficiently explored 

SDN (Software-Defined Networking) communication and policy details. Multi-attack 
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handling remains limited as well. These gaps need to be addressed to create adaptive, 

resilient, and effective security solutions that can keep up with the dynamic threat en-

vironment. 

4 Future Works 

With the introduction of 5G technology, Vehicular Ad Hoc Networks (VANETs) have 

evolved into ultra-low latency, high-speed communication networks, supporting real-

time vehicle-to-everything (V2X) interactions. 5G boosts VANETs with improved data 

transmission, reliability, and connectivity, helping vehicles exchange information more 

efficiently and effectively with other vehicles (V2V), infrastructure (V2I), and the 

cloud (V2C). The identified research gaps in the inferences section show significant 

challenges in existing VANET security systems, like excessive computational load 

(RG1), lack of adaptive response (RG2), cloud-based solutions vulnerabilities (RG4) 

and threats faced by quantum computing (RG3). It is necessary to address these issues 

to create a more efficient and privacy preserving security solution that can effectively 

mitigate the research gaps and any other cyber threats along with maintaining the reli-

ability and performance of VANET communication 

Future research should concentrate on the improvement of Self-healing Federated 

Learning (SH-FL) systems [17]so as to enhance the efficiency and adaptability (RG2). 

Introducing advanced TinyML models[18] , specifically designed for On-Board Units 

(OBUs) (RG1) should be the main areas of improvement. Intrusion detection and threat 

mitigation can be performed locally on vehicles with the help of lightweight AI models, 

which will also result in minimal computation requirements. To ensure that security 

mechanism runs smoothly and seamlessly in real-life VANET environments, steps will 

be taken to optimize the inference phases of these models followed by training optimi-

zation. 

To enhance the efficiency of communication and reduce the burden on cloud infrastruc-

ture, a hierarchical federated learning system will be investigated, in which RSUs will 

take the role of intermediate aggregators or middle managers (RG4). Instead of having 

OBUs directly communicate with the central cloud, RSUs will aggregate and combine 

model updates locally from the surrounding vehicles before relaying it to the cloud data 

centres. This method would significantly alleviate communication overhead, cut down 

latency, and enhance the overall convergence rate of the federated learning model, 

which would in turn result in faster adaptation to new and emerging attack patterns 

(RG2). 

Furthermore, investigating the implementation of Post Quantum Cryptographic (PQC) 

techniques (RG3) will help boost security. With the advancement of quantum compu-

ting, present cryptographic techniques like RSA (Rivest-Shamir-Adleman) and 

ECC(Elliptic Curve Cryptography) are vulnerable to quantum algorithm decryption. 

RSA mainly depends on the high difficulty level of factoring large primes, while ECC 

depends on solving logarithmic problems, both of which can be easily decrypted by 

powerful quantum computers without any decryption requirements. In order to offer 
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long-term data security for VANET communications(RG3), Lattice-Based Cryptog-

raphy, Hash-Based Cryptography, and other Quantum-Resistant Encryption algorithms 

will be explored. Lattice-Based Cryptography uses hard geometric problems that can-

not be easily broken, even by quantum computers, while Hash-Based Cryptography is 

based on one-way hash functions for digital signatures. These features make both of the 

mentioned methods significantly more resistant to quantum attacks than traditional en-

cryption techniques. Cryptographic advances will be validated based on their executing 

time, energy consumption, and overall effect on VANET performance. 

In addition, to mitigate the possible new attacks on 5G enabled VANETs including 

DDoS, future research will focus on AI-powered anomaly detection and adaptive secu-

rity mechanisms (RG5). The expansion of AI-based SDN (Software-Defined Network-

ing) solutions will be explored to dynamically monitor and address 5G network attacks 

in real-time thus, refining the overall security and robustness of VANETs (RG5). 

By addressing these challenges and refining the proposed solution, future work will 

contribute to the development of a more robust, self-healing, and AI-based security 

system for next-generation VANETs. 

5 Conclusion 

This research paper discusses the security issues in Vehicular Ad Hoc Networks 

(VANETs), specifically Distributed Denial of Service (DDoS) attacks, which highly 

affects the network availability and causes disoperation of intelligent transport systems. 

With a detailed examination of prevalent security mechanisms such as machine learn-

ing-driven intrusion detection systems, trust-based models for assessment, and hybrid 

security systems, the research demonstrates the merits and shortcomings of present 

measures. Though techniques such as Support Vector Machines (SVM), Decision 

Trees, and Random Forest have high detection rates, they are computationally expen-

sive and not scalable, making them less suitable for real-world implementation. The 

key point is that VANET security needs to be developed towards an adaptive, light-

weight, and decentralized mechanism to counter the upcoming threats. Subsequent 

studies must address the integration of TinyML-based intrusion detection for On-Board 

Units (OBUs), federated learning models using Roadside Units (RSUs), and Post-

Quantum Cryptographic (PQC) methods to provide greater resistance against emerging 

cyberattacks. With these sophisticated security measures in place, 5G enabled VANETs 

can become more resilient, providing secure and reliable vehicle-to-vehicle (V2V) and 

vehicle-to-infrastructure (V2I) communications in future-generation intelligent trans-

portation systems. By adopting AI-based security controls, learning models, and quan-

tum-resistant cryptography, VANETs can transform from insecure communication net-

works to robust, self-healing networks that can resistchanging cyber threats, making 

the future of safe and intelligent transportation a reality. 
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