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Abstract . Fraud in digital payments poses a significant threat to user security, 

requiring robust measures for prevention and detection. The proposed project, 

SafeScan, offers a comprehensive solution to address these challenges by 

developing an integrated system for proactive fraud detection in digital 

payments. The system employs advanced validation mechanisms to verify QR 

codes and UPI IDs, ensuring the authenticity of payment details while detecting 

tampering or spoofing. Concurrently, Machine Learning algorithms are utilized 

to analyze transaction patterns, including frequency, amount, and user behavior, 

to identify anomalies indicative of fraudulent activity. SafeScan also features an 

automated response system that blocks transactions flagged as suspicious and 

notifies users in real-time, empowering them to take immediate action. 

Additionally, the system provides an admin dashboard for real-time monitoring 

ensuring adaptability to emerging fraud tactics. By transmitting transactional 

and fraud detection data to a centralized platform for visualization and analysis, 

users can remotely monitor activity and make informed decisions. SafeScan 

aims to revolutionize digital payment security by offering an intelligent, 

scalable, and user-friendly solution, thereby fostering trust and confidence in 

the financial ecosystem. 

 
Keywords:  Python, Machine Learning, Flask Integration, Scikit, QR Scanner, 
Database, Transaction Patterns, Fraud Detect

© The Author(s) 2025
J. K. Katiyar et al. (eds.), Proceedings of International Conference on Computer Science and Communication
Engineering (ICCSCE 2025), Advances in Computer Science Research 124,
https://doi.org/10.2991/978-94-6463-858-5_35

http://crossmark.crossref.org/dialog/?doi=10.2991/978-94-6463-858-5_35&domain=pdf


 

 

 
 

 

 
 

 

 

 

 

 

 

    395Safescan: Proactive Fraud Detection In Digital Payments Using Ml         

1.        Introduction 

The rise of digital payments has completely transformed how financial transactions take 

place, offering unmatched convenience, speed, and accessibility to both individuals and 

businesses. With cashless transactions becoming the norm, economic activity has 

flourished, making digital payments an essential part of modern commerce. As the use 
of these platforms grows, so does the potential for fraud. Cybercriminals exploit 

vulnerabilities in payment systems by launching phishing scams, creating fake UPI IDs, 

and altering QR codes, thereby putting both users and financial institutions at risk. 

Traditional fraud detection techniques are not so developed so it has less real time 

sensitivity due to which it ignores latest fraud trends. As fraudulent activities continue 

to rise, the financial burden on both individuals and businesses rises in tandem with the 

growing mistrust of digital payment networks. Furthermore, by providing immediate 

fraud alerts and actionable insights, it raises user awareness and empowers users to 

make knowledgeable decisions At its core, SafeScan is designed to establish a proactive 

fraud detection mechanism powered by artificial intelligence and machine learning, 

ensuring secure and reliable digital transactions It validates payment authenticity, 
examines transaction patterns, and immediately flags any suspicious activity. 

Furthermore, by providing immediate fraud alerts and actionable insights, it raises user 

awareness and empowers users to make knowledgeable decisions At its core, SafeScan 

is designed to establish a proactive fraud detection mechanism powered by artificial 

intelligence and machine learning, ensuring secure and reliable digital transactions It 

validates payment authenticity, examines transaction patterns, and immediately flags 

any suspicious activity. SafeScan provides confidence in digital payments as it ensures 

if a UPI is safe. SafeScan also provides an easy-to-use interface, such that users do not 

face any difficulties while using SafeScan. Even with advancements in payment 

security, fraud is still a major problem since hackers are constantly coming up with new 

ways to get around established security measures. Present scams are happening as users 

and traditional fraud detection have less knowledge and do not provide real-time 
protection. So SafeScan is introduced here to stop these modern scams. SafeScan 

addresses these issues and makes sure that digital payments continue to be secure, 

dependable, and resistant to changing cyberthreats. This project uses machine learning 

as it ensures to create an advanced system which also continuously grows by learning 

all transactions patterns in real-time, this helps increasing user security. Traditional 

fraud detection methods primarily rely on static, rule-based approaches, which struggle 

to keep up with rapidly evolving fraud techniques and often fail to provide real-time 

protection. SafeScan overcomes all these limitations. It is implemented by an advanced 

fraud detection system using machine learning algorithms. It is deeply trained such that 

it can easily detect fraud activities. This innovative approach boosts trust in digital 

payments, thereby encouraging reliable transactions and enhancing financial securities. 
The primary goal of this initiative is to ensure that users feel secure while conducting a 

digital transaction. This technology also protects payment integrity by validating the 

legitimacy of QR codes and UPI IDs, preventing tampering and forgery. It also detects 

fraudulent trends by studying transaction behavior, recognizing anomalies, and 

highlighting questionable activities before they cause financial losses. Although, day to 

day digital payment infrastructure increases day to day still fraud remains a big concern. 

Cybercriminals exploit flaws by tampering with QR codes, inserting malicious URLs, 

or changing payment data to deceive clients into sending money to phony accounts. 

Similarly, spoofed UPI IDs led consumers to send money to unapproved receivers, 

raising the risk of financial loss.  
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All the present fraud detection systems fail providing security. By this way, hackers get 

chances to exploit security flaws before preventative measures are deployed. SafeScan 

effectively overcomes these difficulties by delivering a dynamic, AI-powered fraud 

detection system that constantly adapts to new threats. SafeScan is not like present 

typical security system which detects fraud after transaction happens, SafeScan 
proactively identifies and warns user before the transactions is performed. This 

Technology gives fast fraud alerts and actionable insights to user. By this people gets 

proper information and they can make secure payment decisions. By incorporating 

innovative AI-driven security processes, SafeScan increases transparency, tightens 

security measures, and fosters confidence in digital financial transactions, ultimately 

making digital payments safer for all users. 

 2.           Related Work 

The study represents a machine learning-based fraud detection system. In which the 

model is trained based on transaction patterns. Based on these patterns, the trained 

model detects fraudulent UPIs. [2] The paper examines real-time fraud prevention in 

UPI transactions using deep learning techniques. The system detects transaction 

metadata and behavioural patterns which helps in retrieving spoofed UPI IDs and 

phishing attempts, which helps reducing fraudulent activities. [3] A blockchain-based 

approach for securing digital payments is explored, integrating decentralized identity 

verification and transaction auditing. The proposed system enhances transparency and 

reduces fraud risks by eliminating single points of failure. [4] Traditional rule-based 
fraud detection mechanisms are being replaced by AI-driven solutions that adapt to 

evolving fraud tactics. These systems use ensemble learning and hybrid models to 

improve fraud detection accuracy and minimize false positives. [5] Machine learning-

based fraud detection frameworks use both supervised and unsupervised learning 

techniques to detect suspicious activities in digital payments. The researchers propose 

real-time anomaly detection systems that continually learn from transaction data. [6] 

The paper introduces an AI-powered real-time fraud prevention system that integrates 

biometric authentication and behavioural analysis for securing online transactions. This 

suggested approach mostly detects fraudulent actions with over 95% accuracy. [7] The 

study explores federated learning in fraud detection, where multiple financial 

institutions collaboratively train fraud detection models without sharing sensitive 

customer data. The system improves fraud detection rates while maintaining privacy. 
[8] An adaptive fraud detection system is proposed, which uses reinforcement learning 

to dynamically update fraud detection thresholds based on transaction risk. The 

technology improves fraud prevention by decreasing unnecessary transaction 

blockages. [9] The paper presents a hybrid fraud detection model combining statistical 

analysis and deep learning. It identifies payment fraud by detecting deviations from 

normal transaction behaviour patterns. [10] A deep reinforcement learning-based fraud 

prevention system is introduced, which autonomously learns fraud patterns and refines 

detection strategies over time. The system effectively mitigates emerging fraud 

techniques in digital transactions. [11] The article explores the significance of anomaly 

detection in digital payment security, and proposes a hybrid model that combines 

decision trees and neural networks to improve fraud detection. [12] The paper proposes 
an IoT-enabled secure payment system that uses AI-driven fraud detection combined 

with edge computing for real-time transaction analysis and fraud prevention. [13] This 

study offers a distributed fraud detection method based on blockchain smart contracts 

that guarantees immutable transaction verification while reducing fraud in peer-to-peer 

digital payments. [14] Real-time fraud detection using Graph Neural Networks (GNN) 

helps improving digital payment security, by monitoring transaction networks and 

identifying fraudulent entities before they are executed. [15] An IoT-based fraud 

detection and prevention framework is introduced, leveraging AI and real-time 

monitoring for securing online transactions. The system enhances fraud detection 

efficiency in mobile and digital payment platforms. 
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3.            Proposed Work 

SafeScan approach helps in fraud detection by leveraging machine learning. Unlike 

traditional static rule-based systems, it uses advanced machine learning models to 

continuously monitor and adapt to massive volumes of transaction data. SafeScan's 

dynamic learning process identifies subtle patterns and abnormalities that traditional 

rule-based systems would overlook, dramatically lowering the frequency of false 

positives. SafeScan improves the overall effectiveness of fraud detection by lowering 

false alarms, allowing analysts to concentrate on actual suspicious activity. Critically, 

SafeScan operates in real time, allowing for the rapid investigation of each transaction 

as it occurs. This real-time capability is crucial for proactive fraud prevention, enabling 

SafeScan to intervene and block potentially fraudulent transactions before they are 
completed, rather than simply flagging them after the fact. SafeScan is accurate due to 

the usage of the machine learning algorithms.  

As fraudsters create new techniques still SafeScan certifies that the system remains 

successful even against previously unknown attack vectors. It is possible only because 

of algorithms. These algorithms are designed such that it can automatically adapt to 

new and evolving fraud strategies. This kind of continuous adaptation is a not available 

in older systems. The older systems require human rule modifications for adaption. 

SafeScan's real-time transaction analysis gives detailed information about each 

transaction, grading its risk level based on a variety of criteria. This helps in achieving 

to detect and prevent fraud with extreme accuracy. SafeScan's greatest strength is the 
strategic application of machine learning (ML) algorithms, which enhance fraud 

detection in three crucial areas: accuracy, flexibility, and real-time monitoring. High 

false positive rates result from traditional systems inability to reliably discern between 

fraudulent and legitimate transactions. SafeScan's machine learning models are trained 

in a way that it identifies tiny irregularities and suspicious behaviors in all the 

transactions, these models are also trained on various datasets of transaction patterns. 

This significantly increase the accuracy of fraud detection. Due to the daily evolving 

nature of frauds, systems need constant evolving strategies. This type of flexibility is 

possible by SafeScan's machine learning algorithms since it adapts day to day. SafeScan 

real-time monitoring features and its addition to accuracy and versatility, are crucial for 

proactive fraud prevention. 

SafeScan rapidly recognizes and hail suspicious movement by looking at exchanges as 

they happen. This empowers mediation and stops false exchanges from being 

completed. Compared to existing frameworks, which habitually find extortion as it were 

after the harm has been done, this real-time approach is essentially more compelling. 

This advanced course of action utilizes machine learning (ML) to advance exactness, 

flexibility, and real-time watching, in this way altogether minimizing the perils related 

with progressed installment blackmail. SafeScan sets up a more secure and secure trade 

environment for cash related teach and individuals alike by proactively distinguishing 

and ceasing wrong trades. The comprehensive security mechanism offered by SafeScan 

goes beyond simply relying on ML-based fraud detection. The inclusion of QR code 

verification and UPI ID validation adds layers of security, ensuring that transactions are 
initiated and processed securely. This combination of advanced technologies creates a 

robust defence against fraud, surpassing the capabilities of traditional methods and 

making digital transactions safer, more reliable, and trustworthy for all stakeholders. 
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Fig.1.Block Diagram. 

The block diagram outlines the engineering of the SafeScan Web Application, planned 

to proficiently identify UPI extortion designs and guarantee secure exchanges. The 

application takes after a precise approach to empower real-time extortion location and 

avoidance. Upon initialization, it loads fundamental components, counting the 

database, frontend formats (HTML, CSS, JavaScript), and backend administrations. In 
expansion to UPI confirmation, SafeScan joins different administrations, counting QR 

code confirmation to identify altered or malevolent QR codes, database administration 

for overhauling exchange records and extortion reports, and consistent communication 

between the demonstrate and backend servers to guarantee smooth handling and 

extortion discovery. By coordination these components, SafeScan gives a real-time, 

cleverly, and versatile extortion discovery instrument, improving security and 

unwavering quality in computerized installments. When the SafeScan web application 

loads, it presents an input field for manual UPI ID passage and a QR scanner fueled by 

the HTML5-QRCode.js library. This scanner extricates the UPI ID from the QR code, 

permitting clients to either check or physically enter the UPI ID. Upon accommodation, 

the application to begin with checks the UPI ID against the database. On the off chance 
that the ID is found and confirmed as secure, the framework marks it as secure. Be that 

as it may, if the UPI ID is not show within the database, it is sent to the extortion location 

demonstrate for advance examination utilizing machine learning calculations. 

Fig. 2.   Flow Chart 

The model of fraudulent detection of ID UPI assessment by using automatic algorithms, 

mainly analyzing frauds from bank reports. The process of detection according to the 
priority approach: 

 



• Priority 1 - Analysis of past transaction models of bank statement to 

determine any fraudulent activity. 

• Priority 2 - It checks if there is a fraud report related to ID UPI in previous 

transactions. 

• Priority 3 - The age assessment system of the account (it has less than 30 
days) because the new accounts are created more than fraudulent activities. 

 

The fraud detection model uses these priority values to analyze the overall risk records 

related to the given UPI ID, eventually classifying it is safe, suspicious or fraud. This 

analysis implies a sophisticated assessment of different factors, each with its importance 

to the importance to indicate a fraudulent activity. After processing this data, the final 

risk calculation model, providing a quantitative measurement of potential threats. This 

point acts as the basis for a good information decision related to the security of ID UPI. 

The level of risk of fraud is determined, as well as the risk points are calculated, then 

transmitted to the auxiliary service. This service acts as an important intermediary, 

responsible for receiving the model output, ensuring that the exact risk portfolio is 

allocated and manages the presentation of the results to the user. Auxiliary services 
automatically fill the value of fraud risks and present it transparently for users through 

visual user interface. This immediate feedback mechanism ensures that users receive 

real -time information about the security and security of the Determination of the UPI 

they have entered, allowing them to make a wise decision about their transactions. 

Surname. By transparently integrating real -time data processing, the evaluation system 

is based on priority and effective auxiliary communication, SafeScan application 

provides reliable and intelligent fraud detection mechanisms. and take the initiative. 

This complete approach significantly improves security, promotes trust in digital 

payments and is eventually protected from users from hidden financial damage. The 

true nature of the system allows immediate action, preventing fraudulent transactions 

before being completed. 

 

4.           Result Analysis 
 

Table 1 presents the range of values used by the fraud detection model to determine the 

risk level of the UPI ID and decide the appropriate results to display. 

 

Table 1. Range For Fraud Detection 

 

 

 

Before the system was posted online, the threshold values considered to be carefully 

established to classify the UPI ID as a function of the proportion of frauds discovered 

in their trading history. These thresholds act as an important boundary to classify the 
UPI ID into separate types of risks, helping to take appropriate measures. The 

classification system includes the following types and their corresponding thresholds: 

 

1) Trusted: A UPI ID is classified as "Trusted" when the proportion of identified fraud 

patterns to the overall number of transactions is less than 46%. This appears that the 

level of suspicious operation is moderately low and appears a lower risk record. 

 

 

 

 

 

 
 

 

 

2) Suspicious: A UPI ID is classified as "Suspicious" if the ratio is between 46% and 

64%. This area means an increase in the level of potential risk that justifies prepaid 

Parameters Range 

Trusted 0-45 

Suspicious 46-63 

Fraud 64-100 
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inspections and inspections. The UPI Ids in this category has a pattern where 

authoritative things are not wrong, showing concern and requires closer observation. 

 

3) Fraudulent: A UPI ID is considered a "Fraud" if the ratio of total transactions in a 

recognized fraud pattern exceeds 64%. This range shows a high probability of 
fraudulent activities that require immediate action to reduce potential losses and user 

protection. UPI Ids, classified as fraud, probably has a clear pattern of abuse or 

unauthorized activity. 

 

These thresholds are designed to provide a clear and objective framework for assessing 

the risk associated with each UPI ID, enabling the system to prioritize its efforts and 

focus on the most pressing threats. 

 

The degree of application and the outcomes are as follows. 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

Fig. 3.Webpage Interface 

Fig. 3. depicts the user input stage, where a UPI ID or valid UPI QR code must be 

provided. Upon submission, the web application first checks if the SafeScan database 

is loaded. If the database is not loaded, the user is redirected to an "Access Restricted" 

page (Fig. 4.). If the database is loaded, the application sends a request to the backend 

to verify the presence of the provided UPI ID in the database. 
 

 

 

 

 

 

 

 

 

 

 
 

Fig. 4.   Access Restricted Webpage Interface 

 

 

Upon locating a UPI ID in the database, the application retrieves the data required for 

validation.  If the UPI ID's status is already "Trusted" within the database, this status is 

immediately displayed to the user, bypassing further checks.  However, if the UPI ID 

is not pre-classified as "Trusted," the application initiates a more in-depth verification 

process.  

 

The backend server then transmits the relevant data, such as transaction history, to a 
machine learning model. This model scrutinizes the data, identifying patterns indicative 
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of fraudulent activity, and generates a percentage score reflecting the likelihood of 

fraud. This score is subsequently evaluated against a set of predefined thresholds (Table 

1) to determine an initial classification: Fraudulent, Suspicious, or Trusted.  This 

provides a data-driven risk assessment. 

 
In parallel, a second machine learning model analyzes user-reported instances of fraud 

associated with each transaction in the provided history. This analysis yields another 

percentage, representing the proportion of transactions with reported fraud. This 

percentage undergoes a similar comparison with the same thresholds in Table 1, 

resulting in a second independent classification.  This leverages community feedback 

to identify potential risks. 

 

Table .2. Range For Age Of Upi Id 

 

 

 

 
 

 

Finally, the system calculates the age of the UPI ID, specifically the time elapsed since 

its creation. This age is then compared against a separate set of thresholds (Table 2) to 

generate a third classification.  This adds a temporal dimension to the risk assessment.  

The rationale is that newer UPI IDs may carry inherently higher risk due to limited 

transaction history. 

 

 

                                             

 
 

 

 

 

 

  

 

 

 

 

 

 
 

 

Fig. 5.   Trusted UPI Interface 

 

These three classifications (from the two models and the UPI ID age) are then combined 

to produce a final overall classification (Fraudulent, Suspicious, or Trusted), which is 

displayed on the webpage. 

 

SafeScan, while robust, is subject to certain operational limitations. Several scenarios 

can lead to a failure in processing a UPI ID. For instance, if the provided UPI ID is not 

present in the SafeScan database, the application cannot proceed with verification. 
Similarly, if there is an issue retrieving the necessary bank statement data associated 

with a UPI ID – perhaps due to a temporary outage at the bank's end or an error in 

accessing the data – the system cannot complete its analysis.  

 

 

Other potential issues, such as internal system errors or data corruption, can also hinder 

the process. In any of these failure scenarios, where the system is unable to process the 

UPI ID, the application will gracefully display an "UPI Unavailable" screen, as shown 

in Fig. 8. informing the user of the issue and preventing unexpected application 

behavior. This ensures a consistent user experience even in the face of unforeseen 

problems. 

Parameters Range 

Trusted >  180 days 

Suspicious 30-180 days 

Fraud <  31 days 
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Fig. 6.   Suspicious UPI Interface 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

Fig. 7.   Fraud UPI Interface 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

Fig. 8.   UPI Unavailable Interface 

5.           Overall Discussion 
 

The traditional segmentation models UNet, Attention UNet, and UNet++ perform well 

on clean medical images. However, they are still susceptible to adversarial attacks. Our 

results demonstrate that applying minimal perturbations via FGSM and PGD severely 



diminishes segmentation accuracy. This poses a significant issue with the models’ 

dependability in clinical scenarios. While UNet++ shows additional architectural 

robustness improvements, all models studied still lack any form of fail detection or 

explanation.   

 
Rather, SafeScan offers a new approach using a visual analysis tool that fills in the gaps 

left by existing explainable adversarial model frameworks. It is a new framework 

design that allows users to interactively analyze the model's performance against 

adversarial examples, revealing the model's failure points. Unlike models that function 

as black boxes, SafeScan helps models provide an explanation by displaying differences 

between clean and perturbed segmentations, revealing model uncertainty, and margins 

of vulnerability.   

 

This evidence illustrates that while existing models focus on achieving high accuracy, 

SafeScan concentrates on assess interpretability and assess robustness. Accompanied 

by visual diagnostics, researchers and clinicians have better insight into the model’s 

functioning. In this regard, SafeScan supplements the existing segmentation techniques, 
significantly furthering the quest for explainable and reliable AI in medicine. 

 

6.           Conclusion 
 

SafeScan represents a paradigm shift in fraud detection in digital payments, using 

dynamic functions in machine learning to provide real analysis and aggressive security. 
In contrast to existing traditional rule-based systems, it is often difficult to deal with the 

development of fraud tiles, and it is a continuous learning and adaptation of SafeScan. 

This inherent adaptability guarantees long-term effectiveness in undermining financial 

risk. With seamless integration of QR code checks, UPI ID verification and AI-

controlled anomaly detection, SafeScan determines a robust, multi-layered safety 

framework. This comprehensive approach significantly reduces vulnerability for both 

users and financial institutions to fraud. The system's ability to recognize suspicious 

transactions in real time and provide immediate results for users will promote more 

transparency and build trust in the digital payment ecosystem. Additionally, SafeScan's 

inherent scalability allows for seamless integration through a wide range of payment 

platforms. This means that digital transactions are now safe, more secure, more resistant 

to future fraud threats. This aggressive approach not only recognizes current threats, 
but also predicts and mitigates potential future weaknesses. Ultimately, SafeScan is 

ready to redefine the digital payment fraud prevention landscape and pave the way for 

a safer, more reliable, and more reliable financial ecosystem for all stakeholders. This 

allows users to control their financial security while also providing institutions with the 

tools they need to protect their systems and reputation. 

 

7.            Future Scope 
 

The future range of SafeScan is huge, with significant improvements that can be relying 

in the technological process and the development of fraud detection strategies. When 

fraudulent techniques become more sophisticated, our system will integrate improved 

safety mechanisms and automatic learning models to detect more effectively fraudulent 

activities. By taking advantage of abnormalities and behavioral analysis, SafeScan will 
actively identify abnormal trading models and will adapt to emerging fraud trends in 

real time. Automation will play an important role in reducing human intervention and 

improving efficiency.  

 

 

Currently, the initial verification of UPI Ids implies a manual effort, but future 

repetitions will introduce automatically confirmation, significantly reducing the 

treatment time and human workload. In addition, our system will develop to process 

trading reports in real time, use AI to immediately report suspicious activities and detect 

more fraud. In charge of large-scale deployment, SafeScan will focus on improving its 

speed and expansion. The future development will optimize automatic learning 

algorithms to detect high-speed frauds, ensuring transparency analysis of a large 
amount of financial data. By taking advantage of cloud-based infrastructure, the system 

will be able to manage deployments at the city level or even on a national scale. In 

addition, the predictive analysis will be integrated to predict potential fraud models and 
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minimize risks before they occur. By continuously developing with new security 

improvements, automation and high performance, SafeScan aims to revolutionize the 

detection of digital frauds, making financial transactions safer and faster. 
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