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Abstract: This project addresses the pressing challenge of the current world
which is detecting the phishing websites and avoiding those websites to keep us
safe. Phishing is a prevalent threat that endangers digital security. To deal with
the evolving nature of these attacks and the limitations of traditional rule-based
systems, we're turning to machine learning (ML). We're using a variety of
features from the detailed dataset that covers common phishing indicators. Our
approach hones in on training and fine-tuning ML algorithms to stay sharp and
proactive. By carefully evaluating and optimizing our models, we're showing
how effective our approach is at quickly spotting potential phishing websites with
high accuracy rates. Our work significantly contributes to the field of
cybersecurity by presenting a proactive defence mechanism that is capable of
adapting to evolving phishing tactics. By emphasizingthe utilization of Machine
Learning techniques,we achieve a robust system that aids in preventing
fraudulent activities. The findings of these methods show the effectiveness of
Machine Learning approaches in strengthening online security and enabling users
and organizations to mitigate risks associated with phishing attacks. This research
not only showcases the viability of ML in tackling phishing but also underscores
the importance of advancements in cybersecurity measures. The outcomes
highlight the potential for future enhancements and innovations in threat
detection, ultimately creating a safer digital environment for users worldwide. In
summary, our project emphasizes the pivotal role of machine learning in
fortifying defences against phishing attacks, paving the way for enhanced
cybersecurity measures.

Keywords—Phishing websites, Gradient Boosting, Machine Learning, Cyber
Security, Website classification.

1 Introduction

Criminals who are seeking sensitive information about users. construct some illegal
clones of actual legitimate websites and email accounts.When a user clicks on a link
created by these hackers, the hackers will gain access to all of the user's private
information, including bank account information, personal login passwords, and
images. In response to the increasing number of threats of phishing attacks, this project
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focuses on making use of Machine Learning (ML) to detect and prevent
fraudulent websites. By leveraging these data-driven approaches and Machine Learning
algorithms, our goal is to create a system that is capable of identifying potential
phishing websites. By combining ML techniques and data analysis, this project aims to
contribute to a safer online experience for users. With the increasing number of cyber
threats, the need for effective detection and prevention mechanisms is necessary. This
research seeks to address these challenges by developing an innovative approach that
combines ML and data analysis to tackle phishing attacks. By analyzing patterns and
anomalies in website URLs, our system aims to detect those websites keeping the users
safe. Through continuous learning and adaptation, we aim to stay ahead of
cybercriminals and protect users from falling victim to phishing scams. Our research
also considers the ethical implications of our work, ensuring that our methods prioritize
user privacy and security. By working towards a more secure online environment, we
hope to help users navigate the digital world with confidence.

1.1 Research Objectives
Thisstudy'sprimaryobjectivesare:

To research and identify important features influencing phishing website detection.

. To develop machine learning algorithms that accurately classify
websites as phishing or legitimate.

. To evaluate the performance of Decision Tree, Random Forest, and
Gradient Boosting Models using key performance metrics.

. To provide users and cybersecurity professionals with valuable
insights to strengthen online security.

After extensive analysis and experimentation, the results reveal that Gradient Boosting
models outperforms the other models in terms of accuracy, precision, recall, and F1-
score. These findings emphasize the effectiveness of machine learning in detecting
phishing threats with high reliability.

This research contributes to a better understanding of how intelligent systems can
safeguard users from cyber fraud. It empowers organizations to build more secure web
environments, supports proactive threat mitigation, and enhances public

awareness about cybersecurity risks. By leveraging data-driven approaches and
predictive analytics, this study highlights the transformative role of machine learning
in combating phishing attacks and reinforces the importance of intelligent detection
systems in modern cybersecurity infrastructures.

2. Literature Survey

Andrew Jones et al. (2013) [1]This review explores existing research on detecting
phishing attacks. Phishing attacks are those that target the wvulnerabilities within
systems. Many cyberattacks exploit weaknesses in end-users, making them the weakest
link in security. As there's no common solution to mitigate all vulnerabilities
effectively, multiple techniques are often needed to address specific attacks. The goal
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of this article is to survey recent phishing mitigation methods. It also provides an
overview of different categories of techniques, including detection, offensive defence,
correction, and prevention, to show how phishing detection fits into the larger
mitigation process.

Alessandro Acquisti et al. (2017) [2] As technology advances,the number of complex
decisions that need to be taken by users regarding their privacy and security also
increases. Research has shown us how people make choices about privacy and
information security, the obstacles they encounter during this process, and what
strategies are needed to overcome them. This article offers a clear review of the
literature on privacy and security decision-making. It talks about how studies suggest
using soft interventions to guide users toward more favourable choices. The article
explores the advantages of such interventions. This article also acknowledges their
limitations and outlines ethical, design, and research challenges associated with them.

F.J. Overink et al. (2017) [3] People often trust each other so they are quick to share
personal information, which can leave them vulnerable to social engineering attacks.
The study looked at two ways to protect people from social engineering attacks. One
was to use cues to make them more aware of the dangers. The other was to warn them
not to share personal information. The study asked people in a shopping area in the
Netherlands for their email addresses, parts of their bank account numbers, and details
about their online shopping habits. It found that many people were willing to share this
information. However, neither the cues nor the warnings made a difference in how
much people shared. In fact, the warning may have made things worse.

3. Existing System:

H. Huang et al., (2009) [5] proposed frameworks that distinguish the phishing
utilizing page section similitude that breaks down universal resource locator tokens to
create forecast preciseness phishing pages normally keep its CSS vogue like their
objective pages.

S. Marchal et al., (2017) [6] proposed this technique to differentiate Phishing websites
depending on the examination of authentic site server log knowledge.

An application Off-the-look application or identification of phishing website. Free,
displays a couple of outstanding properties together with high preciseness, whole
autonomy, nice language freedom, speed of selection, flexibility to dynamic phishing

and flexibility to advancement in phishing ways.
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Table 1: Summary of Literature Review
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A Literature 2013 Andrew  [Surveys various Emphasizes need
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Priming and 2017 F.J. Tests warnings and |Warnings had no
'Warnings are Overink et priming in real-worldjimpact; may
INot Effective to al. social engineering. |have worsened
Prevent Social Found neither results. No
Engineering imethod significantly [algorithm used.
|Attacks prevented users from

oversharing sensitive

info.
Detection of ~ [2017 M. El-Alfy [[ntroduces a hybrid |Achieved
Phishing et al. model using PNN  P97%
'Websites Based and K-medoids accuracy with
on Probabilistic clustering for >40%
Neural Networks phishing detection.  [complexity
and K-Medoids Focuses on reducing reduction and
Clustering complexity while low false

maintaining accuracy .positives.

Mustafa Aydin et al. proposed a classification algorithm for phishing website detection
by extracting websites' URL features and analyzing subset-based feature selection
methods. It implements feature extraction and selection methods for the detection of
phishing websites. The extracted features about the URL of the pages and composed
feature matrix are categorised into five different analyses which are Alphanumeric
Character Analysis, Keyword Analysis, Security Analysis, Domain Identity Analysis
and Rank Based Analysis. Most of these features are the textual properties of the URL
itself and others are based on third parties services.

In the existing system they have used Logistic Regression, Multinomial Naive Bayes,
and XG Boost are the machine learning methods that are compared. The Logistic
Regression algorithm outperforms the other two. The model is preprocessed in the
proposed system, the words are tokenized, and stemming is performed. Data Processing
is the process of converting or encoding data for easy machine transfer. The accuracy

of Logistic Regression is 96.63 per cent, and the overall comparison is presented
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Limitations of the Current System:
i. The existing models have low latency.
ii. Existing systems do not have a specific user interface.
iii. The existing system model fails to predict a continuous outcome.
iv. It only works when the dependent or outcome variable is dichotomous.
v. The existing system model may not be accurate if the sample size is too small.

vi. The existing may lead to overfitting problem.

4.Proposed System:

The proposed framework for phishing website detection leverages Gradient Boosting,
a powerful ensemble learning technique, to improve classification performance. By
analyzing structural and behavioral features extracted from URLs, the system can

effectively distinguish between phishing and legitimate websites in real time.

Machine Learning Methodology: Gradient Boosting

Gradient Boosting is an advanced ensemble technique that builds predictive models
in a stage-wise fashion by sequentially combining weak learners, usually decision trees.
Unlike bagging, which builds multiple models independently and combines their
outputs (e.g., Random Forest), Gradient Boosting builds models sequentially, where
each new model attempts to correct the errors of the previous ones.

In this framework:

Features such as URL length, presence of symbols, domain age, HTTPS usage,
and redirection behavior are extracted.

These features are used to train a Gradient Boosting Classifier that learns complex,
non-linear decision boundaries.

The final model delivers high accuracy, low bias, and excellent

generalization to unseen data.

Flask (Python Web Framework):
A lightweight Python framework is used to deploy the phishing detection application.

It handles user input, integrates with the backend ML model, and returns real-time
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classification results through a web interface.
4.1 System Architecture
The diagram represents the workflow of a phishing website detection system using

Gradient Boosting Classifier

i RESpONSE TO LUSEF
| - Phisning or Legit i

Predicted
Pre-

Gradient Results:
processing Boosting Phishing Performance
and Feature Classifier Website or Analysis and
Selection Legitimate Graph

website

Figl System architecture

5. Methodology
5.1 Machine Learning Models for Phishing Detection
For detecting phishing websites, three machine learning models are employed—
Logistic Regression, Random Forest, and Gradient Boosting model—each offering
unique benefits:

e Gradient Boosting models: a boosting model that enhances prediction accuracy and
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robustness.
The models are trained using a dataset containing website features, including URL
characteristics, domain registration details, HTTPS presence, and other relevant
attributes.

5.2 Data Preprocessing
Several preprocessing steps are applied to the dataset to enhance model performance:
Handling Missing Data: Missing values in website features (e.g., missing WHOIS
information) are handled using imputation techniques.
Feature Encoding: Categorical features (e.g., domain registrar, security certificate
issuer) are converted into numerical representations using one-hot encoding.
. Class Balancing: Since phishing datasets are often imbalanced,
techniques like SMOTE (Synthetic Minority Over-sampling) are used to balance
legitimate and phishing website instances.

These steps ensure high-quality input data and improve model reliability.

5.3 Feature Engineering & Selection
To improve model accuracy, key website attributes are selected and engineered:
URL-Based Features: Presence of IP addresses, long URLs, special characters (e.g.,
'@', '-"), and subdomains.
Domain-Based Features: WHOIS registration details, domain age, and expiration
period.
Content-Based Features: Presence of HTTPS, favicon usage, and links to external
scripts.
Behavioral Features: Redirects, pop-ups, iframe usage, and other suspicious behaviors.
Feature selection methods such as mutual information analysis and feature importance
ranking (from Random Forest or XGBoost) ensure that only the most relevant

features contribute to predictions.

. Model Training and Evaluation
The dataset is split to ensure robust performance and generalization:

80% Training Data: Used to train the machine learning models. 20% Testing Data:
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Assesses model performance on unseen data. Performance is evaluated using:
Accuracy: Overall correctness of predictions.

Precision: Fraction of identified phishing sites that are truly phishing.

Recall: Ability to detect phishing websites correctly.

F1-score: Balance between precision and recall.

Among the models tested, Gradient Boosting models consistently outperforms others

in accuracy and recall, making it the best choice for phishing detection.

. Backend (Flask)

The backend is developed using Flask, a lightweight Python web framework, enabling:
API Endpoints: For receiving URL input and returning classification results.

Handling HTTP Requests: Processes user input and sends requests to the trained
model.

Database Integration: Stores phishing and legitimate website classifications in
database.

Real-time Predictions: Serves responses based on trained models via a machine

learning API.

. Implementation

The dataset used in this study consists of website records containing a variety of
URL-based, domain-based, content-based, and behavioral features. The dataset
originates from multiple sources, including publicly available phishing repositories,
legitimate website listings, and cybersecurity research datasets. It includes historical
website data that helps in identifying crucial factors influencing phishing detection.
The dataset consists of the following features:

. URL-Based Features: Length of URL, presence of special characters
(@, -, //), subdomains.

. Domain-Based Features: WHOIS registration details, domain age, and
expiration period.

Content-Based Features: Presence of HTTPS, favicon usage, embedded scripts.
Behavioral Features: Redirects, pop-ups, iframe usage.

Label: Phishing or legitimate website classification.
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For effective model training, the dataset is preprocessed by handling missing values,

normalizing numerical features, and encoding categorical variables.

8.1 Hardware Specifications
To ensure efficient model training and deployment, the following hardware
specifications are utilized:
Processor: AMD Ryzen 5/7/9 or Intel Core i5/i7/19.
RAM: Minimum 8GB.
Storage: At least SO0GB SSD (for dataset storage and model training).

8.2 Software Requirements Operating Systems:
o  Windows: For development and testing.
o Linux: Preferred for server-side deployment due to better resource management.

o macOS: Can be used for model training and data processing.

8.3 Programming Language
. Python is the primary programming language for developing machine

learning models and backend integration.

8.4 Frameworks and Libraries:

*  Flask: A lightweight Python web framework used to develop RESTful API endpoints
that receive URL inputs and return phishing predictions in real- time.

*  Scikit-learn: A robust machine learning library used to implement and evaluate
models such as Logistic Regression, Random Forest, and Gradient Boosting. It also
supports data preprocessing, feature selection, and model evaluation metrics.

¢ Pandas: Used for data manipulation, cleaning, and preparation, allowing for efficient

handling of structured data.
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NumPy: Provides support for numerical operations, particularly array handling,
essential for feature engineering and transformations.

Whois: Extracts domain registration details (e.g., domain age, expiration) which are
used as features in the model.

Requests: Sends HTTP requests to retrieve webpage content for analysis during
feature extraction.

BeautifulSoup: Parses HTML content to extract features such as links, iframes,
scripts, and external resources.

Development Tools

. Jupyter Notebook / Google Colab: Used for model training and
exploratory data analysis.

. Visual Studio Code: The primary IDE for writing, debugging, and
deploying the system.

Approach
Data Preprocessing
. Handling missing values, encoding categorical features, and

normalizing numerical data.

. Feature Engineering

. Selecting relevant attributes using feature importance analysis (e.g.,

mutual information, Random Forest feature selection).

. Model Training and Evaluation

Training Logistic Regression, Random Forest, and Gradient Boosting
classifiers.
. Evaluating models using accuracy, precision, recall, and F1-score to

ensure reliable phishing detection.

. System Integration

Deploying the trained model using Flask

. User Interaction
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e  Users can input a website URL via the web dashboard.
e  The system provides real-time phishing detection with probability scores.

e  Graphical reports show phishing trends and detection statistics.

9.Results and Analysis

Results indicate the Gradient Boosting Classifier as the most effective model, achieving
98% accuracy on the testing set and 97% on the training set. Feature importance maps
and correlation matrices facilitate the selection of optimal features for the final model.
Currently with a test dataset we’re testing all 3 machine learning algorithms currently
we finished K Means with Training accuracy: 85% Testing accuracy: 81% Expected
Results We want the model to be highly efficient so we set our goals at at least Training
accuracy: 95% Testing accuracy: 95% Sample Results Evaluation Metrics to measure
your algorithms’ accuracy Currently we are using Confusion matrix R2 score and
Accuracy score to know the model’s metrics

Training and Testing plot between learning rate and accuracy and Training and Testing

plot between depth and accuracy .

Confusion Matrix

- OO

~ O
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y_ el

Figure 2 Confusion matrix
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Comparative Analysis

Decision Tree

The Decision Tree model achieved a training accuracy of 92.2% and a test accuracy of
92.7%, indicating that the model performs well on both training and unseen data.
However, its precision (90.3%) is slightly lower than other models, meaning it might
classify some placed students incorrectly. It has a high recall of 97.5%, meaning it
effectively identifies students likely to be placed. The Fl-score of 93.7% suggests a

good balance between precision and recall.

. Random Forest

The Random Forest model improved upon the Decision Tree with a training accuracy
of 93.0% and a test accuracy of 93.5%. It maintains a high precision of 92.7% and a
recall of 96.0%, ensuring a better balance between false positives and false negatives.
The F1-score of 94.3% highlights its effectiveness in classification, making it a strong

candidate for placement prediction.

. Support Vector Machine (SVM)

The SVM model performed similarly to Random Forest, achieving training and test
accuracies of 92.6% and 93.5%, respectively. It had the highest precision (93.0%)
among the non-ensemble models, which means fewer false positives in placement
prediction. With a recall of 95.5% and an F1-score of 94.2%, SVM shows competitive

performance and is a reliable choice.

. Gradient Boosting Classifier (Best Performing Model)

The Gradient Boosting model outperformed all other models, achieving the highest
training accuracy (98.9%) and test accuracy (97.4%). This suggests excellent learning
capability while minimizing overfitting. It maintains high precision (96.6%) and an
exceptional recall (98.9%), meaning it correctly classifies both placed and unplaced
students. The F1-score of 97.7% confirms that Gradient Boosting provides the most

balanced and robust predictions.
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Table 3-Comparative Analysis

ML Model Train Test IPrecision Recall [F1

|Accuracy |Accuracy Score
IDecision Tree 0.922 0.927 0.903 0.975 10.937
Random Forest  0.930 0.935 0.927 0.960 ‘0.943
SVM 0.926 0.935 0.930 0.955 ‘0.942
Gradient 0.989 0.974 0.966 0.989 10.977
Boosting

9.2 Accuracy Comparsion:
Gradient Boosting outperforms all models with 97.4% test accuracy and the highest F1-
score, making it the best choice for phishing detection. Random Forest and SVM also
perform well, maintaining a balance between precision and recall. Decision Tree shows
good recall but lower precision compared to others. Ensemble models (Random Forest

& Gradient Boosting) are more effective than standalone models.

Training and Testing Accuracy Comparison
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10. CONCLUSION

It is remarkable that a good anti-phishing system should be able to predict phishing
attacks in a reasonable amount of time. Accepting that having a good anti-phishing
gadget available at a reasonable time is also necessary for expanding the scope of
phishing site detection. The current system merely detects phishing websites using
Gradient Boosting Classifier. We achieved 97% detection accuracy using Gradient

Boosting Classifier with lowest false positive rate.
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