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Abstract. Denial of Service attacks is a substantial threat to the network security,
as they overwhelm system resources and disrupt essential services. This study
investigates DoS attack detection using a hybrid LSTM SVM machine learning
approach, integrating Support Vector Machine and Long Short Term Memory
networks. While SVM is good for the classification performance in high-
dimensional spaces, LSTM excels in processing sequential data, improving
detection accuracy. The hybrid SVM-LSTM model first utilizes SVM for feature
extraction and probability-based predictions, which are then passed to the LSTM
model for deeper sequential analysis. Key traffic features from the NSL-KDD
dataset, such as packet sizes and inter-arrival times, are used for training and
evaluation. The performance evaluation considers precision, accuracy, recall, and
Fl-score by giving a comprehensive assessment of finding capabilities.
Experimental results indicate that the hybrid SVM-LSTM model achieves a
remarkable 97% accuracy, exceeding the performance of standalone SVM (87%)
and LSTM (95%). This accentuates the value of integrating traditional machine
learning by deep learning for enhanced DoS attack detection and improved
network security.

Keywords: Long Short Term Memory, Hybrid Model, DoS Attack
Detection,Support Vector Machine, Machine Learning, Deep Learning, Network
Security, Intrusion Detection System, Network Security Laboratory - Knowledge
Discovery and Data Mining Dataset, Cybersecurity.

1 Introduction

Low-Rate DDoS attacks are a challenging type of DoS attack that are intended to drain
computing resources on the servers [1]. Not like high-rate DDoS attacks, which flood
the network with overwhelming traffic, LR-DDoS attacks adopt a more subtle
approach. They take advantage of protocol features like TCP timeout retransmissions,
congestion control algorithms, and HTTP keep-alive mechanisms to exhaust server
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resources. This stealthy behavior makes LR-DDoS attacks particularly challenging to
identify, especially in SDN environments, where dynamic traffic flow complicates
detection [2].

To tackle this challenge, we introduce a flexible modular architecture designed to
effectively detect and mitigate LR-DDoS attacks in SDN environments [3]. The
proposed system features an Intrusion Detection System trained with six machine
learning models like J48, Random Tree, REP Tree, Random Forest, Multi-Layer,
Support Vector Machines and Perceptron. Evaluated using the Canadian Institute of
Cybersecurity DoS dataset, the system achieves a 95% of detection rate, demonstrating
its effectiveness even against the challenging nature of LR-DDoS attacks [4]. For
realistic evaluation, the architecture is deployed using the ONOS SDN controller
running on the Mininet virtual machine, simulating the real-world network conditions
with high fidelity [5]. Furthermore, the integrated Intrusion Prevention System (IPS)
efficiently moderates all the attacks which are detected by the IDS, showcasing the
capabilities of the system to enhance network security and defend against LR-DDoS
threats.

The scalable and modular architecture engineered for find and control the LR-DDoS
attacks in Software-Defined Networking environments, addressing the challenges
modeled by stealthy attack patterns. The system features an IDS trained with six ML
models Multi-Layer Perceptron, Random Forest, J48, REP Tree, Random Tree, and
Support Vector Machines enhancing the detection of sophisticated attack patterns. The
system achieves an impressive 95% detection rate, demonstrating its effectiveness in
spite of all the challenges of classifying LR-DDoS attacks. To ensure practical
applicability, the system utilizes an ONOS within a Mininet virtual machine to simulate
real-world network conditions. Additionally, it incorporates an Intrusion Prevention
System (IPS) that effectively mitigates all attacks detect by the IDS, reinforcing its
reliability in enhancing network security. With the growing complexity of cyberattacks,
hybrid deep learning models like SVM-LSTM offer a promising solution for real-time
DoS attack detection, improving network security and reducing system vulnerabilities.

2 Literature Review

A modular architecture has been proposed in the literature to find and control LR-DDoS
attacks in Software-Defined Networks. The IDS uses six models Multi-Layer
Perceptron, Random Forest, J48, REP Tree, Random Tree, and Support Vector
Machines and achieves a 95% detection rate when evaluated on the CIC DoS dataset.
The architecture is deployed using the ONOS controller within a Mininet virtual
machine to simulate real-world network conditions. Additionally, the integrated
Intrusion Prevention System (IPS) effectively mitigates all detected attacks,
demonstrating the system's robustness and reliability [1].
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A machine learning-based model has been proposed to identify DoS attacks in smart
grids, addressing the limitations of existing security measures such as physical control,
authentication, and data encryption. This model collects network data, applies Principal
Component Analysis and feature selection for dimensionality reduction, and employs

Support Vector Machine algorithm for anomaly detection. When tested on the KDD99
dataset, the SVM model demonstrates superior performance compared to Decision Tree
and Naive Bayes classifiers, showcasing its effectiveness in detecting malicious

intrusions [2].

Table 1. Survey of Brain Tumor Research

Title of the Paper Year of the Paper

Findings in that Paper

A flexible SDN-based 2020
architecture for

identifying and

mitigating low-rate

DDoS

attacks using machine

learning

DoS attack detection2020
model of smart grid
based on  machine
learning method

A modular architecture has been
proposed in the literature to find
and control LR-DDoS attacks in
Software-Defined  Networks.
The IDS uses six models Multi-
Layer Perceptron, Random
Forest, J48, REP Tree, Random
Tree, and Support Vector
Machines and achieves a 95%
detection rate when evaluated
on the CIC DoS dataset. The
architecture is deployed using
the ONOS controller within a
Mininet virtual machine to
simulate real-world
network

conditions.

A machine learning-based
model has been proposed to
identify DoS attacks in smart
grids, addressing the limitations
of existing security measures
such as physical control,
authentication, and data
encryption. This model collects
network data, applies Principal
Component  Analysis  and
feature selection for
dimensionality reduction, and
employs Support  Vector
Machine algorithm for
anomaly detection.
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The Internet of Things (IoT) continues to face significant security threats, posing risks
to both commercial and critical sectors. The increasing diversity and rapid growth of
IoT devices have amplified security challenges, particularly in detecting IoT-based
attacks. In the literature, IoT botnet attacks are identified as particularly dangerous due
to their ability to mobilize vast networks of compromised devices for coordinated
cybercrimes. To mitigate this risk, developing an efficient attack detection model is
essential. Several machine learning models like Gaussian Naive Bayes, SVM, Gradient
Boosting, Random Forest, Decision Tree, KNN, and SGD, Logistic Regression have
been evaluated on the KDD CUP99 dataset for DoS attack detection. Results indicate
that the Decision Tree model delivers the best performance, achieving faster detection
with higher accuracy [3].

Smart grid security continues to be a significant concern despite advancements in
encryption and authentication methods [8]. The SVM-based model has been proposed
for detecting DoS attacks, utilizing network data, feature selection, and PCA for
improved efficiency. When it is tested against Decision Tree, Naive Bayesian models
on the KDD99 dataset, the SVM model demonstrated superior performance. However,
challenges such as kernel sensitivity, computational cost, and imbalanced data remain
obstacles. Addressing these issues is crucial for successful deployment in dynamic
smart grid environments [14].

3 Proposed System

Traditional DoS attack detection methods primarily rely on signature-based and
anomaly-based techniques. Signature-based approaches detect attacks using predefined
patterns but fail to identify new or evolving attack types like Low- Rate DoS (LR-DoS).
Anomaly-based methods compare network traffic to a baseline model, but they often
struggle with setting optimal thresholds, leading to high false positives or low detection
rates. To address these limitations, machine learning models such as Support Vector
Machine, Decision Trees, and Neural Networks have been used to enhance detection
accuracy. However, traditional ML models struggle with sequential data dependencies,
limiting their ability to limiting their complex attack patterns.

3.1 Problem Statement

The identified problem in existing system is Denial-of-Service attacks continue a
serious threat to network security, overwhelming resources and disrupting services.
Existing machine learning-based detection methods either lack accuracy in handling
high-dimensional data (SVM) or fail to effectively capture sequential dependencies in
network traffic. Standalone models struggle to balance feature extraction, real-time
processing, and high detection accuracy. The challenge is to develop a hybrid model
that integrates SVM’s feature extraction capabilities with LSTM’s sequential analysis,
ensuring higher accuracy, lower false positives, and better adaptability to evolving DoS
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attack patterns.

3.2 Proposed Methodology

The proposed system implements a Hybrid SVM-LSTM model combs both Support
Vector Machine and Long Short-Term Memory networks for DoS attack detection. The
SVM model performs feature extraction and probability- based classification,
effectively handling high-dimensional network data. These extracted features are then
passed to the LSTM model, which utilizes sequential data processing to analyze
temporal patterns in network traffic. The system is trained and evaluated using the NSL-
KDD dataset, focusing on key features such as packet sizes and inter-arrival times.

A. Data Acquisition and Preprocessing:

The NSL-KDD dataset, a extensively used benchmark for intrusion detection, is
employed to train and assess the proposed model. This dataset comprises various
network traffic features and different categories of cyberattacks, making it suitable for
evaluating the model's capability to identify malicious activities. The dataset includes
four primary types of attacks they are DoS attacks, which goal to overcome interrupt
services and network resources. Probe attacks, which involve scanning a system for
vulnerabilities. Remote-to-Local attacks, where an intruder gains unauthorized access
to a system remotely. and User-to-Root attacks, which involve escalating privileges
after gaining initial access.

Next, categorical structures, such as protocol type, service, and flag, are changed to
numerical representations using label encoding, confirming compatibility with machine
learning algorithms. To improve model performance, feature scaling is applied using
Standard Scaler normalization, which standardizes feature values to a uniform scale.
Finally, the dataset is split into 80% is for training and 20% is for testing, allowing for
a stable evaluation of the model’s accuracy and capabilities.
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Fig. 1. Workflow of Hybrid SVM-LSTM Model for DoS Attack Detection
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The trained Hybrid SVM-LSTM model is evaluated using the NSL-KDD test set to
assess its effectiveness in DoS attack detection. Performance is calculated using
multiple metrics. Accuracy, Recall, Precision, and F1-Score are the main metrics for
evaluating DoS attack detection. Accuracy measures overall correctness, while
Precision ensures attack predictions are accurate, reducing false positives. Recall
checks how well the model detects all attacks, minimizing false negatives. The F1-
Score balances Precision and Recall for a comprehensive assessment. Since DoS
detection involves imbalanced data, accuracy alone can be misleading. Precision,
Recall, and F1-Score give a clear measure of the model efficiency in distinguishing
normal and malicious traffic. Additionally, a Confusion Matrix is used to analyze the
model’s classification strengths and weaknesses through different attack types, offering
deeper insights into misclassification patterns and areas for improvement.

B. Model Architecture

The Hybrid SVM-LSTM model follows a structured architecture to efficiently detect
DoS and other network attacks by combining feature extraction with sequential
learning. The process begins with the Input Layer, where pre-processed network traffic
data is fed into the model. Next, the SVM Classifier extracts attack probabilities and
feature importance, serving as an initial layer of classification. These extracted features
are then merged with the original dataset in the Concatenation Layer, enhancing the
input representation for sequential learning.

The LSTM Layers analyze the temporal dependencies in the network traffic, improving
the model’s capacity to detect difficult attack patterns. The extracted sequential
information is passed to the Fully Connected Dense Layers, which refine the
classification process. Finally, the Softmax Output Layer assigns probability scores to
different attack classes, categorizing traffic as Normal, DoS, Probe, R2L, or U2R,
ensuring precise detection of network intrusions.

C. LSTM Model for DoS Attack Detection

The architecture diagram below illustrates the step-by-step process of building and
evaluating an LSTM-based DoS attack detection model, enhanced by SVM feature
extraction in a hybrid approach.

The Hybrid SVM-LSTM model follows a structured architecture to efficiently detect
DoS and other network attacks by combining feature extraction with sequential
learning. The process begins with the Input Layer, where pre-processed network traffic
data is fed into the model. Next, The SVM Classifier extracts attack probabilities and
feature importance, serving as an initial layer of classification. These extracted features
are then merged with the original dataset in the Concatenation Layer, enhancing the
input representation for sequential learning.
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The LSTM Layers analyze the temporal dependencies in the network traffic, improving

the capacity of the model to detect difficult attack patterns. The extracted sequential
information is sent to the Fully Connected Dense Layers, which enhance the
classification process. Finally, the Output Layer assigns probability scores to different
attack classes, categorizing traffic as Normal, DoS, Probe, R2L, or U2R, ensuring
precise detection of network intrusions.

The Hybrid SVM-LSTM model follows a structured implementation process for DoS
attack detection using the NSL-KDD dataset. The workflow starts with loading the
dataset, which contains essential network traffic features, including protocol type,
connection duration, service type, and traffic statistics. The dataset contains of both
normal traffic and multiple attack types like DoS, R2L, Probe, and U2R for
classification.

In a data preprocessing phase, missing values are handled by replacing NaNs with
appropriate values. Categorical features like protocol type, service, and flag are
encoded using Label Encoding, certifying compatibility with machine learning models.
Along with that, numerical features are uniform using Standard Scaler to enhance
training efficiency. The dataset is then divided into 80% training and 20% testing sets

for evaluation.
- %

Data set Data Preprocessing
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Fig.2. Architecture Diagram of Hybrid SVM-LSTM Model for DoS Attack
Detection
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For feature extraction, an SVM classifier is trained to detect DoS attacks, and its
probability scores (predict_proba) are used as additional features. The original dataset

features are then concatenated with the SVM probability outputs, creating an enhanced
feature set. This reshaped dataset is formatted into a time-series structure for LSTM
processing, allowing sequential attack pattern recognition. The trained Hybrid SVM-
LSTM model is tested using the NSL-KDD test dataset, and its performance is
estimated using accuracy, precision, recall, and Fl-score. A confusion matrix is
generated to assess classification effectiveness across different traffic types. The study
compares three models: SVM (traditional machine learning), LSTM (deep learning for
sequential data), and the Hybrid SVM-LSTM model. A bar graph is generated to
visualize the accuracy of all three models.

Table 2. Performance Metric

Performance

. Description
Metric P
The amount of correctly classified instances Give formula
Accurac
Y Accuracy = TNHTP
TN+FP+TP+FN
The amount of true positive predictions out of all positive
. redictions.
Precision prediction:
Precision=_TP_
TP+FP
The ratio of correctly identified positive cases to the total actual
ositive instances.
Recall p
Recall = TP
TP+FN
The stable mean of precision and recall
F1-Score

Precision*Recall
F1-Score =2 X = -
Precision+Recall

These metrics assess the model’s capacity to detect DoS attacks accurately and
distinguish between different attack types.

D. Environment

The detection of DOS attacks using the LSTM model requires a robust computational
setup and an optimized Python environment for efficient data processing and model
training. The proposed approach classifies network traffic as normal or attack-based by
leveraging key features such as inter-arrival times, packet sizes and source-destination
addresses.

For optimal performance, a high-performance system with a multi-core processor (e.g.,
Intel 19 or AMD Ryzen 7) and at least 16GB of RAM is recommended. SSD storage is
essential for fast data access and model checkpointing, ensuring smooth execution and
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reduced latency during training and inference. The Python environment should be
equipped with Python 3.8 or higher and include essential libraries such as
TensorFlow/Keras for implementing the LSTM model, NumPy and pandas for data
manipulation, and Matplotlib for visualization. Additionally, support for GPU
acceleration (such as NVIDIA CUDA) is highly recommended to speed up model
training, especially when handling large datasets. This setup enables seamless
execution of the LSTM model, ensuring reliable and accurate detection of DoS attacks
while maintaining computational efficiency.

The NSL-KDD dataset improves upon the KDD99 dataset by addressing issues like
redundancy and bias caused by duplicate records, reducing the risk of model overfitting.
It includes 41 features representing network connections, such as duration, protocol
type, and service type, which help distinguish between normal and malicious traffic.
The dataset covers four major attack types: DoS, Probe, R2L, and U2R. Divided into
separate training and testing sets, the NSL-KDD dataset enhances model evaluation and
better generalizes to real-world network environments, making it a reliable benchmark
for intrusion detection system development.

5 Result Analysis

A. SVM Performance

The Support Vector Machine (SVM) model demonstrates reliable performance in
detecting DoS attacks and other network intrusions. With an accuracy of 87%, SVM
effectively classifies network traffic based on extracted features, showing strength in
handling high-dimensional data. Its precision and recall are both 87%, indicating that
the model maintains a balanced ability to correctly identify attack instances while
minimizing false negatives. However, SVM’s Fl-score of 86% highlights some
limitations in consistently detecting complex attack patterns. While SVM performs well
in identifying common DoS attacks, its inability to capture sequential dependencies
makes it less effective for sophisticated attack types such as slow-rate DoS, R2L, and
U2R. As a result, SVM may experience a higher false alarm rate compared to models
that leverage temporal data analysis. Despite these challenges, SVM’s fast inference
speed and strong feature extraction capabilities make it a valuable component in hybrid
detection systems.

SVM Performance

88%

87%
86%
o u u u L

Accuracy Precision Recall F1-Score

Performance Value(%)

Performance Metrics

Fig. 3. SVM Performance Analysis
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Table 3. Performance values of SVM algorithms

Metric SVYM
Accuracy 87%
Precision 87%
Recall 87%
F1-Score 86%
B. LSTM Performance

The Long Short-Term Memory model exhibits strong performance in detecting DoS
attacks and identifying complex attack patterns by effectively capturing sequential
dependencies in network traffic data. Achieving an accuracy of 95%, LSTM
significantly outperforms SVM in handling time-based attack patterns. Its precision and
recall scores of 96 and 95, respectively, demonstrate the model's ability to correctly
identify malicious traffic while minimizing false negatives. With an F1-score of 95,
LSTM maintains a good balance between precision and recall, ensuring consistent
detection performance. LSTM’s superior ability to analyze sequential data makes it
particularly effective in identifying slow-rate DoS, R2L, and U2R attacks, which are
often overlooked by traditional models. However, LSTM’s performance comes at the
cost of higher computational complexity and a greater dependency on larger datasets
for optimal performance. Despite these challenges, LSTM’s enhanced detection
capabilities and improved accuracy make it a powerful choice for detecting complex
and evolving attack patterns in network environments.

LSTM Performance

96%
L 96%
T 96%
= 96%
~95%
2 95%
E 9%
S 9%
L 95%

94%

Accuracy Precision Recall F1-Score Performance Metrics

Fig. 4. LSTM Performance Analysis
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Table 4. Performance values of LSTM algorithms

Metric LSTM

Accuracy 95%

Precision 96%

Recall 95%

F1-Score 95%
C. Hybrid Model Performance

The Hybrid SVM-LSTM model combines the strengths of SVM for feature extraction
and LSTM for sequential pattern recognition, achieving the highest performance among
the all models. With an impressive accuracy of 97%, the Hybrid model demonstrates
superior ability to classify network traffic accurately. Its precision and recall scores,
both at 97%, reflect the model’s effectiveness in correctly identifying attack instances
while minimizing false negatives. Additionally, the model’s F1-score of 97% highlights
its balanced performance across all evaluation metrics. The integration of SVM’s
probability-based predictions with LSTM’s temporal learning capabilities enables the
Hybrid model to excel in detecting complex attack patterns, particularly rare types such
as R2L and U2R. Furthermore, the Hybrid model effectively reduces false alarms,
improving detection reliability. Although the model requires more computational
resources compared to standalone models, its enhanced accuracy, precision, and recall
make it the most robust and effective solution for DoS attack detection and overall
network security.

Hybrid Model (SVM + LSTM)

97%
97%
97%
97%
97%

96%

96%

Performance Value(%)

Accuracy Precision Recall F1-Score
Performance Metrics

Fig. 5. SVM+LSTM Hybrid Model Performance Analysis
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Table 5. Performance values of Hybrid (SVM+LSTM) algorithms

Metric Hybrid (SVM+LSTM)
Accuracy 97%
Precision 97%
Recall 97%
F1-Score 97%

Table 4 This study estimates the performance of three machine learning models Support
Vector Machine, Long Short-Term Memory , and a Hybrid SVM-LSTM model for DoS
attack detection. The Hybrid SVM-LSTM model achieves the highest performance,
with 97% accuracy, 97% precision, 97% recall, and an F1-score of 97%. The LSTM
model follows closely with 95% accuracy and slightly lower precision and recall,
showcasing its effectiveness in detecting sequential patterns in network traffic. The
SVM model, while effective, shows lower accuracy (87%) and struggles slightly with
recall, indicating challenges in detecting certain attack patterns. These results
demonstrate that while SVM is effective as a baseline model, deep learning-based
approaches (LSTM and Hybrid) significantly enhance detection accuracy and
robustness.

Performance comparison of SVM, LSTM, and Hybrid (SVM-LSTM)
98%

96%
- 94%
T 9%
=
= 90%
>
© 88%
=
g so%
S 8%
& 82%

80%

Accuracy Precision Recall F1-Score
Performance Metrics

o)

mSVM ®LSTM ®mHybrd (SVM-LSTM)

Fig. 6. Comparison Analysis
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Table 6. Performance values of different machine learning algorithms

Metric SVM LSTM Hybrid (SVM+LSTM)
Accuracy 87% 95% 97%
Precision 87% 96% 97%
Recall 87% 95% 97%
F1-Score 86% 95% 97%

The figure presents a comparative analysis of three machine learning models SVM,
LSTM, and a Hybrid SVM-LSTM model are used for DoS attack detection.
Performance is evaluated using on Accuracy, Precision, Recall, and F1-Score. The
Hybrid SVM-LSTM model outperforms the others, achieving 97% accuracy and
excelling across all metrics. This demonstrates its superior capability in detecting DoS
attacks while reducing false positives. LSTM Model follows closely with 95%
accuracy, showcasing its ability to model sequential dependencies in network traffic
and detect complex attack patterns. SVM Model, while effective, achieves 87%
accuracy, with lower recall compared to LSTM and Hybrid models. This indicates
challenges in detecting certain attack types, particularly minority classes like R2L and
U2R attacks. These results highlight the effectiveness of deep learning-based
approaches, especially the Hybrid SVM-LSTM model, in enhancing intrusion detection
and mitigating DoS attacks in network security systems.

6 Conclusions and Future work

This study evaluated Support Vector Machine, Long Short-Term Memory, and a
Hybrid SVM-LSTM model are used for DoS attack detection using NSL-KDD dataset.
The results show that the Hybrid SVM-LSTM model outperformed both SVM and
LSTM, achieving 97% accuracy with higher Precision, recall, and F1-score highlight
its effectiveness in detecting DoS attacks while minimizing false positives. LSTM
performed better than SVM, achieving 95% accuracy, show casing its ability to model
sequential dependencies in network traffic, making it highly effective in detecting time-
dependent attack patterns. SVM achieved 87% accuracy, highlighting its efficiency in
handling high-dimensional data but struggling with complex attack detection,
especially for minority attack classes. Overall, deep learning-based approaches,
particularly hybrid models, show promise for intrusion detection systems, offering
higher accuracy and robustness in detecting sophisticated DoS attacks.

Incorporating diverse and recent attack patterns to enhance adaptability. Testing in live
networks to assess efficiency and latency. Using PCA or autoencoders for better feature
selection. Optimizing LSTM parameters and SVM kernels for accuracy and efficiency.
Applying threshold adjustments and anomaly detection to minimize false positives.
Evaluating against CNN-LSTM or Transformer-based models for effectiveness.
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Validating on datasets like UNSW-NB15 and CIC-IDS2017 to assess generalizability.
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