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Abstract. In this project, The Vehicle Theft Control System (VTCS)
utilizing engine measuring technique is a novel approach aimed at enhancing
vehicle security by detecting unauthorized access and preventing theft. This
system employs advanced engine measurement technology to monitor and
analyze specific parameters, such as engine vibrations, temperature, andignition
patterns, to determine the vehicle's status and identify any suspicious activities.
The suggested system is made up of carefully positioned sensors.within the
vehicle's engine compartment to capture real-time datarelated to its operation.
These sensors continuously transmit information to a central processing unit
(CPU), which processes the data using sophisticated algorithms to differentiate
between normal and abnormal engine. Upondetecting any deviation from the
predefined patterns associated with authorized usage, the system triggers a
series of security measures to prevent the theft. These measures may include
immobilizing the engine, activating alarms, and sending alerts to the vehicle
owner or designated authorities. The VTCS offers several advantages over
traditional security systems, including increased accuracy in theft detection,
reduced false alarms, and enhanced tamper resistance. Additionally, its
integration with modern vehicle communication networks enables remote
monitoring and control, further improving securityand convenience for vehicle
owners.

Keywords:GSM(Global System for Mobile communication), GPS(Global
positioningSystem), ThermalSensor, Vehicle, LCD(LiquidCrystalDisplay), Relay,
DC Motor

INTRODUCTION

In recent years, a number of technologies have been developed to prevent auto theft
and trace it [1]. According to reports, there are an equal number of automobiles
stolen worldwide each year. 1,192,809 motor cars were reported stolen in 2006,
resulting in damages of 7.9 billion dollars, according to the National Crime
Information Centre (NCIC) [2].Numerous monitoring and security solutions are
made to help businesses with a lot of cars and various uses [3&4]. Employee
expenses and effort to complete road assignments in a short amount of time can be
reduced with a fleet management system [5].

Additionally, assignments can be planned ahead of time according on the location
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of the vehicle at that moment.As a result, central fleet management is crucial for
businesses to satisfy the diverse needs of their clientele and boost efficiency [6&7].
However, there are still some security flaws in which these technologies are unable
to stop a car from being so far. Even if the owner is positive that his car was stolen,
they cannot allow him to interact with it online [9&10]. This paper's suggested
security system is intended to track and monitor automobiles used by specific
parties for specific reasons, as well as to halt the vehicle in the event that it is stolen
and track it online for recovery [11-15]. The importance by enterprises with large
vehicle fleets and the potential benefits of implementing of enhancing vehicle
security measures [15-20]. It acknowledges the limitations of existing systems in
preventing theft, aiding in recovery, and providing real-time updates to owners.
Additionally, it recognizes the specific challenges faced a comprehensive security
solution like Thermal Vigilance.

Arduino Uno is a popular microcontroller board based on the ATmega328P
chip.Its ease of use and versatility make it widely used bythe maker and
DIY community for prototyping and creating electronic projects., and extensive
community support. The Uno features digital and analog input/output pins, onboard
USB connectivity for programming and communication with a computer, and a
variety of built-in components to support various sensors and actuators. It's a great
choice for beginners and experienced hobbyists alike to explore and experiment with
electronics and programming.

LITERATUREWORK

This section explores image processing methods for detecting plant
diseases. Vegetation indices derived from hyper spectral data have been used for
indirect monitoring of plant health.Below is a summary of relevant studies:

[1] The proposed system in the 2020 paper by Han X, Zhang C, Wei X, and
Wang L focuses on a novel battery management system (BMS) for electric

vehicles (EVs), integrating advanced state-of-charge estimation and fault detection

techniques to enhance battery performance and lifespan. It aims to optimize
battery efficiency while ensuring safety and reliability in EVs.

[2] The 2021 paper by Yoo J, Kim Y, Kim M, and Kim D proposes an Internet of

Things (IoT)-based battery management system (BMS) for electric vehicles,
leveraging real-time data monitoring and remote diagnostics. The system aims to

enhance battery performance, predict failures, and improve overall EV efficiency

through cloud-based data analytics.

[3] The 2023 paper by Vineetha K. R., Bala N. N., Sudha V., and Balakrishnan
D. proposes an enhanced automation system for agro-industries using IoT. The
system aims to optimize agricultural processes by integrating [oT sensors for real-
time monitoring, automation, and data-driven decision-making to improve
efficiency and productivity in agro-industrial operations.
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[4] The proposed system is an IoT-enabled intelligent medication dispensing
solution that automates the process of dispensing medication based on patient-
specific data. It aims to improve medication management, adherence, and reduce
errors in healthcare settings.

[5] The proposed system is an optimal location update strategy for a cellular
network-based traffic information system. It aims to improve the accuracy and
efficiency of traffic data collection and dissemination in real-time.

[6] The proposed system is a mobile vehicle tracking system that uses GPS and
GSM technologies to monitor and track vehicle locations in real-time. It aims to
enhance vehicle security and provide efficient tracking solutions for fleet
management.

[7] The proposed system is an automobile localization system that combines GPS for

location tracking with GSM/GPRS for real-time data transmission. It aims to
provide accurate vehicle tracking and communication capabilities for improved
security and management

[8] he proposed project is a wireless data transferring system for soldier health
monitoring and position tracking using Arduino. It aims to provide real-time health
and location data for soldiers to enhance their safety and operational effectiveness.

[91 1. The proposed project is an adaptive and secure route migration model for
the sustainable Cloud of Things (CoT). It aims to enhance the security and
efficiency of data transmission across dynamic cloud-based IoT networks..

[10] ]. The proposed project is a kinematics model optimization algorithm for a
six degrees of freedom parallel platform. It aims to improve the precision and
efficiency of motion control in robotic systems with complex movement
capabilities.

[11] Movement, or speed violations, improving safety and compliance. UAV
Systems:Flight Control System (FCS): Manages the UAV's flight
operations.Surveillance Sensors: Cameras, LiDAR, or other sensors for data
collection.Communication Module: Integrates mobile communication technologies
like 4G, 5G.

[12] The proposed project involves designing, analyzing, and experimenting with
a preview path tracking control system for autonomous vehicles. It aims to
improve the accuracy and stability of autonomous vehicle navigation by
anticipating future paths..

[13] The proposed project focuses on cooperative preview following control for
an intelligent multiple-vehicle system. It aims to enhance the coordination and
safety of multiple vehicles by enabling them to anticipate and follow a planned
path together efficiently..

[14] Implementation on FPGA allows for flexibility and scalability in handling
data processing and communication tasks. CCSMOMS (composite communication
scheme for mobile object management system) is designed to increase the
efficiency of managing mobile objects, .

[15] Vehicles or drones, in dynamic environments. It integrates multiple

communication protocols, optimizing data exchange between mobile objects and
management servers. By leveraging both traditional and modern communication
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methods.

[16] CCSMOMS ensures reliable connectivity, real-time updates, and improved
resource allocation for effective tracking and control. A Mobile vehicle tracking
system using GPS and GSM technology enables real-time monitoring of vehicle
locations.

[17] The GPS module captures precise coordinates, while the GSM network
transmits this information to a central server or mobile application.

[18] Users can access location data, receive alerts for unauthorized movement,
and track routes, enhancing security and fleet management efficiency.

METHODOLOGY

The Thermal Vigilance system is a revolutionary technology in vehicle security,
utilizing thermal imaging cameras placed at optimal locations on the vehicle to
identify danger. Vehicle security has come a long way from the past, embedding the
latest technologies to keep theft, unauthorized intrusion, and other dangers at bay. The
new frontier in this area is thermal vigilance, which uses thermal imaging technology
to identify, track, and monitor security threats with utmost precision. By increasing
accuracy in the detection and response processes, thermal vigilance can provide a
revolutionary method of vehicle protection

We can enhance the security like using high-resolution infrared cameras for clear
thermal images. Implement wide-angle thermal sensors to monitor full vehicle
surroundings. Ensure temperature sensitivity calibration to detect human presence
accurately.Al-driven image processing can differentiate between threats and non-

threats

Automated| Thermist ARDUINO Relay
Key Sensor & (ON/OFF) Motor

Fig 1. Methodology

These cameras can be installed in strategic locations on the vehicle, such as the front
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grille or rear bumper, to monitor for any unusual heat patterns. Another method is the
integration of artificial intelligence algorithms that can analyze the thermal data in
real-time and identifies potential threats or anomalies[11]. A vehicle detection system
aims to identify and track vehicles in a given area. It typically involves the use of
sensors, cameras, or other technologies to detect the presence and movement of
vehicles. One common approach is the use of video-based detection systems. These
systems employ cameras that capture real-time video footage of the monitored area.
Advanced algorithms analyze the video feed to detect and track vehicles based on
their size, shape, and movement patterns. Another approach is the use of sensors
embedded in the road or placed above it.The algorithm automatically generates mask
image without user interaction that contains only text regions to be in painted.

Feature Extraction

Feature extraction in the context of a vehicle security system typically
refers to the process of identifying and extracting relevant characteristics or
patterns from various data sources (e.g., sensors, cameras, GPS, etc.) that can help
in detecting, recognizing, and preventing unauthorized access or potential threats
to the vehicle. Feature extraction in a vehicle security system involves identifying
and extracting relevant characteristics or patterns from various data sources like
sensors, cameras, GPS, and biometric systems to detect, recognize, and prevent
unauthorized access or potential threats. For instance, motion sensors,
accelerometers, and gyroscopes help detect unusual movement, tampering, or
changes in the vehicle's direction.

Cameras can be used for object detection, face recognition, and license plate
recognition, enabling the system to identify potential threats or unauthorized access.
GPS data enables location monitoring and geofencing, alerting if the vehicle moves
outside a predefined arca. RFID and key fob systems monitor proximity
to permitted users, whereas vehicle network information (such as CAN
bus information) monitors the internal car systems to monitor for anomalies. Audio
sensors are able to detect unusual noises, including breaking

glass and engine startups, while tire pressure and temperature
sensors track environmental changes. In more sophisticated systems,
biometric identification, such as fingerprint ~ scanning, is employed for  secure
accessBy pulling features from these data sources, the system is able to monitor live
data, send alerts, and act to defend the vehicle against theft or unauthorized use.
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Working Of The System

Transforming car security by means

of thermal watchfulness involves a number of important points, each of which crucial
success. First, incorporating sophisticated thermal sensing technology into cars allows
for the identification of heat signatures, thereby strengthening perimeter
security. Second, using Al-based algorithms for thorough analysis of
thermal information improves threat detection and reduces false

alarms. Third, the use of fast response mechanisms
ensures prompt action in case of possible threats, thus strengthening car security in all
ways. These points collectively drive a paradigm shift towards proactive and effective
vehicle protection

GSM (Global System for Mobile Communications) is a digital mobile phone
network standard that employs for voice and data communication. It's among the most
popular mobile communication standards worldwide. GSM networks use various
frequency bands based on the region and generally support services like voice calls,
SMS (Short Message Service), and data transfer. The GSM standard has progressed
over the years to incorporate sophisticated features such as GPRS (general packet
radio service), EDGE (enhanced data rates for GSM evolution). DC motors are
electric motors that transform electrical energy into mechanical energy, driving a
broad variety of devices from toys to industrial equipment. They exist in different
types, such as brushed and brushless, each with its own merits. Brushed motors are
inexpensive and less complex, whereas brushless motors provide better efficiency and
durability. Even though they differ from one another in aspects mentioned above,
both are compact, efficient, and commonly used in a myriad of applications because
they are easy to control and flexibleand ultimately, 3G, 4G, and5Gtechnologies.

Fig 2. Hardware setup
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Fig 2 indicates the Hardware setup of our system and First and foremost, the
integration of thermal imaging technologies is a priority. By equipping automobiles
with thermal cameras, they can acquire the sense to detect and recognize heat
signatures, thereby strengthening their perimeter against intrusions. After the
integration, data analysis and algorithmic fine-tuning come into the limelight.
Machine learning algorithms analyze thermal information, differentiating between
innocuous environmental changes and malicious activity. This discrimination
reduces false alarms and arguments the general security..

Algorithms Used

Alarm and ResponseAlgorithm

The alarm and response algorithm in a vehicle security system is designed to detect
abnormal behaviors or potential threats and trigger appropriate actions, such as
activating alarms or notifying the owner. These algorithms typically rely on sensor
data, camera input, and machine learning to analyze the situation in real-time. For
instance, when an unauthorized motion or tampering is detected via accelerometers,
GPS, or cameras, the system can activate an alarm or send an alert to the vehicle
owner’s smartphone. Rule-based systems are often used in these algorithms, where
predefined conditions are set—such as if the vehicle is moved without authorization
or if the doors are opened while the system is armed, the alarm will trigger.
Also, fuzzy logic control can be used to measure the level of threat relative to
different inputs from sensors and allow the system to choose a response (such as the
alarm intensity or alerting the security agency). The algorithms are intended to
improve security by providing an instant response to any possible threat without
triggering false alarms.

These algorithms find extensive applications in fields such as security
systems, industrial monitoring systems, network security, and healthcare. They are of
utmost importance in risk management, efficiency, and safety by offering early
warning of problems, allowing for timely actions to avoid further complications.
However, challenges include handling false alarms, system overload, and ensuring
accurate and timely responses.This has helped alleviate concerns among vehicle
owners about unnecessary disruptions while ensuring that genuine security threats are
promptly addressed. Additionally, the integration of remote monitoring and control
features has enhanced user convenience and access
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Table 1.Specifications used
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SL Name of the .
No. | Components Usage of Components | Readings
1. Arduino Uno Detect and Measure |
power theft
2| Gps Used‘ to identify the |
location
3| GsM To monitor and sends |
a message to user
LCD  Display Display power theft in
4. (16x3) a word of Normal or | -
Not
Protects  the  high
3| Relay voltage of current )
Motor  Driver To control ‘?“d
6. manages the operation | -
IC .
of electric motor
Converts direct
7.| DC Motor electric current into | -
mechanical energy
. Use to identify the
Thermistor .
8. temperature of engine | Temp<40Odegree
Sensor . .
in vehicles
Regularly wused in
9.| Piezo Buzzer alarms, warning | -
devices

Table 1 shows that the particular we used in this project will predict the range of
thermistor sensors which we coded on the Arduino uno and many particles like
GPS,GSM,LCD Display and Relay. By revolutionizing vehicle security through
thermal vigilance, we can greatly enhance the safety and By revolutionizing vehicle
security through thermal vigilance, we can greatly enhance the safety and protection
of vehicles. The use of thermal cameras and Al algorithms allows for real-time
monitoring and detection of potential threats. This technology can help prevent theft,
unauthorized access, and even detect hidden passengers or objects. With continuous
advancements in thermal vigilance, we can make vehicles more secure and provide
peace of mind to owners. Stay safe on the road! Thermal vigilance can detect hidden
passengers by analyzing the heat signatures inside the vehicle. When someone is
hiding inside a vehicle, their body heat can create a distinct thermal signature.
Thermal cameras or sensors can pick up on these heat patterns and alert the system to
the presence of a hidden passenger.

They are used in a wide range of applications including computer monitors,
televisions, dashboards, aircraft cockpit displays, signage etc. They are widely used in
consumer devices such as video players, game consoles, watches, calculators and
phones. The LCD screen shows the cathode rays (CRT) emitted in most applications.
They are generally more compact, lighter, portable, cheaper, more reliable, and easier
in front of us..
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They are available in a wider range of screen sizes than CRT or plasma
displays, and because they do not use phosphors, they do not suffer from image burn-
in. LCDs are more energy efficient and safer to dispose of than CRTs. Their low
power consumption allows for use in battery-powered electronic devices. It is an
electronically modulated optical device consisting of any number of pixels filled with
liquid crystals and placed in front of a light source (backlight) or reflector to create a
color or monochrome image. The discovery of liquid crystals, the original discovery
that led to the development of LCD technology, dates back to 1888. This can be
especially helpful in situations where unauthorized people are attempting to enter a
vehicle or during security screening. Through the use of thermal vigilance, we can
prevent vehicles from being breached by concealed passengers. Safe and security.
Thermal sensors or cameras can detect these heat signatures and inform the system of
the presence of a concealed passenger. This can be especially handy in situations
where unauthorized people are attempting to get into a vehicle or during a security
search. Through the use of thermal vigilance, the outcome can be observed in the
subsequent image taken in.

In 2008, worldwide sales of LCD TVs surpassed CRT TV sales. LCD
screens have become the successors of cathode ray tube (CRT) screens in the
majority of uses. They are typically smaller, lighter, more portable, cheaper, more
rugged, and easier on the eyes. They are offered in more screen sizes than CRT and
plasma screens, and since they don't contain phosphors, they aren't prone to image
retention. LCDs consume less energy and can be disposed of more safely than
CRTs. Arduino programming is the act of writing programs in the Arduino
programming language, which is derived from C/C++. Every sketch contains two
primary functions.

Result and Discussion

They come in various types, including electromechanical relays, solid-state
relays, and reed relays, each suited for different applications based on factors like
switching speed, contact rating, and reliability. GPS, or The Global
Positioning System is a satellite-based navigation system that provides location and
time information anywhere on or near Earth where there is a clear line of sight to
four or more GPS satellites. It flows through the buzzer, the piezoelectric element
vibrates or the electromagnetic coil induces movement in the diaphragm, generating
sound waves.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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