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Abstract. In order to get around the drawbacks of conventional Learning
Management Systems (LMS), the article suggests an advanced e-learning platform
that integrates Blockchain technology with Multi-Factor Authentication (MFA).
Because they rely on centralized data storage, current LMS platforms are susceptible
to inefficiencies, illegal changes, and data breaches. Particularly in high-stakes
situations like remote learning, conflict zones, and accessibility for students with
impairments, these flaws jeopardize the integrity of tests and coursework. The
suggested platform offers decentralized, impenetrable data storage by utilizing
Hyperledger Blockchain. From submitting coursework to taking tests and earning
certifications, every transaction is safely documented on the blockchain,
guaranteeing authenticity, transparency, and immutability. By limiting unwanted
access and safeguarding private educational records, MFA further improves user
access security. By removing single points of failure, this decentralized strategy
makes the network secure against cyberattacks and perfect for distance learning. In
order to ensure equal participation, the inclusive platform provides accessible
features for students with disabilities. In terms of scalability, security, and
dependability, it outperforms traditional LMS, allowing organizations like IITs and
IIMs to broaden their global presence and offer reliable academic credentials.

Keywords: Hyperledger Blockchain, Moodle Learning Management System
(LMS), Multi-factor Authentication with Hyperledger Blockchain (MFAHB), Multi-

factor Authentication (MFA), Non-fungible Token (NFT).Introduction

The need for safe, dependable, and scalable e-learning platforms has increased
dramatically in our globally interconnected and quickly changing world, particularly in
response to issues like natural disasters, conflicts, and the accessibility requirements of
people with disabilities [1], [2]. The transition from traditional in-person education to
online learning has been further hastened by the COVID-19 pandemic, highlighting the
advantages and disadvantages of traditional Learning Management Systems (LMS) [3],
[4]. Although these systems have made education more accessible, they are vulnerable to
breaches, illegal access, and possible manipulation because of their reliance on centralized
data storage, especially in high-stakes situations like certification and exams [4], [5].

Online tests, which have many benefits over traditional paper-based assessments, such as
quicker grading, improved security, and more effective record-keeping, are a crucial part
of e-learning [5, 6]. However, it is challenging to guarantee the validity of evaluations due
to the substantial risks associated with centralized systems utilized for these tests, such as
data breaches, tampering, and unauthorized access [6], [7]. Using Hyperledger Blockchain
to decentralize and safeguard exam data, this article suggests a blockchain-based, multi-
factor secured e-learning platform to address these security issues and guarantee
transparency and integrity in academic transactions [7], [8].

The suggested method reduces dependency on centralized agencies by incorporating
blockchain technology, strengthening security and decreasing risks like cyber threats and
data tampering [8]. Additionally, it increases online education's reputation and confidence
by guaranteeing tamper-proof academic transactions and certifications. This study
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illustrates the enhanced security, dependability, and scalability of the suggested
blockchain-based platform by means of a comparison with conventional LMS systems.
This solution protects academic records from potential security breaches while allowing
educational institutions to provide a wider audience with dependable, secure, and
accessible e-learning experiences by decentralizing data storage, guaranteeing
cryptographic protection, and putting strong authentication procedures in place [9].

1.1 Motivation

This study is driven by the urgent need to create a scalable, safe, and accessible e-learning
platform that can overcome the drawbacks of conventional educational systems,
especially in difficult and uncertain situations [1], [2]. Conventional educational
infrastructures are frequently affected during global crises like the COVID-19 epidemic,
natural disasters, or geopolitical conflicts, making it challenging for students to access
uninterrupted learning opportunities [4], [5]. Furthermore, by offering a safe and flexible
platform for people with disabilities, a blockchain-integrated e-learning system promotes
inclusivity by guaranteeing that they may engage in online learning without facing
logistical or technological obstacles [6], [7].

Beyond accessibility, this model's scalability allows esteemed schools to reach a wider,
worldwide audience and provide top-notch education. Universities and other educational
institutions can uphold their academic standards while implementing contemporary,
decentralized learning management systems by using blockchain technology, which
maintains the credibility of digital credentials by guaranteeing the integrity of academic
records and certifications [8], [9].

1.2 Contribution

1. Using Hyperledger Blockchain to decentralize data storage in order to improve the
security and dependability of online tests and certifications [1], [2].

2. To guarantee data integrity and stop unwanted access [4].

3. To offer blockchain-based digital certificates, which give an unchangeable and safe
way to issue and validate academic credentials while making sure they are easily
verifiable and impenetrable [5].

4. To further improve security, the platform's multi-factor authentication (MFA)
mechanism makes sure that only authorized users can access student data and important
exam materials [6].

2 Related Work

E-learning platforms, which provide flexible learning opportunities across multiple
disciplines, have become essential to modern education. As the need for safe, scalable,
and easily available learning solutions increases—especially in difficult situations like
distant areas, conflict zones, and for students with disabilities—current Learning
Management Systems (LMS) frequently fail to meet important needs. This section looks
at the state of e-learning platforms today, with particular attention to multi-factor
authentication (MFA), blockchain, and traditional learning management systems. In order
to determine the holes that the suggested system aims to fill and enhance the security,
scalability, and inclusivity of e-learning environments, we will assess the advantages and
disadvantages of these approaches.

For educational institutions to manage course content, monitor student progress, and
administer assessments, traditional learning management systems (LMS), which include
popular platforms like Moodle, Blackboard, and Canvas, have become indispensable
tools. However, the elevated potential of data breaches is a significant problem with
centralized LMS solutions. These systems are popular targets for hackers because they
include vast amounts of private student data, including grades, assignments, and personal
information. In addition to putting students at risk of identity theft, a data breach damages
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the reputation of the school. Furthermore, server outages might completely interrupt
learning and testing procedures due to the centralized systems' intrinsic single point of
failure [3].

Furthermore, it is difficult for conventional LMS systems to verify the legitimacy of
academic credentials. Such platforms' trustworthiness is weakened by the possibility of
grade manipulation, record falsification, and a lack of robust verification procedures. For
high-stakes tests or certifications, where dependability and trust are essential, this is
especially worrisome [4]. Additionally, the evaluation process is vulnerable since current
LMS platforms frequently lack sufficient controls to stop academic dishonesty during
online exams [5].

2.1 Blockchain in Education

Blockchain technology is a game-changing solution that has solved many of the
drawbacks of centralized LMS platforms. By offering a decentralized, impenetrable
ledger, blockchain enhances the security, transparency, and integrity of educational data.
This innovation has driven initiatives such as Blockcerts, a blockchain-based platform that
enables businesses to establish and validate digital credentials. By ensuring that
credentials are immutable and verifiable, Blockcerts provides an unmatched level of
confidence in academic achievements [6]. However, it is currently challenging to integrate
blockchain technology into existing LMS systems. Current blockchain solutions, which
often function independently of traditional LMS platforms, fragment educational
workflows. For example, platforms such as Blockcerts securely issue credentials, but they
do not manage more general educational processes such as grading or administering
assessments [7]. Scalability issues with public blockchain networks and the technical
know-how required for deployment are additional barriers to the widespread use of
blockchain in educational contexts [8].2.2 Multi-Factor Authentication (MFA) in E-
Learning

In the digital era, multi-factor authentication (MFA) is becoming more widely
acknowledged as an essential security mechanism. By requiring several kinds of
identification, such passwords, biometric information, or authentication tokens, MFA
fortifies access restrictions and safeguards critical data. By protecting important
information like grades and assignments, its incorporation into e-learning systems
improves the security of staff and student accounts [6].

MFA has been somewhat slow to be adopted in educational contexts, despite its benefits.
Usability issues pose serious difficulties, especially for students with disabilities or those
who live in places with poor connectivity. Accessibility may be hampered by intricate
verification processes, and poorly integrated MFA solutions may unintentionally interfere
with the educational process [7].

2.3 Integration of Blockchain and Advanced Security Measures

A viable strategy for creating safe, open, and scalable e-learning environments is the
combination of blockchain technology with cutting-edge security features like MFA.
MFA's strong access controls are enhanced by blockchain's capacity to store data in an
immutable manner, guaranteeing that only authorized personnel can access private
academic information [3].

For instance, tamper-proof records of academic credentials can be stored in blockchain-
based systems, and safe access to these documents is guaranteed by MFA. By addressing
both user authentication and data protection, this dual approach reduces risks like data
breaches and illegal access [4]. Furthermore, blockchain provides a transparent and
verifiable foundation for online assessments by recording tests and exam results [5].

However, important facets of integration and inclusion are frequently overlooked in the
way these technologies are currently used. Students with disabilities have difficulties
because many blockchain-based solutions are not accessible. Additionally, their
scalability and usability in traditional educational institutions are constrained by their
limited connectivity with current LMS platforms [6]. To guarantee that such innovations



An E-Learning Platform Based on Multi-Factor Authentication ...

are not only safe but also easily incorporated into larger educational frameworks, these
gaps must be filled.

3 Background Work
3.1 Blockchain & Hyperledger Technology

Blockchain is a distributed ledger technology that stores data in a decentralized fashion
across several platforms [1], [2]. A block is created for each transaction, and as new
transactions take place, more blocks are made and connected chronologically to construct
an unchangeable chain [3]. Smart contracts, which are self-executing bits of code that
automatically enforce agreements between participants when predefined circumstances
are satisfied, are a crucial feature of blockchain technology [4].

An open-source blockchain technology called Hyperledger was created especially for
commercial applications that need a high degree of security, transparency, and scalability
[4], [5]. Hyperledger, in contrast to cryptocurrencies like Ethereum, is concentrated on
creating decentralized applications for a range of sectors, including education [6]. It gives
programmers the ability to design smart contracts and other blockchain-based solutions
that promote safe and open communication [7].

3.2 Key Technologies for Secure Blockchain-Integrated E-Learning Platforms

Google created the statically typed, compiled programming language Golang, sometimes
referred to as Go. Because of its effectiveness, ease of use, and high-performance
execution, it is frequently used to create smart contracts in Hyperledger Fabric. This
makes it perfect for blockchain-based applications that need to handle data quickly and
securely [4], [5]. Fabric Samples is a set of tools and pre-made templates within the
Hyperledger Fabric ecosystem that let developers create, implement, and maintain
blockchain networks effectively. These examples ensure strong security and transparent
data management while facilitating the integration of blockchain functions into a range of
applications, including educational platforms [5], [6].

Blockchain-integrated e-learning platforms also heavily rely on Moodle, a popular open-
source learning management system (LMS). It facilitates a wide range of learning
activities, including managing assignments, giving tests, and holding online classes.
Educational institutions may improve their digital learning experience using Moodle's
adaptable and scalable design, which also integrates easily with blockchain solutions for
certification verification, safe authentication, and academic record storage [7].

4 MFAHB Architecture

In order to provide safe, dependable, and impenetrable management of educational data—
especially in situations like wars, physical limitations, and the growth of educational
outreach by schools like IITs and I[IMs—the suggested e-learning platform combines
Moodle LMS with Hyperledger Blockchain. The main platform for managing user data
(teachers, students), distributing course content, and administering tests is Moodle LMS.
By integrating Hyperledger Blockchain as a backend layer, sensitive data, like
certifications, test results, and course completion records, may be stored in a
decentralized, transparent manner, ensuring data integrity and resistance to tampering or
unauthorized access.

The architecture consists of multiple layers: the User Layer, which manages
communication between students, instructors, and the learning management system; the
Moodle LMS Layer, which manages assessments and instructional materials; and the
Blockchain Layer, which securely stores important data using consensus processes and
cryptographic hashing to guarantee immutability. To improve user access security and
guarantee that only authorized users may access the system, multi-factor authentication, or
MFA, is used. Furthermore, because the system is scalable, educational institutions can
increase the number of courses and certifications they provide while still preserving
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confidence in the accuracy and security of the data. For ordinary data storage and
operations, the platform makes use of Moodle's conventional database, while Hyperledger
guarantees the long-term dependability and integrity of important records.

Components of MFAHB :

1. Moodle LMS (Learning Management System)

2. Hyperledger Blockchain (for secure data storage)
3. Integration Module (middleware)

4. User Layer (students, teachers, admins)

5. Multi-factor Authentication (MFA)

Architecture Layers:

1. User Layer (top): User interactions via browser/mobile app

2. Moodle LMS Layer (middle): Course management, exams, assignments

3. Integration Module (middle-bottom): Data synchronization, smart contracts, API
communication

4. Blockchain Layer (bottom): Decentralized storage of sensitive data (Hyperledger
Fabric)

Mint NFT
Certificate
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Admin/Teacher , Submit Exams and
View Results
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I Verify NFT
Student/Verifier [— Certificate

, Manage Course | gy ont

Admin/Teacher and Exam

Fig. 1 MFAHB Architecture depicts the integration of Multi-factor Authentication with
Hyperledger Blockchain.
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Fig 2. MFAHBworkflow.
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5 MFAHB: Objectives and Solution

In order to improve the security, dependability, and scalability of Learning Management
Systems (LMS), especially in critical situations like wars, physical disabilities, and the
expansion of educational services from esteemed institutions like IITs and IIMs, this
research aims to create a multi-factor secured e-learning platform. By combining
blockchain technology with multi-factor authentication (MFA), the platform seeks to
protect student data, certifications, and online tests. Even in unstable or high-risk
situations, this connection prevents data modification and tampering, guaranteeing the
availability and integrity of academic records.

This will be accomplished by the system's implementation of MFA, which fortifies
authentication procedures and guards against unwanted access to user accounts and
private educational information. The Hyperledger Blockchain is also used in the system to
decentralize data storage, offering safe, impenetrable storage for student credentials,
certifications, and test results. Furthermore, by improving the platform's scalability,
esteemed organizations like IITs and IIMs can increase the number of their certified
students while maintaining the accuracy of these tests.

To safely preserve grading results, the platform also integrates automatic grading systems
that communicate with the blockchain. By enabling independent verification of exam
results and certifications by students, institutions, or other parties, blockchain technology
ensures transparent and verifiable outcomes, hence enhancing the academic process's
reputation and dependability.

User Student Credentials
(Auth) mM

Multifactor Hyperledger Blockchain
Auth (Decentralized Storage)

(Success)

]\ (Grade Setup)

B —

Moodle LMS
(Course Content,
Exam Management)

(Exam Results)'_ Exam Prep & Grading
(Instructor Setup)

Fig. 3. MFAHB Microservices Architecture
6 Algorithm

These algorithms ensure data integrity, validate roles, and store records on the
Hyperledger Blockchain to securely manage users, tests, and grades. This keeps
everything in the system transparent and stops unwanted alterations.

Table 1. Depicts the user management algorithm that, through role validation, user
existence checks, and data storage in the world state of the Hyperledger Blockchain,
ensures tamper-proof records and blocks unwanted access, ensuring safe user creation,
updates, and deletion.
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Table 1. user management algorithm

Exam Management

CreateExam Function

Function CreateExam(examID, courselD,
examDetails)
exists <- ExamExists(examID)
If exists Then
Return "Error: Exam Already Exists"
End If

exam <- { examID: examlID, courselD:
courselD, examDetails: examDetails,
questions: [] }

Save exam to world state as examID

Return "Exam Created Successfully"
End Function

AddQuestion Function

Function
question)
exists <- ExamExists(examID)
IfNOT exists Then
Return "Error:
Exist"
End If

AddQuestion(examID,

Exam Does Not

exam <- Get exam from world state
using examID

Append question to exam.questions

Update exam in world state as examID

Return "Question Added Successfully"
End Function

Table 2. Depicts the GradeExam algorithm

Grading &

Evaluation

SubmitAnswer Function

Function SubmitAnswer(studentID,
examlD, answers)
examExists<- ExamExists(examID)
If NOT examEXxists Then
Return "Error: Exam Does Not
Exist"
End If

userExists<- UserExists(studentID)
If NOT userExists Then
Return "Error: Student Does Not
Exist"
End If

gradeKey<- studentID +"_" + examID
grade <- { studentID: studentID,
examID: examID, answers: answers,
grades: {}, feedback: "" }
Save grade to world state as gradeKey
Return "Answer Submitted
Successfully"
End Function

GradeExam Function

Function GradeExam(examlID, studentID,
grades, feedback)
examExists<- ExamExists(examID)
If NOT examExists Then
Return "Error: Exam Does Not Exist"
End If

userExists<- UserExists(studentID)
If NOT userExists Then
Return "Error: Student Does Not
Exist"
End If

gradeKey<- studentID +" " + examID
grade <- Get grade from world state
using gradeKey
grade.grades<- grades
grade.feedback<- feedback
Update grade in world state as gradeKey

Return "Exam Graded Successfully"
End Function
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Table 2. Depicts the GradeExam algorithm receives submissions, updates grades,
provides feedback, and guarantees tamper-proof evaluation. The SubmitAnswer method,
on the other hand, securely records student responses in the Hyperledger Blockchain by
confirming exam and user existence.

The algorithms listed in the tables are essential to preserving a safe, open, and effective
system for handling users, tests, and grades in a blockchain-based setting. Only legitimate
roles—Admin, Teacher, and Student—can be assigned thanks to user management (Table
1), which also employs strict existence checks to avoid duplicate entries. The technology
ensures tamper-proof records by keeping user data in the Hyperledger Blockchain global
state, lowering the possibility of unwanted access or alteration. In a similar vein, before
enabling questions to be added, exam management (Table 2) makes sure that each test is
exclusively made and safely connected to its corresponding course. By ensuring that
changes are verified and openly documented, this methodical approach preserves data
integrity. Last but not least, grading and evaluation (Table 3) use the immutability of
blockchain technology to safely retain student work, prohibiting changes after submission
and guaranteeing impartial evaluation. These algorithms create a strong framework that
improves confidence, responsibility, and efficiency in managing educational data by
imposing stringent validation and safe storage procedures.

For example, when a student submits exam answers, the system first confirms that the
exam is legitimate and that the student is registered. The responses are saved in an
unchangeable ledger after submission, preventing any changes after that. Transparent
evaluation is ensured by the teacher's safe updating of the exam's feedback and scores in
the blockchain. This promotes fairness and accountability in the examination process
because the original records are preserved even in the event of a grade dispute.

7 EXPERIMENT SETUP DESCRIPTION

In order to confirm the usefulness and efficiency of the suggested e-learning system, we
carried out an experiment that mimicked a normal classroom procedure with instructors
and students. Using blockchain-based techniques to ensure confidentiality and
authenticity, the experiment sought to analyze the system's capacity to support course
creation, assessment, and certification.

Enrolled users -

+ Addconciom Ceuiers

supnf Ngoss tew @0/

Ot e/ hgops  ImsBes @0/

Fig 4.Enrolled Users.
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Status Finished
Started Tuesday. 19 November 2024, 12:29 PM
Completed Tuesday, 19 November 2024, 12:31 PM
Duration 2 mins 27 secs
Grade 10.00 out of 10.00 (100%:)

Question 1 What is the most popular blockchain platform?
Correct
Mark 1.00 out of a. Solana
1.00
BIFiag b. Ethereum &
g c. Hyperledger
d. Bitcoin

Question 2 Blockchain is a centralized system.
Corect
Mark 1.00 out of True
1.00
False &

Fariag

Fig 5. Test Report shown on the e-learning platform.

7.1 Teacher Account and Course Creation

A teacher account was created to serve as the course designer and evaluator. Using this
account, the teacher developed a course titled "Introduction to Blockchain Basics", which
included comprehensive learning materials and a concluding assessment quiz as shown in
figures.

7.2 Quiz Setup

The teacher designed a multiple-choice quiz worth a total of 10 marks, aligned with the
course content to ensure a robust evaluation of the students’ understanding. The passing
criteria were set to 6 marks or more, reflecting a reasonable threshold for mastery.
Automated evaluation capabilities ensured efficiency in grading while minimizing manual
intervention (Li et al., 2020; Zhang et al., 2020).

7.3 Student Interaction

Students enrolled in the course and completed the quiz as part of their assessment process.
The system automatically graded their submissions, providing instant feedback. This
seamless workflow highlights the scalability and usability of the platform in real-world
educational settings (Patel et al., 2021; Arenas & Fernandez, 2024).

7.4 Certificate Generation

Students who achieved the passing criteria were issued a course completion certificate,
which included :

The student’s full name.

The course title ("Blockchain Fundamentals").
The date of completion.

A unique Certificate ID.

A scannable QR code for real-time verification.

The certificate was recorded on the blockchain, leveraging its immutable and transparent
properties to ensure authenticity and prevent forgery (Turkanovi¢ et al., 2018; Koshiry et
al., 2023).
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7.5 Verification Mechanism
The verification process is tested using two distinct methods:

° On the Verification Page: Users could enter the unique certificate ID on a
dedicated verification page. The system retrieved certificate details directly from the
blockchain, ensuring tamper-proof data retrieval (Asamoah et al., 2024; Nakamoto, 2008).
° Using the QR Code: Scanning the QR code embedded in the certificate
redirected users to the verification page, where the certificate's authenticity was displayed.

This dual verification approach highlighted the platform's transparency, scalability, and
applicability in real-world academic scenarios.

8 Case Study

Verify certificates
Code © | 6382656018AK
© Required
This certificate is valid

Full name

Certificare

Date issued

Expiry date

Status

Aayush Kumar

Cenificate demo template

19 November 2024, 12:33 PM

Never

valid

View certificate

Fig. 6 Verify Certificate

Creating course Test Course - done (1.1s) 100%

Creating assignments (100) - done (13.6s) 100%
e
Creating pages (200) - done (3.1s) 100%
]
Creating small files (128) - done (0.9s) 100%
e —
Creating big files (5) - done (1.4s) 100%

Checking user accounts (1000) - done (0s) 100%

Creating user accounts (1000) - done (12s) 100%

Fig 7.Creating Courses
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RAM: 6.9 MB RAM peak: 7.9 MB

Cache item Primary store

adhoc/filter_activitynames default_request
core/capabilities default_application
mpletion ** static accel. default_application
core/course default_session
default_st
default_application
ursemodinfo default_aj
core/dats 6 default_application
feventinvalidation ** static accel. default_a,
fontawesomeiconmapping = stalic accel. default_appiication
core/hookcallbacks default_application

core/langmenu © default_application

Fig 8 .Page Load Efficiency Testing highlights performance metrics.

System Efficiency: Certificate Generation Time Over Weeks
12 —e— Certificate Generation Time
0
s 1
o
3
v
Y]
£ 10
E
c
h=
©
g9
[T
o
8
Week1  Week2  Week3  Weekd  Weeks  Week 6
Time (Weeks)

Fig9.System Efficiency: Certificate Generation Time Over Weeks.
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A large-scale test environment was developed using Moodle, a popular Learning
Management System (LMS), in order to assess the effectiveness and resilience of the
suggested blockchain-enabled e-learning system. The test course, "Advanced Blockchain
Systems," was created for the trial and recruited 1,000 users. There were more than 90
assignments, 200 pages of instructional material, 128 small items (like PDFs and photos),
and 5 large files (like datasets and video lectures) in the course framework. Its ability to
manage real-world educational workloads while preserving efficiency, scalability, and
security was to be evaluated.

All important transactions, including the turning in of assignments, the grading of them,
and the creation of certificates, were safely documented on the blockchain thanks to
blockchain integration. Even with the high demand, the platform handled transactions
with ease, demonstrating its excellent reliability and minimal latency. The decentralized
ledger allowed for real-time certificate generation and verification, two crucial system
functions, further confirming the method's resilience and openness.

The platform outperformed standard LMS platforms, which frequently encounter
performance snags and difficulties guaranteeing data security during extensive operations,
according to the results (Hernandez-Garcia et al., 2024; Zhang et al., 2020).

The efficiency of the system was examined by monitoring the certificate generation time
over a period of six weeks, as illustrated in Figure 7.2. The observed data shows a steady
decrease in processing time, demonstrating how well the platform handles blockchain
transactions. This enhancement demonstrates Hyperledger Fabric's scalability and
resilience in effectively handling educational workloads and guaranteeing smooth, real-
time academic credential verification.

9 Level Of Transparency

Given transparency directly affects the dependability and credibility of test outcomes, it is
a crucial component of the suggested blockchain-based online exam system. Exam results
and data are frequently kept in centralized databases in traditional Learning Management
Systems (LMS), making them susceptible to manipulation and illegal access. The integrity
of student records is called into question by this centralized storage arrangement,
especially in academic settings where there are significant stakes. To solve these
problems, our suggested method makes use of blockchain technology, offering a
decentralized, unchangeable record that improves transparency throughout the entire
inspection procedure.

The solution makes sure that all transactions, including exam submissions and grade
assignments, are documented on an unchangeable ledger by utilizing a private blockchain
network. The blockchain prevents anyone from changing data retroactively without
notifying the entire network since each block has a timestamp and is cryptographically
connected to the one before it. This makes sure that administrators, instructors, and
students can rely on the validity and correctness of the data that has been recorded. All
participants—students, instructors, and institutional administrators—have access to the
same transparent record of transactions, which is one of the main advantages of this
blockchain-based strategy. This guarantees that there is no room for doubt about the
outcomes or any decisions made throughout the examination procedure. Because the
blockchain is decentralized, it is impossible for one entity to have excessive influence
over the exam data, which improves fairness and lowers the likelihood of manipulation.
The system's use of blockchain also ensures auditability because every activity can be
tracked back to its source, making it simple to settle any disagreements about test findings
using a verifiable transaction history.

To make sure that the advantages of transparency are felt across the whole educational
process, we are combining blockchain technology with Moodle, a well-known open-
source learning management system, in this article. The existing architecture of Moodle
depends on centralized data storage, which is vulnerable. However, we can guarantee that
all exam submissions and results are decentralized and saved on the blockchain by
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integrating blockchain technology into this system. This integration guarantees total
transparency in academic evaluations by securely storing the data and making it readily
available and verifiable by all parties involved. Students may be guaranteed that their
grades are accurately recorded and remain unchanged, and teachers can see when students
turn in their answers.

Additionally, using blockchain streamlines the auditing process. Conducting audits in a
typical LMS to make sure exam results are correct and unaltered necessitates manually
going over logs and databases, which can be laborious and error-prone. But with
blockchain, every transaction is documented in an unchangeable ledger, allowing for
automated, real-time audits. Because educational institutions can swiftly confirm the
validity of test results, this improves accountability and strengthens public confidence in
the educational system.

All things considered, the degree of transparency offered by blockchain technology
greatly increases the confidence in online tests. Our software makes an examination
system that is not only more secure than previous systems, but also significantly more
transparent by guaranteeing that all data is safely and permanently preserved and allowing
all participants to see this data in real-time. By guaranteeing that the results are impartial,
accurate, and impervious to manipulation, this enhanced transparency contributes to the
development of trust between students, teachers, and academic institutions.

10 Probability Of Failure

Our blockchain-based online exam system has a lower failure rate by design because of its
decentralized architecture, data immutability, and transparency. According to Zhang et al.
(2020), traditional test systems are frequently vulnerable to issues such server outages,
illegal access, and data breaches.

According to Ramakrisnan et al. (2013), centralized systems also have trouble scaling and
frequently experience performance problems during periods of high usage, including
during international crises. Furthermore, manual procedures are necessary for verification
and grading in traditional systems, which may result in human error (Zhang et al., 2020).
Our strategy greatly lowers the possibility of mistakes or intentional wrongdoing by using
smart contracts to automate these tasks (Patel et al., 2021).

11 Conclusion

To summarize, the proposed blockchain-based online examination system provides a
disruptive approach for improving the dependability, security, and integrity of educational
assessments. Through the use of blockchain technology, student replies and grades are
safely stored, reducing the possibility of illegal changes and guaranteeing an accurate
assessment of academic achievement. By automating crucial tasks, this technology not
only improves openness and trust but also expedites the inspection process. In order to
meet a variety of educational needs, future advancements will concentrate on combining
adaptive learning, real-time analytics, and enhanced scalability, eventually resulting in an
e-learning ecosystem that is safe, inclusive, and widely trusted.
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