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Abstract: The the security of industrial supply Chains (ISCs) has progressed
with the incorporation of industrial internet of things (IloT) and Blockchain (BC)
technology, presenting sturdy defense in opposition to cyber attacks and ensuring
operational resilience. This work examines lightweight machine learning
algorithms for real-time cyber-attack detection using the WUSTL-IIOT-2021
dataset to enhance ISC safety. feature choice techniques, which include Mutual
facts (MI) and further timber (ET), have been utilized to figure the most pertinent
features, thereby diminishing computational complexity while retaining
efficiency. This study offers a evaluation technique for assessing machine
learning models, emphasizing their efficacy in figuring out cyber-attacks in a
blockchain-enabled data security Context. The consequences indicate that the
voting Classifier attained premiere overall performance, achieving a flawless
accuracy of one hundred% with MI-decided on features and ninety nine%
accuracy with ET-selected capabilities, highlighting its talent in particular and
dependable chance detection. those findings underscore the importance of
customized function selection and streamlined algorithms in improving
cybersecurity for IIoT and blockchain-enabled records safety systems,
facilitating efficient and scalable real-time applications.
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1. INTRODUCTION

Improvements in processing power have elevated the evolution of “numerical weather
prediction (NWP)” models, facilitating widespread numerical calculations for
meteorological forecasting. The “Korea Meteorological administration (KMA)” has
applied the “global Seasonal forecasting device version 6 (GloSea6) from the United
Kingdom Met workplace for operational meteorological forecasting”.GloSea6
incorporates several components: the “atmospheric model (UM)”, land surface model
“(JULES), ocean model (NEMO), and sea ice model (CICE)”.

The modeling procedure commences with preprocessing, throughout which is divided
into grids, and for each grid they collect initial and auxiliary data, referred to as
analytical fields. those fields are in the end employed to generate enter for the
forecasting version, taking off numerical calculations.Due of the considerable
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computational necessities of “GloSea6, the KMA presents a low-decision version, Low
GloSea6, designed” for researchers missing supercomputing capabilities.

Although Low GloSea6 has a dwindled resolution, it although demands great
computational sources and demonstrates significant enter/output (I/O) operations,
hence requiring green I/O optimization. Researchers, mainly in atmospheric sciences,
can also recollect manual performance tweaking through trial and error to be inefficient.
Introducing machine -based machine learning methodology that optimizes hardware
and software parameters inside low GLOSEA®6.

This article offers a power optimization technique for low GLOSEA®6, using machine
learning and benchmarking counter. Especially we:Establish an intensive method for
overall performance move-validation and empirically validate it.Classify critical
statistics for the course of the Hardware Platform Parameters for Glosea6 Internal
Software Parameters, extracting enormous parameters via model and facts
validation.Hire Darshan, a “light-weight I/O profiling tool, to accumulate complete I/O
characteristics” and validate outcomes the usage of runtime records for I/O overall
performance pass-verification.Showcase the relevance of various machine learning
methodologies to clarify complex correlations among execution hardware and low
GloSea6 inner parameters, permitting overall performance cross-inference on novel
hardware platforms.Expand the proposed approach across the workflow, positioning it
as a versatile technique relevant beyond Low GloSea6.

This “paper is organized as follows: section II examines pertinent research; section III
delineates GloSea6 and the profiling instrument applied for overall performance
records acquisition”; phase IV elucidates the hardware and software program
optimization method, encompassing the dataset and version applied Section in analyzes
experiments completed using the optimization methodology alongside the model and
facts validation; and section VI articulates conclusions and prospective avenues for
exploration.

2. RELATED WORK

The progression of meteorological forecasting systems has been characterized by
brilliant advancements, transferring from traditional “numerical weather prediction
(NWP)” models to trendy “artificial intelligence (Al)-based methodologies”.
conventional numerical weather prediction models, exemplified by using the ones
created by using the “European Centre for Medium-range climate Forecasts
(ECMWF)”, depend on the decision of tricky mathematical equations that dictate
atmospheric dynamics. those fashions, despite the fact that fundamental, often need
tremendous computational sources and may show off constraints in exactly forecasting
sure climate phenomena.

Recent improvements have included “Al and machine learning methodologies” to
improve forecasting precision and efficacy. “Google's DeepMind has unveiled
GraphCast, an Al version” which could produce global climate forecasts with extensive
accuracy up to ten days in advance, functioning extra swiftly and economically than
conventional methods. The ECMWF has evolved an Al machine that complements
excessive-accuracy forecasts to 15 days earlier, surpassing conventional techniques by
means of more or less 20% in critical parameters.furthermore, models consisting of
Pangu-climate have illustrated the skills of Al in meteorological predictions. Pangu-
weather employs deep studying to generate excessive-resolution worldwide forecasts,
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exceeding conventional NWP fashions in each velocity and precision. furthermore,
Google's SEEDS makes use of diffusion fashions to assess uncertainty in weather
forecasting, ensuing in a massive lower in computational charges even as enhancing
the depiction of severe climate phenomena.

those achievements spotlight a paradigm change in meteorology, wherein Al-pushed
fashions beautify and, in positive times, exceed traditional forecasting techniques. The
incorporation of Al expedites forecasting and improves prediction accuracy, specially
for intense climate occurrences, consequently aiding in better disaster preparedness and
reaction approaches.

3. MATERIALS AND METHODS

The suggested system is an all-encompassing weather forecast platform which include
major modules: Service Company and far flung user. The service issuer module lets in
authorized humans to effectively manage and examine meteorological data. Crucial
capabilities embody training and testing datasets, displaying accuracy via bar charts,
inspecting distinctive prediction consequences, studying weather kind ratios,
downloading anticipated datasets, and tracking registered distant users. This module
ensures particular and effective climate forecasting via the usage of state-of-the-art data
processing methodologies. The far flung person module enables people to sign up and
receive custom designed services. After a success registration and authentication,
customers might also log in to forecast weather conditions and get admission to their
money owed. This consumer-targeted method guarantees accessibility and interplay,
handing over real-time weather forecasts customized to personal requirements. The
incorporation of those modules permits smooth interplay between data resources and
end-customers, enhancing the general efficacy of the weather prediction system.
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“Fig.1 Proposed Architecture”
Figure 1 depicts the interplay amongst a web server, a web database, a service provider,
and a remote user. The web server handles all person inquiries and communicates with
the web database to store and retrieve facts. The service provider is capable of training
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datasets, analyzing accuracy results, forecasting weather kinds, and administering
customers. Remote users are capable of register, log in, forecast weather situations,
and access their profiles. Information traverses among additives thru dotted traces, with
various colors signifying tactics such as data retrieval, storage, and processing. The
device allows uninterrupted conversation some of the database, server, and users for
meteorological forecasting services.

i) Service Provider

In this module, the service provider must log in using the valid user name and password.
After a successful login, he can perform sports such as training and testing units. look
at trained and tested Accuracy through Bar Chart, assessment trained and tested
Accuracy outcomes, analyze weather type Predictions, verify weather Prediction type
Ratios, download predicted data sets, compare weather Prediction type Ratio results,
View All remote users.

ii) View and Authorize Users

In this module, the administrator can view the listing of all registered customers. The
administrator may additionally access user details, including username, ¢ mail, and
address, and has the authority to authorize people.

iii) Remote User

This module has n users. users need to register prior to performing any operations.
After registration, the user's information will be recorded in the database.  After
successful registration, he must log in using the permitted username and password.
Upon successful login, the user will perform actions such as“REGISTER AND
LOGIN, PREDICT WEATHER TYPE, VIEW YOUR PROFILE”.

iv) Algorithms:

A decision Tree classifier is a supervised learning technique that divides data into
subsets consistent with characteristic values, creating a tree-like structure. every node
signifies a decision rule, while leaves denote magnificence labels. It adeptly manages
each numerical and specific facts, despite the fact that might also overfit within the
absence of pruning processes. decision trees are drastically hired in diverse domains,
together with clinical prognosis and fraud detection ([17], [18]). Their readability and
ease render them a favored alternative for categorization jobs.

GenDecTree(Sample S, Features I)
Steps:
1. Ifstwopping condition(S, F) = true then
a. Leaf = createNode()
b leafLabel = classify(s)
return leaf
2. reot = createNode()
3 root.test_condition =findBestSpili(S, F)
4. V= {v|va possible ourcomecfroot.test_condition)
5. For each value v € V:
a. S, = /s | root.tesi_eondition(s) =vands € S };
b, Child = TreeGrowih (5,,F);
Add child as descent of root and label the edge [root —
child] as v
6. return root
13

Fig.2 Decision Tree Pseudocode
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Gradient Boosting:Increasing the gradient is access to learning a file, which gradually
creates several weak students, usually decisive trees to limit prediction errors. It
enhances a loss characteristic by gradient descent, enhancing model precision with each
iteration.“Gradient Boosting methodologies, such XGBoost and LightGBM”, offer
advanced overall performance in established data tasks in Kaggle contests
([20]).notwithstanding their computational needs, they supply strong performance via
well handling missing values and interactions, rendering them appropriate for fraud
detection, advice structures, and risk evaluation.

“K-Nearest Neighbors (KNN) is a non-parametric classification technique” that
allocates class labels consistent with most people vote of the k-nearest data points
within the feature space. It is straightforward but efficacious for pattern reputation and
anomaly detection. KNN depends on distance measures such as Euclidean or New
York distance, rendering it vulnerable to characteristic scaling. although KNN is
effective with small datasets, it encounters difficulties with excessive-dimensional
records and huge-scale applications due to its great processing complexity.

"y = arg maxz I(y; =¢) (2) "

iEK

The pseudocode of classical KNN

Input: X: training data, Y class labels of X, K: number of nearest neighbors.
Output: Class of a test sample x.

Start
Classify (X,Y,x)
1. for each sample x do
Calculate the distance: d(x, X) = /T (x; = X;)°
end for
2. Classify x in the majority class: C(x;) = argmaxy Ly exwn C(X; Vi)
End

Fig.3 KNN Pseudocode

Logistic Regression is a statistical version hired for binary type duties. The logistic
function is utilized to convert enter statistics into chances, facilitating decision-making
in line with a particular threshold. The method is notably applied in clinical diagnosis,
credit score evaluation, and spam identification ([18]). Although Logistic Regression
is simple and interpretable, it presupposes linear relationship between independent
elements and logo-dependent variables, potentially constraining its efficacy on
difficult, non-linear problems with out function engineering.

1
-'P(_’y = 1|X) = W(S)"

: Input: Training data

Begin

: Fori=1tok

: For each training data instance d;.

: Set the target value for the jonto z; = yi—PQld)

[PQEHT—PUIdN]

: Initialize the weight of instance d; to [P(l\dj)fl — P(11d))]

: Finalize a f(j) to the data with class value (Z;) and weight (w;)
: Classical label decision

: Assign (class label: 1) if Pz > 0.5, otherwise (class label: 2)
End

R Y

Fig.4 Logistic Regression Pseudocode
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“Naive Bayes is a probabilistic classifier” derived on Bayes' theorem, which presumes
independence among features.notwithstanding this strong assumption, it excels in text
class, spam filtering, and sentiment evaluation ([19]). Naive Bayes fashions show off
computational performance and necessitate minimal training information. editions
incorporate “Gaussian, Multinomial, and Bernoulli Naive Bayes, each tailor-made” for
distinct information distributions. Naive Bayes may additionally stumble upon
difficulties when feature dependencies are present, adversely affecting accuracy in
practical packages.

"y = argmax P(y = ¢) np(xib/ =0)(4)"
i=1

1. forg = 1..s// loop for each mining model’s element

2. ufq] = 0; / initialization of mining model’s elements
3. forj=1 .. u /loop for each vector
4
5

pldlj.pl]++; Vinerement count of vectors for value x;,, of vector x;;
fork =1 ..p-1//loap for each attribute
6. pufo(k-DHd[j, k]-1) @)+ d[j, pl]++: # increment count of vectors with
/ value x;; and value x;,,
7 end for;
8. end for;

Fig.5 Naive Bayes Pseudocode

Random Forest is a technique of learning a file that generates numerous decision -
making trees and consolidates their predictions to increase accuracy and durability. It
mitigates overfitting the usage of bootstrap sampling and random function selection
([17]). “Random forest is appreciably utilized in finance, healthcare, and
bioinformatics” due to its robust generalization functionality. it could efficiently
control absent values and erratic records. nevertheless, it may incur big computational
costs, mainly with extensive trees and expansive characteristic regions.

“Support Vector Machines (SVM)”are robust classification models that delineate
data through hyperplanes in a excessive-dimensional space. “Support Vector machine
(SVM)” maximizes the margin between instructions to improve generalization and
resilience. It facilitates each linear and non-linear classification through kernel
functions, including “radial foundation function (RBF) and polynomial kernels ([18])”.
“Support Vector Machines (SVM)” are proficient in image popularity, textual content
classification, and bioinformatics; yet, they may require big processing sources,

specifically with considerable datasets featuring problematic barriers.
m

"f(X) = sign Z o¢; yiK(x, X) +b | (5)"

i=1

Training Model for SVM

Trput: D=[X.Y]: X(array of input with m features), Y(array of class labels)
Y=array(C) // Class label
Outpat: Find the performance of the system
function train_svm(X,Y, number_of runs)
initialize:lcaming_rate=Math random();
for learning_ rate innumber_of_runs
error=0;
for iin X
YL *(X[i[*w))<I then
update : w=w + learning_rate * ((X[i]*Y[i})*(-2*(1/number_of_runs)*w)
else
update: w=w+learing_rate *(-2*(1/number_of runsy*w)
end if
end
end

Fig.6 SVM Pseudocode
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4. RESULTS & DISCUSSION

Mahve Bayes.
s

Logistic Aegression
ctsion Tree Classimer

“Fig.9 Weather Prediction Ratio”

5. CONCLUSION

This study offered access to machine learning for optimizing the hardware and software
aspects of medical products. Low Glosea6, a medical weather forecasting software,
was chosen, and a data set was constructed that included the internal tool settings,
hardware platform specs, and metrics resulting from their combinations. Before using
the machine learning model, the data file was shown, and the integrity of the regression
version, trained on a tiny data file, was checked using the "Cross-Validation (LOOCV)"
approach.  Trained machine learning was used to discover the optimal hardware
platform requirements and internal parameters for low GLOSEAG6 in new research
conditions, which matched the actual combination parameters. The projected
execution time determined from the combination of factors revealed 16% of the errors
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when compared to the actual execution time, demonstrating the effectiveness of access
at the implementation prognosis time.

The suggested optimization method can be utilized to improve the efficacy of
additional “high-performance computing (HPC)” research programs. Similarly to
weather and climate modeling, those applications encompass “computational fluid
dynamics (CFD) simulations, molecular dynamics (MD) simulations, and quantum
chemistry calculations”. Researchers utilizing “high-performance computing (HPC)”
applications frequently depend on supercomputing middle personnel for utility
optimization, and our method can accelerate this manual performance enhancement
process.

Two avenues for future research are delineated concerning information accessibility.
To begin with, augmenting the entire quantity of data is essential. The prediction of
execution time in this research was impeded by the exclusion of some hardware
platform data. Consequently, accumulating supplementary ‘“hardware/software
program parameters and 1/O overall performance metrics”, as recommended in prior
research on improving 1/O overall performance in HPC systems, would increase
version efficacy. Secondly, the implementation of a benchmark-primarily based go-
inference optimization technique, as originally defined in this paper, could be effective.
This technique might expedite data accumulating and facilitate the acquisition of
“parameter values not collected on this look at via using exchange parameters”,
consequently enhancing version performance and expanding its applicability.
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