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Abstract. This work introduces an optimized hardware accelerator for Binary
Ring-LWE-based cryptographic operations, designed to improve performance,
security, and scalability. The architecture utilizes Carry Lookahead Adders
(CLA) for faster modular arithmetic, AND-accumulator logic for efficient mul-
tiplication, and Circular Shift Registers (CSRs) for parallel data processing. A
centralized Control Unit (CU) manages the execution flow, ensuring synchro-
nized operations, while the decryption mechanism extracts Most Significant
Bits (MSBs) to maintain accuracy and security.

To strengthen hardware security, the design includes countermeasures
against power and timing side-channel attacks, reducing potential vulnerabili-
ties. Additionally, the architecture is highly modular and scalable, allowing it to
adapt to varying cryptographic workloads without compromising efficiency.
The combination of optimized arithmetic units, efficient data flow, and robust
security mechanisms makes this accelerator well-suited for hardware-based lat-
tice cryptography, providing a fast, secure, and resource-efficient solution for
modern cryptographic applications in embedded and high-performance compu-
ting environments.
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1. Introduction

This accelerator architecture is designed to enhance the performance of Binary Ring-LWE-
based cryptographic operations, with a strong focus on secure and high-speed decryption. The
design streamlines data processing, minimizes computational delays, and strengthens security
while ensuring flexibility and scalability.

The architecture integrates CSR-based data storage, arithmetic units, and an efficient control
system to execute cryptographic computations effectively. The inclusion of a Carry Lookahead
Adder (CLA) accelerates modular addition, significantly reducing processing time compared to
conventional methods. [9] Optimizing polynomial multiplication using systolic architectures,
achieving efficient FPGA implementations for Saber and binary Ring-Learning-with-Errors
(BRLWE)-based encryption schemes. Additionally, the AND-accumulator logic optimizes
multiplication and accumulation tasks, eliminating redundant calculations and maximizing
hardware efficiency.

© The Author(s) 2025

J. K. Katiyar et al. (eds.), Proceedings of International Conference on Computer Science and Communication
Engineering (ICCSCE 2025), Advances in Computer Science Research 124,
https://doi.org/10.2991/978-94-6463-858-5_153


mailto:nithyarathod204@gmail.com
http://crossmark.crossref.org/dialog/?doi=10.2991/978-94-6463-858-5_153&domain=pdf

Design and Implementation of Binary Ring LWE Accelerator 1869

A centralized Control Unit (CU) regulates control signals to coordinate operations smoothly.
The decryption mechanism is structured to extract the Most Significant Bits (MSBs) from the
accumulated results, ensuring precision and security. Paper [5] tells about recent studies on
FPGA-based RLWE hardware accelerators for Post-Quantum Cryptography (PQC) and
Furthermore, Circular Shift Registers (CSRs) facilitate rapid data retrieval and parallel
computation, effectively reducing memory access delays.

With a focus on speed, efficiency, and security, suited for hardware implementations of
lattice-based cryptography. This [13] achieving significant performance gains over existing
ECC implementations through advanced polynomial multiplication and reduction techniques.
Its modular nature supports scalability, making it adaptable to more advanced cryptographic
workloads while maintaining resistance against side-channel attacks. Furthermore, this
architecture is built with a strong emphasis on hardware security, making it resistant to power
analysis and timing-based side-channel attacks. This [14] achieving significant improvements
in area, throughput, and energy efficiency while enhancing security against side-channel
attacks. Its modular structure enables easy scalability, allowing it to handle more complex
cryptographic workloads while maintaining efficiency. This design is particularly suited for
hardware-accelerated lattice-based cryptography, where high performance, robust security, and
optimized resource utilization are essential.

2. Literature survey

The [1] explores increasing vulnerability of classical public-key cryptosystems to quantum
attacks has sparked interest in post-quantum cryptography (PQC), with Ring-Binary-Learning-
with-Errors (RBLWE) being a promising lightweight solution. [7] research on hardware im-
plementations of quantum-resistant cryptographic algorithms has focused on optimizing FPGA-
based designs, as standardization efforts by organizations like NIST continue to shape the fu-
ture of post-quantum security. [10] is about enhancing the fault resilience of binary Ring-LWE
encryption, achieving robust and efficient software implementations on lightweight microcon-
trollers. Although FPGA-based PQC implementations have been studied, research on RBLWE-
based accelerators with minimal complexity and flexible processing for IoT applications is still
limited. Recent efforts emphasize algorithm-to-architecture mapping techniques to optimize
FPGA-based PQC, achieving significant gains in area-time efficiency over existing approaches.

From [2] prior research on hardware implementation of BRLWE-based post-quantum cryp-
tography, focusing on efficiency improvements in FPGA accelerators. It highlights advance-
ments in polynomial arithmetic, area-delay optimizations, and benchmarking against existing
designs.

This paper [3] presents fully Homomorphic Encryption (FHE), enables computations on en-
crypted data but suffers from high computational complexity. Prior research optimized FHE
using software-based multi-threading with polynomial multiplication optimizations. FPGA
architecture with pipelining, achieving superior speedup over prior CPU and hardware imple-
mentations.

The paper [4] explains Post quantum cryptography (PQC) has gained significant attention,
particularly for lightweight implementations suitable for IoT and edge computing. [8] is about
implementing ring-LWE-based encryption for lightweight processors has focused on optimiz-
ing Number Theoretic Transform (NTT) operations, achieving significant performance gains on
8-bit AVR processors compared to traditional RSA and ECC cryptosystems.
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3. Design and Implementation

Hardware Architecture
The proposed Binary Ring-LWE hardware accelerator is designed to optimize cryptographic

computations while ensuring efficiency and scalability. It consists of four key components,
each playing a critical role in the encryption and decryption process.
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Fig.1 Block diagram of Binary ring lwe accelerator

The given block diagram in fig.1 illustrates a hardware accelerator architecture composed of
the following key components:

Input Block : This serves as the initial stage where data is introduced into the system.
ControlUnit : Responsible for managing and directing data movement among various
functional units based on control signals.

CSR Block (Circular Shift Register): Functions as a temporary storage unit that shifts data
cyclically, commonly utilized in cryptographic and signal processing applications.

AND Accumulator : Executes bitwise AND operations while accumulating results, playing a
critical role in intermediate computations.

Carry Lookahead Adder : Designed for high-speed addition by predicting carry propagation,
ensuring efficient arithmetic operations.

Decryption Block : Processes encrypted data to retrieve the original information before output
generation.

Output Block : Delivers the final processed data after completion of all computations.

Data Flow Process :The CSR Block processes incoming data, while the Control Unit governs
the operation of all interconnected modules. Here paper [6] studies on FPGA-based
implementations of lightweight post-quantum cryptography (PQC) have optimized Ring-
Binary-Learning-with-Errors (RBLWE)-based encryption for IoT and edge computing,
demonstrating notable reductions in area-time complexity compared to existing designs. [11]
on hardware acceleration for lightweight post-quantum cryptography (PQC) has focused on
optimizing Ring-Binary-Learning-with-Errors (RBLWE)-based encryption using a Karatsuba-
based accelerator. The AND Accumulator performs logical computations, forwarding the
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results to the Carry Lookahead Adder for arithmetic processing. The processed data is then
decrypted before being sent to the Output Block.

4. Results and Discussions

The image provided is a schematic diagram from Cadence Sim Vision, showing the hierar-
chical structure of a hardware accelerator for cryptographic operations.[12] on optimizing Ring-
Learning-with-Errors (R-LWE) for lightweight IoT applications has explored multilevel ap-
proximation techniques, achieving significant area and energy reductions on FPGA and ASIC
platforms while balancing security trade-offs.

Fig 2: Schematic of Binary ring LWE accelerator

Key Observations of fig 2 are,
1.Top-Level Module (Top Accelerator): This is the main module integrating all the functional
blocks.
2. Input Signals are clk, reset, B, U, V, which are of 4 bits.
3. Main Components:

Control Unit (CU), CSR Block (CSR block), AND ACC (Accumulator with AND operation), CLA Adder
(CLA) , Decryption Unit (Decrypt)

Fig 3: Gate level schematic of CSR block

From fig 3 we observe that,
1.Top-Level Module (Top Accelerator): This is the main module integrating all the functional
blocks.
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2. Input Signals are clk, reset, B, U, V, which are of 4 bits. Here the CSR BLOCK is exposed to
gate level making it much easier to understand.

Fig 4: Gate level schematic of Binary ring LWE accelerator

Fig 4 is the gate level schematic of the complete binary ring LWE structure expanding all
the blocks from fig 2 into the gate level. This will show how the accelerator actually function-
ing and what blocks were used, what types of flipflops used and also what type of LUTs were
used. This fig 4 has the detailed information as explained above.

Fig 5: Schematic waveform of Binary ring LWE accelerator

The above Fig 5 is the RTL schematic waveform of the Binary ring LWE accelerator with
input Signals are clk, reset, B, U, V, which are of 4 bits and the output waveform of it.
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Timing Summary:

Speed Grade: -3

Minimum period: 1.580ns (Maximum Frequency: 62%,010MHz)
Minimum input arrival time before clock: 0.671ns
Maximum cutput required time after clock: 1.435ns
Maximum combinational path delay: l1.06lns

Fig 6: Timing summary of Binary ring LWE accelerator

Timing analysis from fig 6 explains.

Minimum Period: 1.590 ns, corresponding to a maximum operating frequency of 629.010MHz.
Minimum Input Arrival Time Before Clock: 0.671 ns, representing the required setup time for
inputs.

Maximum Output Required Time After Clock: 1.435 ns, indicating the necessary hold time
after the clock edge.

Maximum Combinational Path Delay: 1.061 ns, representing the longest delay in the combina-
tional logic.

These results suggest that the design can efficiently operate at 629 MHz, ensuring high-speed
performance.

5. Conclusion

The enhanced accelerator architecture improves the efficiency, security, and scala-
bility of Binary Ring-LWE-based cryptographic computations. By incorporating Car-
ry Lookahead Adders (CLA) for rapid modular addition, AND-accumulator logic for
optimized multiplication, and Circular Shift Registers (CSRs) for parallel data han-
dling, the design minimizes computational delays and maximizes resource efficiency.

The centralized Control Unit (CU) ensures seamless coordination of operations,
while the structured decryption mechanism preserves both accuracy and security.
Moreover, the architecture is fortified with hardware security features, making it re-
sistant to power and timing side-channel threats.

Its scalable and modular design, this accelerator is highly suitable for hardware-
driven lattice cryptography, enabling fast and secure cryptographic processing. Its
flexibility allows for future improvements, making it a solid foundation for evolving
cryptographic applications.



1874 K. Nithya et al.

References

[1] He, P., Bao, T., Xie, J., & Amin, M. (2023). FPGA implementation of compact hardware
accelerators for ring-binary-LWE-based post-quantum cryptography. ACM Transactions on
Reconfigurable Technology and Systems, 16(3), 1-23.

[2] Lucas, B. J., Alwan, A., Murzello, M., Tu, Y., He, P., Schwartz, A. J., ... & Xie, J. (2022).
Lightweight hardware implementation of binary ring-LWE PQC accelerator. [EEE Computer
Architecture Letters, 21(1), 17-20.

[3] Su, Y., Yang, B., Yang, C., & Tian, L. (2020). Fpga-based hardware accelerator for leveled
ring-lwe fully homomorphic encryption. /EEE Access, 8, 168008-168025.

[4] He, P., Tu, Y., Xie, J., & Jacinto, H. S. (2023). Kina: Karatsuba initiated novel accelerator for
ring-binary-lwe (rblwe)-based post-quantum cryptography. I[EEE Transactions on Very Large
Scale Integration (VLSI) Systems.

[5] Baidya, P., Mondal, S., & Paul, R. (2024). Near Threshold Computation of Partitioned Ring
Learning With Error (RLWE) Hardware Accelerator on Reconfigurable Architecture. /[EEE
Access.

[6] He, P., Bao, T., Tu, Y., & Xie, J. (2023, May). Efficient Implementation of Ring-Binary-LWE-
based Lightweight PQC Accelerator on the FPGA Platform. In 2023 IEEE 31st Annual Interna-
tional Symposium on Field-Programmable Custom Computing Machines (FCCM) (pp. 114-
120). IEEE.

[7] Nejatollahi, H., Valencia, F., Banik, S., Regazzoni, F., Cammarota, R., & Dutt, N. (2020).
Synthesis of flexible accelerators for early adoption of ring-lwe post-quantum cryptog-
raphy. ACM Transactions on Embedded Computing Systems (TECS), 19(2), 1-17.

[8] Liu, Z., Seo, H., Sinha Roy, S., GroBschidl, J., Kim, H., & Verbauwhede, 1. (2015). Efficient
ring-LWE encryption on 8-bit AVR processors. In Cryptographic Hardware and Embedded
Systems--CHES 2015: 17th International Workshop, Saint-Malo, France, September 13-16,
2015, Proceedings 17 (pp. 663-682). Springer Berlin Heidelberg.

[9] Bao, T., He, P., & Xie, J. (2022, June). Systolic acceleration of polynomial multiplication for
KEM saber and binary ring-LWE post-quantum cryptography. In 2022 [EEE International
Symposium on Hardware Oriented Security and Trust (HOST) (pp. 157-160). IEEE.

[10] Ebrahimi, S., & Bayat-Sarmadi, S. (2020). Lightweight and fault-resilient implementations of
binary ring-LWE for IoT devices. IEEE Internet of Things Journal, 7(8), 6970-6978.

[11] Bao, T., He, P., Xie, J., & Jacinto, H. S. (2024). AEKA: FPGA Implementation of Area-
Efficient Karatsuba Accelerator for Ring-Binary-LWE-based Lightweight PQC. ACM Transac-
tions on Reconfigurable Technology and Systems, 17(2), 1-23.

[12] Khalid, A., Bian, S., Wang, C., O’Neill, M., & Liu, W. (2021). AXRLWE: A multilevel
approximate ring-LWE co-processor for lightweight lIoT applications. /EEE Internet of Things
Journal, 9(13), 10492-10501.



Design and Implementation of Binary Ring LWE Accelerator 1875

[13] Liu, Z., Azarderakhsh, R., Kim, H., & Seo, H. (2017). Efficient software implementation of
ring-LWE encryption on IoT processors. IEEE Transactions on Computers, 69(10), 1424-1433.

[14] Zhang, S., & Gemmeke, T.(2023, September). A 22-nm 1,287-MOPS/W Stuctured Data-Path
Array for Binary Ring-LWE PQC. In ESSCIRC 2023-IEEE 49" European Solid State Circuits
Conference (ESSCIRC) (PP. 189-192). IEEE

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.


http://creativecommons.org/licenses/by-nc/4.0/

	Design and Implementation of Binary Ring LWE Accelerator



