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Abstract. Establishing remote connections and monitoring the web enabled
entities can easily be done with the help of IoT or Internet of Things as we
popularly know. This concept can be used for implementing a robust home
security system. This basically is the proposal of a door locking system for a
smarter and safer abode using the IoT technology.The Arduino Nano controlled
door lock system can be accessed from anywhere in the world using a simple
application on mobile with a unique credential combination. In any kind of
contingency like forceful entry, immediate alert message is sent to user on his
phone. The proposed system consists of a microcontroller to control the
electromagnetic valve of electrical lock, an onboard Wi-Fi module for accessing
the internet and a power module to drive the entire system.
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1 Introduction

The rise of IOT frameworks has impacted the domain of home automation sys-
tems. A smart home is an intelligent network of electronic devices which can con-
trol home appliances, lighting, and entertainment systems. Users can control these
systems through tablets, mobile phone applications, web interfaces which are con-
nected through the internet. Therefore, an intrusion detection system is required to
restrict various unauthorized access as mentioned by [14].The access for controlling
the security related elements of smart homes with alarming systems should have
very high priority.

The mechanical lock currently in use in most homes has certain disadvantages. The
physical key has a high probability of going missing. The key must be shared with
acquaintances who may need to access home in emergency situations and such shar-
ing might not be possible all the time.

To overcome such issues, a digitized solution is proposed in this paper.

IoT architecture has 4 layers: Perception layer which has sensors used to measure
physical quantities. Network layer is used to transfer sensor data for processing.
The processing layer helps to store, analyze, and process the collected data by em-
ploying new technologies like Big Data. Application layer provides services to end
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Fig. 1. Implemented Smart Lock System

Current home security systems use locks connected through Bluetooth which can-
not be controlled from a distant location [1]. Zigbee technology has also been used to
build home security systems due to its demand for low power consumption [3]. The

Proposed solution uses an existing IOT framework to provide a simple, cost effec-
tive and keyless solution for door locks [2]. This IOT based security system can pro-
vide information about any unauthorized access to property while the owner is away
from home. Figure 1 describes the proposed system. An AWS server with an integrat-
ed database stores the information sent by door lock system. The hardware has SPDT
relay controlled by Arduino Nano. An android application lets the user access the lock
mechanism through unique user id and password which is already stored in database.
It was also mentioned by [15], that one of the major challenges of smart devices is
their security. The system is flexible enough to add multiple user accounts to access a
single smart lock. Further, multiple smart lock devices for various sections of the
house can also be accessed from a single user account.

2 A Network’s Architecture

Servers, hardware, and clients are all parts of the proposed network architecture. The
entire home security system is managed on the server side. The node for controlling
smart locks is part of the hardware. The user details can be added, edited, or deleted
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from the client side. The sections that follow give a thorough understanding of net-
work architecture.
2.1 Server Side

The server side has an AWS server with an integrated database which contains in-
formation about users and their credentials, access details and node information. Per-
son info, node info, and node data are the three tables that make up the designed data-
base [2]. Each registered user of the home security system has a user ID and password
stored in the Person info database.

Each node and the door lock it regulates are listed in the table node info. Each sen-
sor attached to each node is represented in the table of node data by a log entry. The
server side manages access control to operate the home security system.

2.2 The Hardware

The hardware is an integral part of home security automation. It contains a sole-
noid valve based mechanical lock controlled by Arduino Nano circuit through an
SRD-05VDC-SL-C SPDT relay. An EB2209A acts as the buzzer source to indicate
error and lock states. The entire system is connected to the internet and all the data
collected by magnetic sensor inside door lock is stored in cloud. The data exchange
between hardware and server takes place with support from ESP8266 WiFi module
with TCP/IP protocol built in.Network traffic can also exist during exchange of data
and should be classified in a proper way with various techniques mentioned by [17].
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Fig. 2.An IoT server and an Android application's functional block diagram.
2.3 Client End

On the client side, there is an Android application that provides access to the nodes
that control the mechanical door lock for users who have registered with the service.
Network gateway then plays an important role for communication with cloud [16] and
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Hence, A one-of-a-kind identifier (ID) will be sent to the GoogleCloud Messaging
system viaan android application that the user has installed on their smart device.
After the GCM has received the unique ID from the smart device, it will then send a
handshaking signal to the device.

Once successful communication has been established between smart device and
GCM, the device will send a registered user ID to the server which is stored in table
of person info. This user ID is transmitted to GCM by the server. Any request that is
sent by the server will have its response transmitted to the smart device through
GCM. When a different browser is used instead of the smart device, the exact same
process is carried out. The system at client-end is described in Figure 2.

loT based door lock

Fig. 3.Door lock node prototype.

3 Implemented Framework

The implemented framework is controlled by the user to monitor the complete
home security system. The client end uses an android application and the cloud server
can provide update about the condition of nodes.

An internet-connected device node controls four door locks using a static IP. The
device node receives a signal from the android application and unlocks the particular
door lock after verifying the user credentials.
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Fig. 4.The recommended framework flowchart

4 Configuration Of System

At the outset of the project, an Amazon Web Services (AWS) server is established,

and within that server, a Linux instance is initiated. The instance that is now being run
will bring the system online.

MySQL is utilized in order to establish a database instance.
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This database has three different tables. The person info table contains user cre-
dentials of all registered users i.e., their person name and password. Information about
each digital node and the door locks it controls is stored in a table known as the node
info table.

The node data table has log information of the sensors connected to each node.
Once the database is created, hardware is implemented as shown in figure 3. The
smart lock control circuit consists of Arduino Nano which uses Arduino IDE for pro-
gramming purpose. The operating voltage for Nano is 5 volts in DC and a clock with
16 Megahertz speed.The Nano board is attached to an SPDT relay which controls the
mechanical lock. The internet connectivity for the full door lock system is provided
by a Wi-Fi module with the model number SP8266 that employs the TCP/IP protocol.

A logic level controller works as an intermediary in communication between
ESP8266 and Arduino Nano. The entire circuit consisting of Arduino Nano, Wi-Fi
module, SPDT relay and EB2209A buzzer source is integrated in a package which is
connected to a power supply. The other end of the package is connected to the me-
chanical lock. Each node can control four mechanical door locks. Arduino Nano will
receive the user credentials through android application and after verification with
help of Google Cloud Messaging service, it will unlock the specific door lock.

5 Result and Discussion

An existing framework is utilized for the home security system, and an android ap-
plication is used for the system's implementation. The app is installed on smart devic-
es owned by users who have been given access to the property which has smart door
lock installed. When a user first launches the Android application, a home screen
appears that prompts them to log in with their credentials, as illustrated in figure 5.
After the credentials of the user are checked and found to be valid, they will be taken
to a new page where they will be able to alter the settings of any door locks that are
connected to nodes that they control. The current status of the door lock is depicted in
Figure 5, along with the logged time.
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Fig. 5.Android application screenshot showing (a) the Person login screen, (b)
the node list screen, and (c) the node management screen

6 Result and Discussion

The smart lock system proposed in this paper for home security can be used
through mobile applications which are connected to the internet. A single user ac-
count can control multiple smart lock devices. Any unauthorized access of door lock
can send notification to the mobile application of registered user. The proposed home
security system is economical and easy to use since the IOT based controller of the
door lock can be installed and removed easily by a person with no technical ability.
The future scope of the proposed system can include an enhanced encryption system
as well as integrating other biometric parameters.
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