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Abstract. As a core component of new-type infrastructure, the Internet of Things
(IoT) has become a key engine driving the development of the digital economy.
Based on the policy framework of industry-education integration, this paper sys-
tematically analyzes the current situation of IoT industry development and the
contradiction between talent supply and demand. Research shows that by 2024,
the number of mobile IoT users in China reached 2.656 billion, with the industrial
scale exceeding 3 trillion yuan. However, the talent gap continues to expand, and
enterprises' satisfaction with graduates' practical ability is only 32%. By decon-
structing the differentiated needs of industrial agglomerations such as the Yang-
tze River Delta and the Pearl River Delta, and combining with policy require-
ments such as the Action Plan for Empowering and Enhancing Vocational Edu-
cation through Industry-Education Integration, a "three-dimensional dynamic ad-
aptation" training system is proposed: integrating cutting-edge technology mod-
ules such as 5G+IoT into the curriculum system, building a three-level "virtual
simulation-enterprise training-project incubation" system on the practice plat-
form, and introducing enterprise-participated skill certification standards into the
evaluation mechanism. Teaching case verification shows that this system can im-
prove students' post adaptability by more than 40%, providing a practical para-
digm for industry-education integration in IoT engineering majors.

Keywords: IoT Engineering; Industry-Education Integration; Industrial Devel-
opment; Talent Adaptability; Training System

1 Introduction

The ubiquitous application of IoT technology is profoundly reshaping the industrial
pattern and talent demand structure. Data from the Ministry of Industry and Information
Technology (MIIT) shows that in 2024, China's revenue from emerging businesses in-
cluding cloud computing, big data, and mobile IoT reached 434.8 billion yuan, with a
year-on-year growth of 10.6%. Among them, the scale of mobile IoT users reached
265.6 million, a net increase of 32.4 million compared with the previous year, account-
ing for 59.7% of total mobile network terminal connections. Behind this explosive
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growth lies a severe imbalance between talent supply and industrial demand — the
report of the China IoT Industry Association points out that the industry's talent gap
exceeded 2 million in 2024, and the supply of interdisciplinary talents with cross-dis-
ciplinary capabilities and project experience was less than 30% of the demand!!.

As an institutional innovation to resolve this contradiction, Industry-Education Inte-
gration has been incorporated into the national strategic layout. The Implementation
Plan for the Action to Empower and Enhance Vocational Education through Industry-
Education Integration issued in 2023 clearly proposes to "build industry-wide Industry-
Education Integration communities in key fields such as new-generation information
technology" and integrate industrial needs into the entire process of talent cultivation.
However, the current cultivation of IoT engineering majors still has three major dis-
connections: curriculum content lags behind technological iteration (e.g., technologies
such as edge computing and 6G pre-research are not effectively covered), practical
teaching is separated from enterprise scenarios (on-campus experiments are mostly ver-
ification-oriented projects), and evaluation standards are misaligned with industry re-
quirements (emphasizing theoretical assessment over engineering capabilities)[2].

Based on field surveys of 15 national IoT industrial agglomerations and combined
with Industry-Education Integration practices in 8 universities, this paper constructs a
dynamic adaptation model between industrial development and talent cultivation. By
analyzing the differentiated characteristics of regional industries and embedding typical
teaching cases such as smart agriculture and industrial IoT, it proposes a trinity optimi-
zation path of "policy-industry-education", providing theoretical reference and practi-
cal guidance for the construction of IoT engineering majors.

2 Current Situation and Trends of IoT Industry
Development

2.1  Continuous Expansion of Industrial Scale and Accelerated
Evolution of Technological Integration

China's IoT industry has formed a complete industrial chain from chips and sensors to
system integration. In 2024, the proportion of emerging businesses in telecommunica-
tions revenue increased to 25%, among which mobile IoT business revenue grew by
13.3%, becoming the core driver of digital economy growth. At the technical level,
three major integration trends have emerged: first, "IoT+AI" spawns intelligent deci-
sion-making systems; second, "5SG+IoT" realizes wide-area interconnection; third,
"blockchain+IoT" ensures data credibility.

The industry structure presents a "three-pillar" pattern: the perception layer is repre-
sented by HiSilicon (Huawei) and Goertek, with the market scale of smart sensors ex-
ceeding 80 billion yuan in 2024; the network layer relies on the three major telecom
operators to build the world's largest NB-IoT network, with more than 4.25 million base
stations; the application layer penetrates into various industries, with smart manufac-
turing, smart cities, and smart healthcare accounting for 75% of the total.



242 L. Lian et al.

2.2 Regional Development with Distinctive Features and In-depth
Differentiation of Application Scenarios

The Yangtze River Delta region takes technological innovation as its core competitive-
ness, with cities such as Shanghai, Wuxi, and Hangzhou focusing on core links includ-
ing chip design and operating systems. The Wuxi IoT Innovation Demonstration Zone
has gathered more than 400 enterprises, with patents in fields such as RFID and MEMS
sensors accounting for 35% of the national total; Hangzhou, relying on the Alibaba
Cloud IoT Platform, has built a full-stack ecosystem covering device access, data stor-
age, and application development, with the number of connected devices on the plat-
form exceeding 1.5 billion by 2024. Talent demand in this region focuses on high-end
positions such as algorithm optimization and platform architecture design, requiring
graduates to master edge computing frameworks (e.g., AWS Greengrass) and industrial
protocols (e.g., OPC UA).

The Pearl River Delta region leads industrial implementation with manufacturing
advantages. Shenzhen, known as the "City of IoT", has a complete industrial chain from
electronic components to terminal products. Enterprises such as Huawei, ZTE, and DJI
have driven the region's IoT output value to account for 1/7 of the national total. The
transformation and upgrading of the manufacturing industry in Dongguan, Foshan, and
other cities have spawned a large number of system integration demands, and enter-
prises are in urgent need of interdisciplinary talents who understand both embedded
development and production line processes. Different from the Yangtze River Delta,
the Pearl River Delta attaches more importance to practical capabilities — recruitment
data from a smart manufacturing enterprise shows that graduates with STM32 devel-
opment experience and production line debugging capabilities have a starting salary
25% higher than the average.

The Bohai Rim region focuses on applications in public service sectors. Beijing,
relying on the advantages of research institutions, has formed characteristic solutions
in fields such as smart cities and emergency management; Tianjin focuses on the Inter-
net of Vehicles (IoV) and has built China's first city-level Vehicle-Road Collaboration
(V2X) demonstration zone. This region has high requirements for talents' policy com-
prehension ability and standard-setting experience — for example, graduates who have
participated in the formulation of national standards such as GB/T 30255 are more fa-
vored.

2.3  Continuous Improvement of Policy System and In-depth
Advancement of Industry-Education Integration

At the national level, a support system of "action plans + special policies" has been
formed. The Three-Year Action Plan for the Construction of IoT New-Type Infrastruc-
ture jointly issued by eight ministries and commissions in 2021 clearly requires "im-
proving the talent cultivation system and strengthening industry-university-research-
application collaboration"; the Implementation Plan for the Action to Empower and
Enhance Vocational Education through Industry-Education Integration in 2023 further
proposes to build 100 high-level Industry-Education Integration training bases, with a
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support quota of no more than 80 million yuan for each higher vocational college and
application-oriented undergraduate university. Local governments have responded pos-
itively: Jiangsu Province has implemented the "IoT Industry College" construction
plan, Guangdong Province has launched a subsidy policy for "school-enterprise joint
training order classes", and Shanghai has established an IoT talent supply-demand
matching platform®.

The leading role of enterprises has been continuously strengthened. Leading enter-
prises such as Sany Heavy Industry and Hikvision have participated in curriculum de-
velopment through "project bidding (open call for solutions)"; Huawei has incorporated
HCIA-IoT certification into the university credit system, with the number of certified
personnel increasing by 72% year-on-year in 2024. Industry-Education Integration
communities have achieved initial results — since its establishment, the National Rail
Transit Equipment Industry-Education Integration Community has jointly developed
49 training projects and trained more than 1,200 technical backbones, providing a rep-
licable collaboration model for the IoT field.

3 Analysis of IoT Talent Supply-Demand Contradictions
and Adaptability

3.1 Continuous Expansion of Talent Gap and Serious Imbalance in
Skill Structure

Talent demand in the industry shows the characteristics of "both quantitative and qual-
itative growth". Data from recruitment platforms shows that in 2024, the demand for
core positions such as [oT engineers and smart manufacturing system development en-
gineers surged by 200% year-on-year; senior engineers in first-tier cities have an annual
salary exceeding 300,000 yuan; technical experts mastering SG+Al integration skills
have a salary premium of more than 40%. Talent demand in major manufacturing cities
such as Wuhan and Suzhou is particularly urgent — the demand for smart manufactur-
ing-related positions will reach 9 million by 2025™,

The supply-demand mismatch is mainly reflected in three dimensions: first, insuffi-
cient basic skills — a survey by a Project 211 university shows that 68% of graduates
cannot independently complete sensor selection, and 75% of enterprises report that new
graduates lack embedded system debugging capabilities; second, insufficient compre-
hensive capabilities; third, lack of innovation capabilities.

3.2 Shortcomings in University Cultivation and Inadequate Industry-
Education Connection

The update of the curriculum system lags behind technological development. Core
courses of IoT majors in most universities still focus on traditional sensors and RFID
technology, with coverage of new technologies such as 5G slicing and XingShan Com-
munication being less than 30%%). The syllabus of a university shows that the teaching
content of the LoRaW AN protocol in [oT Communication Technology still remains in
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the 2018 version, which has a generational gap with the 1.0.3 version actually used by
enterprises. The setup of interdisciplinary courses is weak — only 25% of universities
offer integrated courses such as IoT Security and Edge Computing, making it difficult
for students to meet the needs of industrial technology integration.

The practical teaching link has the problem of "three emphases and three neglects":
emphasizing equipment procurement over scenario construction (many universities are
equipped with sensors, development boards, etc., but lack industrial environment sim-
ulation capabilities); emphasizing verification experiments over innovative design
(80% of experimental projects are still "wiring according to diagrams" without open-
ended tasks); emphasizing on-campus training over enterprise practice (due to safety
management and cost control, students have insufficient opportunities to access real
enterprise production lines). A survey shows that the average number of enterprise pro-
jects participated in by IoT majors is only 0.3, far lower than 1.2 of computer majors.

The teaching staff lacks "dual-qualification" characteristics — less than 30% of uni-
versity teachers have enterprise project experience, leading to the disconnection be-
tween teaching content and industrial realityl®. Although the Implementation Plan for
the Action to Empower and Enhance Vocational Education through Industry-Education
Integration proposes the "teacher secondment program to enterprises”, only 15% of
teachers can complete 6 months of enterprise practice every 3 years due to restrictions
of the professional title evaluation mechanism. The participation of enterprise mentors
also needs to be improved — most collaborations remain at the lecture level, and less
than 20% of enterprises deeply participate in curriculum design.

3.3 Urgent Need for Reform of Evaluation Mechanism and Lack of
Unified Quality Standards

The existing evaluation system has obvious deficiencies: first, single evaluation subject
— 90% of courses still rely on on-campus teachers for evaluation, lacking enterprise
participation; second, one-sided evaluation content — emphasizing theoretical
knowledge assessment (accounting for more than 70%) over practical ability evalua-
tion; third, rigid evaluation methods — final exam scores account for more than 60%,
and process-oriented evaluation is formalistic”). In the graduation design of IoT majors
in a university, pure theoretical research topics account for 45%, which is seriously
disconnected from actual industrial needs.

The connection between industry certifications and teaching evaluation is insuffi-
cient. At the same time, it is difficult to convert enterprise evaluation standards into
teaching indicators, and there is a lack of quantitative evaluation methods for some core
competencies.
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4 Construction of Industry-Education Integration Talent
Training System and Practical Cases

4.1 Curriculum System Reconstruction: Aligning with Industrial Needs
and Strengthening Interdisciplinary Integration

A four-dimensional curriculum system of "basic layer + professional layer + integration
layer + enterprise layer" is constructed. The basic layer retains core courses such as
Advanced Mathematics and Computer Networks to ensure knowledge systematicness;
the professional layer sets up courses such as Intelligent Sensor Technology and Wire-
less Sensor Networks to strengthen core technical capabilities; the integration layer
adds courses such as 5G+IoT Applications and Machine Learning to cultivate technol-
ogy integration capabilities; the enterprise layer jointly develops the customized course
Comprehensive IoT Training with cooperative units, transforming real enterprise pro-
ject cases into teaching content.

The dynamic adjustment mechanism for teaching content significantly improves
adaptability. By establishing a curriculum committee composed of enterprise technical
backbones, university teachers, and industry experts, 30% of the teaching content is
updated every semester. The university's IoT major added the HarmonyOS develop-
ment module to IoT Technology and Architecture in line with Huawei's technological
iteration, increasing the students' certification pass rate from 38% to 62%.

Case 1: Virtual Simulation Experiment Course for Smart Agriculture

Based on the Beijing Smart Agriculture Project, this course constructs a virtual ag-
ricultural greenhouse scenario, allowing students to complete the full-process training
of sensor selection, network deployment, and intelligent regulation through the simula-
tion platform. The experiment sets 5 modules: system topology design requires students
to plan node layout according to the colored pepper growth model; the equipment con-
figuration link trains parameter debugging of SHT30 temperature-humidity sensors and
ESP8266 modules; network layer deployment involves ZigBee routing algorithm opti-
mization; application layer development requires realizing data visualization based on
the MQTT protocol; assessment and evaluation generate competence radar charts
through an automatic scoring system. The course incorporates the requirements of
"smart agriculture applications", improving students' system design capabilities by
40%, and the relevant results have been adopted by a Beijing-based agricultural enter-
prise.

4.2  Practice Platform Construction: Three-Level System Linkage and
In-depth Scenario Experience

A three-level practice platform of "on-campus virtual simulation - school-enterprise
joint training - real enterprise projects"” is built. The introduction of real enterprise pro-
jects realizes a competence leap®). Engineers from iSoftStone provide on-campus guid-
ance to students in completing practical projects such as intelligent device data collec-
tion and cloud platform connection. This "teaching-practice-transformation" closed-
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loop model increases the students' employment rate to 98% and the professional job
matching rate to 85%.

Case 2: Development Project of Smart Grain Depot Management System

This project is jointly implemented by the university and the local grain reserve bu-
reau. Students develop a multi-parameter monitoring system based on the
STM32F103C8T6 microcontroller. The hardware integrates MAX30102 heart rate sen-
sors, LMT70 temperature sensors, and DHT11 temperature-humidity modules, and
connects to the Alibaba Cloud Platform through the ESP8266 module; the software
realizes functions such as data filtering, threshold judgment, and remote alarm; the sys-
tem displays real-time grain depot environment data through a mobile APPP),

4.3  Teaching Staff Construction: Dual-Tutor Collaborative Education
and Improvement of Practical Ability

A two-way flow mechanism of "on-campus teachers' enterprise practice + enterprise
experts' on-campus teaching" is implemented. During summer vacations, the university
organizes key teachers to conduct research in Zhengzhou-based software enterprises,
mastering the latest technological trends of the Industrial Internet and transforming en-
terprise cases into teaching resources. The university hires engineers from iSoftStone
as part-time tutors — this faculty configuration shortens the lag time between curricu-
lum content and industrial technology from 18 months to 6 months.

The joint guidance of graduation design by school and enterprise tutors has achieved
remarkable results. Enterprise tutors provide real R&D topics, and on-campus tutors
are responsible for theoretical guidance — the matching degree between students' grad-
uation design topics and enterprise needs reaches 90%. Some graduation designs of
graduates have been directly applied to enterprise park management and obtained in-
vention patent authorization. Under this model, the excellence rate of students' gradua-
tion design has increased by 25%, and the enterprise recruitment cycle has been short-
ened by 40%.

4.4 Innovation of Evaluation Mechanism: Multi-Subject Participation
and Focus on Ability Compliance

A multi-dimensional evaluation system of "process-oriented evaluation + enterprise
certification + skill competitions" is established. Process-oriented evaluation accounts
for 60%, including experimental reports (10%), project documents (20%), classroom
presentations (15%), and team mutual evaluation (15%); enterprise certification ac-
counts for 30%; skill competitions account for 10%, incorporating results of events
such as the National College Students IoT Design Competition.

After the implementation of the multi-dimensional evaluation model, the proportion
of students obtaining certificates increased from 25% to 64%; from having no compe-
tition awards to winning national and municipal first, second, and third prizes, the stu-
dents' post competence compliance rate increased from 55% to 78%.
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5 Optimization Paths and Policy Suggestions

5.1 Constructing a Dynamic Adaptation Mechanism to Achieve
Synchronization of Industry and Education

Establish an IoT industry talent demand forecasting mechanism. It is recommended that
MIIT take the lead, jointly with education authorities and industry associations, to re-
lease regional talent demand reports quarterly, clarifying the competence requirements
of core technical positions. Universities should adjust their professional orientations
according to the reports — for our application-oriented university, we can add the smart
terminal development orientation and strengthen IoT platform R&D capabilities. Tak-
ing advantage of school-enterprise cooperation, establish loT Industry Colleges in uni-
versities to realize the order-based cultivation model of "enrollment equals recruitment,
graduation equals employment". Encourage universities and enterprises to jointly build
online course resource libraries, and incorporate the constructed [oT course resources
into the university's elective credit system.

5.2 Deepening the Construction of Industry-Education Integration
Communities and Strengthening the Main Role of Enterprises

Innovat the school-enterprise collaborative education model and implement the "dual
tutors + dual bases" cultivation system. Enterprise tutors participate in teaching evalu-
ation throughout the process, and universities provide continuing education services for
enterprise employees to realize two-way resource flow. Quantify enterprise participa-
tion as the "Industry-Education Integration Index", which serves as an important basis
for university assessment and enterprise evaluation.

5.3 Improving the Support and Guarantee System and Optimizing the
Talent Cultivation Ecosystem

Increase investment in Industry-Education Integration training bases. In accordance
with the requirements of the Implementation Plan for the Action to Empower and En-
hance Vocational Education through Industry-Education Integration, expand students'
internship bases, increase the scope of enterprises for students' full-semester intern-
ships, and conduct in-depth cooperation with enterprises to enable the bases to have the
trinity function of "teaching-R&D-production".

Strengthen the construction of dual-qualification teaching staff, improve the enter-
prise tutor allowance system, and encourage engineers to teach in universities. Establish
an IoT Teachers' Professional Development Center to regularly organize new technol-
ogy training and teaching competence workshops.
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6 Conclusion

The rapid development of the IoT industry has put forward higher requirements for
talent cultivation, and Industry-Education Integration is the only way to achieve a dy-
namic balance between talent supply and demand. By analyzing the current status of
industrial development and talent adaptation contradictions, the four-dimensional cur-
riculum system, three-level practice platform, and multi-dimensional evaluation mech-
anism proposed in this paper have achieved remarkable results in teaching practice.
Research shows that when the matching degree between the university's curriculum
update cycle and technological iteration speed exceeds 80%, and the proportion of
teaching hours with enterprise participation reaches 30%, students' post adaptability
can be improved by more than 40%.

In the future, IoT talent cultivation needs to further strengthen policy coordination,
and build a closed-loop system of "industrial demand capture-cultivation program iter-
ation-policy resource matching" under the framework of national Industry-Education
Integration communities. With the in-depth implementation of the Three-Year Action
Plan for the Construction of IoT New-Type Infrastructure and the advancement of the
"14th Five-Year Plan" Education Power Advancement Project, the [oT engineering ma-
jor will surely provide more solid talent support for the development of the digital econ-
omy.
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