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Abstract. This research aims to develop and validate a measurement model for
cyberbullying among lower secondary school students under the Secondary
Educational Service Area Office of Lampang and Lamphun. In an era where
digital threats are rapidly proliferating, the study collected data from 366
students using a 31-item questionnaire with a 5-point Likert scale, encompassing
four key components of cyberbullying. Data analysis was conducted using
confirmatory composite analysis with a disjoint two-stage approach.

The findings confirm that the developed cyberbullying measurement model
aligns well with empirical data, both at the lower-order and higher-order construct
levels. The model consists of four essential components: masquerade, exclusion,
harassment, and outing, comprising twelve indicators in total. Notably, all four
components carried equal weights, reflecting their equivalent importance in the
Thai cultural context. Particularly significant was the exclusionary behavior
indicator, which showed the highest weight, highlighting the distinctive
characteristic of Thai society that places high value on group belonging. This
measurement model represents a valuable tool for screening, monitoring, and
developing preventive measures against cyberbullying that are appropriate for the
Thai cultural context. It will help protect Thai youth from online threats, create a
safe learning environment, and promote the complete mental and social
development of Thai adolescents.

Keywords: Cyberbullying, formative measurement model, confirmatory
composite analysis, higher-order construct.

1 Introduction

Cyberbullying represents a rapidly proliferating threat in our digital society,
fundamentally distinct from traditional bullying due to the rapid accessibility of
information technology (Sittichai & Smith, 2015). This problem has infiltrated every
aspect of people's lives, particularly affecting adolescents in the vulnerable
developmental stage of identity and social formation.

While traditional bullying has limited boundaries, cyberbullying possesses significantly
more destructive power, especially through the anonymity it provides perpetrators
(Donegan, 2012). When aggressors can hide behind screens, they face neither the pain
of their victims, accountability for their actions, nor fear of punishment. This unleashes
unlimited potential for cruel behavior, allowing attackers to target victims 24 hours a
day, with no safe haven for victims even in their own homes (Atkinson, 2008). A
disturbing cycle emerges as victims frequently become perpetrators themselves, driven
by desires for revenge (Patchin & Hinduja, 2010), creating an endless cycle of violence
that rapidly expands throughout online communities. The psychological impacts are
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severe and profound. Research indicates that both perpetrators and victims face high
risks of serious mental health issues, not only anxiety, loss of self-esteem, and
depression, but also suicidal tendencies, violent inclinations, and antisocial behaviors
that may impact their entire lives (Auemaneekul et al., 2019).

This crisis intensifies when considered within the specific context of Thai society.
Thailand's distinctive social structure, characterized by hierarchical power
relationships, face-saving culture, and avoidance of direct conflict, makes
cyberbullying in the Thai context more complex and concealed than in Western
societies. Adherence to social hierarchies may prevent students of lower status from
reporting bullying by those of higher status, while face-saving culture might cause
victims to hide their experiences to avoid embarrassment. Particularly concerning is the
lack of in-depth studies on this problem in the Thai context, especially among lower
secondary school students, a critical age when adolescents are seeking identity and are
highly sensitive to social acceptance. The Thai educational system still lacks effective
tools for screening, monitoring, and preventing cyberbullying that are appropriate for
Thailand's cultural and social context. Attempts to apply foreign models and measures
without adapting them to the Thai context are not only ineffective but potentially
dangerous by neglecting key factors driving bullying in Thai culture.

Despite extensive research on cyberbullying in foreign countries (Zych et al., 2019;
Wong & McBride, 2018; Sticca et al., 2015; Willard, 2007), the absence of research
sensitive to Thai cultural contexts leaves Thai educational institutions vulnerable,
unable to address problems threatening the wellbeing and development of numerous
Thai youth. Therefore, confirmatory factor analysis specific to the Thai context is
urgently needed. Using Confirmatory Composite Analysis (CCA) is not merely an
academic exercise but a response to a real crisis in Thai society. CCA offers high
flexibility in accommodating both reflective and formative measurement models,
capable of handling non-normally distributed data and small sample sizes, which are
common in research on such sensitive issues. This analysis will help understand
the complex structures and relationships between various components of cyberbullying
in the Thai context, which is essential for developing effective preventive measures.
Failure to conduct such research will result in cyberbullying problems among Thai
youth intensifying without effective tools for detection, prevention, and resolution.
With rigorous and diverse fit indices such as SRMR, duts, and dg, CCA analysis will
provide highly reliable results, establishing a solid foundation for developing effective
measurement tools and prevention guidelines for lower secondary school students in
Thailand. This will not only protect Thai youth from online threats but also create a
safe learning environment and promote complete mental and social development of
Thai adolescents.

2 Objectives

To develop and validate a measurement model for cyberbullying among lower
secondary school students under the Secondary Educational Service Area Office of
Lampang and Lamphun.
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3 Method

This research is a quantitative study examining cyberbullying among lower secondary
school students. The details and research procedures are as follows:

3.1 Population and sample

This study employed a questionnaire on cyberbullying among lower secondary school
students under the Lampang-Lamphun Secondary Educational Service Area Office.
The instrument was developed through a review of literature, theoretical concepts, and
previous research related to the study variables. The questionnaire consisted of 31
1tems.

The questionnaire assessed cyberbullying behaviors using 31 items measuring 12
indicators across four components, employing a 5-point rating scale ranging from
"strongly agree/feel/behave" (5) to "hardly agree/feel/behave" (1). The instrument
development began with a comprehensive literature review to establish operational
definitions. The researchers then constructed questionnaire items aligned with the
measurement framework, with cyberbullying items distributed across four components:
masquerade (e.g., "I have fabricated or embellished information about others on social
media"), exclusion (e.g., "I have deleted or blocked people I dislike from groups on
social media"), harassment (e.g., "I often send repeated messages to annoy others
through social media"), and outing (e.g., "I think it's fun to share photos of others
without permission on social media"). Content validity analysis revealed that IOC
values for cyberbullying items ranged from 0.50 to 1.00, indicating acceptable to
excellent content validity. Items with lower IOC values (0.50) were retained after
considering their discrimination power in subsequent analyses.

The questionnaire underwent pilot testing with 110 non-sample lower secondary
students from the same educational service area. Discrimination analysis using item-
total correlation showed positive coefficients ranging from 0.230 to 0.816 for
cyberbullying items. Independent sample #-tests comparing high and low scoring
groups (33rd percentile) identified 17 of 31 cyberbullying items as statistically
significant. Reliability analysis using Cronbach's alpha coefficient revealed excellent
internal consistency across all measurement sections. The cyberbullying section (CB)
demonstrated an overall reliability of 0.918, with component reliabilities for
Masquerade (MAS: spreading rumors, deception, impersonation) ranging from 0.762
to 0.801, Exclusion (EXC: blocking from groups, collective attacks, information
concealment) from 0.815 to 0.883, Harassment (HAR: sending offensive messages,
provocative messages, sexual harassment) from 0.740 to 0.776, and Outing (OUT:
revealing messages, data theft, sharing photos/videos) from 0.768 to 0.822. The final
selection of items was based on three criteria: positive discrimination coefficients,
statistically significant differences between high and low groups at the 0.05 level, and
component reliability of > 0.70. This rigorous development and validation process
ensured that the instrument possessed strong psychometric properties suitable for
measuring cyberbullying behaviors among lower secondary school students.

3.2 Data collection

The research was approved by the Human Research Ethics Committee of
Chiang Mai University (CMUREC 66/073). The researcher established strict measures
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to protect participants' personal information and rights. All participants received
written information about their rights, including the option to withdraw at any time
and assurances of data confidentiality, with all data to be destroyed upon completion
of the research. Selection criteria required participants to be currently enrolled in
lower secondary education and to voluntarily consent to participation. Of the 400
questionnaires distributed, 383 were returned. However, 12 contained incomplete
responses and 5 had identical answers throughout the entire form, resulting in a final
usable sample of 366 questionnaires.

3.3 Data analysis

Cyberbullying represents an emergent construct rather than a pre-existing variable,
characterized by the relationship between indicators and components where indicators
collectively form components, which in turn constitute the cyberbullying variable.
This research employed a higher-order measurement model with a formative-
formative structure. The analytical approach utilized confirmatory composite analysis
(CCA) through a disjoint two-stage method. Initially, the first stage examined lower-
order constructs (LOC), analyzing how indicators relate to the lower-level structure to
generate standardized construct scores and establish inter-construct relationships.
Subsequently, the second stage focused on analyzing the higher-order construct
(HOCQ), utilizing the LOCs from the first stage as indicators for the newly constructed
HOC, cyberbullying. This analysis was conducted using ADANCO version 2.3.2,
followed by comprehensive interpretation of the results. The assessment framework
considered two key dimensions: 1) Overall model fit, which evaluated the alignment
between observed and predicted variable values through nomological validity
measures including SRMR, dg, and durs. Optimal results require these values to fall
below the 99% confidence level (HI99). In cases where all three values exceed this
threshold, focus shifts to SRMR, which should ideally remain below 0.08 (Hu &
Bentler, 1988). 2) Measurement model quality: Given the formative nature of the
measurement model, multicollinearity was assessed using VIF values, with optimal
values below 5.0 (Hair et al., 2019). Furthermore, VIF values below 3.0 indicate that
indicators are free from common method bias (CMB) (Kock, 2015). Regarding
indicator weight significance, -weight values exceeding 1.96 denote statistical
significance. For indicators lacking statistical significance, loading values greater than
0.5 were considered as an alternative criterion.

4 Results

The confirmatory composite analysis of the LOC (Figure 1), in terms of the overall
model fit analysis, based on the nomological validity including SRMR=0.0384,
durs=0.1152, and dg=0.0476, indicates that the model fit well. This is evidenced by
the SRMR value being below 0.08. The analysis of the weights of indicators in the
LOC revealed values ranging from 0.2421 to 0.6233, with statistically significant
findings at the .01 level. The highest weights were observed for EXC2  (0.6233, ¢-
weight=9.1655), OUT3 (0.5569, t-weight=7.1864), and HAR3 (0.5191,
t-weight=6.2670). Multicollinearity assessment yielded VIF values between 1.1228
and 1.6446, all below the critical threshold of 3, confirming the absence of
multicollinearity issues. Similarly, regarding the confirmatory composite analysis in
the HOC, the results of the overall model fit assessment show nomological validity
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parameters including SRMR=0.0000, duLs=0.0000, and d=0.0000. Since the HOC
assessment involves analyzing a single variable, no analysis results are observed.
Upon examining the results of the analysis of indicator weights in the HOC (Figure
2), it was found that the indicators MAS, EXC, HAR, and OUT have statistically
significant weights equal to 0.3131 at the .01 level. This is because the analysis is
based on standardized construct scores from the LOC. As for the loading values, they
are quite similar among the indicators MAS, EXC, HAR, and OUT with values of
0.7889, 0.7966, 0.8061 and 0.8022, respectively. Regarding the multicollinearity, the
overall indicators have VIF values ranging from 1.6599 to 1.7582, which are below 3.
This indicates that there is no issue of multicollinearity among the indicators.
Therefore, all indicators can be used as measurement indicators in the HOC, as shown
in Table 1.

Table 1. The results of the indicator analysis in the LOC and HOC

. First-order Second-order
Constr  Indica weigh ondi weig , oadi
t _ oad1i - oad1l
e tor t Eome VBT eight ng VIF
MAS 0466 5255 082 1.44
1 1 6 76 51
vas MAS 0382 4.032 082 160 031 56367 0.78 1.65
2 3 2 40 718 31 7 89 59
MAS 0.388 4228 0.77 1.39
3 1 0 12 11
0367 5.781 0.61 112
EXCL 4 8 46 28
0.623 9.165 0.86 132 0.31 56.367 0.79 1.71
EXC EXC2 4 5 49 6 31 7 66 17
0.317 4.100 0.73 1.39
EXC3 8 98 53
HAR 0462 6.616 080 1.40
1 2 2 8 67
iag HAR 0242 2654 076 164 0.31 56367 0.80 1.75
2 1 3 18 46 31 7 61 82
HAR 0.519 6.267 085 1.50
3 I 0 15 26
0.300 4.028 0.71 1.39
OUTL ¢ ! 87 11
0.396 5.232 0.78 142 031 56.367 0.80 1.71
out ourz , 7 2 83 31 7 275
0.556 7.186 0.85 1.31
OUT3 4 08 32

noted: -weight>1.96: weight values found statistically significant at the .01
level.
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Figure 1. The Analysis of the LOC.
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5 Discussion

The validated measurement model reveals several culturally specific findings that
enhance our understanding of cyberbullying in the Thai context. The structure consists
of four equally weighted components (0.3131 each): masquerade, exclusion,
harassment, and outing, each reflecting specific aspects of cyberbullying behavior in
Thai culture.

Within the masquerade component, the highest weight was assigned to spreading
rumors (MASI1: 0.4661), followed by impersonation (MAS3: 0.3881) and deception
(MAS2: 0.3823). This emphasis on reputation damage closely aligns with Thai culture's
profound emphasis on saving face and honor, making rumor-spreading particularly
devastating in this cultural context (Patchin & Hinduja, 2012). This finding emphasizes
that cyberbullying behaviors targeting reputation are especially significant in
collectivist societies that deeply value social status.

Most notably, exclusion emerged as the most prominent dimension overall, with group
attacks (EXC2) showing the highest weight (0.6233) among all 12 indicators across the
model, followed by exclusion from groups (EXC1: 0.3673) and information blocking
(EXC3: 0.3179) (Kowalski et al., 2014). This finding clearly demonstrates that
exclusionary behaviors are particularly damaging in collectivist societies like Thailand,
where group belonging is immensely valuable within hierarchical social structures
(Barlett et al., 2014). The prominence of exclusion as a cyberbullying strategy
represents a significant departure from many Western models that often emphasize
direct harassment.

The harassment component revealed that sexual harassment (HAR3: 0.5191) had the
highest weight, followed by sending unwanted messages (HARI1: 0.4622) and
provocation (HAR2: 0.2421). Despite Thailand's strict norms regarding sexual
propriety, the prevalence of online sexual harassment supports Patchin and Hinduja's
(2010) theory of social disinhibition, which suggests that cyberspace allows adolescents
to bypass social norms that would control their behavior in the real world. This finding
reveals complex interactions between cultural norms and digital behavior among Thai
adolescents.

Within the outing component, sharing photos/videos without permission (OUT3:
0.5569) had the highest weight, followed by information theft (OUT2: 0.3962) and
revealing private messages (OUT1: 0.3008). This finding aligns with Donegan's (2012)
research on privacy violations and reflects that in Thailand's face-saving culture,
sharing private images without permission can severely impact adolescents' social
status and self-worth. The prominence of image-based violations points to Thai
adolescents' particular vulnerability to this form of cyberbullying.

Importantly, the absence of complex relationships between components (all VIF values
below 1.76) confirms that these four dimensions represent distinct aspects of
cyberbullying behavior. This supports Olweus's (2012) view that cyberbullying
encompasses diverse behaviors that should be examined differently while
acknowledging their interconnectedness. This research demonstrates several
methodological strengths that enhance its significance and contribution to the field.
First, this study innovates by employing a formative structure rather than a reflective
one, viewing cyberbullying as a phenomenon arising from distinct behavioral
components rather than as a pre-existing trait that generates observable behaviors. This
approach aligns with Patchin and Hinduja's (2010) methodological recommendations
for treating cyberbullying as a composite construct, representing a significant
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advancement in cyberbullying measurement methodology. The successful application
of confirmatory factor analysis demonstrates the benefits of this analytical approach in
examining complex psychosocial structures. The disjoint two-stage approach allowed
for detailed examination of relationships between indicators, first-order components,
and the overall cyberbullying construct. This methodological rigor enhances the
accuracy and reliability of the findings and provides a template for future studies
examining complex social phenomena. The research design thoughtfully incorporated
cultural considerations into the measurement development process, ensuring that the
resulting model appropriately captures the specific manifestations of cyberbullying
within Thai culture. This cultural sensitivity represents a key methodological strength
that enhances the ecological validity of the findings.

The validated cyberbullying measurement model provides Thailand with a culturally
appropriate assessment tool. Kowalski and Limber (2007) emphasize that effective
prevention requires such culturally-specific instruments. CCA analysis shows all four
components (masquerade, exclusion, harassment, outing) have equal weights (0.3131)
in the higher-order construct, indicating balanced importance. Prevention programs
should address all dimensions equally. However, individual indicators vary in weight,
with group attacks (0.6233) being most influential and deserving priority. This model
establishes a foundation for future research on cyberbullying outcomes among Thai
adolescents. As Zych et al. (2019) note, valid measurement tools are essential for
understanding causes, effects, and evaluating interventions within specific cultural
contexts.

6 Recommendation

Research findings identify social exclusion, particularly group attacks, as the most
severe form of cyberbullying affecting Thai adolescents. This reflects Thailand's
collectivist society where group belonging is fundamental to personal identity.
Educational institutions should develop specialized monitoring systems targeting all
three forms of exclusion while training teachers to recognize warning signs in
students. Cyberbullying prevention programs must be adapted to the Thai context,
rather than simply adopting Western models that emphasize direct harassment. These
programs should focus on raising awareness about the impacts of exclusion and
promoting a culture of acceptance. Parents need education on how to identify and
communicate with children who may be experiencing these issues. School
psychologists should develop culturally sensitive screening tools specifically focused
on social exclusion. When incidents occur, relationship restoration approaches that
consider Thai cultural values of harmony and face-saving should be employed. This
includes empowering bystanders to safely intervene, alongside supporting longitudinal
research on the psychosocial developmental impacts on Thai adolescents. Recognizing
social exclusion as the primary threat in the Thai cultural context will lead to more
effective preventive measures, creating safer digital spaces for all Thai adolescents.
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