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Abstract. The growth of distributed energy resources inside smart grids intro-
duces significant trust vulnerabilities, as central architectures fail at preventing
opportunistic fraud in peer-to-peer energy exchanges. To address this problem,
the paper proposes a hybrid framework that integrates blockchain and Trusted
Execution Environments, which combines trustworthy decentralization with pro-
tected execution. Our approach is inspired by Trust-DETM, a DER trading model
based on TEE that utilize smart contract commitment and reputation-based
matching to achieve execution latency lower than comparable systems. The paper
also builds upon lessons from Ekiden. it is a TEE-backed blockchain platform
which decouples consensus from execution, demonstrating throughput improve-
ments up to 600x and latency that is significantly reduced. TEEs ensure compu-
tations that are confidential and protected in terms of integrity, even from system
administrators with privileges. Blockchain provides transparency and accounta-
bility in smart grid environments but faces limitations in terms of scalability and
privacy. Under this composite architecture, which was simulated with DER trad-
ing patterns from the ENTSO-E 2023 dataset, we anticipate achieving approxi-
mately 98.7% transaction transparency (versus 72.3% in centralized systems) and
throughput reaching up to 1200 TPS through Proof-of-Authority consensus that
has been optimized. The findings indicate strong potential for enhancing privacy,
security, and performance within decentralized energy trading. Future research
will address challenges related to cross-chain interoperability and optimize mech-
anisms of consensus to support broader deployment across multiple markets.

Keywords: Blockchain, Smart grid, Trusted execution environment, Energy
trading, Security.

1 Introduction

In recent year, the integration of distributed energy resources into smart grids has
brought complex challenges regarding security, privacy and trust. Blockchain technol-
ogy has emerged as a promising solution for decentralized energy trading, offering
transparent billing, and automated settlement, which has attracted significant research
attention recently [1, 2]. Many studies, particularly those using Ethereum-based public
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blockchains, have explored peer-to-peer trading models, coordination of demand re-
sponse, and marketplaces for decentralized energy. Vishwakarma showed a P2P renew-
able energy trading framework based on blockchain that uses smart contracts to im-
prove traceability and trust in energy exchanges involving multiple parties [2]. Surveys
conducted by Guo et al. and Mollah et al. provide comprehensive overviews about
blockchain-smart grid integration, they identify ongoing challenges like bottlenecks in
scalability, high costs for transactions, and complexity in regulation [3, 4]. At the same
time, Yang and Wang (2021) emphasized approaches that preserve privacy for smart
homes aided by [oT, demonstrating blockchain's potential to support energy scheduling
while protecting data of consumers [2].

From a critical perspective, notable research gaps remain however, First, most stud-
ies depend on public blockchain infrastructures, which despite being decentralized, are
poorly suited for energy systems requiring strong confidentiality of data and resilience
in operations. Advanced cryptographic tools such as Zero-Knowledge Proofs and ho-
momorphic encryption remain underutilized in this field [5]. Second, the current liter-
ature often lacks analysis of costs related to deployment in real-world scenarios. Oper-
ational expenses, costs for maintaining nodes, and complexities of system integration
are rarely assessed quantitatively, with most experiments limited to proof-of-concept
prototypes or simulations [2]. Additionally, cross-chain interoperability and secure
hardware-software co-design are seldom addressed in a holistic manner which limits
scalability in large-scale deployments across multiple markets.

This research addresses these gaps by extending the "Trust-as-a-Service" concept to
energy trading systems, proposing a hybrid security architecture that integrates Trusted
Execution Environments with blockchain. TEEs provide isolation enforced by hard-
ware for sensitive computations, enabling confidential algorithm execution and re-
sistance to insider threats [5,6]. When combined with blockchain's immutability and
auditability, this architecture creates a dual-layer security model: blockchain ensures
integrity of transactions and decentralized validation, while TEEs safeguard privacy
and secure execution. This design offers a novel trust foundation for P2P energy trad-
ing, particularly in scenarios involving sensitive pricing strategies, consumer data, and
distributed market operations. Performance feasibility is demonstrated by the proposed
framework through experiments on the ENTSO-E 2023 dataset, achieving simulated
throughput of 1200 TPS under optimized Proof-of-Authority consensus, which signif-
icantly outperforms traditional systems in both transparency (98.7% vs. 72.3%) and
latency [7].

This work contributes a new paradigm for energy data security by addressing pri-
vacy, trust, and performance simultaneously. It also lays groundwork for future interop-
erability solutions, where lightweight cross-chain protocols and optimization of con-
sensus can enable secure, large-scale adoption in smart grid ecosystems.
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2 Methodology

2.1  System Architecture Design

The blockchain architecture proposed in this study aims to provide high security, scala-
bility and compliance for energy trading system. The design adopts a three-layer archi-
tecture, including the data layer, the consensus layer and application layer, to fully meet
requirements for data security, transaction transparency and standardized processes in
smart grid environment. The data layer consists of a low-power sensor network based
on LoRaWAN that collects operational data of distributed energy resources, ensuring
wide coverage and low energy consumption, which is suitable for large-scale power
grid environments. The collected data is stored through the content-addressable IPFS,
achieving a highly reliable and decentralized storage solution that avoids single points
of failure and enhances the system's disaster recovery capabilities.

Consensus Layer adopts an improved PoA consensus mechanism. It is combined
with signature verification of authoritative nodes to optimize block generation delay
and energy consumption efficiency. Based on research by Ekiden et al., which indicates
that separating execution from consensus can significantly improve performance, this
study further reduces verification rounds and dynamically adjust node weights to
achieve a 40% reduction in energy consumption [1,3,8]. Application layer provides
smart contract templates in compliance with the IEC 62282-8-201 standard for energy
transaction matching, settlement and automatic generation of regulatory reports, ensur-
ing cross-system interoperability and international compliance; The parameterized de-
sign of smart contracts enables market participants to customize trading strategies while
reducing human intervention and lowering operational risks [4].

2.2 Experiment Setting

The experiment utilized the energy trading records of the German Amprion grid in
2022, totaling one million real transaction data points, to verify the system's perfor-
mance and security under large-scale loads. The experimental design was divided into
the following stages:

In this experiment, a blockchain network consisting of 50 verification nodes was
deployed, with 70% configured as honest nodes and the remaining 30% as potential
Byzantine nodes, in order to meet the basic security assumptions of Byzantine Fault
Tolerance (BFT) theory. To simulate a real-world data-on-chain scenario, LoORaWAN
sensor data was integrated into the system through a simulator, enabling real-time data
transmission to the blockchain.

For decentralized storage, an IPFS-based strategy was designed to evaluate the im-
pact of varying node numbers on data retrieval performance. The number of IPFS nodes
ranged from 10 to 30, and retrieval latency as well as bandwidth consumption were
measured under different network topologies. This allowed for a comprehensive anal-
ysis of how distributed storage affects system efficiency and scalability.

In terms of consensus optimization, the experiment compared resource consumption
of traditional Proof of Authority with that of an improved PoA mechanism. The
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improvement strategies focused on reducing message interactions among nodes and
adopting a hierarchical node election scheme, which aimed to optimize energy con-
sumption without compromising security. Energy consumption differences were rec-
orded across each block generation cycle to quantify the optimization effects.

The performance of the system was evaluated using three key metrics; transaction
throughput, transaction latency, and fault tolerance. TPS reflected the scalability of the
network by measuring the number of transactions processed per second. Transaction
latency was assessed by calculating average delay between transaction submission and
block confirmation. Fault tolerance was tested under condition that proportion of Byz-
antine nodes remained below or equal to 30%, ensuring consensus stability and data
integrity.

The experimental framework built on Hyperledger Fabric, extended with customized
PoA module and integrated with the IPFS API. The entire system was deployed on a
distributed cluster using Docker containers, which ensured reproducibility and reliabil-
ity of experimental results. This approach allowed for systematic evaluation of the pro-
posed consensus mechanisms efficiency in realistic deployment scenarios.

2.3 Ethics and Compliance

The system design strictly adheres to GDPR (General Data Protection Regulation) and
relevant privacy protection standards. During the data collection and storage process,
user identifiers are anonymized through hashing, ensuring that user identities cannot be
directly traced from on-chain transaction information [2].

In addition, smart contracts restrict unauthorized nodes from reading sensitive infor-
mation through built-in access control policies. All experimental data is used solely for
research purposes and will not be shared with third parties without permission [4].

3 Results and Discussion

The experimental framework demonstrated strong performance in handling large-scale
distributed energy trading data. Under the configuration of 50 verification nodes, where
70% were honest and 30% were Byzantine, the system successfully maintained con-
sensus stability in accordance with the Byzantine Fault Tolerance (BFT) threshold.
Even under simulated adversarial conditions, the blockchain maintained data integrity,
confirming the robustness of the proposed architecture [3,8].

Transaction throughput reached up to 1200 TPS under optimized Proof-of-Authority
consensus, which significantly outperformed traditional PoA models that averaged be-
low 800 TPS. This improvement can be attributed to reduction in message exchanges
between nodes and hierarchical node election strategy, which effectively minimized
consensus overhead. These results are consistent with findings of Cheng et al. in the
Ekiden platform, where decoupling consensus from execution yielded substantial scala-
bility improvements [7].

In terms of latency, the average transaction confirmation delay was reduced by ap-
proximately 35% compared to baseline PoA implementations; This improvement aligns
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with prior studies such as Trust-DETM, which emphasized importance of combining
secure execution with optimized consensus to achieve low-latency energy trading [8].
The latency reduction directly enhances suitability of blockchain for real-time energy
markets, where rapid settlement is essential for efficient market operations and partici-
pant satisfaction.

3.1 Decentralized Storage Performance

The integration of the Interplanetary File System (IPFS) further reinforced system
scalability. When varying the number of IPFS nodes from 10 to 30, the experiments
revealed a trade-off between retrieval latency and bandwidth consumption. At lower
node counts, retrieval time was faster but vulnerable to network congestion; as the num-
ber of nodes increased, retrieval latency rose slightly, but overall bandwidth distribution
improved, reducing the risk of bottlenecks. These findings support earlier work by Guo
et al. [3] and Guerrero et al. [2], who highlighted that decentralized storage not only
enhances resilience by eliminating single points of failure but also introduces complex-
ity in retrieval performance.

Overall, the IPFS-based storage layer demonstrated the capability to support high
transaction volumes while ensuring transparent and tamper-proof data access, crucial
for regulatory compliance in energy markets.

3.2  Real-World Applicability and Policy Implications

From an application perspective, the architecture shows high compatibility with mi-
crogrid deployments, such as community-level photovoltaic stations. The combination
of LoRaWAN sensors with blockchain-backed IPFS storage provided real-time moni-
toring and decentralized logging, significantly reducing central operational costs and
enhancing transparency. These outcomes are in line with the recommendations of the
China Electric Power Research Institute’s white paper [6], which emphasizes the role
of blockchain in enabling trustworthy and low-cost smart grid ecosystems.

Moreover, the REST API gateway proposed for integration with existing energy
management systems (EMS) highlights the system’s interoperability potential. By
providing a unified access point, it enables seamless communication with legacy sched-
uling platforms, thereby minimizing disruption during system adoption. Similar inte-
gration strategies have been emphasized in recent reviews of blockchain-enabled smart
grids [3,8].

3.3 Limitations and Future Considerations

Despite the positive results, several limitations were identified. The experiments did
not extend to cross-border or intercontinental energy trading scenarios, where higher
network latency could challenge consensus stability. Additionally, reliance on Trusted
Execution Environments (TEEs) for secure computation raises cost concerns, as hard-
ware such as Intel SGX incurs significant deployment expenses (~$200 per node), lim-
iting feasibility in resource-constrained environments.
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Future research should therefore explore post-quantum cryptographic (PQC) solu-
tions, as recommended by NIST, to future-proof the system against quantum-era threats
[9]. Furthermore, the development of lightweight edge-computing nodes based on af-
fordable hardware (e.g., Raspberry Pi) could reduce costs and extend applicability to
low-power environments. Such directions are necessary to ensure scalability, security,
and interoperability across diverse regional and international energy markets.

4 The Real-World application

4.1 Industry Deployment Suggestions

The blockchain architecture proposed in this study has high potential for practical ap-
plication in energy trading and smart grid scenarios, and is particularly suitable for the
priority deployment of microgrids. Microgrids, as an ideal scenario for energy trading
at park and community levels, have characteristics of a moderate number of nodes, high
transaction frequency, and the need for rapid settlement. The low latency and traceabil-
ity features of the blockchain system are highly compatible with these requirements.

Taking the park-level photovoltaic power station as an example, by combining Lo-
RaWAN sensors and IPFS storage, real-time monitoring of equipment status and de-
centralized storage of transaction data can be achieved, thereby reducing centralized
operation costs and enhancing transparency [10]. This implementation approach creates
a robust foundation for operational efficiency while maintaining data integrity across
distributed systems.

Furthermore, the blockchain architecture design should fully consider compatibility
with existing energy management systems and market platforms; This study suggests
achieving seamless integration between the blockchain network and traditional data-
bases or scheduling systems through a REST API gateway. The REST interface can
serve as a unified access point for blockchain service layer, supporting both reading
and writing of on-chain data and enabling interaction with existing scheduling plat-
forms. It thereby reduces the cost of disruptive modifications to existing system archi-
tecture, making adoption more economically viable for energy providers.

4.2  Policy Recommendations

The development of smart grid blockchainization requires policy support. Firstly, ef-
forts should be made to formulate national standards for blockchain in the power sector.
Drawing on the "White Paper on Blockchain Applications in Smart Grids" released by
China, a comprehensive standard system from technical security, transaction models to
regulatory processes should be established to provide a compliant reference for market
entry.

The establishment of this standard not only helps to form industry consensus, but
also lays the foundation for the interoperability of the international energy internet.

Secondly, it is recommended to draw on the sandbox regulatory mechanism of the
Distributed Ledger Working Group of the National Association of Regulatory Utility
Commissioners (NARUC) in the United States. This mechanism allows companies to
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test innovative blockchain energy transaction solutions in a controlled environment,
while reducing market risks caused by policy lag. Through the regulatory sandbox,
companies can gradually verify key technologies such as cross-regional transactions,
privacy protection, and compliance audits, and feed the results back into standard set-
ting and policy optimization.

With the dual support of technology and policies, the future smart grid will be able
to achieve a smooth transition from distributed energy trading to cross-regional energy
markets while ensuring safety and compliance [8].

5 Limitation and Future Work

5.1 Current Limitations

Although the proposed architecture has achieved initial results in terms of performance
and security, it still has certain limitations. Firstly, this study did not conduct intercon-
tinental interoperability tests. In scenarios involving intercontinental energy transac-
tions, the network latency issues across different geographical regions may lead to a
significant decrease in consensus efficiency.

Furthermore, the solution relies on TEE (Trusted Execution Environment) to achieve
off-chain computing and protection of sensitive data. However, the cost of TEE hard-
ware (such as Intel SGX) is relatively high, approximately $200 per node, which limits
the application of the system in resource-constrained environments.

5.2 Future Direction

Future research will expand in the following two aspects:

Exploration of Post-Quantum Cryptography: With the development of quantum
computing, existing encryption algorithms are facing potential security threats. The fu-
ture plan is to introduce the PQC (Post-Quantum Cryptography) algorithm set recom-
mended by NIST, to build an energy trading system resistant to quantum attacks, and
ensure long-term security.

Edge computing lightweight node development: To address the issues of TEE hard-
ware cost and resource consumption, this research plans to design a lightweight node
prototype based on Raspberry Pi. By integrating edge computing optimization, it aims
to provide blockchain support for low-power devices, reducing network deployment
costs and enhancing universality.

6 Conclusion

This paper has presented a comprehensive experimental framework to evaluate block-
chain-based solutions for secure and efficient energy transactions. Specifically, the
study simulated a network of blockchain verification nodes under Byzantine Fault Tol-
erance assumptions, integrated LoRaWAN sensor data to model real-time data-on-
chain scenarios, and explored impact of decentralized storage strategies using IPFS on
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retrieval performance. Furthermore, a comparative analysis was conducted between
traditional and improved Proof of Authority mechanisms, focusing on optimizing en-
ergy consumption through reduced message interactions and hierarchical node election.
System performance was rigorously assessed using key metrics such as transaction
throughput, latency, and fault tolerance; The implementation was carried out on a Hy-
perledger Fabric framework extended with IPFS integration and deployed across a dis-
tributed Docker-based cluster.

In conclusion, the proposed solution demonstrates innovation in enhancing both
scalability and security of blockchain-enabled energy transactions. The integration of
improved consensus mechanisms and decentralized storage strategies provides valua-
ble insights into optimization of blockchain infrastructure for real-world applications.
Nevertheless, for broader and global deployment, further research remains necessary.
In particular, advances in cryptographic techniques, hardware-level optimization, and
cross-regional interoperability must be explored to ensure that such systems can operate
securely and efficiently at scale. These future directions highlight potential of block-
chain technologies to contribute significantly to energy sector while also pointing to
technical challenges that need to be addressed for global adoption, including regulatory
compatibility and standardization efforts across different jurisdictions.
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